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I'maBa 1. Bsenenwue

1 BBepeHwue

LS HWI11 sBiasiercs: nporpammuo-anmaparuoit peasmsarueit OO0 "JIMCCU-Codr"|[1]
craggapra PKCS#11 API [16], monosHeHHOro mojiepKKoil poccuiickux Kpuirrorpadu-
YECKUX AJTOPUTMOB B COOTBETCTBUHU CO CHEIUMUKAIMSAMEU, BbipaboTaHHbIMU TexHmde-
ckuM kommreroM 1o crangaprusanun (TK 26) "Kpunrorpadudeckas samura undOp-
marun" 14, 2|. Hauunas ¢ Bepcum 5.0, npoussBomurest mojzep:kka aaropurmos 'OCT
P34.10-2012, 'OCT P34.11-2012 u comyTCTBYIOIUX aJrOPUTMOB U TAPAMETPOB.

[Tommep:xka aaropurmoB poccutickoir kpurnrorpaduu B LS HWI11 ocymecrBisercs ¢
nomortbio Kpunrorpaduaeckoro syipa LISST Crypto Core. LS HW11 sBstercst kpoce-
1aThOPMEHHDBIM IIPOJyKTOM U II03BOJIAET PabOTATh C HECKOJIbKUMU TOKEHAMU, UCIIOJb-
3ysl UX KaK yCTPONUCTBA ISt 3AIUIIEHHOTO XPAHEHUsT CODCTBEHHBIX 00bEKTOB. OT TOKEHOB
U UX POJHBIX OHOJMOTEK He TpedyeTcs: MOMJIEPKKKU POCCUMCKUX KPUITOrpadpuIecKmx
ajsiroput™MoB — 6ubaunoreku LS HWI11 6epyr a1y moiepkky Ha cebsi, a pojiHble Oub-
JITOTEKU TOKEHOB UCIOJIB3YIOT TOJBKO JIJIsl BBIIIOJHEHUSI OTlepalliil 3aIMUIIeHHOTO BBOIA~
BBIBO/IA.

Bubmanorekn LS HWI11 peanuzoBanbl Kpocc-mIaTdOpPMEHHBIM 00pa30M, TAK ITO OHU
MOr'yT paboTarhb B JIIOOOH ONEPAIIMOHHON crucTeMe, riae paboTaloT pPOJHbIE OMOIMOTEeKH
TOKEHOB.

Ommmaurensuoit ocobennoctpio LS HW11 gpisiercs BO3MOXKHOCTD 3aIUIIIEHHOTO KO-
nUpoBaHUs OGBEKTOB TOKEHA Ha JIPYTOil TOKEeH (BO3MOXKHO Jlazke JIpyroro tuia). HeBos-
MOXKEH IKCIIOPT U3 TOKEHOB 3HAYEHUH KJIIOYEel, 3alUIIEHHBIX aTPpUOyTaMU HEM3BIEKAEMO-
ctu. B 10 e BpeMsi, UMIIOPT KJIIOUEl Ha TOKEH B cOOTBeTCTBUU €O cTanmapTom PKCS#11
TPOU3BOJIUTE JOIYCKAETCS.

Taxum obpazom, cemeiicteo LS HW11 npejcrabiisier moiHY IO KPOCC-ILIATMOPMEHHY O
peammzanuio MmexaunsMoB PKCS#11 j1s1 aropuMoB pocCHiiCKOi KPUITOTPapUN ¢ 3aIly-
MIEHHBIM XPAHEHUEM ITPUBATHBIX OObEKTOB HA PA3JIMYHBIX TOKEHAX, IIPU ITOM 00eCIevdn-
Basi BO3MOYKHOCTB 3aIlUIIEHHOI0 KOIMMMPOBAHUSI OOBEKTOB MEXK/Iy TOKEHAMHU OJHOTO WJIU
PAa3/IMIHBIX TUIIOB, & TAKXKE ITO3BOJISAA UMIIOPTUPOBATDH KJIIOUEBOH MaTepuas Ha TOKEH.

Cranmaprubriiit nogxo/ Kk peanuzarun 6ubsmorek LS HW11 nossosnser adhdexkTusno
HCIIOJIL30BATh UX B COYETAHUU C M3BECTHBIMHU MOIIHBIMU [IPOI'DAMMHBIME CPEJICTBAMHI
6ouiee Boicokoro yposasi: OpenSSL, NSS, Java (JCE, JSSE, PKCS11) u ap.

1.1 OG30p apxntekTypbl

LS HWI11 mpenocrasisier 6ubmorekn PKCS#11 AP, quraMmudeckn moaxmodaeMbie
npunoxkenneMm. B cocrase nmpomykTa LS HW11 mmeercst HeckoIbKO BapuaHTOB OMOJIHO-
rek PKCS#11 API st pasinyHbIX U3BECTHBIX MOJIEJIEH TOKEHOB:
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I'maBa 1. Bsenenwe 1.2. CucremHubie TpeOOBAHHST

e Is rtpkesllecp — 6ubmoreka, paboratoriast ¢ Tokenamu PyTtoken D111 u Pyroken
Lite uepes 6ubanoreky rtpkesllecp komnanun "Axktus".

e Is rtpkesll — 6ubnmoreka, paborarorias ¢ TokeHaMu PyToken S uepe3 6ubInoreKy
rtpkesll kommanun "Akrus'.

e Is etpkesllg — 6ubsmoreka, paboraroriasi ¢ Tokenamu eToken "OCT dwepes 6ub-
smoreky etpkesllg kommannu "Ajamaua P.J1.".

e Is etpkcsll — 6bubsmoreka, paboratomias ¢ TokeHamu e Token Pro yepes 6ubimorexy
etpkesll xkommanun " Asragmua P.JI.".

[Ipr HEOOXOAMMOCTH, B IPOEKTE JIETKO MOXKET OBITH ITOCTPOEHA MOIMOJHUTEIbHAs Omb-
JINOTEKa JIIsi paboThl ¢ JIIOOBIMUA TOKEHAMM, Y KOTOPBIX HMEETCsI PojHasi 6ubImoTera
PKCS#11.

LS HWI11 API erutouaer dbyuximu, onucannbie B cnenuduramn PKCS#11 API [16],
C yYeTOM paCIINPEHHsl aJrOPUTMaMK poccuiicKoil Kpunrorpadun [14].

[Iporpammusie ciaorer 6ubanorek LS HW11 coorBercTByIoT ciioram pogHbix 6ubIHo-
TeK COOTBETCTBYIOIIUX TOKEHOB. 1103TOMYy y pasHbIX OMOJIUOTEK UX KOJUIECTBO MOYKET
OBITH PA3JITIHBIM.

1.2 CuctemHble TpeboBaHus

LS HWI11 paboraeT BO BCeX OMEPAIMOHHBIX CHCTEMaxX W Ha BcexX IIaTdopmax, Te
pabotator pomuble bubmorekun PKCS#11 ucrosib3yeMbIx TOKEHOB.

1.3 OcobeHHOCTU peanunsauyunn

B LS HW11 nomepKuBaioTcst Bce pOCCUICKIE KPUITOTPADUIECKIE MEXAHU3MBI, OTIPe-
nesiernble B [14]. Kpome Toro, Ha ToKeHaX MOXKHO XPaHUTh OO'bEKTHI JIFOOBIX THIIOB, OIPEe-
JIEJIEHHBIX CTaHIAPTOM JIJIsI TIOIEP>KUBAEMbBIX MEXaHU3MOB.

Bcee obbexkter PKCS#11 u ciayxebunie 06bektol LS HW11 xpansiTcs Ha TOKEHax B
criennaabubiX o0bekTax Tuna CKO_DATA. TTosTomy oT pomHbIix OubINOTEK TOKEHOB TPEDY-
eTCsl JIUITD MOAJIepPKKa paboThl ¢ o0bekTamu Tuia CKO_DATA. Tloss3oBarenio 3amperna-
eTcst paboTaTh C ATUMU 00bEKTaMU HEITOCPEICTBEHHO UYepe3 POoaHble ONOIMOTEKN TOKEHOB
BO u30eXKaHne HAPYIIEHUS UX CTPYKTYPHI.

OT TOKEHOB U MX POJHBIX OUOIUOTEK HE TPeOyeTCst MOAIEPKKKN POCCUNCKUX KPUIITO-
rpadudeckux agroputMmoB — oubanorekn LS HWI11 peamusyior 3Ty moIIepKKy camo-
CTOSITEJIHHO.

IIpusarubie 06bekTbl PKOS#11 xpansarcs Ha TokeHaxX B 3amudpoBaHHOM Bujie. Pe-
AJIM30BAHO 3AIMUIIEHHOE KOIMMPOBAHHE BCeX OOBEKTOB TOKEHA Ha JAPYIrOil TOKEH TOr0 ¥Ke
THIIA UK JlaXKe JPyroro THUIIa.

Bubsimoreku LS HW11 paboratoT TOJBKO ¢ TOKEHAMU, KOTOPBIE IIPOIILIN OIUCAHHYO
HIKE MPOIEYPY JUIEH3UPOBAHUSI.

ANMCECH
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I'maBa 1. Bsenenwue 1.3. OcobenHocTu peainu3aiuu

LS HWI11 mommep:kuBaeT CO3/IaHie M UCIOIb30BAHNE 00BLEKTOB TIAPAMETPOB JTOMEHA,
[IpY CUMMeTpUIHOM InudpoBanun. Kcan npu mudposannu B Kiaode 3agad OID mocrym-
HOT'O JIJIsl TEKYIIel CeCCuu 00bEeKTa MapaMeTpPOB JOMeHa, TO Oy/IyT UCIIOJIb30BAHbI ITapa-
MEeTPBI U3 9TOro 00beKTa. Ecim »Ke Takoro 06beKkTa HeT, TO OyIeT HpeIIIPUHSATA HOIBITKA
HaiTH U UCIOJIb30BATh apaMeTpsl Jist fanaoro OID cpegu npemonpegeieHHBIX HAOOPOB
napamerpos, 3aanabix B RFC 4357(8]. Takum 06pazom, Ham9Ime Ha TOKEHE COOTBETCTBY-
IOMUX O0BEKTOB ApaMETPOB JIOMEHA He SBJISeTCs 00g3aTeIbHBIM, €CJIM UCIOIb3YIOTCS
peJIolpe/ieieHHble Habophl apaMeTpoB. 3amerum, uro corsiacio RFC 4357(8], B 00b-
eKTax [apaMeTpoB JOMEHa MOI'YT ObITh 3aJaHbl TOJbKO pexkuMbl mudposarus CNT(0),
CFB(1) mmu CBC(2).

B LS HWI11 B kadecTBe ajbTepPHATHBHOIO BApUAHTA PEAN30BAH TaKKe HECTAHIaAPT-
ubiit Mexanu3m CKM_GOST28147_CNT, mO3BOJISIONINY UCIIOIB30BATh PEXKUM ITU(PPOBAHUSA
CNT c upenonpeiesleHHbIMI HAOOPaMH IapaMeTPOB, He IPUMEHsisi 00'bEKTHI IIapaMeTPOB
JIOMEHA.

Bamernm, uro upu mmdposanun B 0j04uHbxX pexknmax KCB u CBC ucxonubie mgan-
HbIE JOJIKHBI MIOCTYIATh MOPIUAME, JIJIMHA KOTOPLIX KpaTHa pa3Mepy OJioka, T.e. 8-Mu
baiitam. Opranmsanys MaJINHTa TPU 9TOM BO3JIAraeTcsl Ha TPUKJIATHYIO ITPOTPAMMY.

Jst mexaausmos 'OCT P 34.11-94 u 'OCT P 34.10-2001 paspelaercst HCIOJIb30BATh
TOJIBKO IIPEJIONIPEIeJIEHHbIe HAOOPHI apaMmeTpoB, onpeaenennbie B RFC 4357. O0bekTh
ImapaMeTpoB JIOMEHA IIPU 3TOM HE UCIOJIB3YIOTCS.

Ecan npu remepanum KiiodeBoil mapbl B IMAOJIOHE 3aKPBITOrO KJIIOUa HE OBLT 3aJaH
aTpubyT CKA_ID, TO OH aBTOMATHYECKH ycTaHaBInpBaercs paBHbIM SHA-1 or smavenus
OTKPBITOTO KJIIOYA.

B wunTepecax mojiepkku poccuiickoit peasmsaruu crangapra PKCS#12 nomnosnu-
TenbHO peasm3oBaH Mexanm3M CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC, ucnosbsy-
eMBIi JjIsI TeHepaluu KJIo4Ya Ha Iapojie IpU BhIPADOTKE W IPOBEpPKE JaiiIKecTa Xpa-
nuuiia. Kpome toro, mobasien mexanu3m CKM_GOST28147_PKCS8_KEY_WRAP mjist yma-
KOBKH U pacnakoBku 3akpbiToro kimoda 'OCT P 34.10-2001 no crammapry PKCS#8
C IIOMOIIBIO TTU(POBAHKUS CEKPETHBIM KJIIOYUOM, M€HEPUPYEMOM Ha TapOJie MEXaHU3MOM
CKM_PKCS5_PBKD2. Mexanusmbl CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC u
CKM_PKCS5_PBKD2 MOryT IeHEpUpOBAaThb Ha OCHOBE INAapOJid TOJILKO CEKPEeTHbIE KJIIOUU
I'OCT 28147 (32 Gaiira).

IIpuBarHble OOBLEKTHI, XpaHSIIHECsT Ha TOKEHAX, IMUQPYIOTCS € IOMOIIBI0 MacTep-
KJII0Ya, TeHEPUPYEMOr0 CIyYailHbIM 0OpPa3oM IMPHU IIEPBOM JIOTHHE II0C/Ie MHUIIAAIA3a~
MM TOKeHa. XpaHsSIUics Ha TOKEHe MacTep-KJ/I04, B CBOIO odepelb, 3alrmdpoBaH Ha
nosib3oBarebckoM PIN-kome n Ha cepuitHOM HOMEpEe TOKEHA.

[IpuBarnas nadopMaIst XpaHUTCsI Ha TOKEHE B 3aIllU(PPOBAHHOM BH/IE, OTHAKO 3Ha-
YeHUs JIIOOBIX IKCIIOPTUPYEMBIX 00BHEKTOB MOXKHO IPOIPAMMHO IIOJIYIUTb B OTKPBITOM
Wi B 3amndpoBaHHOM Bue, 3a1aB npaBuabHbIl PIN-kox. JlanHbIil moaxom ocTaBiisi-
eT BOIPOCHI GE30MACHOCTU JAaHHOU mHopMarmu 3a pamkamu crangapra PKCS#11 u
MO3BOJIsICT OPTaHU30BAThH IKCIOPT /MMITOPT KJIIOUEBBIX MaHHBIX B (popmarax PKCS#8 n
PKCS#12. B To ke BpeMsi, 3amperiieH SKCIopT 3HAUEHUN KJIIOUeil, He MEIOIIUX COOTBET-
crBytomux arpubyToB jis skcrnopra (CKA_EXPORTABLE == CK_TRUE — skcnoprupyembiii B
zamudpoBanaoM Buje, CKA_SENSITIVE == CK_FALSE — HeCeKpPeTHbIil, SKCIIOPTUPYEMBbIi
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I'maBa 1. Bsenenwue 1.3. OcobenHocTu peainu3aiuu

B OTKDBITOM BH/IE).
Honyckaercst pabora nmpuioxkenus ¢ Gubnorekamu LS HW11 u3 HECKOTBKUX TOTOKOB
B COOTBeTCTBUU ¢ orpannueHusimu crapgapra PKCS#11. CoracHo crapgapry, padora
B oniHoit ceccun ¢ pyuknusivMu PKCS#11 He MOXKeT BBIIOJHATHCH TapaJsIebHO.
JlomyckaeTcss omHOBpEMeHHas paboTa ¢ 00beKTaMU TOKEHA U3 HECKOJLKUX ITPOIECCOB,
OJTHAKO M3MEHEHNsI B 0O'beKTaX TOKEHA, CJIETAHHbIE OJTHUM U3 MPOIECCOB, He OY/IyT BUIHDBI
B JIPYTUX MPOIECCaX.

ANMCECH
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I'maBa 2. OcHoBHbIE CBEJCHUSI

2 OcHoBHble cBeageHus

2.1 CoctaB u cTpykTypa

B cocras LS __HW11 Bxomar:

e Is rtpkesllecp — 6ubiimoreka, paboratomiast ¢ TOkeHaMu depe3 bubsmmoreky rtpkesllecp
komnanuu "Axrus".

e Is rtpkesll — Gubsimoreka, paborarias ¢ TOKeHaMU depe3 oubsmoreky rtpkesll
kommannn " AkTus".

e Is etpkesllg — 6ubsmoreka, paboTarorasi ¢ TokeHamMu depes oubanoreky etpkesllg
komnanuu "Amnayua PJLL".

e Is etpkcsll — bubiumoreka, paboTaroiias ¢ ToKeHaMu depe3 oudbimoreky etpkesll
komnanuu "Amnayua PJLL".

e Yrumiura KoHpuryparuu pllconf
e YTmwinTa KOIUPOBaHUs 00bEKTOB TOKeHa copy token
e Habop TecToBbIX MpuMeEpOB

e PykoBozicTBO mporpaMmucTa

Pomabie 6ubmorekn TokenoB — rtpkesllecp, rtpkesll, etpkesllg, etpkesll B cocras
LS HW11 He BxOmsT, OHU JOJXKHBI TPHOOPETATHCS BMECTE C TOKEHAMH Y COOTBETCTBY-
FOIIETO ITPOU3BOIUTEISI.

2.1.1 Bubnuoteka API

Bubaunoreka PKCS#11 API (1s_rtpkcsllecp u T.I1.) JO/KHA OBbITH 3arpyzkKeHa [pH-
KJIQJIHOM MPOrpaMMOil TUHAMUYIECKHU, TOC/Ie Yer0 U3 Hee U3BJIEKACTCsI CIIMCOK (DYHKITH
PKCS#11.

Barem BbI3BIBaeTCst pyHKnus C_Initialize, ¢ KoTopoil HaunHaeTCsT paboTa ¢ GUbIHO-
Tekoit 1o crangapry PKCS#11.

IIpuBarHbie 00BHEKTHI TOKEHA XPAHATCA B 3arundpoBanHoM Buje. /lanubie mudpyor-
¢ caydaitHo remepupyeMbiM MacTep-kiodom ['OCT 28147-89, sHadyeHne KOTOPOTO JIJIst
XpaHeHUs: Ha TOKeHe mudpyercs apyrum Kiarodom ['OCT 28147-89, mosryyeHHBIM Ha OC-
nose 3HaudeHust PIN mo amropurmy PKCS5 PBKD2. ObecrieunBaercst Tak»Ke KOHTPOJIb
[IEJIOCTHOCTH COXPAHSIEMBIX JIAHHBIX B (pailjiax ¢ MOMOIIBI0 UX XEITUPOBAHUSI.
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I'maBa 2. OcHoBHbIE CBEJCHUSI 2.1. CocraB u CTpyKTypa

2.1.2 CnoTbl N TOKEHbI

CroTel — 9TO He yCTpOICTBa, a MporpaMMHBIE CTPYKTYPbhI, 0bpa3yeMble OUOIHOTEKOM
JIJIsT TTIOAKJIIOYEHMsT TOKeHOB. BrbinoTeKa co3/1aeT pOBHO CTOJILKO IIPOTPAMMHBIX CJIOTOB,
CKOJIBKO CJIOTOB BO3BpAIAeT el cOOTBETCTBYIOIIAs pojaHas Oubianoreka. M merTtnduka-
TOPBI IPOTPAMMHBIX CJIOTOB PABHBI MACHTU(MUKATOPAM COOTBETCTBYIOIINX AIINAPATHBIX
CJIOTOB.

Tokenbr — 9T0 ammapaTHbIe YCTPONRCTBA, MOAK/II0UaeMble 6ubmoTekoit K cioram. [lo-
CKOJIbKY TOKEHLI — 3TO W3BJIEKAEMBbIE yCTPOHCTBA, TO MOAKIIOUEHHE UX K CJIOTaM MO-
JKET IPOU3BOIUTHCsT TuHaMudecku. OOHOBJIEHE KOH(DUTYPAIMH [TOIKJIFOUEHHBIX TOKEHOB
npou3BojuTCst 6ubsmorekoit npu Bbr3oBe Gyt C_GetSlotList, C_GetSlotInfo u
C_WaitForSlotEvent. @yuknusa C_WaitForSlotEvent mpeaycMoTpeHa CTaHIAPTOM CIie-
[MAJLHO I TOTO, YTOOBI MPUKJIAIHAA IIPOrpaMMa MOIJIA PEarnpoBaTh Ha BCTABKY U
n3BjiedeHre TOKeHOB. COOTBETCTBYIOMIMI IIPUMED ITPOIPAMMBI IIPEJICTABJIEH B TECTOBOM
upuMepe c_wait_for_slot_event.c.

2.1.3 lNoppep>xnBaembie MexaHU3Mbl

LS HWI11 noanepxkusaer cienyiormue mexanu3mbl PKCS#11:
e CKM_GOST28147_KEY_GEN

e CKM_GOST28147

e CKM_GOST28147_KEY_WRAP

e CKM_GOST28147_ECB

e CKM_GOST28147_CNT

e CKM_GOST28147_MAC

e CKM_GOST28147_KEY_CPDIVERSIFY
e CKM_GOST28147_PKCS8_KEY_WRAP
e CKM_GOSTR3411

e CKM_GOSTR3411_12_256

e CKM_GOSTR3411_12_512

e CKM_GOSTR3411_HMAC

e CKM_GOSTR3411_12_256_HMAC

e CKM_GOSTR3411_12_512_HMAC

e CKM_GOSTR3411_12_256_HMAC_KDF
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I'maBa 2. OcHoBHbIE CBEJCHUSI 2.1. CocraB u CTpyKTypa

e CKM_GOSTR3410_KEY_PAIR_GEN

e CKM_GOSTR3410_512_KEY_PAIR_GEN

e CKM_GOSTR3410

e CKM_GOSTR3410_512

e CKM_GOSTR3410_WITH_GOSTR3411

e CKM_GOSTR3410_WITH_GOSTR3411_12_256
e CKM_GOSTR3410_WITH_GOSTR3411_12_512
e CKM_GOSTR3410_DERIVE

e CKM_GOSTR3410_12_DERIVE

e CKM_GOSTR3410_KEY_WRAP

e CKM_GOSTR3410_PUBLIC_KEY_DERIVE

e CKM_PKCS5_PBKD2

e CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC
e CKM_TLS_GOST_KEY_AND_MAC_DERIVE

e CKM_TLS_GOST_PRE_MASTER_KEY_GEN

e CKM_TLS_GOST_MASTER_KEY_DERIVE

e CKM_TLS_GOST_PRF

e CKM_SHA_1

e CKM_MD5

ANMCECH
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I'mapa 3. YcranoBka 6ubJIHOTEK U MOATOTOBKA TOKEHOB

3 VYcTaHoBKa 6ubmnoTek n nNoaroToBKa
TOKEHOB

3.1 VYcraHoBka bubnunortek

B cucreme momxken 6vITH obecrieden mocTyn K 6ubnmorexkam m ytmantam LS HWI11
JIJIsI TPUKJIAIHBIX IPOIPAMM C ITIOMOIILIO YCTAHOBKH COOTBETCTBYIOIINX IIEPEMEHHBIX Cpe-

net — PATH, LD LIBRARY PATH un r.1.

3.2 lNMoarotoBka TOKeHOB

[MoproroBky Tokenos K pabore (dbopmaruposanue u ycranoBky PIN) nepsonauasib-
HO PEKOMEHJyeTCsI IMPOU3BOIUTH IMTATHBIMU CPEICTBAMU ITPOU3BOIUTEISI, TIOTOMY 9UTO
[IPY 9TOM JIOIOJHUTEJHHO YCTAHABIMUBAIOTCA U B JaJIbHEHIIEM HCIOJIL3YIOTCA TpeboBa-
HUsI TOJIMTHKHM 0Oe30I1aCHOCTH, BBIXOJsIue 3a paMku crapgapra PKCS#11. Ecam xe
JIOIIOJIHATEIbHBIE TPEOOBAHNUS TOJUTUKNA OE30IMACHOCTH HE OIPEIe/AIOTCS JJisi TOKEHA,
TO ero nHUIMan3anug u yctanoBka PIN MoryT ObITh BBITTOJTHEHBI OIIMCAHHON HUXKE yTH-
smro#t Koudurypamnuu pllconf, paboraromeit ¢ 6ubMOTEKON TOKeHa Uepe3 mHTepdeiic

PKCS#11.

3.3 JlnyeHsupoBaHue TOKeHOB

[Tocne mojgroToBKu TOKeHa K paboTe ero TpedyeTcs JIUIEH3UPOBaTh, YTOOBI €ro Mpu-
3HaJa cooTBeTcTBYIOMast oudbmoreka LS HWI11 . [Iponeaypa nuiieH3upoBanusi TOKEHA
IIPOU3BOJIUTCS TI0JI30BATEJIEM C IIOMOINLIO Opay3epa Ha CHEUAJbHON CTPAHWIIE CaiiTa
kommanuu "JIMCCU-Codr". B pesyabrare, qaHHbIE O TOKEHE 3AIIOMUHAIOTCS B Oa3e JaH-
HBIX CePBEPa, a HA TOKEH 3AIMCHIBAETCS CIIENUAIbHBIN JIMIIEH3NOHHBI 00bekT. lannas
IIPOTIE Ty pa MOXKET ITPOU3BOIUTHCST C TOKEHOM ITOBTOPHO HEOIPDAHMIEHHOE KOJIMIECTBO Pa3,
€CJTH OJTHAYKIIBI OHA YZKE MPOIILIA YCIEITHO. JTO MOKET MTOHAT0ONTHCS, €CITH JIUTEH3NPO-
BaHHBIN TOKeH OyjeT (hopMaTUPOBaH WU WHUIMAJIU3UPOBAH C TOTEpeil BceX 0OBbEKTOB,
BKJIIOYas JIUNECH3MOHHBINA.

3.4 YTunurta KoHdurypauyum

LS HWI11 upenocrapisier yruauty Komas1HOM crpoku pllconf s kondurypuposa-
HUsT TOKEHOB. Y THJINTa paboTaeT HCKIINTEIbHO Yepe3 uarepdeiic PKCS#11, mosromy
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I'maBa 3. YcranoBka 6ub/moTeK u MOJArOTOBKA TOKEHOB  3.4. YTuiaura KOHQDUIYDAIHH

€e MOYXKHO IPUMEHSITH JIsT paboThl ¢ JroObiMu Oubmorekamu PKCS#11. B mpumepax
MBI Oy/IeM MCIOJIb30BaTh Oub/MoTeKy ls_rtpkcsllecp.

ITockombky 6ub/IMOTEKA pabOTaAET TOJBKO C JUIEH3UPOBAHHBIMU TOKEHAMHU, TO IIEPBO-
HaYaJbHO TOKEH JIOJIKEH OBbITh (POPMATUPOBAH IITATHBIMEU CPEJCTBAMU Pa3paboTInKa U
3aTeM JjmIeH3uposal. [Ipu dopmarupoBaHnn Ha TOKEHE COXPAHSIOTCS NapaMeTpPhI I0-
JINTUKHU 0E30MACHOCTH, KOTOPble MOI'YyT perjiameHTHpoBarh coctaB PIN u mopsiiok ero
u3MeHeHusi. B CBsI3W C 9TUM, HEKOTOpBIE U3 IIPUBEJIEHHBIX HUXKE IMPUMEPOB MOTYT 3a-
BepIIUThCH HeylaadHo, ecym 3Haderne PIN wm mopsilok ero m3MeHneHusi nMpoOTUBOPEYAT
YCTAaHOBJIEHHOW Ha TOKEHE NOJINTUKE OE30I1acHOCTH.

YVTunaura 1npeiocTaBiseT BOSMO2KHOCTH, O KOTOPBIX COOOIIAETCs IIPH 3aIlyCKe KOMAH, bl
pliconf -h. K HuM OTHOCATCS WHUNMAIU3AINS TOKEHA, WHUTMAJIU3AIUS U U3MEHEHUE
PIN agmunaucrparopa 6e3omacHoctu, uaunnaan3anus u n3mererne PIN mosbzoBaTesis
u ap. daHHas mporpamMma TakzKe MO3BOJISET BBIIOJIHSATH HEKOTOPBIE ITPOCTHIE 3aIIPOCHI
TOKEHaM, HaIIPUMED JJIs IoJIy YeHust nHdopMaIun 00 00 beKTaX TOKEHA U JJIs TOJIy YeHUs
CIIUCKA TOJJIEPKUBAEMbBIX MexaHu3MoB. Hakoner, ¢ ¢Jiarom -r npousBoguTcs yiaajieHue
BCeX 0OBEKTOB TOKEHA 0e3 ero MHUIMAJINZAIHH.

IIyTh K ucmoab3yeMoil bubymoreke 3amaercs ¢ (Jiarom -A.

C durarom -c 3asaercs nIeHTUGUKATOP KOHKPETHOTO CJIOTA IIpH padboTe ¢ TokeHoM. [1o-
JIyIUTh [ePEeYEHb BCEX CJOTOB MOXKHO, 33/1aB (iiar -s. Cire Iy oIiye IpuMephl TOKA3bIBAIOT
ormmuu yruuTel pllconf n Beimauy mHbOpPMAINN O CJIOTAX U TOKEHE JI0 WHUITUAJIU3AIUN
TOKeHa:

>pliconf -h
usage: C:\Program Files\ls_hwll\bin\pllconf.EXE [-histmIupPred]
-A APIpath [-c slotID -U userPin -S SOPin -n newPin -L labell]
-h display usage
-i display PKCS11 library info
-s display slots info
-t display token info
-m display mechanism list
-I initialize token
-u initialize user PIN
-p set the user PIN
-P set the SO PIN
-r remove all objects
-e enumerate objects
-d dump all object attributes

Brieon nadopmalnn o caorax:

>pliconf -A ls_rtpkcsllecp -s

Slot with ID O Info
Description: LS_HW11 Slot O
Manufacturer: LISSI-Soft

ANMCECH
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I'maBa 3. YcranoBka 6ub/moTeK u MOJArOTOBKA TOKEHOB  3.4. YTuiaura KOHQDUIYDAIHH

Flags: 0x7 ( TOKEN_PRESENT|REMOVABLE_DEVICE|HW_SLOT )
Hardware Version: 1.0
Firmware Version: 1.0

Slot with ID 1 Info
Description: LS_HW11 Slot 1
Manufacturer: LISSI-Soft
Flags: 0x6 ( REMOVABLE_DEVICE|HW_SLOT )
Hardware Version: 1.0
Firmware Version: 1.0

Slot with ID 2 Info
Description: LS_HW11 Slot 2
Manufacturer: LISSI-Soft
Flags: 0x6 ( REMOVABLE_DEVICE|HW_SLOT )
Hardware Version: 1.0
Firmware Version: 1.0

Slot with ID 3 Info
Description: LS_HW11 Slot 3
Manufacturer: LISSI-Soft
Flags: 0x6 ( REMOVABLE_DEVICE|HW_SLOT )
Hardware Version: 1.0
Firmware Version: 1.0

0K

HO Cbﬂafal\/l CJIOTOB B 9TOM BblJaY9€ BHU/HO, 9YTO TOKEH IIPUCYTCTBYET TOJIbKO B HYJIEBOM
cJore.
BriBon nndopmarniuu o Tokene B ciiote (:

>pliconf -A 1ls_rtpkcsllecp -t -c O
Token #0 Info:
Label: RutokenECP2
Manufacturer: Aktiv Co.
Model: Rutoken ECP
Serial Number: 29416b0d
Flags: 0x40D ( RNG|LOGIN_REQUIRED|USER_PIN_INITIALIZED|TOKEN_INITIALIZED )
Sessions: 0/0
R/W Sessions: 0/0
PIN Length: 6-32
Public Memory: OxE8E0/0x10000
Private Memory: O0xE8E0/0x10000
Hardware Version: 16.0
Firmware Version: 10.0
Time:
OK

AMC%CCM
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I'maBa 3. YcranoBka 6ub/moTeK u MOJArOTOBKA TOKEHOB  3.4. YTuiaura KOHQDUIYDAIHH

3.4.1 NHuumann3upoBaTb TOKEH

Ileper ucnosib30BaHNEM TOKEHA OH JIOJIPKEH OBITH OJHAXKIBI MHUIIHAIH3UPOBaH. Kiro-
9eBOIi YaCTHIO JAHHOTO IIPOIECCa sIBISETCs HA3HAUCHNE TOKEHY YHUKAJIBHON MeTKH (1Me-
uu). s sroro nonaygoburcs PIN ajgvuHuCcTpaTopa 6€301MacHOCTH JIjisl JJAHHOI'O TOKEHA
(ymamanBaeMoe 3HadeHne st TecToBbIX TokenoB LS HW11 — 76543210).

Sameuanne. Bee 3nauenus PIN orobpazkaroTcst 3Be3J09KaMU IIPH BBO/IE.

>pliconf -A 1ls_rtpkcsllecp -I -c O
Enter the SO PIN: 78543210

Enter a unique token label: Rutoken ECP
[0)4

To ke camoe MOXKHO BBIIOJIHUTDL, 3ajiaBast 3Hadenust SO PIN u MeTkm mnpsimo B Ko-
MAaHJIHOW CTPOKE:

>pliconf -A ls_rtpkcsllecp -I -c¢ 0 -8 76543210 -L "Rutoken ECP"
0)4

PIN me obs13aTesbHO T017KeH OBITH MM POBBIM, JOILYCKAIOTCSI JIIOObIE CUMBOJIBI B KO/IH-
poBre UTF-8, Ho Bo nsbexkanne npobjieM ¢ KOJAUPOBKAMH PEKOMEHIYETCsI NCIOJIb30BATD
TOJIBKO JIATUHCKYIO IIOJIOBUHY KOJIOBOI TaOJIUIIGI.

3.4.2 Hasnauntb PIN agmuHucTpaTtopa 6e3onacHocTu

[IpaBubHOM OpraHU3aIMOHHON IPAKTUKON SIBJIAETCSA PErY/IsIpHOE U3MEHEHHE aIMUHI-
crparopoM Gezomnacuoctu cBoero PIN misg Tokena. JlanHas mporeaypa IpeaoTBpaliaeT
BO3MOXKHOCTb aIMUHACTPATUBHOIO JOCTYIA K TOKEHY IIOCTOPOHHHUM JIAIAM IIyTeM IIOJ-

6opa SO PIN.

>pliconf -A ls_rtpkcsllecp -P -c O
Enter the SO PIN: 87654321

Enter the new SO PIN: 76543210
Re-enter the new SO PIN: 76543210
OK

BapwmanT BBOIA BCex MAHHBIX B KOMAaHIHONW CTPOKE:

>pliconf -A 1ls_rtpkcsllecp -P -c 0 -8 87654321 -n 76543210
OK

Eciu 3nagenune SO PIN g Tokena morepsino, a TOKeH 3abJIOKUPOBAH U3-38 HECKOJIb-
kux BBO7OB HeBepHoro PIN, Tto mratupivu cpencrBamu LS HWI11 pas6iokuposars TO-
KEH HeJIb3s U3 COOOPaXKEeHUH 3aIUThl er0 JAHHBIX OT 3JI0yMBIIIJIEHHIKA — TAKOH TOKEH
MOYKHO TOJIBKO 3aHOBO OT(hOPMATUPOBATH CPEACTBAMU pa3paboTamKa.

ANMCECH
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I'maBa 3. YcranoBka 6ub/moTeK u MOJArOTOBKA TOKEHOB  3.4. YTuiaura KOHQDUIYDAIHH

3.4.3 YcTaHOBUTbL NMOJ1b30BaTE/IbCKWUIA MUH OT UMEHN agAMUHUCTpaTopa
Ge3sonacHocTun

>pliconf -A 1ls_rtpkcsllecp -u -c O
Enter the SO PIN: 76543210

Enter the new user PIN: 12345678
Re-enter the new user PIN: 12345678
OK

BapuanTt BBOIA B KOMaHIHOM CTpPOKE:

>pkcsconf -A ls_rtpkcsllecp -u -c¢ 0 -S 76543210 -n 12345678
0K

3.4.4 NN3meHuTb nonb3oBatenbckuii PIN ot nmenun nonb3oBartens

>pliconf -A ls_rtpkcsllecp -p -¢ O
Enter user PIN: 12345678

Enter the new user PIN: 01234567
Re-enter the new user PIN: 01234567
OK

BapuanTt BBO/IAa B KOMaHHOM CTpPOKE:

>pliconf -A ls_rtpkcsllecp -p -c¢ 0 -U 12345678 -n 01234567
[0)

3.4.5 Mony4nTtb nHgopmaumio 0b6 obbekTax TokeHa

C ¢utarom -e MOXKHO IOJIYYUTH IIPOCTO CINCOK OOBEKTOB B BHJIE MX METOK M KJIAC-
coB. Eciu nononmanTensio K dyary -e 3agath duiar -d, To Oymer BbIIaH elle W IMeCTHa-
JIATEPUYIHBIA TaMIl 3HAUYEHUN BceX aTpuOyTOB 00bLEeKTOB. JlaHHasg BO3ZMOXKHOCTL OYEHDL
[IOJIE3HA JJIsl UCCJIEIOBAHUS COJIEPIKUMOT0 OObEKTOB TOKEeHa. 110/Ir0TOBKa 1 BhIada JaM-
I1a, — JOBOJILHO IIPOJOJI2KUTEIbHAsI Olepalisi, OHa MOXKET 3aHATH HECKOJIbLKO CEKYHII, B
3aBUCUMOCTHU OT KOJIMYECTBA O6’beKTOB Ha TOKEHE.

>pliconf -A ls_rtpkcsllecp -e -d -c O
Enter user PIN: 01234567

Token objects:
1: CKO_PRIVATE_KEY
label: ’KeyPair1648’

Object handle: 0x1

CKA_CLASS

AMC%CCM
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I'mapa 3. YcranoBka 6ubJIHOTEK U MOATOTOBKA TOKEHOB

3.4. Yrunura Konurypamuu

0x03, 0x00, 0x00, 0x00,

CKA_TOKEN
0x01,

CKA_PRIVATE
0x01,

CKA_LABEL

0x4b, 0x65, 0x79, 0x50, 0x61, 0x69, 0x72, 0x31,

CKA_VALUE

Oxab, 0x79, 0x59, OxaO, 0xd8, O0xbf, 0xd7, Ox4c,
0x4d, 0xf2, Oxbc, 0x33, Oxad, 0xb2, 0x0d, Oxa8,

CKA_KEY_TYPE
0x30, 0x00, 0x00, 0x00,

CKA_SUBJECT

CKA_ID

0xc2, Oxba, Oxda, Oxc7, 0x49, 0x80, Oxee, Oxea,

0Oxba, 0x18, 0x19, 0xfO0,

CKA_SENSITIVE
0x00,

CKA_DECRYPT
0x01,

CKA_UNWRAP
0x01,

CKA_SIGN
0x01,

CKA_SIGN_RECOVER
0x01,

CKA_DERIVE
0x01,

CKA_START_DATE

0x36, 0x34, 0x38,

0x33, 0xb1l, 0x7b, 0xb3, 0xc9, Oxed, Oxaa,
0xb3, Oxce, 0x11, Oxde, 0xb5, 0xd6, 0xe8,

Oxcb, Oxbe, 0x26, 0x91, 0x8f, 0x78, 0Oxa2,

AMC (:Clg‘ch
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I'maBa 3. YcranoBka 6ub/moTeK u MOJArOTOBKA TOKEHOB  3.4. YTuiaura KOHQDUIYDAIHH

CKA_END_DATE

CKA_EXTRACTABLE
0x01,

CKA_LOCAL
0x00,

CKA_NEVER_EXTRACTABLE
0x00,

CKA_ALWAYS_SENSITIVE
0x00,

CKA_MODIFIABLE
0x01,

CKA_COPYABLE
0x01,

CKA_GOSTR3410_PARAMS
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01,

CKA_GOSTR3411_PARAMS
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01,

CKA_GOST28147_PARAMS
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01,

2: CKO_PUBLIC_KEY
label: ’KeyPair1648’

Object handle: 0x2

CKA_CLASS
0x02, 0x00, 0x00, 0x00,

CKA_TOKEN
0x01,

CKA_PRIVATE
0x00,

ANMCECH
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I'maBa 3. YcranoBka 6ub/moTeK u MOJArOTOBKA TOKEHOB  3.4. YTuiaura KOHQDUIYDAIHH

CKA_LABEL
0x4b, 0x65, 0x79, 0x50, 0x61, 0x69, 0x72, 0x31, 0x36, 0x34, 0x38,

CKA_VALUE

0Oxdd, 0x9e, 0x62, 0x2d, Oxc6, 0x0a, 0x4b, O0xal0, 0xd2, Oxba, 0x2b, Oxc4, Oxdb, 0x70, Oxaa,
0x04, 0x17, 0x27, 0x62, 0x45, 0xd5, 0x10, 0x13, 0x05, Ox1d, Oxcl, Oxdb, Oxa2, O0xf4, 0x91,
0xf2, Oxed, Oxfd, 0x36, Oxdb, 0Oxa2, 0x67, 0x47, 0xd8, 0x6a, 0x00, 0x97, 0x06, Oxaa, 0xb2,
0x6b, 0x14, 0Oxb5, Oxbc, 0x5b, 0x48, 0x4f, 0x39, 0xd3, 0xd9, 0xd8, Oxba, 0x60, 0x35, 0x48,

CKA_KEY_TYPE
0x30, 0x00, 0x00, 0x00,

CKA_SUBJECT

CKA_ID

CKA_ENCRYPT
0x01,

CKA_WRAP
0x01,

CKA_VERIFY
0x01,

CKA_VERIFY_RECOVER
0x01,

CKA_DERIVE
0x00,

CKA_START_DATE

CKA_END_DATE

CKA_LOCAL
0x00,

CKA_MODIFIABLE
0x01,

CKA_COPYABLE
0x01,

ANMCECH
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I'mapa 3. VcranoBka 6ub/HOTEK W MOATOBIRKANDOREMERAHIE OOBEKTOB MEXKIY TOKEHAMH

CKA_GOSTR3410_PARAMS
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01,

CKA_GOSTR3411_PARAMS
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01,

CKA_GOST28147_PARAMS
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1if, 0x01,

3.5 KonupoBaHue 00beKTOB MeXAay TOKeHamMu

BaluIneHHoe pe3epBHOe KOMMPOBaHNe 0ObEKTOB MEXKJy TOKeHaMu (B 3ammdpoBa-
HOM BUJI€) IPOU3BOIUTCS CHIETMAIBLHO yTUIMTOl copy token ¢ MCIOIb30BaAHUEM POJTHBIX
OuOTMOTEK TOKEHOB:

>copy_token -A rtpkcsllecp -B etpkcslig

Vruiura cama BbIIACT MHMOPMAIUIO O CJA0TAX, 3AIPOCUT UJACHTU(PUKATOPHI CJIOTOB U
PIN Tokenos. Ecim konmmpoBaHue Mpon3BOINTCA MEXKLY CJAOTAME OIHON OMOIMOTEKH, TO
duar -B He 3amaercs.

IIpenmonaraercst, ¥To 0b6a TOKEeHa MOATOTOBJIEHBI K paboTe U JINIEH3UPOBAHEI.

SameTuM, 9TO 6ECII0IE3HO KOMMPOBATh OOBEKTHI Ha APYroil TOKEH APYTUMU CPEICTBa-
MM, IIOTOMY 9TO MacTep-KJI0Y 3arudpoBal He Toyibko Ha PIN, Ho u Ha cepuitnoMm HoMepe
TOKEHa.

BGIVquaHI/IeI B ILa.HHOfI peam3alu yTUJINTBI KOIIUPDOBaHUE O6'beKTOB MeKy TOKEHaMMn
OJTHOM OMOJIMOTEKU TPU €IMHCTBEHHOM JOCTYITHOM CJIOTe He mnpemaycMorpero. OaHako, B
TaKOM CJIyda€ KOIIMPOBAaHNE BCE 2K€ MO2KHO BBIIIOJIHUTH B JiBa IIpHUeMa C UCIIOJIbBOBAHUEM
IIPOMEXKYTOTHOIO TOKEHA APYyroil ONOIHMOTEKN.

ANMCECH
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I'maBa 4. IlporpammvupoBanue

4 [lporpammupoBaHune

Bce npuBenentbie HI2KE PUMEPBI COJIEPXKATCS B ITaIKe MpoeKTa tests. 3ech ke Ha-
XOMISITCST HEOOXOMUMBIE IS TIPOrpaMMUPOBAHUsT BKJIIOUaeMble daitabl B mamnke include
u obiue ucxomHbie daiiapl TecToB B narke common. [ ymobcTBa cOOpKH TPUMEPOB
B nanke tests comepxkurcs coopounsniit dpaitn CMakeLists.txt st remepaiumu T€cTOBOrO
npoekTa ¢ omorpbio CMake [18]. Eciim CMake B Bameit c6opodnoii crcreme He yCTAHOB-
JieH, To cKadaiite ¢ caiita CMake Bepcum 2.8 mjin BbIllle U ycraHoBuTe ero. Boiiaure B
nanky tests/build u BbImosHETE M3 KOMaH/HOM CTPOKH KOMAH/TY:

>cmake

B pesysbrare BbIOJHEHUs] KOMaHbI B Tanke tests/build crenepupyrorcst nmpoekTHble
daitnbr s Bameit cbopounoit cucrembl. Hanpumep, mias MSVS OyayT cosmaHbl mpo-
exTHbIe baitabl g pernenus 1s_hwll_tests.sln, a gna Linux - cooTBeTcTBYyIOMIMIA
make-daitr. lanpHeiinyio cOOpKy TpOM3BOANTE y2Ke Baleit cOOPOTHOM CHCTEMOT.

Bce cbopounbie poMeKyTOUHBIE U PE3YJIBTUPYIOITHE (ailibl OyIyT CO3/aHBI B TAITKE
tests/build. Ilpu HEOOGXOAUMOCTH, BbI MOXKETE YJIaJUTh UX U HAYATH IIPOIECC COOPKHU
cHaJaJIa.

4.1 ®PyHkyunmn obLLEro Ha3Ha4YeHus

Bo Bcex mpuBeIeHHBIX Hajiee IpUMepax UCIOJb3YIOTCs (PYHKIMKA OOIIEero Ha3HAUYEHHs,
[pejcTaBIeHHbIe B dailjlax test_common.h u test_common.c. 31eCh IPUBOISTCI UCXOJ-
HbIE TEKCTBI 3TUX (hailjioB, ITOOBI OBLIO TOHITHO, JJIst 9er0 9TU (PYHKIINHA UCIIOIb3YIOTCS
B TECTOBBIX IPUMEPAX.

JImctunr 4.1: test_common.h

#pragma once

#ifdef WIN32
#include <windows.h>
#include <conio.h>
#else

#include <unistd .h>
#include <dlfcn .h>
#include <termios.h>
#include <strings.h>
##include <nl types.h>
#include <sys/time.h>

ANMCECH
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#endif

#include <stdio.h>
#include <stdlib .h>
#include <string .h>
#include <memory.h>
#include <sys/types.h>
#include <sys/timeb.h>
#include "pkcsillctrl.h"

#ifdef WIN32

#define PKCS11 API PATH "1s_rtpkcsllecp"

#elif  APPLE

#define PKCS11 APl PATH "libls_rtpkcsilecp.dylib"
#else

#define PKCS11 API PATH "1libls_rtpkcsllecp.so"
#endif

extern CK CHAR =xapi_ path;
extern CK CHAR xuser pin;
extern CK UTFS8CHAR #so pin;

#define PIN_ SIZE 80

#define BACK SPACE ’\b’

#define LINE FEED ’\n’

#define CARRIAGE RETURN ’\r’

#define END OF TEXT 0x03 // ETX (Ctrl-C)

#ifdef WIN32

extern HMODULE dl1;

#else

extern void xdll;

#endif

extern CK FUNCTION LIST PTR funcs;

extern CK_ C Ctrl pctrl;

extern CK C INITIALIZE ARGS xpinit_ args os_locking;
extern CK C INITIALIZE ARGS xpinit args app locking;
extern CK SLOT ID Slotld ;

extern CK SLOT ID PTR SlotList;

extern CK ULONG SlotCount;

#define SYSTEMTIME struct timeb
#define GetSystemTime (x) ftime (x)

long process time (struct timeb tl, struct timeb t2);
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void show error( char xstr, CK RV rc );
void process ret code( CK RV rc );
void print hex( CK BYTE xbuf, CK ULONG len );
int print_ bytes (CK BYTE xbuf, CK ULONG len, char xstr);
CK RV AppCreateMutex (void #xpmutex) ;
CK_RV AppDestroyMutex (void smutex) ;
CK RV AppLockMutex (void smutex) ;
CK_RV AppUnlockMutex (void smutex) ;
CK RV get function list (CK CHAR xapi_ path, CK FUNCTION LIST PTR
xpfuncs);
CK RV init (CK_CHAR *api_path,
CK_FUNCTION LIST PTR s*pfuncs,
CK_C_INITIALIZE ARGS *pinit args);
CK RV cleanup (CK_FUNCTION LIST PTR funcs);
CK RV get slot list (CK_FUNCTION LIST PTR funcs,
CK _SLOT ID sxppSlotList ,
CK_ULONG xpulSlotCount ) ;
CK_RV find _slot with token (CK_FUNCTION LIST PTR funcs,
CK _SLOT ID sxpSlotList ,
CK_ULONG ulSlotCount ,
CK_SLOT ID spSlotld);
char xget mechanism name(CK _MECHANISM TYPE) ;
CK RV display pkesll info (CK FUNCTION LIST PTR funcs);
CK_RV display slot info (CK FUNCTION LIST PTR funcs, CK SLOT ID

SlotId);

CK_RV display token info(CK FUNCTION LIST PTR funcs, CK SLOT ID
SlotId);

CK_RV display mechanisms (CK_FUNCTION LIST PTR funcs, CK SLOT ID
slot _id);

CK_RV pin_callback(
CK_SESSION HANDLE hSession ,
CK_NOTIFICATION  event | // CKN_LISSI PIN CALLBACK
CK _VOID PTR pApplication // output PIN buffer here
)
CK RV test main(int argc, char xargv|]|) ;
CK RV check value(CK BYTE xvalue, CK ULONG len, CK BYTE xeth
CK_ULONG eth len);

#define CHECK(v, len, ethalon) \

do { \
if ((rc = check value(v, len, ethalon, sizeof(ethalon))) !=
CKR OK) { return rc; } \

} while (0)
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JIuctuar 4.2: test common.c

#include "test_common.h"
#pragma warning(disable : 4996)

CK_FUNCTION LIST PTR funcs = NULL;
CK C_ Ctrl pctrl = NULL;

#ifdef WIN32

HMODULE d11 ;

#else

void xdll;

#endif

CK_UTFS8CHAR *user pin = "01234567";
CK_UTFSCHAR *so_pin = "76543210";
CK CHAR xapi_ path = PKCS11 API PATH;
CK_SLOT ID Slotld;

CK SLOT ID PTR SlotList = NULL;
CK_ULONG SlotCount = 0;

CK_C_INITIALIZE ARGS cinit args os_ locking = {
NULL,
NULL,
NULL,
NULL,
CKF_OS LOCKING_ OK,
NULL} ;
CK_C_INITIALIZE ARGS cinit _args app locking = {
AppCreateMutex ,
AppDestroyMutex ,
AppLockMutex ,
AppUnlockMutex ,
0,
NULL };
CK_ C INITIALIZE ARGS x*pinit args os_ locking =
&cinit _args os locking;
CK_C_INITIALIZE ARGS xpinit args app_ locking =
&cinit args app locking;

long process time (struct timeb tl1, struct timeb t2)

{
long ms = t2.millitm — t1.millitm;
time t s = t2.time — tl.time;
ANMCECU
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while (ms < 0) {
ms += 1000;
8 ——;
¥
ms += (long) (s*1000);
return ms;

}

void process ret code( CK RV rc )

{
switch (rc) {

case CKR OK:

printf(" CKR_OK"); break ;
case CKR_ CANCEL:

printf(" CKR_CANCEL"); break;
case CKR HOST MEMORY:

printf(" CKR_HOST_MEMORY"); break;
case CKR SLOT ID INVALID:

printf (" CKR_SLOT_ID_INVALID"); break :
case CKR_GENERAL ERROR:

printf (" CKR_GENERAL_ERROR"); break ;
case CKR_FUNCTION FAILED:

printf (" CKR_FUNCTION_FAILED"); break;
case CKR ARGUMENTS BAD:

printf (" CKR_ARGUMENTS_BAD"); break;
case CKR_NO EVENT:

printf (" CKR_NO_EVENT"); break;
case CKR NEED TO CREATE THREADS:

printf (" CKR_NEED_TO_CREATE_THREADS"); break;
case CKR CANT LOCK:

printf (" CKR_CANT_LOCK"); break ;
case CKR ATTRIBUTE READ ONLY:

printf(" CKR_ATTRIBUTE_READ_ONLY"); break;
case CKR ATTRIBUTE SENSITIVE:

printf(" CKR_ATTRIBUTE_SENSITIVE"); break;
case CKR ATTRIBUTE TYPE INVALID:

printf(" CKR_ATTRIBUTE_TYPE_INVALID"); break;
case CKR ATTRIBUTE VALUE INVALID:

printf(" CKR_ATTRIBUTE_VALUE_INVALID"); break;
case CKR DATA INVALID:

printf (" CKR_DATA_INVALID"); break ;
case CKR_DATA TEN RANGE:

printf(" CKR_DATA_LEN_RANGE"); break ;

case CKR DEVICE ERROR:
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printf (" CKR_DEVICE_ERROR");
case CKR_DEVICE MEMORY:
printf (" CKR_DEVICE_MEMORY");
case CKR DEVICE REMOVED:
printf (" CKR_DEVICE_REMOVED");
case CKR_ENCRYPTED DATA INVALID:
printf (" CKR_ENCRYPTED_DATA_INVALID");
case CKR_ENCRYPTED DATA IEN RANGE:
printf(" CKR_ENCRYPTED_DATA_LEN_RANGE");
case CKR FUNCTION CANCELED:
printf(" CKR_FUNCTION_CANCELED");
case CKR FUNCTION NOT PARALLEL:
printf(" CKR_FUNCTION_NOT_PARALLEL");
case CKR FUNCTION NOT SUPPORTED:
printf(" CKR_FUNCTION_NOT_SUPPORTED");
case CKR_KEY HANDLE INVALID:
printf(" CKR_KEY_HANDLE_INVALID");
case CKR KEY SIZE RANGE:
printf(" CKR_KEY_SIZE_RANGE");
case CKR_KEY TYPE INCONSISTENT:
printf (" CKR_KEY_TYPE_INCONSISTENT");
case CKR_KEY NOT NEEDED:
printf (" CKR_KEY_NOT_NEEDED");
case CKR KEY CHANGED:
printf (" CKR_KEY_CHANGED");
case CKR_KEY NEEDED:
printf (" CKR_KEY_NEEDED");
case CKR_KEY INDIGESTIBLE:
printf (" CKR_KEY_INDIGESTIBLE"),
case CKR_KEY FUNCTION_ NOT PERMITTED:
printf(" CKR_KEY_FUNCTION_NOT_PERMITTED");
case CKR KEY NOT WRAPPABLE:
printf (" CKR_KEY_NOT_WRAPPABLE");
case CKR_KEY UNEXTRACTABLE:
printf(" CKR_KEY_UNEXTRACTABLE");
case CKR_MECHANISM INVALID:
printf(" CKR_MECHANISM_INVALID");
case CKR MECHANISM PARAM INVALID:
printf(" CKR_MECHANISM_PARAM_INVALID");
case CKR OBJECT HANDLE INVALID:
printf(" CKR_OBJECT_HANDLE_INVALID");
case CKR OPERATION ACTIVE:
printf (" CKR_OPERATION_ACTIVE");
case CKR_ OPERATION NOT INITTALIZED:

break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;

break;
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printf (" CKR_OPERATION_NOT_INITIALIZED");
case CKR PIN INCORRECT:
printf (" CKR_PIN_INCORRECT");
case CKR_PIN INVALID:
printf (" CKR_PIN_INVALID");
case CKR_PIN LEN RANGE:
printf(" CKR_PIN_LEN_RANGE");
case CKR_ PIN EXPIRED:
printf(" CKR_PIN_EXPIRED");
case CKR PIN LOCKED:
printf(" CKR_PIN_LOCKED");
case CKR SESSION CLOSED:
printf(" CKR_SESSION_CLOSED");
case CKR_SESSION COUNT:
printf(" CKR_SESSION_COUNT");
case CKR_SESSION HANDLE INVALID:
printf(" CKR_SESSION_HANDLE_INVALID");
case CKR SESSION PARALLEL NOT SUPPORTED:
printf(" CKR_SESSION_PARALLEL_NOT_SUPPORTED");
case CKR SESSION READ ONLY:
printf (" CKR_SESSION_READ_ONLY");
case CKR_SESSION EXISTS:
printf (" CKR_SESSION_EXISTS");
case CKR_SESSION READ ONLY EXISTS:
printf (" CKR_SESSION_READ_ONLY_EXISTS");
case CKR_SESSION READ WRITE SO EXISTS:
printf(" CKR_SESSION_READ_WRITE_SO_EXISTS");
case CKR_SIGNATURE INVALID:
printf(" CKR_SIGNATURE_INVALID");
case CKR SIGNATURE LEN RANGE:
printf(" CKR_SIGNATURE_LEN_RANGE");
case CKR TEMPLATE INCOMPLETE:
printf(" CKR_TEMPLATE_INCOMPLETE");
case CKR TEMPLATE INCONSISTENT:
printf(" CKR_TEMPLATE_INCONSISTENT");
case CKR_TOKEN NOT PRESENT:
printf(" CKR_TOKEN_NOT_PRESENT");
case CKR_TOKEN NOT RECOGNIZED:
printf(" CKR_TOKEN_NOT_RECOGNIZED");
case CKR TOKEN WRITE PROTECTED:
printf(" CKR_TOKEN_WRITE_PROTECTED");
case CKR_UNWRAPPING KEY HANDLE INVALID:
printf(" CKR_UNWRAPPING_KEY_HANDLE_INVALID");
case CKR UNWRAPPING KEY SIZE RANGE:

break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;

break;
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printf(" CKR_UNWRAPPING_KEY_SIZE_RANGE");
case CKR_UNWRAPPING KEY TYPE INCONSISTENT:

printf(" CKR_UNWRAPPING_KEY_TYPE_INCONSISTENT");

case CKR USER ALREADY LOGGED IN:
printf (" CKR_USER_ALREADY_LOGGED_IN");
case CKR USER NOT LOGGED IN:
printf (" CKR_USER_NOT_LOGGED_IN");
case CKR_ USER PIN NOT INITIALIZED:
printf(" CKR_USER_PIN_NOT_INITIALIZED");
case CKR USER TYPE INVALID:
printf(" CKR_USER_TYPE_INVALID");
case CKR USER ANOTHER AIREADY LOGGED IN:
printf(" CKR_USER_ANOTHER_ALREADY_LOGGED_IN");
case CKR _USER TOO MANY TYPES:
printf(" CKR_USER_TOO_MANY_TYPES");
case CKR WRAPPED KEY INVALID:
printf(" CKR_WRAPPED_KEY_INVALID");
case CKR WRAPPED KEY IEN RANGE
printf(" CKR_WRAPPED_KEY_LEN_RANGE");
case CKR_WRAPPING KEY HANDLE INVALID:
printf(" CKR_WRAPPING_KEY_HANDLE_INVALID");
case CKR_WRAPPING KEY SIZE RANGE:
printf (" CKR_WRAPPING_KEY_SIZE_RANGE");
case CKR_WRAPPING KEY TYPE INCONSISTENT:
printf (" CKR_WRAPPING_KEY_TYPE_INCONSISTENT");
case CKR_RANDOM SEED NOT SUPPORTED:
printf (" CKR_RANDOM_SEED_NOT_SUPPORTED");
case CKR RANDOM NO RNG:
printf(" CKR_RANDOM_NO_RNG");
case CKR BUFFER TOO SMAILL:
printf (" CKR_BUFFER_TOO_SMALL");
case CKR SAVED STATE INVALID:
printf(" CKR_SAVED_STATE_INVALID");
case CKR_INFORMATION_SENSITIVE
printf(" CKR_INFORMATION_SENSITIVE");
case CKR STATE UNSAVEABLE:
printf(" CKR_STATE_UNSAVEABLE");
case CKR CRYPTOKI NOT INITIALIZED:
printf(" CKR_CRYPTOKI_NOT_INITIALIZED");
case CKR_CRYPTOKI ALREADY INITIALIZED:
printf(" CKR_CRYPTOKI_ALREADY_INITIALIZED");
case CKR MUIEX BAD:
printf (" CKR_MUTEX_BAD");
case CKR MUTEX NOT LOCKED:

break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;

break;
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printf (" CKR_MUTEX_NOT_LOCKED"); break ;

}
}

void show error( char *str, CK RV rc )

{

printf("%s returned: O0x%x", str, rc );
process ret code( rc );
printf("\n");

}

void print hex( CK BYTE xbuf, CK ULONG len )

{
CK_ULONG i = 0, j;

while (i < len) {
for (j=0; (j < 8) && (i < len); j++, i++)

printf("0x%02x, ", buf[i] & 0xff);
printf("\n");
}
printf("\n");
}
int print_ bytes (unsigned char xbuf, unsigned long len, char xstr
)
{
unsigned long i, j;
for (i=0, j=0; i<len; i++) {
if (i!'=0 && 1%8==0) {
j += sprintf(str+j, "\n");
}
j += sprintf(str+j, "0x%.2x, ", buf[i]);
}
sprintf(str+j,"\n");
return 0;
}

CK RV get function list (CK CHAR xapi_ path,
CK_FUNCTION LIST PTR xpfuncs)
{

CK RV rc = CKR OK;
CK C_ GetFunctionList pfoo = NULL;

printf("get_function_list...\n");
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#ifdef WIN32
dll = LoadLibrary (api_path);
#else
dll = dlopen (api_path, RILD NOW) ;
#endif
if ( dll = NULL ) {
printf("Can’t load PKCS#11 API library.\n");
#ifndef WIN32
printf("dlerror: %s\n", dlerror());
#endif
return CKR_FUNCTION FAILED;
}

#ifdef WIN32
pfoo = (CK_ C_GetFunctionList) GetProcAddress(
dll , "C_GetFunctionList");
#else
pfoo = (CK_C_GetFunctionList)dlsym (
dll , "C_GetFunctionList");
#endif
if (pfoo = NULL ) {
printf("Couldn’t get C_GetFunctionList address\n");
return CKR_FUNCTION FAILED;

}

rc = pfoo(pfuncs);
if (rc != CKR OK) {
show error("Error in C_GetFunctionList", rc );
return rc;
}
#ifdef WIN32
pctrl = (CK_C_Ctrl) GetProcAddress(dll, "C_Ctrl");
#else
pctrl = (CK_C_ Ctrl)dlsym(dll, "C_Ctrl");
#endif
printf("Looks 0K\n");
return CKR OK;

}

CK RV init (CK CHAR x*api_path,
CK_FUNCTION LIST PTR x*pfuncs,
CK_ C_INITIALIZE ARGS *pinit args)

{
CK RV rc¢ = CKR OK;
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rc = get function list(api path, pfuncs);
if (rc != CKR OK)

return rc;
rc = (xpfuncs)—>C _Initialize (pinit args);
if (re != CKR OK) {

show error("C_Initialize", rc);
cleanup (x pfuncs) ;
¥
printf("C_Initialize O0K\n");
rc = CKR OK;
return rc;
}
CK RV AppCreateMutex( void sxpmutex )
{

Hifdef WIN32
CRITICAL SECTION smutex ;
#else
pthread mutex t smutex;
#endif
#ifdef WIN32
mutex = (CRITICAL SECTION x)malloc (sizeof (CRITICAL SECTION)) ;
InitializeCriticalSection (mutex) ;
« (CRITICAL SECTION #x*)pmutex = mutex;

#else
mutex = (pthread mutex t x)malloc(sizeof(pthread mutex t));
pthread mutex init(mutex, NULL );
*(pthread mutex t #%)pmutex = mutex;
#endif
return CKR OK;
}
CK_RV AppDestroyMutex( void smutex )
{

if (mutex = NULL) {
fprintf(stderr, "AppDestroyMutex: NULL mutex\n");
} else {
Hifdef WIN32
DeleteCriticalSection ((CRITICAL SECTION x)mutex) ;
free (mutex) ;
#else
pthread mutex destroy ((pthread mutex t *)mutex);
free (mutex) ;
#endif
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}
return CKR OK;
}
CK RV AppLockMutex( void smutex )
{

if (mutex = NULL) {
fprintf(stderr, "AppLockMutex: NULL mutex\n");
} else {
#ifdef WIN32
EnterCriticalSection ((CRITICAL SECTION x*)mutex) ;
#else
pthread mutex lock( (pthread mutex t *)mutex):;

#endif

}
return CKR OK;
}
CK_RV AppUnlockMutex ( void smutex )
{

if (mutex = NULL) {
fprintf(stderr , "AppUnlockMutex: NULL mutex\n");
} else {
ifdef WIN32
LeaveCriticalSection ((CRITICAL SECTION x)mutex) ;
#else
pthread mutex unlock ((pthread mutex t *)mutex):;
#endif

}
return CKR OK;

}

CK RV cleanup (CK_FUNCTION LIST PTR funcs){
CK RV rc; // Return Code
rc = funcs—C _Finalize (NULL) ;
return rc;

}

CK_RV get_slot_list (CK_FUNCTION LIST PTR funcs,
CK_SLOT ID sxppSlotList ,
CK_ULONG #pulSlotCount)

{
CK RV rc;
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rc = funcs—C GetSlotList (CK_FALSE, NULL, pulSlotCount):;
if (rc != CKR OK) {

«ppSlotList — NULL;

printf("Get slot list result: Ox%x\n", rc);
return rc;

if (xpulSlotCount > 0)

xppSlotList = (CK SLOT ID PTR) malloc(

xpulSlotCount * sizeof(CK_SLOT ID));
rc = funcs—C GetSlotList (CK_FALSE, xppSlotList ,
pulSlotCount) ;

if (rc != CKR OK) {
xppSlotList = NULL;

printf("Get slot list result: Ox%x\n", rc);
return rc;

}
} else {
xppSlotList = NULL;
return CKR OK;

}

printf("get_slot_list O0K\n");
return CKR OK;

}

CK RV find slot with token (CK FUNCTION LIST PTR funcs,
CK _SLOT ID sxpSlotList ,

CK_ULONG ulSlotCount ,

CK_SLOT ID spSlotld)

{

CK RV rc;

CK_ULONG i ;

CK_SLOT INFO sinfo;

// Vimem cJIOT ¢ TOKEHOM
for (i=0; i<ulSlotCount; ++i)

{
rc = funcs—C _GetSlotInfo(pSlotList[i]|, &sinfo);
if (rc =— CKR OK)
{
if ((sinfo.flags & CKF_TOKEN PRESENT) —
CKF_TOKEN PRESENT)
{
ANMCECU
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// XBaTaem mepsBbli IOIaBIMIiCs CJIOT € TOKEHOM
xpSlotld = pSlotList[i];
rc = display token info(funcs, pSlotList[i]);
return rc;
}

}
}
return CKR_FUNCTION FAILED;
}

typedef struct {
CK_MECHANISM_TYPE type;
char *name;

} MECH_INFO;

static MECH INFO mech || = {
{CKM_GOSTR3410_KEY PAIR GEN,
"CKM_GOSTR3410_KEY_PAIR_GEN"},
{CKM_GOSTR3410_512 KEY PAIR GEN,
"CKM_GOSTR3410_512_KEY_PAIR_GEN"},
{CKM_GOSTR3410,
"CKM_GOSTR3410"},
{CKM_GOSTR3410_512,
"CKM_GOSTR3410_512"},
{CKM_GOSTR3410_WITH GOSTR3411
"CKM_GOSTR3410_WITH_GOSTR3411"},
{CKM_GOSTR3410 WITH GOSTR3411 12 256,
"CKM_GOSTR3410_WITH_GOSTR3411_12_256"},
{CKM_GOSTR3410 WITH GOSTR3411 12 512,
"CKM_GOSTR3410_WITH_GOSTR3411_12_512"},
{CKM_GOSTR3410 KEY WRAP,
"CKM_GOSTR3410_KEY_WRAP"},
{CKM_GOSTR3410 DERIVE,
"CKM_GOSTR3410_DERIVE"},
{CKM_GOSTR3410_12_DERIVE,
"CKM_GOSTR3410_12_DERIVE"},
{CKM_ GOSTR3411,
"CKM_GOSTR3411"},
{CKM_GOSTR3411_12 256,
"CKM_GOSTR3411_12_256"},
{CKM_GOSTR3411_12 512,
"CKM_GOSTR3411_12_512"},
{CKM_GOSTR3411 HMAC
"CKM_GOSTR3411_HMAC"},
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}s
static int MECH NUM = sizeof(mech)/sizeof (MECH INFO) ;

char xget mechanism name(CK _MECHANISM TYPE mech type) {

{CKM_GOSTR3411_12 256 HMAC,
"CKM_GOSTR3411_12_256_HMAC"},
{CKM_GOSTR3411_12 512 HMAC,
"CKM_GOSTR3411_12_512_HMAC"},
{CKM_GOSTR3411 12 256 HMAC_ KDF,
"CKM_GOSTR3411_12_256_HMAC_KDF"},
{CKM_GOST28147_KEY GEN,
"CKM_GOST28147_KEY_GEN"},
{CKM_ GOST28147_ECB,
"CKM_GOST28147_ECB" },
{CKM_ GOST28147,
"CKM_GOST28147"},
{CKM_GOST28147 MAC,
"CKM_GOST28147_MAC" },
{CKM_GOST28147_KEY WRAP,
"CKM_GOST28147_KEY_WRAP"},
{CKM_GOST28147_CNT,
"CKM_GOST28147 _CNT" },
{CKM_GOST28147_KEY CPDIVERSIFY,
"CKM_GOST28147_KEY_CPDIVERSIFY"},
{CKM_TLS_GOST_PRF,
"CKM_TLS_GOST_PRF"},
{CKM_TLS_GOST_PRE_MASTER KEY GEN,
"CKM_TLS_GOST_PRE_MASTER_KEY_GEN"},
{CKM_TLS_GOST MASTER KEY_DERIVE,
"CKM_TLS_GOST_MASTER_KEY_DERIVE"},
{CKM_TLS GOST KEY AND MAC DERIVE,
"CKM_TLS_GOST_KEY_AND_MAC_DERIVE"},
{CKM_PBA_GOSTR3411 WITH GOSTR3411 HMAC,
"CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC"},
{CKM_GOST28147_PKCS8 KEY WRAP,
"CKM_GOST28147_PKCS8_KEY_WRAP"},
{CKM_GOSTR3410 PUBLIC_KEY_ DERIVE,
"CKM_GOSTR3410_PUBLIC_KEY_DERIVE"},
{CKM_PKCS5 PBKD2,
"CKM_PKCS5_PBKD2" },

int i;
for (i=0; i<MBCH NUM; i++) {
if (mech[i].type = mech type) {
return mech|1i|.name;
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}

}
return NULL;

}

CK_RV
display pkesll info (CK FUNCTION LIST PTR funcs){

CK RV rc;
CK _INFO Cryptokilnfo;

memset(& Cryptokilnfo, 0, sizeof(CK INFO));
rc = funcs—C_Getlnfo(&Cryptokilnfo);
if (rc !'= CKR OK) {

show error("C_GetInfo", rc);

return rc;

}

/* display the header and information */

printf ("PKCS#11 Info\n");

printf("\tVersion %d.%d \n", Cryptokilnfo.cryptokiVersion.
major ,

Cryptokilnfo.cryptokiVersion.minor);
printf("\tManufacturer: %.32s \n", Cryptokilnfo.manufacturerID
)
printf("\tFlags: 0x%X \n", Cryptokilnfo.flags);
printf("\tLibrary Description: %.32s\n",

Cryptokilnfo.libraryDescription);
printf("\tLibrary Version %d.%d \n",

Cryptokilnfo.libraryVersion . major,

Cryptokilnfo.libraryVersion.minor);

return rc;

}

CK_RV

display slot info (CK_FUNCTION LIST PTR funcs, CK SLOT ID SlotId)
{
CK RV rc; // Return Code

CK_SLOT_INFO SlotInfo; // Structure to hold slot information

memset (& SlotInfo , 0, sizeof(CK_SLOT INFO) ) ;
rc = funcs—C _GetSlotInfo(SlotId , &SlotInfo);
if (rc != CKR OK) {
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printf ("Error getting slot info: 0x%X\n", rc);

return rc;
}
// Display the slot information
printf("Slot #)%d Info\n", Slotld);
printf("\tDescription: %.64s\n", SlotInfo.slotDescription);
printf("\tManufacturer: %.32s\n", SlotInfo.manufacturerID);
printf("\tFlags: 0x%X\n", SlotInfo.flags);
printf("\tHardware Version: %d.%d\n",
SlotInfo.hardwareVersion.major ,
SlotInfo.hardwareVersion . minor);
printf("\tFirmware Version: %d.%d\n",
SlotInfo . firmwareVersion . major ,
SlotInfo . firmwareVersion . minor);

return CKR OK;
}

CK RV
display token info(CK_FUNCTION LIST PTR funcs, CK_SLOT ID Slotld
)
CK RV rc; // Return Code
CK_TOKEN INFO TokenInfo; // Variable to hold Token Information

memset (& TokenInfo, 0, sizeof(CK TOKEN INFO)) ;

= funcs—C_GetTokenlInfo(Slotld , &TokenlInfo);
if (rc !'= CKR OK) {

printf ("Error getting token info: 0x%X\n", rc);

return rc;
}
// Display the token information
printf("Token #%d Info:\n", Slotld);
printf("\tLabel %.32s\n", TokenInfo.label);
printf("\tManufacturer: %.32s\n", TokenInfo.manufacturerID);
printf("\tModel: %.16s\n", TokenInfo.model);
printf("\tSerial Number: %.16s\n", TokenInfo.serialNumber);
printf("\tFlags: 0x%X\n", Tokenlnfo. flags);
printf("\tSessions: %d/%d\n", TokenInfo.ulSessionCount,
TokenInfo.ulMaxSessionCount ) ;
printf("\tR/W Sessions: %d/%d\n",
TokenlInfo.ulRwSessionCount , TokenlInfo.ulMaxRwSessionCount) ;
printf ("\tPIN Length: %d-%d\n", TokenlInfo.ulMinPinLen,
TokenInfo.ulMaxPinLen) ;
printf("\tPublic Memory: 0x%X/0x%X\n",
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{

CK_RV display mechanisms (

TokenInfo.ulFreePublicMemory, TokenInfo.ulTotalPublicMemory ) ;

printf("\tPrivate Memory: 0x%X/0x%X\n",

TokenInfo.ulFreePrivateMemory, TokenInfo.ulTotalPrivateMemory )

printf("\tHardware Version: %d.%d\n",
TokenInfo.hardwareVersion . major ,

TokenlInfo.hardwareVersion . minor ) ;

printf("\tFirmware Version: %d.%d\n",

TokenInfo . firmwareVersion . major ,

TokenlInfo. firmwareVersion . minor ) ;

printf("\tTime: %.16s\n", TokenInfo.utcTime);

return CKR OK;

CK_FUNCTION LIST PTR funcs, CK SLOT ID slot id)

CK RV rc;

CK_ MECHANISM TYPE PTR MechanismList = NULL;
CK_MECHANISM INFO MechanismInfo;

CK_ULONG MechanismCount = 0;

CK _ULONG i ;

char smech name = NULL;

rc = funcs—>C_GetMechanismList (slot id , NULL PTR,
&MechanismCount) ;
if (rec != CKR OK) {
fprintf(stderr, "C_GetMechanismList: Ox%x\n", rc);
return rc;

}

// Allocate enough memory to store all the supported
mechanisms
MechanismList = (CK _MECHANISM TYPE PTR) malloc (MechanismCount

*

sizeof (CK_MECHANISM TYPE) ) ;

// This time get the mechanism list %/
rc funcs—C _GetMechanismList (slot id , MechanismList ,
&MechanismCount ) ;
if (rc != CKR OK) {
fprintf(stderr, "C_GetMechanismList: Ox%x\n", rc);
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return rc;

}

// For each Mechanism in the List
for (i = 0; i < MechanismCount; i++){
// Get the Mechanism Info and display it
printf("Mechanism #%d\n", i);
mech name = get mechanism name(MechanismList[i]) ;
if (mech name) {
printf("\tMechanism: 0x%X(%s)\n",
MechanismList [i], mech name) ;
} else {
printf("\tMechanism: 0x%X\n", MechanismList|[i]) ;
}

rc = funcs—C_GetMechanismInfo(slot id,
MechanismList [i]|, &MechanismInfo);
if (rc != CKR OK) {
fprintf(stderr, "C_GetMechanismInfo: Ox%x\n", rc);
// return rc;
} else {
printf("\tKey Size: %d-%d\n",
MechanismInfo.ulMinKeySize ,
MechanismInfo.ulMaxKeySize) ;
printf("\tFlags: 0x%X\n", MechanismInfo. flags);

}
}

// Free the memory we allocated for the mechanism list
free (MechanismList);
return CKR OK;

}

// ®@yukius ajsi KOHCOJAbHOTO BBOma PIN
CK_RV
get pin (CK_CHAR #*x pin){
int size = PIN_ SIZE, count = 0;
char buff|[PIN SIZE| = { 0 }, ¢ = 0;

#Hifndef WIN32

/* Turn off echoing to the terminal when getting the password

*/
echo (FALSE) ;
#endif

/* Get each character and print out a ’*’ for each input */
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for (count = 0; (c != LINE FEED) &&
(c != CARRIAGE RETURN) && (count < PIN_ SIZE); count++){
Hifndef WIN32

buff|count| = getc(stdin);
#else

buff|count| = getch();

if (buff|count] = END OF TEXT)

{

// Input terminated (Ctrl—C)
memset (buff, 0, sizeof(buff));
*pin = NULL;
return CKR_CANCEL;
}
#endif
¢ = buff|count |;
if ((c != LINE FEED) &% (c¢ != BACK SPACE) &&
(¢ != CARRIAGE RETURN) )
printf("*");
if (¢ = BACK SPACE) {
printf ("%c%ck%ec", BACK SPACE, ’ ’, BACK SPACE) ;
count —=2;
}
fflush (stdout ) ;
}
Hifndef WIN32
echo (TRUE) ;
#endif

/* After we get the password go to the next line x*/
printf("\n");
fflush (stdout);

// Allocate 80 bytes for the user PIN
*pin = (unsigned char *)malloc(PIN_SIZE) ;
if (#pin = NULL) {

memset (buff, 0, sizeof(buff));

return CKR_HOSI' MEMORY;

}

/* Strip the carriage return from

* the user input (it is not part of the PIN)
* and put the PIN in the return buffer x/

buff[count—1] = >\0’; //NULL;

// keep the trailing null for the strlen
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memcpy (¥ pin, buff, strlen (buff)+1);
memset (buff, 0, sizeof(buff));
return CKR OK;

}

#Hifndef WIN32
int
echo(int bbool){

struct termios term;

/* flush standard out to make sure everything
* that needs to be displayed has

* been displayed */
fflush (stdout ) ;

/* get the current terminal attributes x*/
if (tcgetattr (STDIN_FILENO, &term) != 0)
return —1;
/* Since we are calling this function
* we must want to read in a char at a
* time. Therefore set the cc structure
* before setting the terminal attrs */
term.c_cc|[VMIN| = 1;
term.c cc|VIIME| = 0;

/* If we are turning off the display
of input characters AND with the inverse
* of the ECHO mask, if we are turning
* on the display OR with the ECHO mask.
* We also set if we are reading

* in canonical or noncanonical mode. */
if (bbool)

term.c_lflag |= (ECHO | ICANON) ;
else

term.c_lflag &= “(ECHO | ICANON) ;

/* Set the attributes, and flush the streams

*so that any input already
* displayed on the terminal is invalid */

if (tcsetattr (STDIN FILENO, TCSAFLUSH, &term) != 0)

return —1;

return O0;
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}
#endif

// IlpocTenbkuit Kog63K st KoHCOJbHOTO BBOJa PIN.
// DcTeThl MOTYT HAlMCaTh 3J€Ch KPOCCIIAT(HOPMEHHO e
// rpaduueckoe mnpuioKeHHE )
CK RV pin_callback(
CK_SESSION HANDLE hSession ,
CK_NOTIFICATION  event // CKN_LISSI PIN CALLBACK
CK_VOID_PTR pApplication // "Enter User/SO PIN please:"
)

{
if (event — CKN_LISSI PIN CALLBACK) {
CK_CHAR *pin_buf = NULL;
CK_ RV rc¢ = CKR OK;

// Beimaua mpursamenuss seectu PIN
printf ((CK_CHAR x)pApplication);
// get pin cama BeimeasieT mamsaTh Aas pin_ buf
rc = get pin(&pin_buf);
if (rc = CKR OK) {
// Ilepenaem 3unauenue PIN B 6ubsmoreky uepes pApplication
memcpy ( pApplication , pin_buf, strlen (pin_ buf)+1);
// Hucrtum 6ydep, BbeseHHbIT get pin
memset (pin_buf, 0, strlen(pin_ buf)+1);
free (pin_buf);
return CKR OK;
} else {
// Beox PIN 6bur c6Hpomer moiab3oBaTeseM.
// Ha Bcaxwuit ciayuail npoBepsiem m ductuMm pin buf,
// xors get pin Bpoge—6bl Bo3Bpam@aeT HyJaeBo# 6ydep
// TpU BO3HUKHOBEHHUHU ONMOKH .
if (pin_buf) {
memset (pin_buf, 0, strlen(pin_buf)+1);
free (pin_buf);
}
return CKR_CANCEL;

}
} else {
// Tlo craumapry v2.30 HyKHO J06pOXKeIaTEIBHO

// MrHOPWPOBATH UYKIbIE HAM COOOIECHUS .
return CKR OK;

}

}
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CK_RV test main(int argc, char xargv|])

{
CK RV rc¢ = CKR OK;
int i;

for (i=1; i<argc; i++) {

if (stremp("-api", argv[i]) = 0) {
i4++;
api_path = argv|[i];
} else if (strcmp("-user_pin", argv|[i]) = 0) {
i++;
user pin = argv|[i];

rc = init (api_path, &funcs, NULL);
if (rc != CKR OK) {
fprintf(stderr, "ERROR calling init, rc = Ox%x\n", rc);
return rc;
¥
rc = get slot list (funcs,
&SlotList
&SlotCount ) ;
if (rc !'= CKR OK) {
printf("get_slot_list failed, rc = Ox%x\n", rc );
return rc;
¥
rc = find slot with token (funcs,
SlotList ,
SlotCount
&Slotld);
if (rec != CKR _OK) {
printf("find_slot_with_token failed, rc = Ox%x\n", rc );
return rc;

}
return CKR OK;

}
CK_RV check value(CK BYTE xvalue, CK ULONG len ,

CK_BYTE xeth, CK _ULONG eth len)
{
CK RV rc¢ = CKR OK;

if (len != eth len) {
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printf("Invalid value length: %u !'= %u\n", len, eth len);
rc = CKR_DATA L[EN RANGE;

} else {
if (memcmp(value, eth, eth len) != 0) {

printf("Invalid value:\n");
print _hex(value, len);
printf("Ethalon:\n");
print hex(eth, eth len);
rc = CKR_DATA INVALID;

} else {
printf("Test value O0K\n");

}

}

return rc;

}

4.2 KoHdwurypupoBaHne 6mbnnorekm

Heobsizarenbrnoe konduryprupoBanne OUOJIMOTEKN BBIMOJJHAECTCA TPUIOKEHUEM ITPO-
TPaAMMHO BBI3OBAMHU YTIPABJISIONINX KOMaH/, mepegaBaeMbix dyuknun C_Ctrl. Ecun konH-
¢urypupoBaHme He MPOU3BOIMIOCH, UCIIOJIb3yEeTCsT yMaduBaeMast KOH(DUTYparusi.

4.2.1 MNyTb K cpaitny coobuieHni

Ecmm nyts x daitry coobmmenuil He 3a/aH, TO 0 YMOJYAHWIO UCIOJAb3yeTcs stderr.
Ecaun B xagectBe nmytn 3agatb NULL, To coobiiennst Boobire He OyayT BblIaBaTbcs. B
JAHHOM IIpEMepe COODIIEHNS HAPABJIAIOTCS YIIPABIIIONel KoMaH o B daitn log.txt B
TEeKyIlIeh Halke.

//

CK_C Ctrl pctrl = NULL;
CK RV rc¢ = CKR OK;
#ifdef WIN32
pctrl = (CK RV (x*)())GetProcAddress(dll, "C_Ctrl");
#else
pctrl = (CK RV (%) ())dlsym(dll, "C_Ctrl");
#endif
rc = petrl (PKCSI1 _CTRL LOG PATH, 0, "./log.txt", NULL);
if (rc != CKR OK) {
fprintf(stderr, "C_Ctrl PKCS11_CTRL_LOG_PATH failed\n");
return rc;
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IIpn BOosHUKHOBEHHMM OIMMOOK OMOJIMOTEKA BBIIAET MAUATHOCTHUECKHE COOOIEHNS, KO-
TOpbIE TI0 YMOJITYAHUIO BbIIaioTcs B stderr. Ecim Bbigada coobIneHunii HalpaBIeHa yIIpaB-
JIgoIIell KoMaHaoi B aila, To cojepkumoe 3Toro daiiia OyIeT BBIIVIAACTDL ITPUMEPHO
TaK:

ls_rtpkcsllecp started at 18:27:44 19 Aug 2013
..\..\src\src_native\api_interface.c:3050 C_GetTokenInfo Bad Arguments

4.3 Nunymannsauma bmndnmnorekwu

ITocite 3arpysku nmpuioykeHue JIOJZKHO BbI3BaTh GyHKINO C_Initialize. B mpocreii-
meM cirydae (DyHKIIHSA MOIJIa Obl ObITh BBI3BAHA, CJIEIYIOMIIM 00OpPa30M:

funcs->C_Initialize(NULL) ;

Apryment dyrrmun C_ Initialize Moxker 6bITH 3a/1aH U 60OJIEe CIOKHBIM 06PA30OM TIPH
UCIIOJIL30BAHUU MHOTOIIOTOYHBIX IPUJIOXKeHuii (cM. TectoBble ipumepsl threadmkobj.c u
c_wait for slot event.c).

4.4 lpumepbl nporpamm

Ucxomupie Tekersl TectoB LS HWI11 mMoryT ciykuth npuMepaMu MPUKIATHBIX MTPO-
rpamm. Kpome Toro, HuzKe IPUBOJISITCH HEKOTOPBIE IPUMEDHI IIPOIPAMM, KOTOPbIE MOXKHO
HCIIOJIB30BaTh B KadecTBe 00pasna IIpU HAIMCAHWU COOCTBEHHBIX IporpamM. IIpusenen-
HBbIE 3/16Ch TPUMEPBI JEMOHCTPUPYIOT fajeko He Bee Bodmoxkuoctu LS HW11 | mostomy
PEKOMEHIYeTCsI O3HAKOMUTHCS ¢ OPUTMHAJAMHI TECTOBBIX IPUMEPOB JIJIsi PA3JIMIHBIX Me-
XaHU3MOB B Hallke tests, a Takxke ¢ obmumu daittamu test common.h u test common.c
B marke tests/common.

ITo ymosr4anuio, Bce TECTOBbIE IIPOIPAMMBI PA0OTAIOT C IIEPBBIM HOMABITUMCS TOKEHOM
it 6ubsmorekn s rtpkesllecp. Ilpu srom npeamnosnaraercs, uro PIN mosbs3oBaress
pasen 01234567. Ecyin Hy>KHO 3aIlyCTUTB TECTOBBII IIPUMEP C JAPYTOii GUOJINOTEKOMH 1 /ujn
¢ apyrum PIN, 1o 310 MOXKHO c/le/iaTh B apryMeHTax KOMAaHJIHON CTPOKHU, HAIIPUMED:

>ckm_gostr3410_key_pair_gen -api ls_etpkcsllg -user_pin 1234567890

4.4.1 Mony4eHune uHgopmaumn 0 CNOTax U TOKEHax

IIporpamma info.c BbImaeT nHMOPMAIUIO 0 OUOJIMOTEKE, CJIOTAX U TOKEHAX.

JIuctunr 4.3: info.c

#include "test_common.h"

int
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main (int argc, char xargv|[]){
CK RV rc;
CK SLOT INFO sinfo;
CK _ULONG i ;

printf("Info test\n");

for (i=1; i<(CK ULONG)argc; i++) {

if (strcmp("-api", argv[i]) = 0) {
++i;
api_path = argv|i];

}

¥
rc = init (api_ path, &funcs, NULL);
if (rec != CKR OK) {

printf("init failed\n");

return rc;

}

rc = funcs—C _GetSlotList (CK_FALSE, NULL, &SlotCount);
if (rc !'= CKR OK) {
SlotList = NULL;
printf("Get slot list result: Ox%x\n", rc);
return rc;
}
printf("%d slots found\n", SlotCount);
if (SlotCount > 0)

{
SlotList = (CK SLOT ID PTR) malloc(SlotCount x sizeof(
CK_SLOT ID));
rc = funcs—>C _GetSlotList (CK_FALSE, SlotList , &SlotCount);
if (rc != CKR OK) {
SlotList = NULL;
SlotCount = 0;
printf("Get slot list result: Ox%x\n", rc);
return rc;
}
} else {
SlotList = NULL;
return CKR OK;

}

printf("Cycle through slot list\n");
for (i = 0; i<SlotCount; i++)
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SlotId = SlotList[1i];
rc = display slot info (funcs, Slotld);
if (rc != CKR OK) {
printf("display slot info failed\n");
return rc;
}
rc = funcs—C_GetSlotInfo(Slotld , &sinfo);
if (sinfo.flags & CKF TOKEN PRESENT) {
rc = display token info(funcs, Slotld);
if (rc != CKR OK) {
printf(”display_token_info failed\n“);
return rc;
}
¥
}

if (SlotList){
free (SlotList);
SlotList=NULL;

}

printf("Info test SUCCESS\n");
return CKR OK;

4.4.2 PaboTta c obbekTtaMn gaHHbIX
IIporpamma cko_data.c jgemoncrpupyer pabory ¢ obbekramu Tuna CKO_DATA.

Jluctunr 4.4: cko data.c

#include "test_common.h"

int
main (int argc, char xargv|[]){
CK RV rc;
CK_FLAGS flags = 0;
CK_ SESSION HANDLE sess ;
CK _ULONG i ;
static CK_OBJECT CLASS oclass data = CKO_ DATA;
static CK BBOOL ltrue = CK TRUE;
static CK BBOOL 1false = CK FALSE;
CK_ATTRIBUTE data find || = {
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{CKA CLASS, &oclass data, sizeof(oclass data)},

};
CK_UTF8CHAR label [| = "data";
CK_CHAR app|[] = "ls_hwll_library";
CK_BYTE data value|[] = {
0x66 , 0x6F, 0x40, 0x63, 0x72, 0x79, 0x70, 0x74,
Ox6F, 0x70, 0x72, Ox6F, O0x2E, 0x72, 0x75, 0x31,
0x0B, 0x30, 0x09, 0x06, 0x03, 0x55, 0x04, 0x06,
0x13, 0x02, 0x52, 0x55, 0x31, Ox13, 0x30, OxI1,
}s
CK_ATTRIBUTE data create || = {
{CKA CLASS, &oclass data, sizeof(oclass data)},
{CKA_APPLICATION, app, strlen (app)-+1},
{CKA TOKEN, &ltrue, sizeof(ltrue)},
{CKA_PRIVATE, &lfalse , sizeof(lfalse)},
{CKA_LABEL, label, strlen(label)+1},
{CKA VALUE, data_ value, sizeof(data value)},
}s
CK BYTE get_ value[1024];
CK_ATTRIBUTE tmpl value || = {
{CKA VALUE, get value, sizeof(get value)},
};
CK_ATTRIBUTE data value find|[] = {
{CKA_ CLASS, &oclass data, sizeof(oclass data)},
{CKA_ VALUE, data value, sizeof(data value)},
};

CK _ULONG count, number;
CK_OBJECT HANDLE hObj = CK_ INVALID HANDLE;
CK_OBJECT HANDLE hNewObj = CK_ INVALID HANDLE;

printf("CKO_DATA test\n");
for (i=1; i<(CK ULONG)argc; i++) {

if (strcmp("-api", argv[i]) = 0) {
e
api_path = argv|i];
} else if (strcmp("-user_pin", argv[i]) = 0) {
i
user pin = argv|i];
}

¥
rc = init (api_path, &funcs, NULL);
if (rc !'= CKR OK) {

printf("init failed\n");

return rc;
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}

rc = get slot list(funcs,
&SlotList
&SlotCount ) ;

if (re != CKR OK) {
printf("get_slot_list failed, rc = Ox%x\n", rc );
return rc;

}

rc = find slot with token (funcs,
SlotList ,
SlotCount ,
&Slotld) ;

if (rc != CKR OK) {
printf("find_slot_with_token failed, rc = Oxk%x\n", rc );
return rc;

}

flags = CKF_SERIAL_ SESSION | CKF_ RW_SESSION;
rc = funcs—C_ OpenSession( Slotld, flags, NULL, NULL, &sess );
if (rc != CKR OK) {

printf("C_OpenSession failed, rc = Ox%x\n", rc );

return rc;

}

rc = funcs—C Login(sess , CKU USER, user pin, strlen (user pin)
IF
if (re != CKR OK) {

printf("C_Login failed, rc = 0x%x\n", rc );

return rc;

}

printf("C_Login (CKU_USER) success\n");

// Find all accessible CKO DATA objects

rc = funcs—C_FindObjectslnit (sess ,
data find, sizeof(data find)/sizeof(CK ATTRIBUIE) ) ;

if (rc !'= CKR OK) {
printf("C_FindObjectsFinal failed, rc = Ox%x\n", rc );
return rc;

}
count = 0;
do {
number = 0;
hObj = CK_INVALID HANDLE;
rc = funcs—>C_FindObjects(sess , &hObj, 1, &number) ;
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if (rc != CKR OK) {
printf("C_FindObjects failed, rc = Ox%x\n", rc );
return rc;
}
if (number > 0 && hObj != CK INVALID HANDLE) count +-;
} while (number > 0 && hObj != CK INVALID HANDLE) ;
rc = funcs—C_ FindObjectsFinal (sess);
if (re != CKR OK) {
printf("C_FindObjectsFinal failed, rc = Ox%x\n", rc );
return rc;

}

printf("%1ld data objects found for session\n", count);

rc = funcs—C CreateObject (sess ,
data create, sizeof(data create)/sizeof(CK_ ATTRIBUIE) ,
&hNewObj) ;

if (rc != CKR OK) {
printf("C_CreateObject failed, rc = Ox%x\n", rc );
return rc;

}

printf("C_CreateObject success\n");

rc = funcs—C GetAttributeValue(sess , hNewObj,
tmpl value, sizeof(tmpl value)/sizeof(CK ATTRIBUIE) ) ;
if (rc !'= CKR OK) {
printf("C_GetAttributeValue failed, rc = Ox%x\n", rc );
return rc;
}
if (tmpl value[0].ulValueLen != sizeof(data value)) {
printf("Invalid CKA_VALUE length\n");
return —1;
}
if (memcmp(get value, data value, sizeof(data value)) != 0 ) {
printf("Invalid CKA_VALUE\n");
return —1;

}

printf("C_GetAttributeValue success\n");

// Find all accessible CKO DATA objects by CKA VALUE
rc = funcs—C _ FindObjectsInit (sess ,
data value find,
sizeof(data value find)/sizeof (CK_ ATTRIBUIE) ) ;
if (rc != CKR OK) {
printf("C_FindObjectsFinal failed, rc = Ox%x\n", rc );
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return rc;
}
count = 0;
do {
number = 0;
hObj = CK_INVALID HANDLE;
rc = funcs—C _ FindObjects(sess , &hObj, 1, &number);
if (rc != CKR OK) {
printf("C_FindObjects failed, rc = Ox%x\n", rc );
return rc;
}
if (number > 0 && hObj != CK INVALID HANDLE) count -+-;
} while (number > 0 && hObj != CK INVALID HANDLE) ;
rc = funcs—C_ FindObjectsFinal (sess);
if (rec != CKR OK) {
printf("C_FindObjectsFinal failed, rc = Ox%x\n", rc );
return rc;
}
printf("%1d data objects found for given CKA_VALUE\n",
count ) ;

rc = funcs—>C_DestroyObject (sess , hNewObj) ;

if (rc !'= CKR OK) {
printf("C_DestroyObject failed, rc = O0x%x\n", rc );
return rc;

}

printf("C_DestroyObject success\n");

rc = funcs—C_CloseSession (sess);
if (re != CKR OK) {
printf("C_CloseSession failed, rc = O0x%x\n", rc );

return rc;

}

printf ("CKO_DATA test SUCCESS\n");
return CKR OK;

4.4.3 Pabota c ceptudmkatammn

IIporpamma cko_certificate.c memoncTpupyet pabory ¢ obbekramu Tuna CKO_CERTIFICATE.

JImcruar 4.5: cko certificate.c
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#include "test_common.h"

int
main (int argc, char xargv|[]){
CK RV rc;
CK_FLAGS flags = 0;
CK_SESSION HANDLE sess ;
CK ULONG i ;
static CK _OBJECT CLASS oclass cert = CKO_ CERTIFICATE;
static CK_CERTIFICATE TYPE ocert type = CKC X 509;
static CK BBOOL ltrue = CK TRUE;
static CK BBOOL lfalse = CK FALSE;
CK_ATTRIBUTE cert find || = {
{CKA CLASS, &oclass cert, sizeof(oclass cert)},

};

CK_UTF8CHAR label [| = "cpcacert";

CK_CHAR subject [| = "CryptoPro CA";

// Certificate size — 583 bytes

CK BYTE der value[] = {
0x30, 0x82, 0x02, 0x43, 0x30, 0x82, 0x01, OxFO,
0xA0, 0x03, 0x02, 0x01, 0x02, 0x02, 0x10, 0x69,
0x84, 0x03, 0x28, O0x6A, 0xA6, 0x59, O0xBA, 0x46,
0x35, 0x62, 0x2D, 0x49, O0xDE, 0x5F, 0xD3, 0x30,
0x0A, 0x06, 0x06, O0x2A, 0x85, 0x03, 0x02, 0x02,
0x03, 0x05, 0x00, 0x30, 0x65, 0x31, 0x20, 0x30,
Ox1E, 0x06, 0x09, 0x2A, 0x86, 0x48, 0x86, O0xF7,
0x0D, 0x01, 0x09, 0x01, 0x16, Ox11l, 0x69, Ox6E,
0x66 , 0x6F, 0x40, 0x63, 0x72, 0x79, 0x70, 0x74,
0x6F, 0x70, 0x72, Ox6F, 0x2E, 0x72, 0x75, 0x31,
0x0B, 0x30, 0x09, 0x06, 0x03, 0x55, 0x04, 0x06,
0x13, 0x02, 0x52, 0x55, 0x31, 0x13, 0x30, Ox11,
0x06, 0x03, 0x55, 0x04, O0x0A, 0x13, 0x0A, 0x43,
0x52, 0x59, 0x50, O0x54, O0x4F, 0x2D, 0x50, 0xb52,
0x4F, 0x31, O0x1F, 0x30, 0x1D, 0x06, 0x03, 0x55,
0x04, 0x03, 0x13, 0x16, 0xb4, 0x65, 0x73, 0x74,
0x20, 0x43, 0x65, Ox6E, 0x74, 0x65, 0x72, 0x20,
0x43, 0x52, 0x59, 0x50, 0x54, 0x4F, 0x2D, 0x50,
0x52, 0x4F, 0x30, Ox1E, 0x17, 0xOD, 0x30, 0x39,
0x30, 0x34, 0x30, 0x37, 0x31, 0x32, 0x30, 0x32,
0x31, 0x35, 0xbA, 0x17, 0xOD, 0x31, 0x34, 0x31,
0x30, 0x30, 0x34, 0x30, 0x37, 0x30, 0x39, 0x34,
0x31, O0xbA, 0x30, 0x65, 0x31, 0x20, 0x30, Ox1E,
0x06, 0x09, 0x2A, 0x86, 0x48, 0x86, OxF7, 0x0D,
0x01, 0x09, 0x01, 0x16, Ox1ll, 0x69, O0x6E, 0x66,
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0x6F, 0x40, 0x63, 0x72, 0x79, 0x70, 0x74, Ox6F,
0x70, 0x72, Ox6F, O0x2E, 0x72, 0x75, 0x31, 0x0B,
0x30, 0x09, 0x06, 0x03, 0x55, 0x04, 0x06, 0x13,
0x02, 0x52, 0x55, 0x31, Ox13, 0x30, O0x11, 0x06,
0x03, 0x55, 0x04, O0xO0A, 0x13, OxO0A, 0x43, 0x52,
0x59, 0x50, 0x54, 0x4F, 0x2D, 0x50, 0x52, Ox4F,
0x31, Ox1F, 0x30, 0x1D, 0x06, 0x03, 0x55, 0x04,
0x03, 0x13, 0x16, 0x54, 0x65, 0x73, 0x74, 0x20,
0x43, 0x65, O0x6E, 0x74, 0x65, 0x72, 0x20, 0x43,
0x52, 0x59, 0x50, O0xb4, O0x4F, 0x2D, 0x50, 0x52,
0x4F, 0x30, 0x63, 0x30, 0x1C, 0x06, 0x06, O0x2A,
0x85, 0x03, 0x02, 0x02, 0x13, 0x30, 0x12, 0x06,
0x07, 0x2A, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01,
0x06, 0x07, O0x2A, 0x85, 0x03, 0x02, 0x02, Ox1E,
0x01, 0x03, 0x43, 0x00, 0x04, 0x40, 0x02, OxE4,
OxFF, 0xD1, 0xA6, 0xF6, 0x9C, 0x80, 0x9A, 0xDA,
0xEC, 0x7F, O0x4A, 0x78, 0xCl, 0xCC, 0x2D, 0xD3,
O0xE5, 0x96, OxEA, 0xCB, 0xED, 0x22, 0x32, 0x79,
0xB2, 0x02, 0xE2, 0xC6, 0x7C, 0x35, 0xE6, 0x74,
0x64, 0Ox1B, 0x09, 0x77, Ox11, 0x8C, 0x67, O0x3F,
0x0F, 0xDO0O, 0xE8, 0x23, 0xA6, 0x7E, 0x6D, 0x3B,
0x7F, 0xC4, 0xC4, 0x28, 0xFD, 0x2B, 0x1C, 0x68,
0x01, 0x20, O0xA0, 0x5C, 0xD8, 0x79, 0xA3, 0x78,
0x30, 0x76, 0x30, 0x0B, 0x06, 0x03, 0x55, 0x1D,
0x0F, 0x04, 0x04, 0x03, 0x02, 0x01, 0xC6, 0x30,
0x0F, 0x06, 0x03, 0x55, O0x1D, 0x13, 0x01, 0x01,
OxFF, 0x04, 0x05, 0x30, 0x03, 0x01, 0x01, OxFF,
0x30, 0x1D, 0x06, 0x03, 0x55, 0x1D, O0xOE, 0x04,
0x16, 0x04, 0x14, 0x6D, 0x8F, 0x5E, 0x05, 0xD9,
0x5F, O0xAC, 0x91, 0x17, 0x94, Ox1E, 0x95, O0x9A,
0x05, 0x30, 0x38, 0x37, Ox7A, 0x10, O0x2A, 0x30,
0x12, 0x06, 0x09, 0x2B, 0x06, 0x01, 0x04, 0x01,
0x82, 0x37, 0x15, 0x01, 0x04, 0x05, 0x02, 0x03,
0x02, 0x00, 0x02, 0x30, 0x23, 0x06, 0x09, 0x2B,
0x06, 0x01, 0x04, 0x01, 0x82, 0x37, 0x15, 0x02,
0x04, 0x16, 0x04, 0x14, 0x7A, 0xC9, 0xC7, 0x09,
0xDB, 0x20, 0x1C, 0x96, 0x94, 0x2F, OxFC, 0x46,
0xAD, 0x6D, 0x93, 0xD0, 0x5E, 0x69, 0x12, 0x0E,
0x30, O0x0A, 0x06, 0x06, 0x2A, 0x85, 0x03, 0x02,
0x02, 0x03, 0x05, 0x00, 0x03, 0x41, 0x00, 0x58,
0x73, 0xD2, 0x93, 0xBC, 0x63, 0x21, 0xBl, Ox0E,
0x73, 0x72, OxEE, OxF1, 0x72, 0xB5, 0x1B, 0x8B,
0xBB, 0xC9, 0x3B, 0x08, 0xBB, 0x4C, 0xbA, 0xF2,
0xE1l, 0xA5, 0x35, Ox4F, 0x99, 0xC4, 0xD5, 0x52,
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0x52, 0x70, 0x26, 0xDD, O0xAE, 0xD0O, 0xA9, 0x27,
0xE9, 0xB6, 0x5B, 0x7D, 0x6F, 0x44, O0xFD, 0x26,
0x4D, OxFD, 0xAl, 0x63, 0x74, 0x5C, 0x74, 0xDS8,
0x49, 0x73, O0x0A, 0x77, 0x77, 0x63, 0x4D,

};
CK_ATTRIBUTE cert create || = {
{CKA_ CLASS, &oclass cert, sizeof(oclass cert)},
{CKA_CERTIFICATE TYPE, &ocert type, sizeof(ocert type)},
{CKA_TOKEN, &ltrue, sizeof(ltrue)},
{CKA PRIVATE, &lfalse , sizeof(lfalse)},
{CKA_ SUBJECT, subject , strlen (subject)+1},
{CKA LABEL, label, strlen(label)+1},
{CKA_ VALUE, der value, sizeof(der value)},

IE
CK _BYTE get value[4096];
CK_ATTRIBUTE tmpl value || = {

{CKA VALUE, get value, sizeof(get value)},
}s
CK _ULONG count, number;

CK_OBJECT HANDLE hObj = CK_INVALID HANDLE;
printf ("CKO_CERTIFICATE test\n");

for (i=1; i<(CK ULONG)argc; i++) {

if (strcmp("-api", argv[i]) = 0) {
++i;
api_path = argv|i];
} else if (strcmp("-user_pin", argv|[i]) = 0) {
41
user pin = argv|i];
}

}
rc = init (api_path, &funcs, NULL);
if (rc != CKR OK) {

printf("init failed\n");

return rc;

}

rc = get slot list(funcs,
&SlotList
&SlotCount ) ;

if (rc = CKR OK) {
printf("get_slot_list failed, rc = Ox%x\n", rc );
return rc;
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}

rc = find slot with token (funcs,
SlotList ,
SlotCount ,
&Slotld) ;

if (rc !'= CKR_OK) {
printf("find_slot_with_token failed, rc = Ox%x\n", rc );
return rc;

}

flags = CKF_SERIAL SESSION | CKF_ RW_SESSION;
rc = funcs—C _ OpenSession( Slotld, flags , NULL, NULL, &sess );
if (rc != CKR OK) {

printf("C_OpenSession failed, rc = Ox%x\n", rc );

return rc;

}

rc = funcs—C Login(sess , CKU USER, user pin, strlen (user pin)
)
if (rc != CKR _OK) {

printf("C_Login failed, rc = O0x%x\n", rc );

return rc;

}

printf("C_Login (CKU_USER) success\n");

// Find all accessible certificates
rc = funcs—C _ FindObjectsInit (sess
cert find, sizeof(cert find)/sizeof(CK ATTRIBUIE));
if (rec != CKR OK) {
printf("C_FindObjectsFinal failed, rc = Ox%x\n", rc );
return rc;
}
count = 0;
do {
number = 0;
hObj = CK_INVALID HANDLE;
rc = funcs—C_FindObjects(sess , &hObj, 1, &number) ;
if (rc != CKR OK) {
printf("C_FindObjects failed, rc = Ox%x\n", rc );
return rc;

}
if (number > 0 && hObj != CK _INVALID HANDLE) count +-;

} while (number > 0 && hObj != CK INVALID HANDLE) ;
rc = funcs—C_FindObjectsFinal (sess);
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if (rec != CKR OK) {
printf("C_FindObjectsFinal failed, rc = Ox%x\n", rc );
return rc;

}

printf("%1ld certificates found for session\n", count);

rc = funcs—C CreateObject (sess ,
cert create, sizeof(cert create)/sizeof (CK ATTRIBUTE), &hObj
IE
if (rc != CKR OK) {
printf("C_CreateObject failed, rc = 0x%x\n", rc );
return rc;

}

printf("C_CreateObject success\n");

rc = funcs—C GetAttributeValue(sess, hObj,
tmpl value, sizeof(tmpl value)/sizeof(CK_ATTRIBUIE) ) ;
if (rc != CKR OK) {
printf("C_GetAttributeValue failed, rc = Ox)%x\n", rc );
return rc;
}
if (tmpl value[0].ulValueLen != sizeof(der value)) {
printf("Invalid CKA_VALUE length\n");
return —1;
}
if (memcmp(get value, der value, sizeof(der value)) != 0 ) {
printf("Invalid CKA_VALUE\n");
return —1;

}

printf("C_GetAttributeValue success\n");

rc = funcs—C DestroyObject (sess, hObj);

if (rc != CKR OK) {
printf("C_DestroyObject failed, rc = Ox%x\n", rc );
return rc;

}

rc = funcs—C_CloseSession (sess);
if (re != CKR OK) {
printf("C_CloseSession failed, rc = Ox%x\n", rc );

return rc;

}

printf ("CKO_CERTIFICATE test SUCCESS\n");
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return CKR OK;
}

4.4.4 TeHepauusa paiigrxecTa
rOCT P34.11-94

IIporpamma BbIMmCHsieT Xern coobinenus o aaroputMmy [OCT P 34.11-94 u cpaBHU-
BaeT Pe3yJIbTaT C 3apaHee 33JJaHHBIM 3TaJOHOM. [IporpamMma ncroab3yeT yMaaduBaeMyto
KOH(UI'YPAIIIO, TPEIIIoJIaras, 4T0 YMAJTINBAEMbIN TPOIPAMMHBI TOKEH YK€ T'OTOB K
pabore.

3aMeTnM, 9TO pa3Mep COCTOSTHUSI KOHTEKCTa XEITUPOBAHNS 3aBUCUT OT PEAIU3alliN U B
Pa3HbIX BepcUax OMOJMOTEKH MOXKET OKA3aThCs PA3JIUYIHBIM, IIO9TOMY HE CJIEyeT HaJle-
AThCA HAa (DUKCUPOBAHHBIHM pa3mep Oydepa 1pu cOXpaHEeHUU STOTO COCTOSIHUSL C TIOMOIIIBIO
dyukiuu C_GetOperationState.

JImctuar 4.6: ckm  gostr3411.c

#include "test_common.h"

CK RV test crypto();
CK RV test gost3411 (CK_SESSION HANDLE hSession);

int main(int argc, char xargv|[]) {

CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (rc !'= CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (re != CKR OK) {
fprintf(stderr, "test_crypto failed: O0x%x\n", rc);
return rc;

}
return CKR OK;

}

CK_RV test _crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;
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rc = funcs—C _OpenSession(Slotld ,
CKF_RW_SESSION | CKF _ SERIAL SESSION,
NULL PTR, NULL PTR, &hSession);
if (rec != CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");
rc = funcs—C _GetMechanismInfo(SlotId , CKM_ GOSTR3411, &minfo);
if (rc != CKR OK) {

fprintf (stderr

"\n======== Mechanism CKM_GOSTR3411 not supported ===========\n"
)
} else {
fprintf(stderr
"\n==================== (CKM_GOSTR3411 test ==================\n"
)

rc = test gost3411(hSession):;
if (rc != CKR OK) {

fprintf(stderr

"ERROR CKM_GOSTR3411 failed, rc = O0x%x\n", rc);

} else {

fprintf(stderr , "CKM_GOSTR3411 test passed.\n");
}

}

if( (ret = funcs—C CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with O0x%x\n", ret);
rc = ret;
¥
else {
fprintf(stderr, "C_CloseSession success\n");
¥
out:
return rc;
}
CK RV test gost3411(CK SESSION HANDLE hSession)
{
CK RV rc;

CK_BYTE value [256];
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CK BYTE xstate;

CK ULONG len , state len;

CK OBJECT HANDLE paramh = CK INVALID HANDLE;
CK_MECHANISM mechanism desc = {CKM_GOSTR3411, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;

// CryptoPro gost3411 Test Param Set
static CK BYTIE oid [| = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x00
Ik
static CK BYTE datal [| =
"Suppose the original message has length = 50 bytes";
static CK BYIE etl || = {
0x47,0xla,0xba,0x57,0xa6,0x0a,0x77,0x0d,
0x3a,0x76 ,0x13,0x06,0x35,0xcl ,0xfb,0xea,
Ox4e ,0xfl ,0x4d,0xe5 ,0x1f,0x78 ,0xb4 ,0xae,
0x57,0xdd,0x89,0x3b,0x62,0xf5 ,0x52,0x08
iE
static CK BYTE data2 || = {
0xc3,0x73,0x0c,0xbc,0xbc,0xca ,0xcf,0x91,
Oxba,0xc2,0x92,0x67,0x6f,0x21,0xe8 ,0xbd,
Ox4e ,0xf7 ,0x53,0x31,0xd9,0x40,0x5e,0x5f,
Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11
b
static CK BYTE et2 || = {
0x38 ,0x65,0x45,0xc7,0x71,0x4f,0x6d,0x0b,
0xfl,0x27,0xad,0x57,0xca ,0xc0,0x92,0x0a ,
0Oxa3d ,0xd8,0x84 ,0x62,0xfa ,0x8a,0x0e,0x1d,
0x30,0xd5,0xcd,0x5a,0x85,0x84 ,0xaf,0xfl

}s

static CK BYTE data3[] = {
0x30,0x82,0x03,0x9c,0xa0,0x03,0x02,0x01,
0x02,0x02,0x10,0x3a,0xc3,0xb8,0xac,0xec,
0xfb ,0xd7,0xae,0x28 ,0xb5,0x92,0x9f ,0xd2,
Oxec ,0x4c,0xf3 ,0x30,0x08,0x06,0x06,0x2a ,
0x85,0x03,0x02,0x02,0x03,0x30,0x81,0xec,
0x31,0x19,0x30,0x17,0x06,0x09,0x2a,0x86,
0x48 ,0x86 ,0xf7 ,0x0d,0x01,0x09,0x01,0x16
0x0a,0x67,0x64,0x75,0x63,0x40,0x63,0x61
0x2e,0x72,0x75,0x31,0x0b,0x30,0x09,0x06 ,
0x03,0x55,0x04,0x06 ,0x13,0x02,0x52,0x55,
0x31,0x15,0x30,0x13,0x06,0x03,0x55,0x04 ,
0x07,0x0c ,0x0c,0xd0,0x9¢c,0xd0,0xbe,0xdl,
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0x81,0xd0,0xba,0xd0,0xb2,0xd0,0xb0,0x31,
0x54,0x30,0x52,0x06,0x03,0x55,0x04,0x0a,
0x0c ,0x4b ,0xd0,0x93,0xd0,0xbb,0xd0,0xb0,
0xd0,0xb2,0xd0,0xbd,0xd1,0x8b,0xd0,0xb9,
0x20,0xd0,0x94 ,0xd0,0xbe,0xd0,0xb2,0xd0,
0xbb5,0xd1,0x80,0xd0,0xb5,0xd0,0xbd,0xd0,
0xbd,0xd1,0x8b,0xd0,0xb9,0x20,0xd0,0xa3,
0xd0,0xb4 ,0xd0,0xbe,0xdl,0x81,0xd1,0x82,
0xd0,0xbe,0xd0,0xb2,0xd0,0xb5,0xd1l,0x80,
0xdl,0x8f,0xdl,0x8e,0xdl,0x89,0xd0,0xb8,
0xd0,0xb9,0x20,0xd0,0xa6,0xd0,0xb5,0xd0,
Oxbd ,0xd1,0x82,0xd1l,0x80,0x31,0x2c,0x30,
0x2a,0x06,0x03,0x55,0x04,0x0b,0x0c,0x23,
0xd0,0xa6,0xd0,0xb5,0xd0,0xbd,0xdl,0x82,
0xd1,0x80,0x20,0xd0,0xal ,0xd0,0xb5,0xdl,
0x80,0xd1,0x82,0xd0,0xb8,0xd1,0x84 ,0xd0,
0xb8 ,0xd0 ,0xba,0xd0,0xb0,0xd1,0x86 ,0xd0,
0xb&8,0xd0,0xb8,0x31,0x27,0x30,0x25,0x06
0x03,0x55,0x04 ,0x03 ,0x0c,0x1le,0xd0,0x93,
0xd0,0x94,0xd0,0xa3,0xd0,0xa6,0x20,0xd0,
Oxal,0xdl,0x82,0xd0,0xb0,0xd0,0xbd,0xd0,
0xb4 ,0xd0,0xb0,0xd1,0x80,0xd1,0x82,0x20,
0xd0,0xa3 ,0xd0,0xa6,0x30,0xle,0x17,0x0d,
0x30,0x34,0x30,0x31,0x30,0x39,0x31,0x32,
0x33,0x33,0x32,0x39,0x5a,0x17,0x0d,0x31,
0x34,0x30,0x31,0x30,0x36,0x31,0x32,0x33,
0x33,0x32,0x39,0x5a,0x30,0x81 ,0xec,0x31,
0x19,0x30,0x17,0x06,0x09,0x2a,0x86,0x48,
0x86,0xf7 ,0x0d,0x01,0x09,0x01,0x16,0x0a,
0x67,0x64,0x75,0x63,0x40,0x63 ,0x61,0x2e,
0x72,0x75,0x31,0x0b,0x30,0x09,0x06,0x03,
0x55,0x04 ,0x06,0x13,0x02,0x52,0x55,0x31,
0x15,0x30,0x13,0x06,0x03,0x55,0x04,0x07,
0x0c ,0x0c,0xd0,0x9¢c,0xd0,0xbe,0xdl,0x81,
0xd0,0xba ,0xd0,0xb2,0xd0,0xb0,0x31,0x54,
0x30,0x52,0x06,0x03,0x55,0x04 ,0x0a,0x0c,
0x4b ,0xd0,0x93,0xd0,0xbb,0xd0,0xb0,0xd0,
0xb2,0xd0,0xbd,0xd1,0x8b,0xd0,0xb9,0x20,
0xd0,0x94 ,0xd0,0xbe,0xd0,0xb2,0xd0,0xb5 ,
0xd1,0x80,0xd0,0xb5,0xd0,0xbd,0xd0,0xbd,
0xd1,0x8b,0xd0,0xb9,0x20,0xd0,0xa3 ,0xd0,
0xb4 ,0xd0,0xbe,0xd1,0x81,0xd1,0x82,0xd0,
Oxbe ,0xd0,0xb2,0xd0,0xb5,0xd1,0x80,0xd1,
0x8f,0xd1,0x8e,0xd1,0x89,0xd0,0xb8,0xd0,
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0xb9,0x20,0xd0,0xa6,0xd0,0xb5,0xd0,0xbd,
0xd1,0x82,0xd1,0x80,0x31,0x2c,0x30,0x2a,
0x06,0x03,0x55,0x04 ,0x0b,0x0c ,0x23,0xd0,
0xa6 ,0xd0,0xb5,0xd0,0xbd,0xd1,0x82,0xd1,
0x80,0x20,0xd0,0xal,0xd0,0xb5,0xd1,0x80,
0xd1,0x82,0xd0,0xb8,0xdl,0x84 ,0xd0,0xb8,
0xd0,0xba,0xd0,0xb0,0xd1,0x86,0xd0,0xb8,
0xd0,0xb8,0x31,0x27,0x30,0x25,0x06,0x03,
0x55,0x04,0x03,0x0c,0xle,0xd0,0x93,0xd0,
0x94 ,0xd0 ,0xa3 ,0xd0,0xa6,0x20,0xd0,0xal ,
0xd1,0x82,0xd0,0xb0,0xd0,0xbd,0xd0,0xb4,
0xd0,0xb0,0xd1,0x80,0xd1,0x82,0x20,0xd0,
0xa3 ,0xd0,0xa6,0x30,0x63,0x30,0x1c,0x06,
0x06,0x2a,0x85,0x03,0x02,0x02,0x13,0x30,
0x12,0x06,0x07,0x2a,0x85,0x03,0x02,0x02,
0x23,0x01,0x06,0x07,0x2a,0x85,0x03,0x02,
0x02,0x1e,0x01,0x03,0x43,0x00,0x04,0x40,
0x50 ,0xab,0x7f,0xc4,0xcc,0x3d,0xd0,0xe2 ,
0Oxdd ,0x86 ,0xda,0x19,0x6b,0x14 ,0x8c ,0x78,
0xd9,0xca ,0x58,0x67,0x62,0xf3 ,0xb7,0xba,
0x7b,0x2a ,0xda,0xcl ,0x9c,0x3f,0x87,0xeb,
0xf1l ,0xdc,0xaf,0x35,0xad,0x2d,0xel ,0xca,
Oxed ,0xcl,0x8b,0x82,0xde,0xal0,0x8b,0x95,
Oxdd,0xa2 ,0xac,0x46 ,0x6a,0x8e,0xce,0x5d,
0Oxba,0x16 ,0xba,0x03,0x29,0x72,0x38,0x27,
0Oxa3d ,0x82,0x01,0x14,0x30,0x82,0x01,0x10,
0x30,0x5a,0x06,0x03,0x55,0x1d,0x11,0x01,
0x01,0xff ;,0x04,0x50,0x30,0x4e,0x81,0x0b,
0x67,0x64,0x75,0x63,0x63,0x40,0x75,0x63,
0x2e,0x72,0x75,0xa4 ,0x3f ,0x30,0x3d,0x31,
0x3b,0x30,0x39,0x06,0x03,0x55,0x04,0x03,
0x0c¢,0x32,0xd0,0x9f,0xd0,0xb5,0xd1,0x80,
0xd0,0xb2,0xd0,0xbe,0xd0,0xb5,0x20,0xd0,
0xa3 ,0xd0,0xbf,0xd0,0xbe,0xd0,0xbb,0xd0,
Oxbd ,0xd0,0xbe ,0xd0,0xbc,0xd0,0xbe,0xdl,
0x87,0xd0,0xb5,0xd0,0xbd,0xd0,0xbd,0xd0,
Oxbe ,0xd0,0xb5,0x20,0xd0,0x9b,0xd0,0xb8 ,
0xd1,0x86,0xd0,0xbe,0x30,0=x0f,0x06,0x03,
0x55,0x1d ,0x0f ,0x01,0x01,0xff ,0x04,0x05,
0x03,0x03,0x07,0xc6,0x00,0x30,0=x0f,0x06,
0x03,0x55,0x1d,0x13,0x01,0x01,0 xff ,0x04 ,
0x05,0x30,0x03,0x01,0x01,0xff ,0x30,0x1d,
0x06 ,0x03 ,0x55,0x1d ,0x0e ,0x04 ,0x16 ,0x04 ,
0x14 ,0xb1l,0x6e,0x0e,0xa4,0x40,0xbc,0xf0
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0xd9,0xb6 ,0xf7 ,0xef ,0xfa ,0xf0 ,0x3d,0xal,
0x0c ,0xd2,0x8f,0xfl ,0xb6,0x30,0x71,0x06
0x03,0x55,0x1d,0x1f,0x04 ,0x6a,0x30,0x68,
0x30,0x66 ,0xa0,0x64,0xa0,0x62,0x86,0x60,
0x6¢,0x64 ,0x61,0x70,0x3a,0x2f ,0x2f,0x31,
0x39,0x32,0x2e,0x31,0x36,0x38 ,0x2e,0x36
0x38,0x2e,0x37,0x30,0x2f ,0x6f,0x3d,0x72,
0x6f,0x6f,0x74,0x2c,0x63,0x3d,0x72,0x75,
0x3f,0x63,0x65,0x72,0x74,0x69,0x66,0x69
0x63,0x61,0x74,0x65,0x52,0x65,0x76,0x6f,
0x63,0x61,0x74,0x69,0x6f,0x6e,0x4c,0x69,
0x73,0x74,0x3f,0x62,0x61,0x73,0x65,0x3f,
0x6f,0x62,0x6a,0x65,0x63,0x74,0x63,0x6¢c,
0x61,0x73,0x73,0x3d,0x63,0x52 ,0x4c ,0x44 ,
0x69,0x73,0x74,0x72,0x69,0x62,0x75,0x74
0x69 ,0x6f ,0x6e,0x50,0x6f,0x69,0x6e,0x74
b
static CK BYIE et3 || = {
Oxee ,0x8c,0xd9,0x40,0x23,0xdd,0x9a ,0xf8 ,
0x17,0xdd ,0xe8 ,0x1f ,0x02,0x25,0x5b,0xb3,
Oxaa ,0x6b,0xd3,0x21,0x09,0x41,0x95,0x7e,
Oxea ,0x7e,0x0e,0x3c,0x35,0x9f,0x04,0xba

s

// CryptoPro gostR3411 A Param Set

static CK BYTE oid_default [| = {

0x06, 0x07, O0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01

¥

static CK BYTE data6 || = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, O0x6A, 0x68, 0x69, 0x6A, 0x6B,
0x69, O0x6A, 0x6B, 0x6C, 0x6A, 0x6B, 0x6C, 0x6D,
0x6B, 0x6C, 0x6D, 0x6E, 0x6C, 0x6D, 0x6E, 0x6F,
0x6D, Ox6E, O0x6F, 0x70, Ox6E, Ox6F, 0x70, 0x71,
0x0A

b

static CK BYIE et6 || = {
0xc8, 0x77, Oxc2, Oxdl, Ox7f, Oxd3, 0x99, 0x2e,
Ox7a, 0x97, Oxchb, 0x67, 0x07, Oxdf, 0x57, 0xcO,
0x5b, Oxdc, 0xf2, 0x17, 0x34, Ox6a, 0x69, 0x2f,
0x6b, 0x9a, Oxad, Oxc4, 0x47, Oxa8, 0x2f, 0xd2

}s
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memset (value ,0,sizeof(value));

mechanism—>pParameter = oid;
mechanism—>ulParameterLen = sizeof(oid);
rc = funcs—C_ DigestInit(hSession, mechanism) ;

if (rc != CKR _OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Oxkx\n",
__LINE__ | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C Digest(hSession ,
datal , strlen(datal), value, &len);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(etl)) {
fprintf (stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;

}

if (memcmp(value, etl, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

fprintf(stderr, "One step digest...\n");

memset (value ,0,sizeof(value));

mechanism—>pParameter = oid default;
mechanism—>ulParameterLen = sizeof(oid default);
rc = funcs—C_ DigestInit(hSession, mechanism) ;

if (rec != CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Oxkx\n",
__LINE__ | rc);
return rc;

}
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len = sizeof(value);
rc = funcs—C Digest(hSession ,
data6 , sizeof(data6), value, &len);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(et6)) {
fprintf (stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;
}
if (memcmp(value, et6, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

¥
fprintf(stderr, "0OK\n");

memset (value ,0,sizeof(value));

fprintf(stderr, "Yet another one step digest...\n");

mechanism—>pParameter = oid default;
mechanism—>ulParameterLen = sizeof(oid default);
rc = funcs—C_ DigestInit(hSession, mechanism);

if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Oxkx\n",
__LINE__ | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C Digest(hSession ,
data2 , sizeof(data2), value, &len);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(et2)) {
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fprintf (stderr
"%4d: Invalid result length: %d\n", LINE | len);

return —1;

}

if (memcmp(value, et2, len) != 0) {
fprintf(stderr
"%4d: Invalid result value\n", LINE );

return —2;
¥
fprintf(stderr, "0K\n");

memset (value ,0,sizeof(value));

fprintf (stderr

"The same digest with NULL mechanism parameter...\n");
mechanism—>pParameter = NULL PTR;
mechanism—>ulParameterLen = 0;
rc = funcs—C_DigestInit (hSession, mechanism);

if (re != CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = OxZ%x\n",
__LINE__ | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C Digest(
hSession , data2, sizeof(data2), value, &len);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n",
__LINE | rc);

return rc;

}

if (len != sizeof(et2)) {
fprintf(stderr
"%4d: Invalid result length: %d\n",
__LINE__, len);

return —1;

}

if (memcmp(value, et2, len) != 0) {
fprintf (stderr
"%4d: Invalid result value\n", LINE );
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return —2;

}

fprintf(stderr, "0K\n");
memset (value ,0,sizeof(value));

fprintf(stderr, "Get operation state...\n");
rc = funcs—C_DigestInit (hSession, mechanism);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

rc = funcs—C DigestUpdate(hSession, data3, 39);
if (rec != CKR _OK) {
fprintf(stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n",
__LINE__ | rc);
return rc;

}

// Save intermediate cryptograhic state.
state len = 0;
rc = funcs—C _GetOperationState (hSession ,
NULL, &state len);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_GetOperationState failed, rc = Ox%x\n",
__LINE__ | rc);
return rc;
}
state = malloc(state len);
rc = funcs—C _GetOperationState (hSession ,
state , &state len);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_GetOperationState failed, rc = Ox%x\n",
__LINE | rc);
return rc;
}
rc = funcs—C DigestUpdate (hSession ,
data3 + 39, sizeof(data3) — 39);
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if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C _DigestFinal(hSession , value, &len);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DigestFinal failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;

}

if (len != sizeof(et3)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE |, len);
return —1;

}

if (memcmp(value, et3, len) != 0) {
fprintf (stderr
"%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0OK\n");

fprintf(stderr, "Set operation state...\n");
// Restore saved cryptographic state.
rc = funcs—C SetOperationState(hSession , state, state len,
CK_INVALID HANDLE, CK INVALID HANDLE) ;
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_SetOperationState failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

rc = funcs—C DigestUpdate (hSession ,
data3 + 39, sizeof(data3) — 39);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DigestUpdate failed, rc

Ox%x\n",
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LINE |, rc);

return rc;

}

len = sizeof(value);
rc = funcs—C _DigestFinal(hSession, value, &len);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DigestFinal failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

if (len != sizeof(et3)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;

}

if (memcmp(value, et3, len) != 0) {
fprintf(stderr
"%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0OK\n");

free (state);
printf ("SUCCESS\n");

return rc;

rOCT P34.11-2012, 256 6ur

IIporpamMma BeIUHCIsIET XeIll coobienust mo aaropurMmy I'OCT P 34.11-2012 (256 6ut)
U CPABHUBAET PE3Y/IbLTAT C 3apaHee 3aIaHHBIM ITATOHOM.

JIuctunr 4.7: ckm gostr3411 12 256.c

#include "test_common.h"

CK RV test crypto();
CK_RV test gost3411 2012 256 (CK_ SESSION HANDLE hSession);

int main(int argc, char xargv|[]) {
CK RV rc¢ = CKR OK;
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rc = test main(arge, argv);

if (rc !'= CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

¥

rc = test crypto();

if (re != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK_RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM_INFO minfo ;

rc = funcs—C_OpenSession (Slotld ,
CKF _RW_SESSION | CKF_ SERIAL _ SESSION,
NULL PTR, NULL PTR, &hSession);
if (rc != CKR OK) {
fprintf (stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;
¥
fprintf(stderr, "C_OpenSession success\n");
rc = funcs—C_GetMechanismInfo (Slotld ,
CKM_GOSTR3411 12 256, &minfo);
if (rc != CKR OK) {
fprintf(stderr ,

"\n======== Mechanism CKM_GOSTR3411_12_256 "
"not supported ===========\n");
} else {
fprintf(stderr
W\p==================== CKM_GOSTR3411_12_256 "
Vigg S=ss=s=ss=ms=msmmse=igl ) 2

rc = test gost3411 2012 256 (hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_GOSTR3411_12_256 failed, rc = O0x%x\n",
rc);
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} else {
fprintf(stderr, "CKM_GOSTR3411_12_256 test passed.\n");
}

}

if( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
¥
else {
fprintf(stderr, "C_CloseSession success\n");
¥
out:

return rc;

}

CK_ RV test gost3411 2012 256 (CK_ SESSION HANDLE hSession)
{
CK RV rc;
CK_BYTE value [256];
CK BYTE xstate;
CK _ULONG len, state len;
CK OBJECT HANDLE paramh = CK INVALID HANDLE;
CK_MECHANISM mechanism desc = {CKM_GOSTR3411 12 256, NULL,
0};
CK_MECHANISM PTR mechanism = &mechanism desc;

static CK BYTE datal [| =
"Suppose the original message has length = 50 bytes";
static CK BYIE etl || = {
Oxa3, Oxed, 0x85, 0x32, Ox2e, Oxla, Ox14, 0x79,
Oxb6, 0x05, Oxa7, 0x52, Oxbl, Oxd4, 0x87, Oxfd,
0x13, 0x88, 0x63, Oxaa, Oxle, Oxa6, Ox7a, 0x91,
Oxel, 0xb7, Oxaa, 0x53, Oxfc, Oxe7, 0x96, 0xf3,
IE
static CK BYTE data2 || = {
0xb8, 0Oxe0, 0x45, 0x82, 0x09, 0x28, 0xb5, Oxdc,
0x54, 0x59, Oxca, 0x6b, 0xf8, 0x42, Oxa9, 0x21,
0xb8, Oxef, Oxa7, 0x96, 0x8b, 0x09, Oxea, 0xOe,
0xd5, 0xc3, Oxdf, 0x8c, Oxaf, 0x8a, Oxbe, 0x44,

¥
static CK_BYTE et2[] = {
ANMCE&CU
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0x42, 0x22, 0x71, 0x8a, Oxla, Oxa7, 0x67, 0x43,
Oxfd, 0x42, 0x45, 0x01, 0x9c, 0xc2, 0xc8, Oxle,
Oxb4, 0x55, 0x0d, 0x37, 0x0e, 0x17, 0x22, 0x59,
0x99, 0xcO, 0Oxd7, 0x00, Ox8b, 0xd8, 0x9f, 0xd3,

}s

static CK BYTE data3 || = {
0x30,0x82,0x03,0x9c ,0xa0,0x03,0x02,0x01,
0x02,0x02,0x10,0x3a,0xc3,0xb8,0xac,0xec,
0xfb ,0xd7,0xae,0x28,0xb5,0x92,0x9f ,0xd2,
Oxec ,0x4c,0xf3 ,0x30,0x08,0x06,0x06,0x2a ,
0x85,0x03,0x02,0x02,0x03,0x30,0x81,0xec,
0x31,0x19,0x30,0x17,0x06,0x09,0x2a,0x86,
0x48 ,0x86 ,0xf7 ,0x0d ,0x01,0x09,0x01,0x16,
0x0a,0x67,0x64,0x75,0x63,0x40,0x63,0x61
0x2e,0x72,0x75,0x31,0x0b,0x30,0x09,0x06 ,
0x03,0x55,0x04 ,0x06,0x13,0x02,0x52,0x55,
0x31,0x15,0x30,0x13,0x06,0x03,0x55,0x04 ,
0x07 ,0x0c ,0x0c,0xd0,0x9c,0xd0,0xbe ,0xdl,
0x81,0xd0,0xba,0xd0,0xb2,0xd0,0xb0,0x31,
0x54 ,0x30,0x52,0x06,0x03 ,0x55,0x04 ,0x0a,
0x0c ,0x4b,0xd0,0x93,0xd0,0xbb,0xd0,0xb0,
0xd0,0xb2,0xd0,0xbd,0xd1,0x8b,0xd0,0xb9,
0x20,0xd0,0x94 ,0xd0,0xbe,0xd0,0xb2,0xd0,
0xb5,0xd1,0x80,0xd0,0xb5,0xd0,0xbd,0xd0,
0Oxbd ,0xd1,0x8b,0xd0,0xb9,0x20,0xd0,0xa3,
0xd0,0xb4 ,0xd0,0xbe,0xdl,0x81 ,0xd1,0x82,
0xd0,0xbe,0xd0,0xb2,0xd0,0xb5,0xd1,0x80,
0xd1,0x8f,0xdl,0x8e,0xdl,0x89,0xd0,0xb8,
0xd0,0xb9,0x20,0xd0,0xa6,0xd0,0xb5,0xd0,
Oxbd ,0xd1,0x82,0xd1,0x80,0x31,0x2c,0x30,
0x2a,0x06 ,0x03,0x55,0x04 ,0x0b,0x0c,0x23,
0xd0,0xab6 ,0xd0,0xb5,0xd0,0xbd,0xd1,0x82,
0xd1,0x80,0x20,0xd0,0xal,0xd0,0xb5,0xd1,
0x80,0xd1,0x82,0xd0,0xb8,0xd1,0x84,0xd0,
0xb&8,0xd0,0xba,0xd0,0xb0,0xd1,0x86,0xd0,
0xb8 ,0xd0,0xb8,0x31,0x27,0x30,0x25,0x06
0x03,0x55,0x04,0x03,0x0c,0xle,0xd0,0x93,
0xd0,0x94 ,0xd0,0xa3,0xd0,0xa6,0x20,0xd0,
Oxal,0xd1,0x82,0xd0,0xb0,0xd0,0xbd,0xd0,
0Oxb4 ,0xd0,0xb0,0xd1,0x80,0xd1,0x82,0x20,
0xd0,0xa3 ,0xd0,0xa6,0x30,0xle,0x17,0x0d,
0x30,0x34,0x30,0x31,0x30,0x39,0x31,0x32,
0x33,0x33,0x32,0x39,0xba,0x17,0x0d,0x31,

ANMCECH

codpt 70




I'maBa 4. IlporpammvupoBanue

4.4. Ilpumepbr mporpamMm

0x34,0x30,0x31,0x30,0x36,0x31,0x32,0x33,
0x33,0x32,0x39,0xba,0x30,0x81,0xec,0x31,
0x19,0x30,0x17,0x06,0x09,0x2a,0x86,0x48,
0x86 ,0xf7 ,0x0d,0x01,0x09,0x01,0x16,0x0a ,
0x67,0x64,0x75,0x63,0x40,0x63,0x61,0x2e,
0x72,0x75,0x31,0x0b,0x30,0x09,0x06,0x03,
0x55,0x04,0x06,0x13,0x02,0x52,0x55,0x31,
0x15,0x30,0x13,0x06,0x03,0x55,0x04,0x07,
0x0c ,0x0c,0xd0,0x9¢c,0xd0,0xbe,0xdl,0x81,
0xd0,0xba ,0xd0,0xb2,0xd0,0xb0,0x31,0x54,
0x30,0x52,0x06,0x03,0x55,0x04,0x0a,0x0c,
0x4b ,0xd0,0x93,0xd0,0xbb,0xd0,0xb0,0xd0,
0xb2,0xd0,0xbd,0xd1,0x8b,0xd0,0xb9,0x20,
0xd0,0x94 ,0xd0,0xbe,0xd0,0xb2,0xd0,0xb5,
0xd1,0x80,0xd0,0xb5,0xd0,0xbd,0xd0,0xbd,
0xd1,0x8b,0xd0,0xb9,0x20,0xd0,0xa3,0xd0,
0xb4 ,0xd0,0xbe,0xdl,0x81,0xd1,0x82,0xd0,
Oxbe ,0xd0,0xb2,0xd0,0xb5,0xd1,0x80,0xd1,
0x8f ,0xd1,0x8e,0xdl,0x89,0xd0,0xb8,0xd0,
0xb9,0x20,0xd0,0xa6,0xd0,0xb5,0xd0,0xbd,
0xd1,0x82,0xd1,0x80,0x31,0x2c,0x30,0x2a,
0x06 ,0x03,0x55,0x04,0x0b,0x0c,0x23,0xd0,
Oxa6,0xd0,0xb5,0xd0,0xbd,0xd1l,0x82,0xd1,
0x80,0x20,0xd0,0xal ,0xd0,0xb5,0xd1,0x80,
0xd1,0x82,0xd0,0xb8,0xd1,0x84,0xd0,0xb8,
0xd0,0xba ,0xd0,0xb0,0xdl,0x86 ,0xd0,0xb8,
0xd0,0xb8,0x31,0x27,0x30,0x25,0x06,0x03,
0x55,0x04 ,0x03,0x0c,0xle,0xd0,0x93,0xd0,
0x94 ,0xd0,0xa3 ,0xd0,0xa6,0x20,0xd0,0xal
0xd1,0x82,0xd0,0xb0,0xd0,0xbd,0xd0,0xb4 ,
0xd0,0xb0,0xd1,0x80,0xd1,0x82,0x20,0xd0,
0Oxa3d ,0xd0,0xab,0x30,0x63,0x30,0xlc,0x06,
0x06 ,0x2a,0x85,0x03,0x02,0x02,0x13,0x30,
0x12,0x06 ,0x07,0x2a,0x85,0x03,0x02,0x02,
0x23,0x01,0x06,0x07,0x2a,0x85,0x03,0x02,
0x02,0x1e,0x01,0x03,0x43,0x00,0x04 ,0x40,
0x50,0xab ,0x7f,0xc4,0xcc,0x3d,0xd0,0xe2
0xdd,0x86 ,0xda,0x19,0x6b,0x14,0x8c,0x78,
0xd9,0xca ,0x58,0x67,0x62,0xf3 ,0xb7,0xba,
0x7b,0x2a ,0xda,0xcl ,0x9c,0x3f,0x87,0xeb ,
0xfl ,0xdc,0xaf,0x35,0xad,0x2d,0xel ,0xca,
Oxed ,0xcl,0x8b,0x82,0xde,0xal,0x8b,0x95,
0Oxdd ,0xa2 ,0xac,0x46 ,0x6a,0x8e,0xce ,0x5d,
0xb5a ,0x16 ,0xba,0x03,0x29,0x72,0x38,0x27,
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Oxa3d ,0x82,0x01,0x14,0x30,0x82,0x01,0x10,
0x30,0xb5a,0x06,0x03,0x55,0x1d,0x11,0x01,
0x01,0 xff ,0x04,0x50,0x30,0x4e,0x81,0x0b,
0x67,0x64 ,0x75,0x63,0x63,0x40,0x75,0x63,
0x2e,0x72,0x75,0xa4,0x3f,0x30,0x3d,0x31,
0x3b,0x30,0x39,0x06,0x03,0x55,0x04,0x03,
0x0c,0x32,0xd0,0x9f,0xd0,0xb5,0xd1l,0x80,
0xd0,0xb2,0xd0,0xbe,0xd0,0xb5,0x20,0xd0,
0xa3 ,0xd0,0xbf,0xd0,0xbe,0xd0,0xbb,0xd0,
0xbd ,0xd0 ,0xbe,0xd0,0xbc,0xd0,0xbe ,0xdl,
0x87,0xd0,0xb5,0xd0,0xbd ,0xd0,0xbd,0xd0,
Oxbe ,0xd0,0xb5,0x20,0xd0,0x9b,0xd0,0xb8,
0xd1,0x86 ,0xd0,0xbe,0x30,0x0f,0x06,0x03,
0x55,0x1d,0x0f ,0x01,0x01,0 xff ,0x04,0x05,
0x03,0x03,0x07,0xc6,0x00,0x30,0=x0f,0x06,
0x03,0x55,0x1d,0x13,0x01,0x01,0 xff ,0x04 ,
0x05,0x30,0x03,0x01,0x01,0xff ,0x30,0x1d,
0x06 ,0x03,0x55,0x1d,0x0e,0x04,0x16,0x04 ,
0x14 ,0xbl,0x6e,0x0e,0xa4 ,0x40,0xbc,0xf0 ,
0xd9,0xb6,0xf7 ,0xef ,0xfa ,0xf0,0x3d,0xal,
0x0c¢,0xd2,0x8f,0xfl ,0xb6,0x30,0x71,0x06,
0x03,0x55,0x1d,0x1f,0x04,0x6a,0x30,0x68,
0x30,0x66 ,0xa0,0x64 ,0xa0,0x62,0x86,0x60,
0x6¢c,0x64,0x61,0x70,0x3a,0x2f,0x2f,0x31,
0x39,0x32,0x2e,0x31,0x36,0x38,0x2e,0x36,
0x38 ,0x2e,0x37,0x30,0x2f ,0x6f,0x3d,0x72,
0x6f,0x6f,0x74,0x2¢,0x63,0x3d,0x72,0x75,
0x3f,0x63,0x65,0x72,0x74,0x69,0x66,0x69 ,
0x63,0x61,0x74,0x65,0x52,0x65,0x76,0x6f,
0x63,0x61,0x74,0x69,0x6f,0x6e,0x4c,0x69,
0x73,0x74,0x3f,0x62,0x61,0x73,0x65,0x3f,
0x6f,0x62,0x6a,0x65,0x63,0x74,0x63,0x6¢,
0x61,0x73,0x73,0x3d,0x63,0x52,0x4c,0x44 ,
0x69,0x73,0x74,0x72,0x69,0x62,0x75,0x74,
0x69,0x6f ,0x6e,0x50,0x6f,0x69,0x6e,0x74
IE
static CK BYTE et3 || = {
Oxc7, 0x64, 0xc9, Oxla, Oxch, Oxcd, 0xb6, 0x84,
0x47, Oxab, 0x2f, 0x9a, 0x6b, 0x9e, 0xc8, 0x69,
0x18, Ox7f, 0x13, 0x72, 0x8f, Ox4c, 0x8e, 0xb0,
0x30, O0xc8, 0x91, Oxfd, 0x0d, 0x10, 0x73, 0xbO0,

};
static CK BYTE data6[] = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
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0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, O0x6A, 0x68, 0x69, 0x6A, 0x6B,
0x69, 0x6A, 0x6B, 0x6C, 0x6A, 0x6B, 0x6C, 0x6D,
0x6B, 0x6C, 0x6D, 0x6E, 0x6C, 0x6D, 0x6E, 0x6F,
0x6D, O0x6E, 0x6F, 0x70, Ox6E, 0x6F, 0x70, 0x71,
0x0A
IE
static CK_BYTE et6 [| = {
Oxe0, 0x05, 0x24, Oxb6, 0x9d, 0xb2, 0x79, Oxbc,
0x63, 0xf0, O0xd9, 0x0d, 0x40, Oxel, 0x82, 0x3d,
Oxdl, 0x9f, Ox7a, Oxd6, 0x49, O0x8e, 0x72, 0x45,
Oxab, 0x21, 0x74, 0x03, 0x70, Ox3a, 0x38, 0Ox2e,
IE
// Samples from GOST R34.11-2012:
unsigned char M1[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35,
0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32, 0x33,
0x34, 0x35, 0x36, 0x37, 0x38, 0x39, 0x30, 0x31,
0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38, 0x39,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35,
0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32,
IE
unsigned char etl 32[] = {
0x9d, 0x15, Oxle, Oxef, 0xd8, 0x59, 0xOb, 0x89,
Oxda, Oxa6, Oxba, Ox6c, Oxb7, Oxda, 0xf9, 0x27,
0x5d, 0xd0, 0x51, 0x02, O0x6b, Oxbl, 0x49, Oxa4,
0x52, Oxfd, 0x84, 0Oxe5, 0Oxe5, 0x7b, 0x55, 0x00,
i
unsigned char M2[] = {
Oxdl, Oxeb, 0x20, Oxe2, Oxeb, 0xf2, 0xfO, OxeS8,
0x2c, 0x20, Oxdl, O0xf2, O0xfO, Oxe8, Oxel, Oxee,
Oxe6, Oxe8, 0x20, Oxe2, Oxed, 0xf3, O0xf6, Oxe8,
0x2c, 0x20, Oxe2, Oxeb, Oxfe, 0xf2, Oxfa, 0x20,
0xfl, 0x20, Oxec, Oxee, O0xfO, Oxff, 0x20, Oxfl,
0xf2, 0xf0, Oxeb, Oxeb, Oxe0, Oxec, Oxe8, 0x20,
Oxed, Oxe0, 0x20, Oxf5, OxfO, Oxe0, Oxel, 0xf0,
Oxfb, Oxff, 0x20, Oxef, Oxeb, Oxfa, Oxea, 0xfb,
0x20, 0xc8, Oxe3d, Oxee, 0xfO, Oxed, Oxe2, O0xfb,
i
unsigned char et2 32[] = {
0x9d, 0xd2, Oxfe, Ox4e, 0x90, 0x40, 0x9e, 0x5bd,
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Oxa8, 0x7f, 0xb3, 0x97, 0x6d, 0x74, 0x05, 0xb0,
0xcO, Oxca, Oxc6, 0x28, Oxfc, 0x66, 0x9a, 0x74,
Ox1d, 0xb0, 0x06, Ox3c, 0xb5, O0xT7e, 0x8f, 0x50,

};
// Digest of NULL message, 256 bits, little —endian.
unsigned char et0 32[] = {

0x3f, 0xb3, 0x9a, 0x21, Ox3e, 0x97, O0xc8, 0x02,
Oxcc, 0x22, 0x9d, 0x47, Ox4c, Ox6a, Oxa3d, Ox2a,
0x82, Oxba, 0x36, O0xOb, Ox2a, 0x93, 0Ox3a, 0x94,
0x9f, 0xd9, 0x25, 0x20, 0x8d, 0x9c, Oxel, Oxbb

¥

static CK BYTE keyval 33[] = {
0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38,
0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36,
0x37, 0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34,
0x35, 0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32,
0x0A

IE

static CK BYTE keyval 33 hash|[] = {

0x72, 0Oxc3, 0x40, Oxch, 0x8f, Oxbb, 0x9d, 0x91,
Oxdf, 0x95, 0x7c, Oxff, Ox0a, 0x87, Oxaa, 0x45,
Oxde, 0xd3, 0xb9, 0x78, 0x12, 0xe8, 0x41, 0xc9,
Oxd4, 0x97, 0x7f, Oxd0, Oxe2, 0xd8, Oxea, 0Oxb4,

Jis

fprintf(stderr, "GOST R 34.11-2012 NULL example...\n");
memset (value ,0,sizeof(value));
rc = funcs—C_DigestInit (hSession, mechanism);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = 0x%x\n",
__LINE | rc);

return rc;

}

len = sizeof(value);
rc = funcs—C DigestUpdate(hSession ,
NULL, 0);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", ILINE | rc);
return rc;

}
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rc = funcs—C_ DigestFinal (hSession ,
value , &len);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(et0 32)) {
fprintf (stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;
}
print hex(value, len);
if (memcmp(value, etO0_32, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

fprintf(stderr, "0OK\n");

fprintf(stderr, "GOST R 34.11-2012 M1 example...\n");
memset (value ,0,sizeof(value));
rc = funcs—C_ DigestInit(hSession, mechanism) ;
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DigestInit failed, rc = 0x%x\n",
__LINE | rc);
return rc;

}

len = sizeof(value);
re funcs—C _Digest (hSession ,
M1, sizeof(Ml), value, &len);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(etl 32)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;

}
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print hex(value, len);

if (memcmp(value, etl 32, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

fprintf(stderr, "0OK\n");

fprintf(stderr, "GOST R 34.11-2012 M2 example...\n");
memset (value ,0,sizeof(value));
rc = funcs—C _DigestInit (hSession, mechanism) ;
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_Digest(hSession
M2, sizeof(M2), value, &len);
if (rc !'= CKR OK) {
fprintf(stderr ,
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(et2_32)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;
}
print _hex(value, len);
if (memcmp(value, et2 32, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

fprintf(stderr, "0OK\n");

memset (value ,0,sizeof(value));

rc = funcs—C_DigestInit (hSession, mechanism);
if (rc != CKR OK) {

fprintf (stderr
"%4d: C_DigestInit failed, rc = O0x%x\n",
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LINE |, rc);

return rc;

}

len = sizeof(value);
rc = funcs—C_Digest(hSession
datal, strlen (datal), value, &len);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(etl)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;
}
print _hex(value, len);
if (memcmp(value, etl, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

fprintf(stderr, "0OK\n");
fprintf(stderr, "One step digest...\n");
memset (value ,0,sizeof(value));

rc = funcs—C_DigestInit (hSession, mechanism);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DigestInit failed, rc = 0x%x\n",
_ LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_Digest(hSession
data6 , sizeof(data6), value, &len);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;
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}
if (len != sizeof(et6)) {

fprintf (stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;
¥
print hex(value, len);
if (memcmp(value, et6, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

fprintf(stderr, "0K\n");
memset (value ,0,sizeof(value));

fprintf(stderr, "Yet another one step digest...\n");
rc = funcs—C_DigestInit (hSession, mechanism);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE | rc);

return rc;

}

len = sizeof(value);
rc = funcs—C_Digest(hSession ,
data2 , sizeof(data2), value, &len);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(et2)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;

}

print _hex(value, len);

if (memcmp(value, et2, len) != 0) {
fprintf(stderr
"%4d: Invalid result value\n", LINE );

return —2;

}
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fprintf(stderr, "0OK\n");
memset (value ,0,sizeof(value));

fprintf(stderr, "Get operation state...\n");
rc = funcs—C_DigestInit (hSession, mechanism);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE | rc);

return rc;

}

rc = funcs—C DigestUpdate(hSession, data3, 39);
if (rc != CKR_OK) {
fprintf(stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n",
_LINE | rc);
return rc;

}

// Save intermediate cryptograhic state.
state len = 0;
rc = funcs—C _GetOperationState (hSession ,
NULL, &state len);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_GetOperationState failed, rc = Ox%x\n",
_LINE | rc);
return rc;
}
state = malloc(state len);
rc = funcs—C _GetOperationState (hSession ,
state , &state len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_GetOperationState failed, rc = Ox%x\n",
__LINE | rc);
return rc;
}
rc = funcs—C_ DigestUpdate(hSession ,
data3 + 39, sizeof(data3) — 39);
if (rc != CKR OK) {
fprintf(stderr
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"%4d: C_DigestUpdate failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C DigestFinal (hSession, value, &len);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_DigestFinal failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;

}

if (len != sizeof(et3)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;

}

print _hex(value, len);

if (memcmp(value, et3, len) != 0) {
fprintf(stderr ,
"%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0OK\n");

fprintf(stderr, "Set operation state...\n");
// Restore saved cryptographic state.
rc = funcs—C SetOperationState(hSession, state, state len,
CK_INVALID HANDLE, CK_INVALID HANDLE);
if (rc != CKR OK) {
fprintf(stderr ,
"%4d: C_SetOperationState failed, rc = O0x%x\n",
__LINE_ | rc);
return rc;

}

rc = funcs—C DigestUpdate(hSession ,
data3 + 39, sizeof(data3) — 39);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_DigestUpdate failed, rc = Ox/%x\n",
LINE | rc);
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return rc;

}

len = sizeof(value);
rc = funcs—C DigestFinal (hSession, value, &len);
if (rc != CKR _OK) {
fprintf(stderr
"%4d: C_DigestFinal failed, rc = Ox%x\n",
__LINE__ | rc);
return rc;

}

if (len != sizeof(et3)) {
fprintf (stderr ,
"%4d: Invalid result length: %d\n", LINE | len);
return —1;

}

print hex(value, len);

if (memcmp(value, et3, len) != 0) {
fprintf(stderr
"%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0OK\n");

fprintf(stderr, "keyval_33 example...\n");
memset (value ,0,sizeof(value));
rc = funcs—C_DigestInit (hSession, mechanism);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE | rc);

return rc;

}

len = sizeof(value);
rc = funcs—C_Digest(hSession
keyval 33, sizeof(keyval 33), value, &len);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}
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if (len != sizeof(keyval 33 hash)) {

fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);

return —1;

}

print _hex(value, len);

if (memcmp(value, keyval 33 hash, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

fprintf(stderr, "0OK\n");

free(state);
printf ("SUCCESS\n");

return rc;

roCT P34.11-2012, 512 6ur

IIporpamMma BeIUncCIsIET Xelrr coobienust mo aaropurMmy I'OCT P 34.11-2012 (512 6ut)
U CPABHUBAET PE3Y/IbTAT C 3apaHee 3aIaHHBIM ITATOHOM.

JIuctunr 4.8: ckm gostr3411 12 512.c

#include "test_common.h"

CK RV test crypto();
CK_RV test gost3411 2012 512 (CK_SESSION HANDLE hSession);

int main(int argc, char xargv|[]) {
CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;
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CK_RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C_OpenSession (Slotld ,
CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL PTR, NULL PTR, &hSession);
if (rc != CKR OK) {
fprintf (stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);

goto out;
}
fprintf(stderr, "C_OpenSession success\n");
rc = funcs—C_GetMechanismInfo(Slotld , CKM_ GOSTR3411 12 512, &
minfo) ;

if (rc !'= CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_GOSTR3411_12_512 not supported
—-mmmeeee\a)
} else {
fprintf(stderr
"\n==================== CKM_GOSTR3411_12_512 test
==================\n") ;

rc = test gost3411 2012 512(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_GOSTR3411_12_512 failed, rc = O0x%x\n", rc);
} else {
fprintf(stderr, "CKM_GOSTR3411_12_512 test passed.\n");
}

}

if( (ret = funcs—C CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
¥
else {
fprintf(stderr, "C_CloseSession success\n");
¥
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out :
return rc;

CK RV test gost3411 2012 512 (CK_SESSION HANDLE hSession)

{
CK RV rc;
CK BYTE value [256];
CK BYTE xstate;
CK ULONG len, state len;

CK_OBJECT HANDLE paramh = CK INVALID HANDLE;

CK_MECHANISM mechanism desc

0};

{CKM_GOSTR3411_12_ 512, NULL,

CK_MECHANISM PTR mechanism = &mechanism desc;

static CK BYTE datal [| =

"Suppose the original message has length = 50 bytes";

static CK_BYTE etl[] = {
0x27, 0x55, 0x57, Oxad, 0x82,
0x35, Oxff, 0x02, 0x9b, 0x04 ,
0x41, Oxef, Oxed, Oxla, 0x07,
0x31, 0Ox3e, 0x83, 0xb2, 0x6a ,
0x9d, 0x89, 0x27, 0x13, 0x6b ,
0xf9, 0x47, 0xd4, Oxb6a, 0x3a,
0x33, Oxee, 0x33, 0x38, 0x36 ,
0x75, Oxe7, 0xd0, Oxc3, 0x40 ,

¥

static CK BYTE data2 || = {
0xc3,0x73,0x0c,0x5c,0xbc,0xca ,0xcf,0x91,
0xb5a ,0xc2,0x92,0x67,0x6f ,0x21,0xe8 ,0xbd,
Ox4e ,0xf7 ,0x53,0x31,0xd9,0x40,0x5e,0x5f,
Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11

b

static CK BYTE et2 || = {
0xf4 , Oxae, Oxe0, 0x46, 0xd4 ,
0x8e, 0x92, 0x9d, 0x36, Oxba
Oxeb, Oxef, 0x37, 0x56, 0x03 ,
0x53, Oxac, 0xf9, 0xf9, 0xf9 ,
0x9c, 0Oxc3, Oxeb, 0xd9, 0x55,
0x99, O0xa3, 0x02, 0x41, 0xf6 ,
Oxbc, Oxe4, 0x13, 0x75, 0xb8 ,
Oxc2, 0x79, 0x15, Oxaf, 0x00 ,

}s
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static CK BYTE data3 || = {
0x30,0x82,0x03,0x9c,0xal,0x03,0x02,0x01,
0x02,0x02,0x10,0x3a,0xc3,0xb8,0xac,0xec,
0xfb ,0xd7,0xae,0x28 ,0xb5,0x92,0x9f ,0xd2,
Oxec ,0x4c,0xf3 ,0x30,0x08,0x06,0x06,0x2a ,
0x85,0x03,0x02,0x02,0x03,0x30,0x81,0xec,
0x31,0x19,0x30,0x17,0x06,0x09,0x2a,0x86,
0x48 ,0x86 ,0xf7 ,0x0d ,0x01,0x09,0x01,0x16
0x0a,0x67,0x64,0x75,0x63,0x40,0x63,0x61
0x2e,0x72,0x75,0x31,0x0b,0x30,0x09,0x06 ,
0x03,0x55,0x04,0x06,0x13,0x02,0x52,0x55,
0x31,0x15,0x30,0x13,0x06,0x03,0x55,0x04,
0x07 ,0x0c ,0x0c,0xd0,0x9c,0xd0,0xbe,0xdl,
0x81 ,0xd0,0xba,0xd0,0xb2,0xd0,0xb0,0x31,
0x54,0x30,0x52,0x06,0x03,0x55,0x04,0x0a ,
0x0c ,0x4b ,0xd0,0x93,0xd0,0xbb,0xd0,0xb0,
0xd0,0xb2,0xd0,0xbd,0xd1,0x8b,0xd0,0xb9,
0x20,0xd0,0x94 ,0xd0,0xbe,0xd0,0xb2,0xd0,
0xbb5,0xd1,0x80,0xd0,0xb5,0xd0,0xbd,0xd0,
0xbd ,0xd1,0x8b,0xd0,0xb9,0x20,0xd0,0xa3,
0xd0,0xb4 ,0xd0,0xbe ,0xdl,0x81 ,0xd1,0x82,
0xd0,0xbe ,0xd0,0xb2,0xd0,0xb5,0xd1,0x80,
0xdl,0x8f,0xdl,0x8e,0xdl,0x89,0xd0,0xb8&,
0xd0,0xb9,0x20,0xd0,0xa6,0xd0,0xb5,0xd0,
Oxbd ,0xd1,0x82,0xd1l,0x80,0x31,0x2c,0x30,
0x2a,0x06 ,0x03,0x55,0x04,0x0b,0x0c,0x23,
0xd0,0xa6,0xd0,0xb5,0xd0,0xbd,0xdl,0x82,
0xd1,0x80,0x20,0xd0,0xal ,0xd0,0xb5,0xdl,
0x80,0xd1,0x82,0xd0,0xb8,0xd1,0x84 ,0xd0,
0xb8 ,0xd0 ,0xba,0xd0,0xb0,0xd1,0x86 ,0xd0,
0xb8 ,0xd0,0xb8,0x31,0x27,0x30,0x25,0x06 ,
0x03,0x55,0x04 ,0x03 ,0x0c,0x1le,0xd0,0x93,
0xd0,0x94 ,0xd0,0xa3 ,0xd0,0xa6 ,0x20,0xd0,
Oxal,0xd1,0x82,0xd0,0xb0,0xd0,0xbd,0xd0,
0xb4,0xd0,0xb0,0xdl,0x80,0xd1,0x82,0x20,
0xd0,0xa3 ,0xd0,0xa6,0x30,0xle,0x17,0x0d,
0x30,0x34,0x30,0x31,0x30,0x39,0x31,0x32,
0x33,0x33,0x32,0x39,0x5a,0x17,0x0d,0x31,
0x34,0x30,0x31,0x30,0x36,0x31,0x32,0x33,
0x33,0x32,0x39,0x5a,0x30,0x81 ,0xec,0x31,
0x19,0x30,0x17,0x06,0x09,0x2a ,0x86,0x48,
0x86,0xf7 ,0x0d,0x01,0x09,0x01,0x16,0x0a,
0x67,0x64 ,0x75,0x63,0x40,0x63,0x61,0x2e,
0x72,0x75,0x31,0x0b,0x30,0x09,0x06,0x03,
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0x55,0x04,0x06,0x13,0x02,0x52,0x55,0x31,
0x15,0x30,0x13,0x06,0x03,0x55,0x04,0x07,
0x0c ,0x0c¢ ,0xd0,0x9c,0xd0,0xbe,0xd1l,0x81,
0xd0,0xba ,0xd0,0xb2,0xd0,0xb0,0x31,0x54,
0x30,0x52,0x06,0x03,0x55,0x04 ,0x0a,0x0c,
0x4b ,0xd0,0x93,0xd0,0xbb,0xd0,0xb0,0xd0,
0xb2,0xd0,0xbd,0xd1,0x8b,0xd0,0xb9,0x20,
0xd0,0x94 ,0xd0,0xbe ,0xd0,0xb2,0xd0,0xb5 ,
0xd1,0x80,0xd0,0xb5,0xd0,0xbd,0xd0,0xbd,
0xd1,0x8b,0xd0,0xb9,0x20,0xd0,0xa3 ,0xd0,
0xb4 ,0xd0,0xbe,0xd1,0x81,0xd1,0x82,0xd0,
Oxbe ,0xd0,0xb2,0xd0,0xb5,0xd1,0x80,0=xd1,
0x8f ,0xd1,0x8e,0xdl,0x89,0xd0,0xb8,0xd0,
0xb9,0x20,0xd0,0xa6,0xd0,0xb5,0xd0,0xbd,
0xd1,0x82,0xd1,0x80,0x31,0x2c,0x30,0x2a,
0x06,0x03,0x55,0x04 ,0x0b,0x0c ,0x23,0xd0,
0xa6 ,0xd0,0xb5,0xd0,0xbd,0xd1,0x82,0xd1,
0x80,0%x20,0xd0,0xal,0xd0,0xb5,0xd1l,0x80,
0xd1,0x82,0xd0,0xb8,0xdl,0x84 ,0xd0,0xb8,
0xd0,0xba ,0xd0,0xb0,0xdl,0x86,0xd0,0xb8,
0xd0,0xb8,0x31,0x27,0x30,0x25,0x06,0x03,
0x55,0x04,0x03,0x0c,0xle,0xd0,0x93,0xd0,
0x94 ,0xd0,0xa3,0xd0,0xa6,0x20,0xd0,0xal
0xd1,0x82,0xd0,0xb0,0xd0,0xbd,0xd0,0xb4,
0xd0,0xb0,0xd1,0x80,0xd1l,0x82,0x20,0xd0,
0xa3d ,0xd0,0xa6,0x30,0x63,0x30,0x1c,0x06,
0x06,0x2a,0x85,0x03,0x02,0x02,0x13,0x30,
0x12,0x06 ,0x07,0x2a,0x85,0x03,0x02,0x02,
0x23,0x01,0x06,0x07,0x2a,0x85,0x03,0x02,
0x02,0x1e,0x01,0x03,0x43,0x00,0x04 ,0x40,
0x50 ,0xab,0x7f,0xc4,0xcc,0x3d,0xd0,0xe2 ,
0Oxdd ,0x86 ,0xda,0x19,0x6b,0x14 ,0x8c ,0x78,
0xd9,0xca ,0x58 ,0x67,0x62,0xf3 ,0xb7,0xba,
0x7b,0x2a ,0xda,0xcl ,0x9¢c,0x3f,0x87,0xeb ,
0xf1l ,0xdc,0xaf,0x35,0xad,0x2d,0xel ,0xca,
Oxed ,0xcl,0x8b,0x82,0xde,0xal0,0x8b,0x95,
0Oxdd ,0xa2,0xac,0x46 ,0x6a,0x8e,0xce ,0x5d,
Oxba,0x16 ,0xba,0x03,0x29,0x72,0x38,0x27,
Oxa3d ,0x82,0x01,0x14,0x30,0x82,0x01,0x10,
0x30,0x5a,0x06,0x03,0x55,0x1d,0x11,0x01,
0x01,0xff ;,0x04,0x50,0x30,0x4e,0x81,0x0b,
0x67,0x64 ,0x75,0x63,0x63,0x40,0x75,0x63,
0x2e,0x72,0x75,0xa4 ,0x3f,0x30,0x3d,0x31,
0x3b,0x30,0x39,0x06,0x03,0x55,0x04,0x03,
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0x0c,0x32,0xd0,0x9f,0xd0,0xb5,0xd1,0x80,
0xd0,0xb2,0xd0,0xbe,0xd0,0xb5,0x20,0xd0,
0xa3 ,0xd0,0xbf,0xd0,0xbe,0xd0,0xbb,0xd0,
0xbd ,0xd0,0xbe,0xd0,0xbc,0xd0,0xbe,0xdl,
0x87,0xd0,0xb5,0xd0,0xbd,0xd0,0xbd,0xd0,
Oxbe ,0xd0,0xb5,0x20,0xd0,0x9b,0xd0,0xb8 ,
0xd1,0x86,0xd0,0xbe,0x30,0=x0f,0x06,0x03,
0x55,0x1d ,0x0f ,0x01,0x01,0xff ,0x04,0x05,
0x03,0x03,0x07,0xc6,0x00,0x30,0=x0f,0x06,
0x03,0x55,0x1d,0x13,0x01,0x01,0 xff ,0x04 ,
0x05,0x30,0x03,0x01,0x01,0xff ,0x30,0x1d,
0x06,0x03,0x55,0x1d ,0x0e,0x04,0x16,0x04 ,
0x14 ,0xb1l,0x6e,0x0e,0xa4 ,0x40,0xbc,0xf0
0xd9,0xb6,0xf7 ,0xef ,0xfa ,0xf0,0x3d,0xal,
0x0c,0xd2,0x8f,0xfl ,0xb6,0x30,0x71,0x06,
0x03,0x55,0x1d,0x1f,0x04 ,0x6a,0x30,0x68,
0x30,0x66 ,0xa0,0x64 ,0xa0,0x62,0x86,0x60 ,
0x6¢,0x64 ,0x61,0x70,0x3a,0x2f ,0x2f,0x31,
0x39,0x32,0x2e,0x31,0x36,0x38 ,0x2e,0x36,
0x38 ,0x2e,0x37,0x30,0x2f,0x6f,0x3d,0x72,
0x6f,0x6f,0x74,0x2c,0x63,0x3d,0x72,0x75,
0x3f,0x63,0x65,0x72,0x74,0x69,0x66,0x69 ,
0x63,0x61,0x74,0x65,0x52,0x65,0x76,0x6f,
0x63,0x61,0x74,0x69,0x6f,0x6e,0x4c,0x69,
0x73,0x74,0x3f,0x62,0x61,0x73,0x65,0x3f,
0x6f,0x62,0x6a,0x65,0x63,0x74,0x63,0x6¢,
0x61,0x73,0x73,0x3d,0x63,0x52,0x4c,0x44
0x69,0x73,0x74,0x72,0x69,0x62,0x75,0x74
0x69 ,0x6f ,0x6e,0x50,0x6f,0x69,0x6e,0x74
}s
static CK BYIE et3 || = {
0x83, 0x84, 0Oxbl, Oxed, 0x9a, 0xd7, 0x04, 0x34,
0x8c, 0xa9, 0x3f, O0xdl, Oxdb, 0x6b, 0x4b, 0xbl,
0x96, Ox4b, Oxce, 0x40, O0x9c, 0x95, 0x85, 0x47,
0xb0, 0x16, 0x2a, 0x12, 0x2c, Oxfa, Oxd5, 0xd2,
0x9d, 0x9f, Oxdb, 0x43, 0x10, Ox6e, Ox6a, Oxef,
0x39, 0xf2, 0Oxa9, Oxle, Oxla, Ox6a, 0xd7, 0Oxd4,
Oxed, 0x94, 0xf6, 0x84, 0xc9, 0x41, 0x6e, 0x92,
0x83, Oxde, 0x14, Oxbf, Oxfa, Ox4c, 0x21, 0xb8,

}s
static CK BYTE data6[] = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
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0x67, 0x68, 0x69, 0x6A, 0x68, 0x69, 0x6A, 0x6B,
0x69, 0x6A, 0x6B, 0x6C, 0x6A, 0x6B, 0x6C, 0x6D,
0x6B, 0x6C, 0x6D, 0x6E, 0x6C, 0x6D, 0x6E, O0x6F,
0x6D, 0x6E, O0x6F, 0x70, O0x6E, O0x6F, 0x70, 0x71,
0x0A
b
static CK BYIE et6 || = {
0x89, 0x8c, Oxd4, 0xf2, 0x23, 0x32, O0xf6, Ox2f,
0x2b, Oxae, 0x32, Oxaf, 0x46, Oxcl, Oxld, Oxde,
0x64, 0x13, Oxff, 0x89, Oxaa, Oxd4, Oxeb, 0x53,
Oxb4, Oxa2, 0xd8, 0x85, Ox4b, 0x0Oe, 0xf0O, Oxel,
0xd2, Oxbe, 0x75, 0x01, Oxec, 0x40, O0x2e, 0x98,
0x2a, 0xb2, 0x95, 0xb8, Oxec, 0x25, 0x72, OxeS8,
0xa8, 0x0d, Oxla, Oxe3, Oxbf, Oxff, 0x17, 0x85,
Oxad, Oxcc, 0x42, 0x8f, Ox4f, Oxbb, 0x76, 0xOb,
¥
// Samples from GOST R34.11-2012:
unsigned char M1[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35,
0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32, 0x33,
0x34, 0x35, 0x36, 0x37, 0x38, 0x39, 0x30, 0x31,
0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38, 0x39,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35,
0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32,
¥
unsigned char etl 64[] = {
Ox1lb, 0xb4, 0Oxd0, Oxla, Ox4a, Oxf5, O0xb9, 0xd5,
Oxcc, 0x3d, 0x86, 0Oxd6, 0x8d, 0x28, 0x54, 0x62,
Oxbl, 0x9a, Oxbc, 0x24, 0x75, 0x22, 0x2f, 0x35,
OxcO, 0x85, 0x12, 0x2b, Oxed, Oxba, Ox1f, Oxfa,
0x00, Oxad, 0x30, 0xf8, 0x76, O0x7b, 0Ox3a, 0x82,
0x38, Ox4c, 0x65, 0x74, 0xf0, 0x24, 0xc3, OxI1,
Oxe2, Oxad, 0x81, 0x33, 0x2b, 0x08, Oxef, Ox7f,
0x41, 0x79, 0x78, 0x91, Oxcl, 0x64, 0x6f, 0x48,
b
unsigned char M2[] = {
Oxdl, Oxeb, 0x20, Oxe2, Oxeb, 0xf2, 0xfO, OxeS8,
0x2c¢, 0x20, O0xdl, 0xf2, 0xf0, Oxe8, Oxel, Oxee,
Oxe6, Oxe8, 0x20, Oxe2, Oxed, 0xf3, O0xf6, Oxe8,
0x2c, 0x20, O0xe2, Oxeb, Oxfe, 0xf2, Oxfa, 0x20,
0xfl, 0x20, Oxec, Oxee, 0xf0, Oxff, 0x20, Oxfl,
0xf2, 0xf0, Oxeb, Oxeb, 0xe0, Oxec, 0xe8, 0x20,
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Oxed, Oxe0, 0x20, O0xf5, O0xfO, Oxe0, Oxel, 0xf0,
O0xfb, Oxff, 0x20, Oxef, Oxeb, Oxfa, Oxea, 0xfb,
0x20, 0xc8, 0xe3, Oxee, 0xf0, Oxeb, Oxe2, O0xfb,

e

unsigned char et2 64[] = {
Oxle, 0x88, Oxe6, 0x22, 0x26, Oxbf, Oxca, 0x6f,
0x99, 0x94, 0xfl, 0xf2, 0xd5, 0x15, 0x69, Oxe0,
Oxda, 0xf8, 0x47, Oxba, 0x3b, 0x0f, Oxe6, Oxla,
0x53, 0x00, Oxee, Oxed4, O0x6d, 0x96, 0x13, 0x76,
0x03, 0x5f, O0xe8, 0x35, 0x49, Oxad, 0xa2, 0xb8,
0x62, 0x0f, Oxcd, 0x7c, 0x49, 0x6c¢c, 0Oxeb, 0xb3,
0x3f, 0x0c, 0xb9, Oxdd, Oxdc, 0x2b, 0x64, 0x60,
0x14, 0x3b, 0x03, Oxda, Oxba, 0xc9, Oxfb, 0x28,

}s

// Digest of NULL message, 512 bits, little —endian.

unsigned char et0 64[] = {
0x8e, 0x94, 0Oxbd, Oxa2, 0x09, Oxaa, 0x86, 0x9f,
0x04, 0x55, 0x92, 0x85, 0x29, Oxbc, Oxae, 0x46,
0x79, 0xe9, 0x87, 0Ox3a, O0xb7, 0x07, Oxbb, 0x53,
0x15, 0xf5, Ox6c, Oxeb, 0x98, Oxbe, 0xfO, Oxa7,
0x36, 0x2f, 0x71, O0x55, 0x28, 0x35, Ox6e, Oxe8,
0x3c, Oxda, 0x5bf, 0x2a, Oxac, Ox4c, 0Ox6a, 0xd2,
Oxba, Ox3a, 0x71, Oxbc, Oxlb, Oxcd, 0x81, Oxchb,
0x8e, 0x9f, 0x90, Oxbf, Oxdc, Oxlc, Oxla, O0x8a

}s

fprintf(stderr, "GOST R 34.11-2012 NULL example...\n");
memset (value ,0,sizeof(value));
rc = funcs—C_DigestInit (hSession, mechanism);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE__ | rc);
return rc;
¥
len sizeof (value);
rc = funcs—C DigestUpdate (hSession ,
NULL, 0);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", TINE | rc);

return rc;

}
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rc = funcs—C _DigestFinal(hSession ,
value , &len);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(et0_64)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE |, len);
return —1;
}
print _hex(value, len);
if (memcmp(value, et0 64, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

fprintf(stderr, "0OK\n");

fprintf(stderr, "GOST R 34.11-2012 M1 example...\n");
memset (value ,0,sizeof(value));
rc = funcs—C_DigestInit (hSession, mechanism);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox)%x\n",
__LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C _Digest (hSession ,
M1, sizeof(Ml), value, &len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(etl 64)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE |, len);
return —1;
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}

print _hex(value, len);

if (memcmp(value, etl 64, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

fprintf(stderr, "0K\n");

fprintf(stderr, "GOST R 34.11-2012 M2 example...\n");
memset (value ,0,sizeof (value));
rc = funcs—C_DigestInit (hSession, mechanism);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_Digest (hSession ,
M2, sizeof(M2), value, &len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_Digest failed, rc = Ox%x\n", TLINE | rc);
return rc;

}

if (len != sizeof(et2 64)) {
fprintf(stderr

"%4d: Invalid result length: %d\n", LINE | len);
return —1;
}
print _hex(value, len);
if (memcmp(value, et2 64, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0K\n");
memset (value ,0,sizeof(value));
rc = funcs—>C DigestInit (hSession, mechanism);

if (rc != CKR OK) {
fprintf(stderr
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"%4d: C_DigestInit failed, rc = OxZ%x\n",
__LINE_ | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C _Digest (hSession ,
datal, strlen (datal), value, &len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(etl)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;
¥
print _hex(value, len);
if (memcmp(value, etl, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

fprintf(stderr, "0K\n");
fprintf(stderr, "One step digest...\n");
memset (value ,0,sizeof(value));

rc = funcs—>C DigestInit (hSession, mechanism);
if (rc != CKR OK) {
fprintf(stderr ,
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_Digest (hSession ,
data6, sizeof(data6), value, &len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
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return rc;

}

if (len != sizeof(et6)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;
}
print _hex(value, len);
if (memcmp(value, et6, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

fprintf(stderr, "0K\n");
memset (value ,0,sizeof(value));

fprintf(stderr, "Yet another one step digest...\n");
rc = funcs—C_DigestInit (hSession, mechanism);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_Digest(hSession
data2 , sizeof(data2), value, &len);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(et2)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;

}

print _hex(value, len);

if (memcmp(value, et2, len) != 0) {
fprintf (stderr
"%4d: Invalid result value\n", LINE );
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return —2;

}

fprintf(stderr, "0K\n");
memset (value ,0,sizeof(value));

fprintf(stderr, "Get operation state...\n");
rc = funcs—C_DigestInit (hSession, mechanism);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

rc = funcs—C DigestUpdate(hSession, data3, 39);
if (rec != CKR _OK) {
fprintf(stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n",
__LINE__ | rc);
return rc;

}

// Save intermediate cryptograhic state.
state len = 0;
rc = funcs—C _GetOperationState (hSession ,
NULL, &state len);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_GetOperationState failed, rc = Ox%x\n",
__LINE__ | rc);
return rc;
}
state = malloc(state len);
rc = funcs—C _GetOperationState (hSession ,
state , &state len);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_GetOperationState failed, rc = Ox%x\n",
__LINE | rc);
return rc;
}
rc = funcs—C DigestUpdate (hSession ,
data3 + 39, sizeof(data3) — 39);
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if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C _DigestFinal(hSession , value, &len);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DigestFinal failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;

}

if (len != sizeof(et3)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE |, len);
return —1;

}

print _hex(value, len);

if (memcmp(value, et3, len) != 0) {
fprintf(stderr
"%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0OK\n");

fprintf(stderr, "Set operation state...\n");
// Restore saved cryptographic state.
rc funcs—C _SetOperationState (hSession, state, state len,
CK_INVALID HANDLE, CK INVALID HANDLE)
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_SetOperationState failed, rc = O0x%x\n",
__LINE_ | rc);
return rc;

}

rc = funcs—C_ DigestUpdate(hSession ,
data3 + 39, sizeof(data3) — 39);
if (rc != CKR OK) {
fprintf(stderr
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"%4d: C_DigestUpdate failed, rc = OxZ%x\n",
__LINE_ | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C DigestFinal (hSession, value, &len);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_DigestFinal failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;

}

if (len != sizeof(et3)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;
}

print _hex(value, len);

if (memcmp(value, et3, len) != 0) {
fprintf(stderr ,
"%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0OK\n");

free (state);
printf ("SUCCESS\n");

return rc;

4.4.5 lenepauyuna HMAC
roCT P34.11-94

B nammom mpumepe gemomcTpupyercss reneparms u mposepka HMAC mexammsmom
CKM_GOSTR3411_HMAC. BameTuM, UTO JJINHA, 3HAUEHUs] UCXOHOIO KJIF0Ua [P T'eHepaIun
HMAC He obsi3ana OBITH paBHOI 32-M OaiiTaM.

T'enepanuss HMAC - 570 KOHTEKCTHasI Ollepaliisi B CECCUM, IIOITOMY €€ IIPOMEXKYTOIHOe
COCTOSIHHE MOXKET OBbITh COXpPaHeHO u BoccTanoBsieHo dyukiusimu C_GetOperationState,
C_SetOperationState.
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BaMeTnM, UTO KJIIOY, UCIOJIb3yeMblit B KoHTekcTe reHepariun HMAC, paccmarpuBaer-

csl, KAK KJII0Y ayTeHTU(UKAIMN, a He KaK K04 Mu(POBaHUs, U HOITOMY 3aJaeTCs B
mocseaueM napamerpe ¢dpyukiuu C_SetOperationState.

Pasmep cocrosinust konrekcra rereparun HMAC 3aBucuT oT peajn3annun 1 B Pa3HbIX

BepCcHugax 6I/I6HI/IOTGKI/I MOZKET OKa3aTbCd PA3JIMYIHBbIM, IIOTOMY HE CJIEyeT HaJACATbHCA Ha
duUKCHpPOBaHHBIN paszMep Oydepa Mpu COXpaHEHUN ITOTO COCTOSHUST C ITOMOIIBIO DYHKITUN
C_GetOperationState.

JImcruar 4.9: ckm  gostr3411 hmac.c

}

#include "test_common.h"

CK_RV test _crypto();
CK RV test gost3411 hmac (CK_SESSION HANDLE sess);

int main(int argc, char xargv|[]) {

CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (rc !'= CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (re != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

CK_RV test crypto ()
{

CK RV rc, ret;
CK SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo ;

rc = funcs—C_OpenSession(Slotld ,
CKF _RW_SESSION | CKF _SERIAL _ SESSION,
NULL PTR, NULL PTR, &hSession);
if (rc != CKR OK) {
fprintf (stderr
"ERROR call to C_OpenSession failed, rc = Ox%x\n"
goto out;

}

, IC);
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fprintf(stderr, "C_OpenSession success\n");

rc = funcs—C_GetMechanismInfo(SlotId , CKM_ GOSTR3411 _HMAC, &
minfo) ;
if (rc !'= CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_GOSTR3411_HMAC not supported
===========\nu);
} else {
fprintf (stderr
"\n==================== CKM_GOSTR3411_HMAC test
==================\n") ;

rc = test gost3411 hmac(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_GOSTR3411_HMAC failed, rc = Ox%x\n", rc);
} else {
fprintf(stderr, "CKM_GOSTR3411_HMAC test passed.\n");
}

}

if( (ret = funcs—C CloseSession(hSession)) != CKR OK ) {
fprintf (stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
¥
else {
fprintf(stderr, "C_CloseSession success\n");
}
out:

}

return rc;

CK_RV test gost3411 hmac (CK_SESSION HANDLE sess )

{

int rc = 0;
CK_BYTE value [256];
CK _ULONG len ;

CK_MECHANISM mechanism desc =
{CKM_GOSTR3411 HMAC, NULL, 0};
CK_ MECHANISM PTR mechanism = &mechanism desc;

CK_OBJECT HANDLE keyh — CK INVALID HANDLE;
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static CK_OBJECT CLASS oclass = CKO SECRET KEY;
static CK_KEY TYPE key type = CKK GENERIC SECRET;
static CK BBOOL Itrue = CK TRUE;

static CK_BYTE keyvall [] = {
0x0b ,0x0b ,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x0b ,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x0b,0x0b,0x0b,0x0b
b
static CK BYTE datal [| =
static CK BYTE etl [| = {
0x34,0x4f ,0x17,0xcd ,0xa0,0xfa ,0x9a ,0x56 ,
Oxdb,0x24 ,0xed ,0x7c,0xf3 ,0xaa ,0xcd,0xel,
0xdl1,0x26,0xb9,0xe2,0x4e,0xf3 ,0x92,0xf2 ,
0x31,0x77,0x0e,0x3e,0xa8,0x6d,0xde,0x1d,

"Hi There";

hi

static CK BYTE keyval2 || = { ?J’,’e’ ,’f’ ’e’ };

static CK BYTE data2|[] = "what do ya want for nothing?";
static CK BYIE et2 || = {

0x00,0x61,0x75,0x04,0x8e,0x45,0x72,0xac,
0x61,0x85,0xfa ,0xf5 ,0xff ,0xae,0x49,0x62,
0x97,0xf9,0x99,0x3f,0xfl ,0xab,0xb7,0x05,
Oxce ,0x43,0xda,0x09,0x51,0x56 ,0x8d,0x9a ,

}s

static CK_BYTE keyval3[] = {
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,

IF

static CK BYIE data3 || =
"Test Using Larger Than Block-Size Key - Hash Key First";

static CK BYTE et3[] = {
0x91,0x77,0xa0,0x5f,0xee,0xca,0xfa ,0xbc,
0xbb,0x14 ,0x8b,0x17,0x61,0x63,0x70,0xb5,
0xd5,0x9b ,0x23 ,0x4c ,0x56 ,0x7e ,0x26 ,0x0d,
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Oxda,0xe2,0x67,0x2a,0x5f,0xd3,0x45,0xfa ,

b
// CryptoPro 3411 HASH1 default Param Set
static CK BYTE oid [| = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01,
b
static CK_ATTRIBUTE key template|[] = {
{ CKA_VALUE, NULL PTR, 0 },
{ CKA_CLASS, &oclass , sizeof(oclass) },
{ CKA KEY TYPE, &key type, sizeof(key type) },
{ CKA_SIGN, &ltrue, sizeof(ltrue) },
{ CKA_ VERIFY, &ltrue, sizeof(ltrue) }
b
static CK BYIE data4 || = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, Ox6A, 0x68, 0x69, 0x6A, 0x6B,
0x69, 0x6A, 0x6B, 0x6C, 0x6A, 0x6B, 0x6C, 0x6D,
0x6B, 0x6C, 0x6D, 0x6E, 0x6C, 0x6D, 0x6E, O0x6F,
0x6D, Ox6E, 0x6F, 0x70, Ox6E, O0x6F, 0x70, 0x71,
0x0A
b
static CK BYTE keyval 32[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66
}s
// For big—endian byte order
static CK BYTE et 32[] = {
0x52, 0x67, O0xfb, 0xab5, O0xbf, 0x8c, 0x73, Oxaf,
0x26, 0x2c, Oxc2, Oxa0, 0x45, 0x61, 0x86, O0x2e,
0x28, Oxce, 0xd8, 0xe9, 0x6f, OxOa, 0x85, 0xf8,
0xf8, 0x8b, 0x59, 0x40, O0xb8, O0xf5, Ox4a, 0x56
e
// For little —endian byte order
static CK BYTE et 32 le|| = {
Ox6e, 0x18, Oxbf, 0x2e, 0x66, O0xOc, 0x89, 0xb4,
0x85, 0xd7, 0x77, 0x25, 0x90, Ox4b, 0x9c, 0x7a,
Oxbb, 0x85, 0x0e, 0x87, 0x90, 0x09, Oxbb, Oxfa,
Oxee, 0x9a, 0x41, 0x92, Oxac, 0x81, 0xc8, 0x67
b
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static CK BYTE keyval 31[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65

Ik

// For big—endian byte order

static CK BYTE et 31[] = {
0x98, 0x24, 0x2e, 0Oxd7, 0x01, Ox14, Oxc6, 0x94,
Oxbf, Oxfd, 0x10, 0x7b, 0x2f, Ox7e, Oxc3, 0xc7,
0x87, 0x14, 0x61, Oxaf, O0x7f, 0x39, Oxf4, 0x05,
Oxe7, 0x2b, Oxfb, 0x63, 0x36, 0x15, O0xfl, Oxce

b

// For little —endian byte order

static CK BYTE et 31 le|[|] = {
0xd7, Oxee, 0x31, 0x90, Oxa7, 0x8e, 0xd2, 0xd3,
0x25, 0xf7, Ox3c, 0xf5, Oxfc, Oxed, 0x73, 0x54,
0x11, 0x34, 0x2f, 0x5c, 0x17, 0x98, 0xc9, Oxea,
0x25, 0xb2, 0x8e, 0x90, 0xd3, 0x2c, 0x64, 0x16

¥

static CK BYTE keyval 33[] = {
0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38,
0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36,
0x37, 0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34,
0x35, 0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32,
0x0A

IE

static CK BYTE keyval 33 hash|] = {
0x10, Oxff, Oxed, 0x16, 0x36, Ox4d, Oxab, Ox3a,
0x07, 0xc9, Oxba, 0x00, OxOc, Oxb5, 0x55, 0x31,
Oxab, 0x53, Oxda, O0xf7, Oxlc, Ox1f, Oxfe, 0x31,
Oxad, 0x48, 0x81, Oxaf, Oxal, 0x31, Oxae, Oxbe

}.

// For big—endian byte order

static CK BYTE et 33| = {

0x18, 0x8f, 0x6¢c, 0xc3, 0x3f, 0x19, Oxbe, 0xlb,
0x00, Oxa0, 0x67, 0x80, 0x90, Oxdb, Oxb2, 0x2b,
Oxb5a, Oxaa, 0xb3, Oxec, Ox4e, 0x97, 0x5f, Ox6a,
Oxab, Oxeb, 0x2b, 0xf3, 0x39, 0x57, 0x72, Oxeb

};
// For little —endian byte order
static CK BYTE et 33 le|[| = {
Oxe5, 0x60, 0x6b, 0x35, 0x61, 0x72, 0x53, 0x9e,
0x69, 0x61, 0x67, Ox3a, 0x85, Oxaa, Oxad, 0xb7,
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Oxe2, 0x99, 0x79, 0x06, Ox6d, 0x22, 0x13, 0x47,
Oxa4, Oxe0, Oxa6, Oxbe, Oxec, 0x0f, 0xd7, 0xb9
I
CK_BYTE xstate = NULL;
CK ULONG state len = 0;

key template|[0].pValue = keyval 32;

key template [0].ulValueLen sizeof (keyval 32);

rc = funcs—>C _CreateObject (sess
key template, sizeof(key template)/sizeof (CK_ ATTRIBUIE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

mechanism—>pParameter = oid;
mechanism—>ulParameterLen = sizeof(oid);
rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));

len = sizeof(value);

rc = funcs—C_Sign(sess, datad, sizeof(datad),
value , &len);

if (rec != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 32 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —2;
goto end;

}

if (memcmp(value, et 32 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —3;
goto end;

}

printf("Sign 32_le 0K\n");
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rc = funcs—C _Verifylnit (sess, mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_Verify(sess, datad, sizeof(datad),
value, len);

if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;

}

printf("Verify 32_le 0K\n");

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

key template [0].pValue = keyval 31;

key template|[0].ulValueLen = sizeof(keyval 31);

rc = funcs—C_CreateObject (sess
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

// Using default paramset
mechanism—>pParameter = NULL;
mechanism—>ulParameterLen = 0;
rc = funcs—C _Signlnit(sess , mechanism, keyh);
if (rc !'= CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));

len = sizeof(value);

rc = funcs—C_Sign(sess, datad, sizeof(datad),
value , &len);
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if (rc !'= CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 31 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —4;
goto end;

¥

if (memcmp(value, et 31 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —95;
goto end;

}

printf("Sign 31_le 0K\n");

rc = funcs—C _Verifylnit (sess, mechanism, keyh);

if (re != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_Verify(sess, datad, sizeof(datad),
value , len);

if (rec != CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;

}

printf("Verify 31_le OK\n");

rc = funcs—C DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

key template [0].pValue = keyval 33 hash;

key template|[0].ulValueLen = sizeof(keyval 33 hash);

rc = funcs—C_CreateObject (sess ,
key template, sizeof(key template)/sizeof (CK ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
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fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

mechanism—>pParameter = 0;
mechanism—>ulParameterLen = 0;
rc = funcs—C _Signlnit(sess, mechanism, keyh);
if (re != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));

len = sizeof(value);

rc = funcs—C _SignUpdate(sess , datad, 7);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C GetOperationState (sess , NULL, &state len);
if (rc != CKR OK) {
fprintf (stderr
"C_GetOperationState failed: Ox%x\n", rc);
goto end;
¥
state = (CK BYTE x)malloc(state len);
rc = funcs—C _GetOperationState(sess, state, &state len);
if (rec != CKR OK) {
fprintf(stderr
"C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SetOperationState(sess, state, state len,
CK INVALID HANDLE, keyh);
if (rc != CKR OK) {
fprintf(stderr
"C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SignUpdate(sess, datad+7, sizeof(datad)—7);
if (rc != CKR OK) {

AMCQCCIQCIOT 105




I'maBa 4. IlporpammvupoBanue 4.4. Ilpumepbl mporpamMm

fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C SignFinal(sess, value, &len);

if (rc != CKR_OK) {
fprintf(stderr, "C_SignFinal failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 33 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —6;
goto end;

}

if (memcmp(value, et 33 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —T;
goto end;

}

printf("Sign 33_le multipart OK\n");

mechanism—>pParameter = 0;
mechanism—>ulParameterLen = 0;
rc = funcs—C _Signlnit(sess, mechanism, keyh);
if (rec != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SetOperationState(sess, state, state len,
CK_INVALID HANDLE, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SignUpdate(sess, data4d+7, sizeof(datad)—7);
if (rc != CKR_OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SignFinal(sess, value, &len);
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if (rc !'= CKR OK) {
fprintf(stderr, "C_SignFinal failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 33 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —6;
goto end;

¥

if (memcmp(value, et 33 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —T7;
goto end;

}

printf("Restored Sign 33_le multipart OK\n");

rc = funcs—C _Verifylnit (sess, mechanism, keyh);

if (re != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Verify(sess, datad, sizeof(datad), value, len);
if (rc !'= CKR OK) {

fprintf(stderr, "C_Verify failed: Ox%x\n", rc);

goto end;

}

printf("Verify 33_le 0K\n");

rc = funcs—>C_DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
goto end;

}

key template[0].pValue = keyval 33;

key template[0].ulValueLen = sizeof(keyval 33);

rc = funcs—C _CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;
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}

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));
len = sizeof(value);
rc = funcs—C_Sign(sess, datad, sizeof(datad), value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 33 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —8;
goto end;

¥

if (memcmp(value, et 33 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —9;
goto end;

}

rc = funcs—C _Verifylnit(sess , mechanism, keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Verify(sess, datad, sizeof(datad), value, len);
if (rc != CKR OK) {

fprintf(stderr, "C_Verify failed: Ox%x\n", rc);

goto end;

}

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
goto end;

}
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key template[0].pValue = keyvall;

key template|[0].ulValueLen = sizeof(keyvall);

rc = funcs—C_CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

mechanism—>pParameter = 0;
mechanism—>ulParameterLen = 0;

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof (value));
len = sizeof(value);
rc = funcs—C_ Sign(sess, datal, strlen(datal), value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(etl)) {
fprintf(stderr, "Invalid length: %d\n", len);

rc = —10;
goto end;
}
if (memcmp(value, etl, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —11;
goto end;
}
rc = funcs—C _Verifylnit (sess, mechanism, keyh);

if (re != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}
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rc = funcs—C _Verify(sess, datal, strlen(datal), value, len);
if (rc !'= CKR OK) {

fprintf(stderr, "C_Verify failed: Ox%x\n", rc);

goto end;

}

printf ("SUCCESS\n");
rc = CKR OK;
end:
if (keyh != CK INVALID HANDLE) {
funcs—C DestroyObject (sess , keyh);

}

return rc;

}

FOCT P34.11-2012, 256 6ut

B nmammOM mpumepe gemoHcTpUpyercsi reHepaiusi u nposepka HMAC mexaHuzMom
CKM\_GOSTR3411\_12\_256_HMAC.

JIucrunar 4.10: ckm _gostr3411 12 256 _hmac.c

#include "test_common.h"

CK RV test crypto();
CK_RV test gost3411 12 256 hmac (CK_SESSION HANDLE sess) ;

int main(int argc, char xargv|[]) {

CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

¥

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()
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{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C_OpenSession(Slotld ,
CKF_RW_SESSION | CKF _SERIAL_SESSION,
NULL PTR, NULL PTR, &hSession);
if (rc != CKR OK) {
fprintf (stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");

rc = funcs—C _ GetMechanismInfo (SlotId ,
CKM_GOSTR3411 12 256 HMAC, &minfo);
if (rc != CKR OK) {
fprintf (stderr

"\n======== Mechanism CKM_GOSTR3411_12_256_HMAC "
"not supported ===========\n");
} else {
fprintf (stderr
"\n==================== CKM_GOSTR3411_12_256_HMAC "
Ntest ==================\n");

rc = test gost3411 12 256 hmac(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_GOSTR3411_12_256_HMAC failed, rc = O0x%x\n",
re);
} else {
fprintf(stderr
"CKM_GOSTR3411_12_256_HMAC test passed.\n");
}

}

if( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with O0x%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
¥
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out :
return rc;

}

CK_RV test gost3411 12 256 hmac (CK_SESSION HANDLE sess )
{
int rc = 0;
CK_BYTE value [256];
CK _ULONG len ;
CK_MECHANISM mechanism desc =
{CKM_GOSTR3411 12 256_HMAC, NULL, 0};
CK_MECHANISM_PTR mechanism = &mechanism desc;

CK_OBJECT HANDLE keyh = CK_ INVALID HANDLE;

static CK_OBJECT CLASS oclass = CKO SECRET KEY;
static CK_KEY TYPE key type = CKK GENERIC SECRET;
static CK BBOOL ltrue = CK TRUE;

static CK BYTE keyvall [| = {
0x0b ,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x0b ,0x0b ,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x0b,0x0b,0x0b,0x0b

b

static CK BYTE datal [| = "Hi There";

static CK BYTE etl || = {
0x79, 0x8b, 0xd0, 0x9e, O0xf7, Oxad, 0x67, 0x64,
Ox6a, 0x3b, 0x74, Oxfe, 0x48, 0xd7, 0x31, 0x73,
0x50, Oxa8, 0x6f, 0x07, 0x7d, 0x05, Oxef, 0x78,
Oxcb, 0xe9, Oxba, O0x3c, 0x9e, 0xf3, Oxad, OxI11,

¥

static CK BYTE keyval2 || = { ?J’,’e’ ,’f’ ’e’ };

static CK BYTE data2|] = "what do ya want for nothing?";

static CK BYIE et2 || = {
0x00,0x61,0x75,0x04 ,0x8e,0x45,0x72,0xac,
0x61,0x85,0xfa ,0xf5,0xff ,0xae,0x49,0x62,
0x97,0xf9,0x99,0x3f,0xfl ,0xab,0xb7,0x05,
Oxce ,0x43 ,0xda,0x09,0x51,0x56 ,0x8d,0x9a ,

};

static CK_BYTE keyval3|[] = {
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
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Oxaa ,0xaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
}s
static CK BYTE data3[] =
"Test Using Larger Than Block-Size Key - Hash Key First';
static CK BYIE et3 || = {
0x91,0x77,0xa0,0x5f ,0xee ,0xca ,0xfa , 0x5c,
Oxbb,0x14,0x8b,0x17,0x61,0x63,0x70,0xb5,
0xd5,0x9b,0x23,0x4c,0x56 ,0x7e,0x26 ,0x0d,
Oxda,0xe2,0x67,0x2a,0x5f,0xd3,0x45,0xfa ,
Ik
static CK_ATTRIBUTE key template|[] = {
{ CKA_VALUE, NULL PTR, 0 },
{ CKA_CLASS, &oclass , sizeof(oclass) },
{ CKA KEY TYPE, &key type, sizeof(key type)
{ CKA_SIGN, &ltrue, sizeof(ltrue) },
{ CKA_ VERIFY, &ltrue, sizeof(ltrue) }

——

b

static CK BYIE data4 || = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, O0x6A, 0x68, 0x69, 0x6A, 0x6B,
0x69, 0x6A, 0x6B, 0x6C, 0x6A, 0x6B, 0x6C, 0x6D,
0x6B, 0x6C, 0x6D, 0x6E, 0x6C, 0x6D, 0x6E, O0x6F,
0x6D, Ox6E, 0x6F, 0x70, Ox6E, O0x6F, 0x70, 0x71,
0x0A

};

static CK BYTE keyval 32[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66

¥

// For big—endian byte order

static CK BYTE et 32[] = {
0x52, 0x67, O0xfb, 0xab5, O0xbf, 0x8c, 0x73, Oxaf,
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0x26, 0x2c, Oxc2, Oxal0, 0x45, 0x61, 0x86, 0x2e,
0x28, Oxce, 0xd8, 0xe9, 0x6f, OxOa, 0x85, 0xf8,
0xf8, 0x8b, 0x59, 0x40, O0xb8, 0xf5, Ox4a, 0x56
IE
// For little —endian byte order
static CK BYTE et 32 le|| = {
Oxab, 0x42, 0x71, 0xd2, 0x71, 0xd0O, Oxbb, 0x78,
0x67, Oxbe, 0xe8, 0x10, 0x33, 0x7e, 0xbHc, 0xd3,
Oxcf, Oxlc, Ox3c, 0x2b, 0x7d, 0x12, Oxdl, Oxdd,
0xfl, Oxec, 0x31, 0xf9, Oxfc, 0x00, Oxbb, Oxe2,
i
static CK BYTE keyval 31[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65
Ik
// For big—endian byte order
static CK BYTE et 31[] = {
0x98, 0x24, 0x2e, 0Oxd7, 0x01, Ox14, Oxc6, 0x94,
Oxbf, Oxfd, 0x10, 0x7b, 0x2f, Ox7e, Oxc3, 0xc7,
0x87, 0x14, 0x61, Oxaf, O0x7f, 0x39, Oxf4, 0x05,
Oxe7, 0x2b, Oxfb, 0x63, 0x36, 0x15, Oxfl, Oxce
b
// For little —endian byte order
static CK BYTE et 31 le|| = {
0x04, 0x9a, Oxe0, Oxf4, Oxa2, Oxba, Oxac, 0x75,
0x82, 0xd5, O0xbd, 0x46, 0x45, 0x47, 0x17, 0x71,
Oxec, 0x77, Oxbc, 0x24, Oxa2, 0xb8, 0xbc, 0xbd,
Oxaa, 0x53, 0x0c, Oxb6, 0x85, 0x50, Ox4c, 0x9c,
¥
static CK BYTE keyval 33[] = {
0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38,
0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36,
0x37, 0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34,
0x35, 0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32,
0x0A
IE
static CK BYIE keyval 33 hash|| = {
0x72, 0Oxc3, 0x40, Oxch, 0x8f, Oxbb, 0x9d, 0x91,
Oxdf, 0x95, Ox7c, Oxff, OxOa, 0x87, Oxaa, 0x45,
Oxde, 0xd3, 0xb9, 0x78, 0x12, 0Oxe8, 0x41, 0xc9,
Oxd4, 0x97, 0x7f, 0xd0, Oxe2, 0xd8, Oxea, 0Oxb4,
b
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// For big—endian byte order

static CK BYTE et 33| = {
0x18, 0x8f, O0x6c¢c, Oxc3, 0x3f, 0x19, Oxbe, Oxlb,
0x00, Oxa0, 0x67, 0x80, 0x90, Oxdb, 0xb2, 0x2b,
Ox5a, Oxaa, 0xb3, Oxec, Oxde, 0x97, 0x5f, Ox6a,
Oxab, Oxeb, 0x2b, 0xf3, 0x39, 0x57, 0x72, Oxeb

}s
// For little —endian byte order
static CK BYTE et 33 le|[| = {

Oxbb, 0x9c, 0x11, Ox4a, 0x86, O0xbe, 0x3f, Oxlb,
Oxec, 0x2a, 0xd9, 0x68, Ox3a, Ox1l, Ox14, Oxaf,
0x8f, 0x6d, Oxed, Oxla, 0x71, Oxde, Oxab, 0x41,
0x01, 0x71, 0x3c, 0x9d, Oxc7, 0x89, 0x32, Oxlb,

};

CK_BYTE xstate = NULL;

CK ULONG state len = 0;

key template|[0].pValue = keyval 32;

key template [0].ulValueLen = sizeof(keyval 32);

rc = funcs—>C_CreateObject (sess
key template, sizeof(key template)/sizeof (CK_ ATTRIBUIE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Signlnit (sess , mechanism, keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));

len = sizeof(value);

rc = funcs—C_Sign(sess, datad, sizeof(datad),
value , &len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 32 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
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rc = —2;
goto end;

}

print _hex(value, len);

if (memcmp(value, et 32 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —3;
goto end;

}

printf("Sign 32_le 0K\n");

rc = funcs—C _Verifylnit (sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Verify(sess, datad, sizeof(datad),
value, len);

if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;

}

printf("Verify 32_le OK\n");

rc = funcs—C_DestroyObject (sess, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

key template|[0].pValue = keyval 31;

key template|[0].ulValueLen = sizeof(keyval 31);

rc = funcs—C _ CreateObject (sess ,
key template, sizeof(key template)/sizeof (CK ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—>C _Signlnit(sess , mechanism, keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
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goto end;

}

memset (value ,0,sizeof(value));

len = sizeof(value);

rc = funcs—C_Sign(sess, datad, sizeof(datad),
value , &len);

if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 31 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —4;
goto end;

}

print hex(value, len);

if (mememp(value, et 31 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
Ic = —95;
goto end;

}

printf("Sign 31_le O0K\n");

rc = funcs—C _Verifylnit (sess, mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_Verify(sess, data4, sizeof(datad),
value, len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;

}

printf("Verify 31_le 0K\n");

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
goto end;

}
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key template[0].pValue = keyval 33;

key template|[0].ulValueLen = sizeof(keyval 33);

rc = funcs—C_CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));
len = sizeof(value);
rc = funcs—C_Sign(sess, datad, sizeof(datad), value, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 33 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —8;
goto end;

}

print _hex(value, len);

if (memcmp(value, et 33 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —9;
goto end;

}

rc = funcs—C _VerifyInit (sess, mechanism, keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—>C_Verify(sess, datad, sizeof(datad), value, len);
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if (rc !'= CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_DestroyObject (sess, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf("keyval_33_hash multipart test\n");

key template [0].pValue = keyval 33 hash;

key template|[0].ulValueLen = sizeof(keyval 33 hash);

rc = funcs—C_CreateObject (sess
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

mechanism—>pParameter = 0;
mechanism—>ulParameterLen = 0;
rc = funcs—C _Signlnit(sess, mechanism, keyh);
if (rec != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));

len = sizeof(value);

rc = funcs—C _SignUpdate(sess , datad, 7);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _GetOperationState (sess , NULL, &state len);
if (rc != CKR OK) {
fprintf(stderr
"C_GetOperationState failed: Ox%x\n", rc);
goto end;

}
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state = (CK BYTE x)malloc(state len);
rc = funcs—C _GetOperationState (sess, state, &state len);
if (rc !'= CKR OK) {
fprintf(stderr
"C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SetOperationState(sess, state, state len,
CK_INVALID HANDLE, keyh);
if (rc != CKR OK) {
fprintf (stderr
"C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_SignUpdate(sess , data4d+7, sizeof(datad)—7);
if (rc != CKR OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _ SignFinal(sess, value, &len);

if (rc != CKR OK) {
fprintf(stderr, "C_SignFinal failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 33 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —6;
goto end;

}

print _hex(value, len);

if (memcmp(value, et 33 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —T7;
goto end;

}

printf("Sign 33_le multipart O0K\n");

mechanism—>pParameter = 0;
mechanism—>ulParameterLen = 0;
rc = funcs—C _Signlnit(sess , mechanism, keyh);
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if (rc !'= CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SetOperationState(sess, state, state len,
CK_INVALID HANDLE, keyh);

if (re != CKR OK) {
fprintf(stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SignUpdate(sess, datad+7, sizeof(datad)—7);
if (rc !'= CKR OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SignFinal(sess, value, &len);

if (rc != CKR OK) {
fprintf(stderr, "C_SignFinal failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 33 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —0;
goto end;

}

print _hex(value, len);

if (memcmp(value, et 33 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —7;
goto end;

}

printf("Restored Sign 33_le multipart OK\n");

rc = funcs—C _VerifyInit (sess, mechanism, keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—>C_Verify(sess, datad, sizeof(datad), value, len);

AMCQC%MCIOT 121




I'maBa 4. IlporpammvupoBanue 4.4. Ilpumepbl mporpamMm

if (rc !'= CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;

}

printf("Verify 33_le 0K\n");

rc = funcs—>C_DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf("keyval_33 singlepart test\n");

key template|0].pValue = keyval 33;

key template[0].ulValueLen = sizeof(keyval 33);

rc = funcs—C CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK_ATTRIBUTE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Signlnit(sess , mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof (value));
len = sizeof(value);
rc = funcs—C_Sign(sess, datad, sizeof(datad), value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 33 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —§;
goto end;

¥

print _hex(value, len);

if (memcmp(value, et 33 le, len) != 0) {
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fprintf(stderr, "Invalid value\n");
rc = —9;
goto end;

}

printf("keyval_33 singlepart sign 0K\n");

rc = funcs—C_Verifylnit (sess, mechanism, keyh);

if (re != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_Verify(sess, datad, sizeof(datad), value, len);
if (rc !'= CKR OK) {

fprintf(stderr, "C_Verify failed: Ox%x\n", rc);

goto end;

}

printf("keyval_33 singlepart verify 0K\n");

rc = funcs—>C_DestroyObject (sess , keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
goto end;

}

printf("keyvall singlepart sign test\n");

key template|[0].pValue = keyvall;

key template|[0].ulValueLen = sizeof(keyvall);

rc = funcs—C CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK_ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof (value));
len = sizeof(value);
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rc = funcs—C_ Sign(sess, datal, strlen(datal), value, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_Sign failed: Ox%x\n", rc);

goto end;

}

if (len != sizeof(etl)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —10;
goto end;

}

print hex(value, len);

if (memcmp(value, etl, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —11;
goto end;

}

printf("keyvall singlepart sign O0K\n");

rc = funcs—>C _VerifylInit (sess , mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Verify(sess, datal, strlen(datal), value, len);
if (rc !'= CKR OK) {

fprintf(stderr, "C_Verify failed: Ox%x\n", rc);

goto end;

}

printf("keyvall singlepart verify O0K\n");

printf ("SUCCESS\n");
rc = CKR_OK;
end:
if (keyh != CK INVALID HANDLE) {
funcs—C DestroyObject (sess , keyh);

}

return rc;

}
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roCT P34.11-2012, 512 6ur

B nmammOM mpumepe gemMoHcTpupyercsi reHepaiinsi u nposepka HMAC mexaHuzMom
CKM\_GOSTR3411\_12\_512_HMAC.

Jluctunr 4.11: ckm gostr3411 12 512 hmac.c

#include "test_common.h"

CK RV test_crypto();
CK_RV test gost3411 12 512 hmac (CK_SESSION HANDLE sess) ;

int main(int argc, char xargv|[]) {

CK RV rc¢ = CKR OK;

rc = test main(argc, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}
CK RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo ;
rc = funcs—C_OpenSession(Slotld
CKF_RW_SESSION | CKF SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = O0x%x\n", rc);
goto out;
}
fprintf(stderr, "C_OpenSession success\n");
rc = funcs—C_GetMechanismInfo (Slotld ,
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CKM_GOSTR3411 12 512 HMAC, &minfo);
if (rc != CKR OK) {
fprintf (stderr

"\n======== Mechanism CKM_GOSTR3411_12_512_HMAC "
"not supported ===========\n");
} else {
fprintf(stderr
"\n==================== CKM_GOSTR3411_12_512_HMAC "
"test ==================\n");

rc = test gost3411 12 512 hmac(hSession);
if (rc != CKR OK) {
fprintf (stderr
"ERROR CKM_GOSTR3411_12_512 HMAC failed, rc = Ox%x\n",
re);
} else {
fprintf(stderr
"CKM_GOSTR3411_12_512_HMAC test passed.\n");
}
}

if( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf(stderr ,

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
¥
else {
fprintf(stderr, "C_CloseSession success\n");
¥
out:

return rc;

}

CK RV test gost3411 12 512 hmac(CK_SESSION HANDLE sess)
{

int rc = 0;
CK_BYTE value[512];
CK _ULONG len ;

CK_MECHANISM mechanism desc =
{CKM_GOSTR3411 12 512 HMAC, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;

CK_OBJECT HANDLE keyh — CK_INVALID HANDLE;
static CK OBJECT CLASS oclass = CKO SECRET KEY;
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static CK KEY TYPE key type = CKK GENERIC SECRET;
static CK BBOOL ltrue = CK TRUE;

static CK BYTE keyvall [| = {
0x0b ,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x0b ,0x0b ,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x0b ,0x0b,0x0b,0x0b

}s

static CK BYTE datal [| = "Hi There";

static CK BYTE etl[] = {
0x86, 0xb6, Oxal, Ox6b, Oxfa, 0x9f, 0x19, 0x74,
Oxaf, 0xf6, Oxcc, Oxd7, Oxfa, Ox3f, 0x83, 0xbf,
0x0b, 0xd8, 0x50, 0x39, 0xbd, 0x60, 0x84, Oxef,
Oxc4, 0x7b, 0x9d, Oxda, 0x86, Oxla, 0x2c, Oxdf,
0x0d, Oxca, 0xf9, 0x59, 0x16, 0x07, 0x33, 0xd5,
0x26, 0x9f, 0x65, 0x67, 0x96, 0x6d, 0xd7, Oxa9,
0xf9, 0x32, Oxa7, Ox7c, Oxd6, O0xfO, 0x80, 0x01,
0x2c¢, 0xd4, 0x76, 0xfl, Oxc2, Oxcc, 0x31, Oxbb,

}s

static CK BYTE keyval2[] = { ?J’,%e’ ,’f’> ,’e’ };
static CK BYTE data2|[] = "what do ya want for nothing?";
static CK BYIE et2 || = {

0x00,0x61,0x75,0x04,0x8e,0x45,0x72,0xac,
0x61,0x85,0xfa ,0xf5 ,0xff ,0xae,0x49,0x62,
0x97,0xf9 ,0x99,0x3f,0xfl ,0xab,0xb7,0x05,
Oxce ,0x43,0xda,0x09,0x51,0x56,0x8d,0x9a,
0x00,0x61,0x75,0x04,0x8e,0x45,0x72,0xac,
0x61,0x85,0xfa ,0xf5 ,0xff ,0xae,0x49,0x62,
0x97,0xf9 ,0x99,0x3f,0xfl ,0xab,0xb7,0x05,
Oxce ,0x43,0xda,0x09,0x51,0x56 ,0x8d,0x9a ,

}s

static CK_BYTE keyval3|[] = {
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
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IE

static CK BYTE data3 [] =
"Test Using Larger Than Block-Size Key - Hash Key First";

static CK BYTE et3 || = {
0x91,0x77,0xa0,0x5f,0xee,0xca,0xfa ,0x5c,
Oxbb,0x14,0x8b,0x17,0x61,0x63,0x70,0xb5,
0xd5,0x9b,0x23 ,0x4c,0x56,0x7e,0x26,0x0d,
Oxda,0xe2,0x67,0x2a,0x5f,0xd3,0x45,0xfa ,
0x91,0x77,0xa0,0x5f,0xee,0xca,0xfa ,0xbc,
Oxbb,0x14,0x8b,0x17,0x61,0x63,0x70,0xb5,
0xd5,0x9b,0x23,0x4c,0x56 ,0x7e,0x26,0x0d,
Oxda ,0xe2,0x67,0x2a,0x5f,0xd3,0x45,0xfa ,

¥

static CK_ATTRIBUTE key template|[] = {

{ CKA_VALUE, NULL PTR, 0 },

{ CKA_ CLASS, &oclass, sizeof(oclass) },

{ CKA_KEY TYPE, &key type, sizeof(key type)

{ CKA_SIGN, &ltrue, sizeof(ltrue) },

{ CKA_VERIFY, &ltrue, sizeof(ltrue) }

—

b

static CK BYTE data4 || = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, 0x6A, 0x68, 0x69, 0x6A, 0x6B,
0x69, 0x6A, 0x6B, 0x6C, 0x6A, 0x6B, 0x6C, 0x6D,
0x6B, 0x6C, 0x6D, 0x6E, 0x6C, 0x6D, O0x6E, 0x6F,
0x6D, O0x6E, Ox6F, 0x70, Ox6E, 0x6F, 0x70, 0x71,
0x0A

b

static CK BYTE keyval 32[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66

e

// For big—endian byte order

static CK BYTE et 32| = {
0x52, 0x67, Oxfb, Oxab, Oxbf, 0x8c, 0x73, Oxaf,
0x26, 0x2c, Oxc2, Oxa0, 0x45, 0x61, 0x86, O0x2e,
0x28, Oxce, 0xd8, 0xe9, O0x6f, OxOa, 0x85, 0xf8,
0xf8, 0x8b, 0x59, 0x40, 0xb8, 0xf5, Ox4a, 0x56,
0x52, 0x67, O0xfb, 0xab5, O0xbf, 0x8c, 0x73, Oxaf,
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0x26, 0x2c, Oxc2, Oxal0, 0x45, 0x61, 0x86, 0x2e,
0x28, Oxce, 0xd8, 0xe9, 0x6f, OxOa, 0x85, 0xf8,
0xf8, 0x8b, 0x59, 0x40, O0xb8, 0xf5, Ox4a, 0x56
IE
// For little —endian byte order
static CK BYTE et 32 le|] = {
0x35, Oxe2, 0x38, 0x6f, Oxel, 0x5d, Oxcf, 0x24,
Oxac, 0x0d, Oxfd, 0x10, Oxfc, 0x8c, 0x12, 0xd4,
0x5b, 0x0b, 0x45, Oxd4, Oxac, 0x19, Oxe4, 0x17,
Oxa4, 0xf3, 0x99, 0x08, Oxel, 0x76, 0xbd, 0x54,
0x63, Oxab, 0xbl, Ox6c, Oxaa, 0x65, Oxbe, 0x8a,
Oxae, Oxal, 0Oxe9, Oxc8, 0x32, 0x6b, 0x39, 0x8d,
0x3a, 0x90, 0x3f, Oxb6, 0x06, O0x7e, O0x4f, 0x30,
0xa9, 0x9c, Oxld, Oxb3, Oxb7, 0xf2, O0x6e, Oxbl,
IE
static CK BYTE keyval 31[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65
IE
// For big—endian byte order
static CK BYTE et 31| = {
0x98, 0x24, 0x2e, 0Oxd7, 0x01, O0x14, Oxc6, 0x94,
Oxbf, Oxfd, 0x10, 0x7b, 0x2f, Ox7e, Oxc3, 0xc7,
0x87, 0x14, 0x61, Oxaf, O0x7f, 0x39, Oxf4d, 0x05,
Oxe7, 0x2b, Oxfb, 0x63, 0x36, 0x15, Oxfl, Oxce,
0x98, 0x24, 0x2e, 0xd7, 0x01, O0x14, Oxc6, 0x94,
Oxbf, Oxfd, 0x10, O0x7b, 0x2f, Ox7e, Oxc3, 0xc7,
0x87, 0x14, 0x61, Oxaf, O0x7f, 0x39, Oxf4d, 0x05,
Oxe7, 0x2b, Oxfb, 0x63, 0x36, 0x15, Oxfl, Oxce
IE
// For little —endian byte order
static CK BYTE et 31 le|[|] = {
0x78, Oxab, Oxbl, Oxed4, Oxe8, 0x75, 0x59, 0x8b,
Oxch, 0xf2, 0x2d, Ox4f, 0x92, 0xOb, Oxe3, 0x76,
0xa9, Oxbc, 0x68, Oxchb, 0x59, Oxfa, Oxbd, Oxbl,
0x67, Oxcd, 0x78, Oxde, 0x75, 0x27, 0x62, Ox4d,
0x59, 0x2d, 0x75, 0x2a, 0x99, Oxfd, 0x06, Oxfd,
Ox1d, OxcO, 0x66, Oxff, Ox3a, Oxc8, 0x85, 0x3e,
0x86, 0x71, 0x8b, 0x26, 0xd8, 0x0d, 0x85, 0xd6,
Oxda, 0xb3, 0x12, 0x2c, 0x47, Oxed4, 0x59, 0x0d,
IE
static CK BYTE keyval 33[] = {
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0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38,
0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36,
0x37, 0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34,
0x35, 0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32,

0x0A

b

static CK BYTE keyval 33 hash|[| = {
0x10, Oxff, Oxed, 0x16, 0x36, Ox4d, Oxab, 0x3a,
0x07, 0xc9, Oxba, 0x00, 0x0c, Oxb5, 0x55, 0x31,
Oxab, 0x53, Oxda, 0xf7, Oxlc, Ox1f, Oxfe, 0x31,
Oxad, 0x48, 0x81, Oxaf, Oxal, 0x31, Oxae, Oxbe

I

// For big—endian byte order

static CK BYTE et 33| = {
0x18, 0x8f, Ox6c, Oxc3, 0x3f, 0x19, Oxbe, Oxlb,
0x00, Oxa0, 0x67, 0x80, 0x90, Oxdb, 0xb2, 0x2b,
Oxb5a, Oxaa, 0xb3, Oxec, Oxde, 0x97, 0x5f, Ox6a,
Oxad, Oxeb, 0x2b, 0xf3, 0x39, 0x57, 0x72, Oxeb,
0x18, 0x8f, Ox6c, Oxc3, O0x3f, 0x19, Oxbe, O0xlb,
0x00, Oxa0, 0x67, 0x80, 0x90, Oxdb, 0xb2, 0x2b,
Oxba, Oxaa, 0xb3, Oxec, Oxde, 0x97, 0xbf, Ox6a,
Oxad, Oxeb, 0x2b, 0xf3, 0x39, 0x57, 0x72, Oxeb

s

// For little —endian byte order

static CK BYTE et 33 le|[| = {

0x25, 0x39, 0x76, 0x8a, Oxa6, Oxad, Oxae, Oxe2,
Oxa6, 0xb7, 0xb8, O0xb7, 0x9c, 0x85, Ox1f, O0xdl,
Oxce, Oxla, Oxe7, Ox4b, Ox3c, Oxa6, Oxbc, 0x3d,
Ox6e, Oxeb, Oxbe, Oxef, O0x2b, 0x66, 0x09, Oxal,
0xb5f, 0x22, 0xb6, 0x85, 0x9f, O0xf7, 0x53, Oxla,
Oxdf, 0xd0, Ox6b, Oxbd, Oxba, Oxel, Oxc4, 0x43,
0xb5c, 0x8f, Oxdc, 0x81, 0x86, 0x0a, 0x03, 0xba,
0x52, 0x9c, 0x38, Oxda, 0x22, 0x16, 0xb7, Oxle,

s

CK _BYTE xstate = NULL;

CK ULONG state len = 0;

key template|[0].pValue = keyval 32;
key template|[0].ulValueLen = sizeof(keyval 32);
rc = funcs—C CreateObject (sess ,
key template
sizeof (key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;
if (rc != CKR OK) {
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fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rc != CKR _OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));

len = sizeof(value);

rc = funcs—C_Sign(sess, datad, sizeof(datad),
value , &len);

if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 32 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —2;
goto end;

}

print hex(value, len);

if (memcmp(value, et 32 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —3;
goto end;

}

printf("Sign 32_le 0K\n");

rc = funcs—C _VerifylInit (sess, mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_Verify(sess, datad, sizeof(datad),
value , len);

if (re != CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;

}
AMCgCéM
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printf("Verify 32_le 0K\n");

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

key template [0].pValue = keyval 31;
key template [0].ulValueLen = sizeof(keyval 31);
rc = funcs—C_CreateObject (sess
key template
sizeof (key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;
if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—>C _Signlnit(sess , mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));

len = sizeof(value);

rc = funcs—C_Sign(sess, datad, sizeof(datad),
value , &len);

if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: O0x%x\n", rc);
goto end;

}

if (len != sizeof(et 31 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —4;
goto end;

}

print _hex(value, len);

if (mememp(value, et 31 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
Ic = —95;
goto end;
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}

printf("Sign 31_le O0K\n");

rc = funcs—C _Verifylnit (sess, mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_Verify(sess, data4, sizeof(datad),
value, len);

if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;

}

printf("Verify 31_le 0K\n");

rc = funcs—C_DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
goto end;

}

key template[0].pValue = keyval 33;
key template|[0].ulValueLen = sizeof(keyval 33);
rc = funcs—C_CreateObject (sess
key template,
sizeof (key template)/sizeof(CK_ ATTRIBUTE) ,
&keyh) ;
if (re != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Signlnit(sess , mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));

len = sizeof(value);

rc = funcs—C_Sign(sess, datad, sizeof(datad), value, &len);
if (rc != CKR OK) {
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fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 33 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —§;
goto end;

}

print _hex(value, len);

if (memcmp(value, et 33 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —9;
goto end;

}

rc = funcs—C _Verifylnit (sess , mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _ Verify(sess, datad, sizeof(datad), value, len);
if (rc != CKR OK) {

fprintf(stderr, "C_Verify failed: Ox%x\n", rc);

goto end;

}

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
goto end;

}

key template|[0].pValue = keyvall;

key template[0].ulValueLen = sizeof(keyvall);

rc = funcs—C_CreateObject (sess
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}
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rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));
len = sizeof(value);
rc = funcs—C_Sign(sess, datal, strlen(datal), value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(etl)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —10;
goto end;

}

print _hex(value, len);

if (memcmp(value, etl, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —11;
goto end;

}

rc = funcs—C _Verifylnit (sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—>C_Verify(sess, datal, strlen(datal), value, len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;
¥
printf ("SUCCESS\n");
rc = CKR_OK;
end:
if (keyh != CK INVALID HANDLE) {
funcs—C DestroyObject (sess , keyh);

}
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return rc;

}

4.4.6 lNeHepauuns knto4deBoii napbl, UM n ee npoBepka
FOCT P34.11-94 v TOCT P34.10-2001

B nanmom mpumepe eMOHCTPUPYETCS MPUMEHEHNE MEXaHU3MOB JIJIsI TEHEPAITUU KJTIO-
4eBoii napsl, renepanun u nposepku DIIIT — CKM_GOSTR3410_KEY_PAIR_GEN, CKM_GOSTR3410
n CKM_GOSTR3410_WITH_GOSTR3411. IlepBoIit Mexanu3M paboTaeT ¢ TOTOBBIM JIaizKeCTOM
IIO/IIINChIBAEMBIX JJAHHBIX, & BTOPOU caM I'eHepUPYyeT 3TOT JalizKecT JJIsl MOJIINCH.

Jlmctunr 4.12: ckm_ gostr3410.c

#include "test_common.h"

CK RV test crypto();
CK_ RV test gost3410 (CK_SESSION HANDLE sess) ;

int main(int argc, char xargv|[]) {

CK RV rc¢ = CKR _OK;

rc = test main(arge, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc != CKR _OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo ;

rc = funcs—C_OpenSession(Slotld ,
CKF_RW_SESSION | CKF SERIAL SESSION,
NULL PTR, NULL PTR, &hSession);

if (rc != CKR OK) {
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fprintf (stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");

// log in as normal user
rc = funcs—C Login(hSession, CKU USER, user pin, strlen (
user pin));
if (rc != CKR OK) {
fprintf(stderr
"ERROR call to C_Login failed, rc = Ox%x\n", rc);
goto out close;
}
fprintf(stderr, "C_Login success\n");
rc = funcs—C _GetMechanismInfo(SlotIld , CKM GOSTR3410, &minfo);
if (re != CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_GOSTR3410 not supported ===========\n"
)
} else {
fprintf(stderr ,
W\p==================== CKM_GOSTR3410 test ==================\p"

rc = test gost3410(hSession);
if (rc != CKR_OK) {
fprintf(stderr
"ERROR CKM_GOSTR3410 failed, rc = Ox%x\n", rc);
} else {
fprintf(stderr, "CKM_GOSTR3410 test SUCCESS.\n");

}
}

out close:
if ( (ret = funcs—C_CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
¥
else {
fprintf(stderr, "C_CloseSession success\n");

}

out:
return rc;
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}

CK RV test gost3410 (CK SESSION HANDLE sess)
{

int rc = 0;

CK_BYTE value [256];

CK _ULONG len ;

CK_ OBJECT HANDLE pub key = CK INVALID HANDLE;

CK_OBJECT HANDIE priv_key = CK INVALID HANDLE;

CK OBJECT HANDLE new key = CK INVALID HANDLE;
CK_MECHANISM mechanism desc = {CKM_GOSTR3410, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;
CK_MECHANISM mechanism gen desc {

CKM_GOSTR3410 KEY PAIR GEN, NULL, 0};
CK_MECHANISM_PTR mechanism gen = &mechanism gen desc;

static CK_BBOOL ltrue = CK TRUE;

static CK BBOOL lfalse = CK FALSE;

static CK_OBJECT CLASS oclass = CKO SECRET KEY;
static CK_OBJECT CLASS oclass pub = CKO_ PUBLIC KEY;
static CK_OBJECT CLASS oclass priv = CKO PRIVATE KEY;
static CK_KEY TYPE key type = CKK GOSTR3410;

static CK BYTE gostR3410params || = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01 };
static CK BYTE gostR3411lparams || = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01 };
static CK BYTE data || = {

Oxee ,0x8c,0xd9,0x40,0x23,0xdd,0x9a ,0xf8 ,
0x17,0xdd ,0xe8 ,0x1f,0x02,0x25,0x5b,0xb3,
Oxaa ,0x6b,0xd3,0x21,0x09,0x41,0x95,0x7e,
Oxea ,0x7e,0x0e,0x3c,0x35,0x9f,0x04,0xb5a
};
static CK BYTE pub key value[64];
static CK UTFS8CHAR xlabel = "Yet Another Keypair",;
CK_ATTRIBUTE pub template [| = {
{ CKA_TOKEN, &ltrue, sizeof(ltrue)},
{ CKA_ GOSTR3410PARAMS, gostR3410params, sizeof(
gostR3410params) },
{ CKA_ GOSTR3411IPARAMS, gostR3411lparams, sizeof(
gostR3411params) },
{ CKA_VERIFY, &ltrue, sizeof(CK BBOOL) },

¥
CK_ATTRIBUTE priv_template [| = {
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{ CKA TOKEN, &ltrue, sizeof(ltrue)},
{ CKA_ PRIVATE, &ltrue, sizeof(ltrue)},
{ CKA_SIGN, &ltrue, sizeof(CK BBOOL) },

}s

rc = funcs—C_GenerateKeyPair(sess , mechanism gen,
pub_template, sizeof(pub template)/sizeof(CK ATTRIBUTE) ,
priv_template, sizeof(priv_template)/sizeof (CK ATTRIBUTE) ,
&pub_ key, &priv_key);
if (rc != CKR OK) {
fprintf(stderr, "C_GenerateKeyPair failed: Ox%x\n", rc);
return rc;

}

fprintf(stderr, "C_GenerateKeyPair O0K\n");

rc = funcs—>C _Signlnit(sess , mechanism, priv_key);
if (rec != CKR _OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);
rc = funcs—C _ Sign(sess, data, sizeof(data), value, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_Sign failed: Ox%x\n", rc);

return rc;

}

fprintf(stderr, "C_Sign 0K\n");

printf ("SIGNATURE:\n");
print _hex(value, len);

rc = funcs—>C _Verifylnit(sess, mechanism, pub_ key) ;
if (rc !'= CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_Verify(sess, data, sizeof(data), value, len);
if (rc != CKR OK) {

fprintf(stderr, "C_Verify failed: Ox%x\n", rc);

return rc;

}

fprintf(stderr, "C_Verify O0K\n");
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value [5] "= 0x08;
fprintf(stderr, "Signature changed for testing\n");
// Signature changed and not valid
rc = funcs—C_Verifylnit(sess, mechanism, pub key);
if (re != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
return rc;
}
rc = funcs—C _Verify(sess, data, sizeof(data), value, len);
if (rc = CKR OK) {
fprintf (stderr
"C_Verify not failed for bad signature: Ox%x\n", rc);
return —1;
}
fprintf(stderr
"C_Verify failed for bad signature (0x%x) - it’s 0K\n", rc);

// Restore valid signature
value [5] "= 0x08;
// Change data
data |[7] "= 0x3A;
fprintf(stderr, "Data changed for testing\n");
rc = funcs—C _Verifylnit(sess, mechanism, pub_ key);
if (re != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
return rc;
¥
rc = funcs—C _ Verify(sess, data, sizeof(data), value, len);
if (rc = CKR OK) {
fprintf(stderr
"C_Verify not failed for bad data: Ox%x\n", rc);
return —1;
¥
fprintf(stderr
"C_Verify failed for bad data (0x%x) - it’s 0K\n", rc);

rc = funcs—C DestroyObject (sess, priv_key);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ DestroyObject (sess , pub_key);

if (rc != CKR OK) {
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fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

return rc;

rOCT P34.11-2012 v FOCT P34.10-2012, 256 6ut

[Tockombky pasmep maitkecta 'OCT P34.11-2012 coBrrajiaer ¢ pa3zmepoM jaiiizkecta
I'OCT P34.11-94, a T'OCT P34.10-2001 u 'OCT P34.10-2012 (256 6ur) — sro dakru-
YeCKU OJIMHAKOBBIE aJITOPUTMBI, TO N€HEPAIUU KJIIOYEBOH Iapbl, FeHepallusi U IIPOBep-
ka IIII npousBogsTcs B manHOM ciaydae Tak ke, Kak jjsg 'OCT P34.11-94 u 'OCT
P34.10-2001.

rOCT P34.11-2012 v FOCT P34.10-2012, 512 6ut

B namrOM mpuMepe meMOHCTpUPYETCs IPUMEHEHUe ABYX MEXAHU3MOB JIJIsT TeHEPAIlnn
n upoBepku IIIIT — CKM_GOSTR3410_512 u CKM_GOSTR3410_WITH_GOSTR3411_12_512.
[TepBrIit MexaHU3M pabOTAET C TOTOBBIM JAMKECTOM MOAMUCHIBAEMBIX JAHHBIX, & BTOPOIt
caM IeHepupyeT 3TOT IaiKeCT JJisl MOMIINUCH.

Jlucrunar 4.13: ckm_ gostr3410 512.c

#include "test_common.h"

CK RV test crypto();
CK RV test gostr3410 512 (CK SESSION HANDLE sess);

int main(int argc, char xargv|]|) {
CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc !'= CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;
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CK_RV test crypto ()

{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C_OpenSession (Slotld ,
CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL PTR, NULL PTR, &hSession);
if (rc != CKR OK) {
fprintf (stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");

// log in as normal user
rc = funcs—C _ Login(hSession, CKU USER, user pin, strlen (
user pin));
if (rc !'= CKR OK) {
fprintf(stderr ,
"ERROR call to C_Login failed, rc = Ox%x\n", rc);
goto out close;
}
fprintf(stderr, "C_Login success\n");
rc = funcs—>C_GetMechanismInfo(SlotId , CKM_ GOSTR3410 512, &
minfo) ;
if (rec != CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_GOSTR3410_512 not supported
:::::::::::\nu);
} else {
fprintf (stderr
"\n==================== CKM_GOSTR3410_512 test
==================\n") ;

rc = test_gostr3410 512 (hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_GOSTR3410_512 failed, rc = Oxkx\n", rc);
} else {
fprintf(stderr , "CKM_GOSTR3410_512 test SUCCESS.\n");
}

}
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out close:
if ( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf (stderr
"Error: C_CloseSession failed with Ox%x\n", ret);
ret ;

rc

}

else {
fprintf(stderr, "C_CloseSession success\n");
}

out:
return rc;

CK_ RV test gostr3d410 512 (CK_SESSION HANDLE sess)
{
int rc = 0;
CK_BYTE value [256];
CK_ULONG len ;
CK_OBJECT HANDLE pub_ key = CK_INVALID HANDLE;
CK_OBJECT HANDLE priv_key = CK INVALID HANDLE;
CK_OBJECT HANDLE new key = CK_ INVALID HANDLE;
CK_MECHANISM mechanism desc = {CKM GOSTR3410 512, NULL, 0};
CK_MECHANISM _PTR mechanism = &mechanism desc;
CK_MECHANISM mechanism gen desc {
CKM_GOSTR3410 512 KEY PAIR_GEN, NULL, 0};
CK_MECHANISM PTR mechanism gen = &mechanism gen desc;

static CK BBOOL ltrue = CK TRUE;
static CK BBOOL lfalse = CK FALSE;

static CK_OBJECT CLASS
static CK_OBJECT CLASS
static CK_OBJECT CLASS
static CK KEY TYPE key

oclass = CKO SECRET KEY;

oclass pub = CKO PUBLIC KEY;
oclass priv = CKO_ PRIVATE KEY;
type = CKK_ GOSTR3410 512;

static CK BYTE tc26 decc Test der oid|[] =

{0x06, 0x09, Ox2a, 0x85, 0x03, 0x07, 0x01, 0x02, 0x01, 0x02, O
x00 };
static CK BYTE tc26 decc A der oid|[] =
{0x06, 0x09, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x02, 0x01, 0x02, 0
x01 };
static CK_BYTE tc26 _decc B _der oid|[] =
{0x06 , 0x09, Ox2a, 0x85, 0x03, 0x07, 0x01, 0x02, 0x01, 0x02, O
x02 };
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static CK BYTE tc26 gost3411 2012 512 der oid|[] =
{0x06, 0x08, 0Ox2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x03};

static CK BYTE digest [| = {
0x27, 0xb5, 0xb7, Oxad, 0x7d, Oxcf, Oxcb, 0x82,
0x35, Oxff, 0x02, 0x9b, 0x74, 0x83, 0x7f, 0x04,
0x41, Oxef, Oxed4, Oxla, Oxed, 0x12, 0xc2, 0x07,
0x31, 0Ox3e, 0x83, 0xb2, 0x7a, Oxbd, Oxle, Ox6a,
0x9d, 0x89, 0x27, 0x13, Oxbc, 0x30, Oxal, 0x6b,
0xf9, 0x47, 0xd4, O0x6a, 0x59, Oxbb, O0xbb, 0x3a,
0x33, Oxee, 0x33, 0x38, 0x53, 0x91, O0xc7, 0x36,
0x75, Oxe7, 0xd0, Oxc3, 0x60, 0x21, 0x35, 0x40,
b
static CK BYTE pub key value[128];
static CK_UTF8CHAR xlabel = "Yet Another Keypair";
CK_ATTRIBUTE pub template [| = {
{ CKA_CLASS, &oclass pub, sizeof(oclass pub)},
{ CKA TOKEN, &ltrue, sizeof(ltrue)},
{ CKA_ GOSTR3410PARAMS,
tc26 _decc A der oid, sizeof(tc26 decc A der oid) },
{ CKA_ GOSTR3411PARAMS,
tc26 gost3411 2012 512 der oid
sizeof (tc26 gost3411 2012 512 der oid) },
{ CKA_VERIFY, &ltrue, sizeof(CK BBOOL) }
I
CK_ATTRIBUTE priv_template [| = {
{ CKA CLASS, &oclass priv, sizeof(oclass priv)},
{ CKA TOKEN, &ltrue, sizeof(ltrue)},
{ CKA_ PRIVATE, &ltrue, sizeof(ltrue)},
{ CKA_SIGN, &ltrue, sizeof(CK BBOOL) },

}s

)

rc = funcs—C _GenerateKeyPair(sess , mechanism gen,
pub_template, sizeof(pub template)/sizeof(CK ATTRIBUTE) ,
priv_template, sizeof(priv_template)/sizeof (CK ATTRIBUTE) ,
&pub_ key, &priv_key);
if (rc != CKR OK) {
fprintf(stderr, "C_GenerateKeyPair failed: Ox%x\n", rc);
return rc;

}

fprintf(stderr, "C_GenerateKeyPair OK\n");

rc = funcs—C _Signlnit(sess, mechanism, priv_key);
if (rc != CKR OK) {
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fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_Sign(sess, digest, sizeof(digest), value, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_Sign failed: Ox%x\n", rc);

return rc;

}

fprintf(stderr, "C_Sign 0K\n");

printf("SIGNATURE:\n");
print hex(value, len);

rc = funcs—C_Verifylnit(sess, mechanism, pub key);
if (rc != CKR_OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_Verify(sess, digest, sizeof(digest), value, len)

if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
return rc;

}

fprintf(stderr, "C_Verify O0K\n");

value [5] "= 0x08;
fprintf(stderr , "Signature changed for testing\n");
// Signature changed and not valid
rc = funcs—>C _Verifylnit(sess, mechanism, pub_ key) ;
if (rc !'= CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C Verify(sess, digest, sizeof(digest), value, len)

if (re¢ =— CKR OK) {
fprintf(stderr
"C_Verify not failed for bad signature: Ox%x\n", rc);
return —1;

}
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fprintf (stderr ,
"C_Verify failed for bad signature (0x%x) - it’s 0K\n", rc);

// Restore valid signature
value [5] "= 0x08;
// Change data
digest [7] "= 0x3A;
fprintf(stderr , "Data changed for testing\n");
rc = funcs—C _VerifylInit(sess, mechanism, pub_ key) ;
if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C Verify(sess, digest, sizeof(digest), value, len)

)
if (rc = CKR OK) {
fprintf(stderr
"C_Verify not failed for bad data: Ox%x\n", rc);
return —1;
}
fprintf (stderr
"C_Verify failed for bad data (0x%x) - it’s O0K\n", rc);

rc = funcs—C_DestroyObject (sess , priv_key);

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

¥

rc = funcs—C _ DestroyObject (sess, pub_key);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
return rc;

}

return rc;

4.4.7 leHepauus knto4en cornacoBaHus

B manHBIX TpuMepax B IBYX CECCUSAX CHAYAJ I TeHEPUPYIOTCS KJIFOUEBbIE TTaphl, a 3aTeM
[IEPEKPECTHO TeHEPUPYIOTCS U CPABHUBAIOTCS KJIFOUH corviacoBaHus 1Mo ajaropurmy VKO.
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FOCT P34.10-2001

JIuctunr 4.14: ckm  gostr3410 key derive.c

#include "test_common.h"

int main(int argc, charx argv|])

{
CK RV rvResult;
#ifdef WIN32

HMODULE hPkcsLib = NULL;
HMODULE hPkcsLib2 = NULL;

#else

void #*hPkecsLib = NULL;
void *xhPkecsLib2 = NULL;

#endif
CK_C _GetFunctionList
CK_ C_GetFunctionList
CK_FUNCTION LIST PTR
CK_FUNCTION LIST PTR
CK SLOT ID PTR
CK_SLOT_ID_PTR
CK_SLOT ID
CK_SLOT ID
CK_ULONG
CK_ULONG
CK_SLOT INFO
CK_SESSION HANDLE
CK_SESSION HANDLE

CK_UTFSCHAR PTR

CK_ULONG
CK UTFSCHAR PTR

CK_ULONG

CK_BBOOL blTrue = CK '

pcGetFunctionList = 0;
pcGetFunctionList2 = 0;
Pkcsl1FuncList = NULL;
Pkcsl1FuncList2 = NULL;
pSlotList = NULL;
pSlotList2 = NULL;
SlotId;

SlotId2;

ulSlotCount ;
ulSlotCount?2 ;

SlotInfo;

hSession ;

hSession?2 ;

pcUserPIN = (CK_UTFSCHAR PTR)"01234567"

ulPinLength = 8; // PIN length

pcUserPIN2 = (CK_UTFSCHAR PTR)"01234567
ulPinLength2 = 8; // PIN length
TRUE,

blFalse = CK_FALSE;

CK_ULONG ulKeyType Gost2001 = CKK GOSTR3410,
ulKeyType Gost28147 = CKK GOST28147,
ulClass PubKey = CKO_PUBLIC KEY,
ulClass PriKey = CKO_PRIVATE KEY,
ulClass SecKey = CKO_ SHECRET KEY;
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// PAR ECC XchA OID
CK_BYTE gostR3410params || = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x24, 0x00
e
// PAR HASH 1 OID
CK_BYTE gostR3411params || = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
}s
// PAR CIPHER A OID
CK BYTE gost28147params A [] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
I
// PAR CIPHER B OID
CK_BYTE gost28147params || = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02

}s

// ltemplate for GOST R 34.10—2001 public key
CK_ATTRIBUTE caGOST _PublicKeyTemplate [| =

{

{CKA_TOKEN, &blTrue , sizeof (CK_BBOOL)
}

{CKA_ PRIVATE, &blFalse , sizeof (CK_BBOOL)
}

{CKA GOSTR3410 PARAMS, gostR3410params, sizeof(
gostR3410params) },

{CKA GOSTR3411 PARAMS, gostR3411lparams, sizeof(
gostR3411params) },

{CKA_ GOST28147 PARAMS, gost28147params A, sizeof(
gost28147params A) },

Jis

// ltemplate for GOST R 34.10—-2001 private key
CK_ATTRIBUTE caGOST _PrivateKeyTemplate || =

{

{CKA_TOKEN, &blTrue , sizeof (CK_BBOOL)
}s

{CKA_ PRIVATE, &blTrue , sizeof (CK BBOOL)
'

{CKA DERIVE, &blTrue , sizeof (CK_BBOOL) },

}s

// ltemplate for derive key
CK_ATTRIBUTE caDeriveKey [| =

{
ANMCECH
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{CKA CLASS, &ulClass SecKey, sizeof(CK ULONG) },
{CKA_KEY TYPE, &ulKeyType Gost28147, sizeof (CK ULONG) },
{CKA TOKEN, &blFalse sizeof (CK_BBOOL) },
{CKA_SENSITIVE, &blFalse , sizeof (CK_BBOOL) },

{CKA EXTRACTABLE, &blTrue, sizeof (CK BBOOL) },
{CKA_ENCRYPT,  &blTrue, sizeof (CK_BBOOL) },

{CKA DECRYPT, &blTrue, sizeof (CK_BBOOL) },

{CKA_ GOST28147PARAMS, gost28147params A, sizeof(
gost28147params A) },

}s

CK_ ULONG
ulPubKeyCount =
sizeof (caGOST _PublicKeyTemplate) /sizeof (CK_ ATTRIBUTE) ,
ulPriKeyCount =
sizeof (caGOST PrivateKeyTemplate)/sizeof (CK_ATTRIBUTE) ,
ulDeriveKeyCount =
sizeof (caDeriveKey) /sizeof (CK ATTRIBUIE) ;

CK_OBJECT HANDLE
hSendPubKey = 0, // handle to public key of
sender
hSendPriKey = 0, // handle to private key of
sender
hRecpPubKey = 0, // handle to public key of
recipient
hRecpPriKey = 0, // handle to private key of
recipient
hSendDH Key = 0, // Diffy—Hellman key of the
sender
hRecpDH_Key = 0; // Diffy —Hellman key of the
recipient
CK_MECHANISM
cmKeyGenMechanism, // mechanism for key pair
genaration
cmDeriveMechanism; // mechanism for key
derivation

CK_ULONG

CK BYTE PTR
pbSecretKeyParam = NULL,
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pbSend PubKeyValue = NULL,
pbRecp PubKeyValue NULL,
pbSend PriKeyValue = NULL,
pbRecp PriKeyValue = NULL,
pbSendDH Key Value = NULL,
pbRecpDH Key Value = NULL;

CK_ATTRIBUTE
caSecretKeyParam =
{CKA_ GOST28147PARAMS, pbSecretKeyParam, 0},
caSend PubKeyValue = {CKA VALUE,
pbSend PubKeyValue, 0},
caSend PriKeyValue = {CKA VALUE,
pbSend PriKeyValue, 0},
caRecp PubKeyValue = {CKA VALUE,
pbRecp PubKeyValue, 0},
caRecp PriKeyValue = {CKA VALUE,
pbRecp PriKeyValue, 0},
SendDH Key Value = {CKA_ VALUE, pbSendDH Key Value, 0},
RecpDH _Key Value = {CKA VALUE, pbRecpDH Key Value, 0};

// parameters for derivation mechanism
CK_ GOSTR3410_ DERIVE PARAMS PTR DeriveParams;
// UKM must be non—zero by RFC 4357
CK ULONG ulUKMLen = 8;
CK_BYTE fixed ukm [8] = {
0x9D, 0x23, 0x98, 0xCO, 0x12, 0x31, 0x2A, Ox8E

};
char *TextBlock =
"This text block will be encrypted and the cipher text will be

decrypted.";

CK_ULONG ulDataSize = 0; // size of text data

CK_BYTE PTR pbCipherText = NULL; // encrypted data

CK_ ULONG ulCipherSize = 0; // size of encrypted
data

CK_BYTE PTR pbDecryptedText = NULL; // decrypted data

CK_ULONG ulDecryptedDataSize = 0; // size of decrypted
data

CK CHAR *api_ path = PKCS11 API PATH;
CK_UTF8CHAR *user pin = "01234567";
CK_ULONG slot num 0;

CK_CHAR xapi_path2 = PKCS11_API PATH;
CK_UTFSCHAR xuser pin2 = "01234567";
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CK ULONG slot num2 = 0;

SYSTEMTIME t1, t2;

CK ULONG diff/*, min_time, max_time, avg_timex*/;
printf("Starting CKM_GOSTR3410_KEY_DERIVE test\n");

for (i=1; i<(CK ULONG)argc; i++) {

if (stremp("-api", argv[i]) = 0) {
41 ;
api_path = argv|[i];
} else if (stremp("-slot", argv[i]) = 0) {
++i ;
slot _num = atoi(argv|i]);
} else if (strcmp("-user_pin", argv|[i]) = 0) {
41 ;
user pin = argv|i];
}
}
api_path2 = api_ path;
user pin2 = user pin;
slot num2 = slot num;

sifdef WIN32
hPkesLib = LoadLibrary (api path);

#else
hPkesLib = dlopen (api path, RILD NOW);
#endif
if ( hPkesLib — NULL ) {
printf(

"Can’t load PKCS#11 API library. "
"Check API library path.\n");
#ifndef WIN32
printf("dlerror: %s\n", dlerror());
#endif
return —1;
}
Hifdef WIN32
pcGetFunctionList =
(CK_C_GetFunctionList) GetProcAddress (
hPkesLib ,"C_GetFunctionList");
#else
pcGetFunctionList =
(CK_C_GetFunctionList ) dlsym (
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hPkesLib,"C_GetFunctionList");
#endif

// get PKCS #11 function list

rvResult = pcGetFunctionList(&Pkecsl1FuncList);

printf("Load PKCS #11 function list result: Ox%x\n", rvResult
)5

if (rvResult != CKR OK) return rvResult;

// initialize Cryptoki

rvResult = Pkcsl1FuncList—C Initialize (NULL) ;
printf("Initialize Cryptoki result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

// get slot list

rvResult = Pkcsl1FuncList—C GetSlotList (CK FALSE, NULL, &
ulSlotCount ) ;

printf("Get slot list result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

if (ulSlotCount > 0)
{ // allocate memory for slot list
pSlotList = (CK SLOT ID PTR) malloc(
ulSlotCount x sizeof(CK_SLOT ID));

rvResult =
Pkcsl1FuncList—C GetSlotList (
CK_FALSE, pSlotList , &ulSlotCount);

if (rvResult != CKR OK) return rvResult;
printf("Slot count: %d\n", ulSlotCount);

}

else return -3;

// get information about sender and recipient slots.
for (1=0; i<ulSlotCount; ++i)
{
rvResult = Pkcsl1FuncList—C GetSlotInfo(pSlotList[i], &
SlotInfo);
if (rvResult = CKR_OK)
{ // if a token is present in this slot
if ((SlotInfo.flags & CKF _TOKEN PRESENT) —
CKF_ TOKEN PRESENT)
{
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SlotId = pSlotList|i];
break ;

}
}

}
if (i>=ulSlotCount) {

printf("No slots with token present\n");
return —3;

}

printf("Slot ID: %d\n", Slotld);

// open session for slot with ID = SlotId|[0]
rvResult = Pkcsl1FuncList—C OpenSession(Slotld ,
(CKF_SERIAL SESSION | CKF_RW_SESSION) ,
NULL,
0,
&hSession) ;
printf("Open session result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

// user login
rvResult = Pkesl1FuncList—C_Login(hSession ,
CKU_USER,
user pin
strlen (user pin));
printf("Login result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

// generate sender key pair with GOST R 34.10—-2001
printf("Generate key pair of sender\n");
printf(" mechanism type: CKM_GOSTR3410_KEY_PAIR_GEN\n");

cmKeyGenMechanism . mechanism = CKM_ GOSTR3410 KEY PAIR GEN;
cmKeyGenMechanism . pParameter = NULL;
cmKeyGenMechanism . ulParameterLen = 0;
rvResult = Pkcsl1FuncList—C_GenerateKeyPair (hSession

&cemKeyGenMechanism ,

caGOST PublicKeyTemplate ,

ulPubKeyCount ,

caGOST _PrivateKeyTemplate ,

ulPriKeyCount ,

&hSendPubKey ,

&hSendPriKey ) ;
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printf (" generate sender key pair: result: Ox%x\n", rvResult
)5
if (rvResult != CKR OK) return rvResult;

printf (" sender public key handle: %d\n",
(unsigned long)hSendPubKey) ;

printf(" sender private key handle: %d\n",
(unsigned long)hSendPriKey) ;

hPkcsLib2 = hPkecsLib;
pcGetFunctionList2 = pcGetFunctionList ;
Pkcsl11FuncList2 = Pkesl1FuncList;
ulSlotCount2 = ulSlotCount ;

pSlotList2 = pSlotList;

Slotld2 = Slotld;

/ *
// load library PKCS #11
#ifdef WIN32

hPkcsLib2 = LoadLibrary (api_path2);
#else

hPkcsLib2 = dlopen(api_path2, RTLD_NOW) ;
#endif

if ( hPkcsLib2 == NULL ) {

printf ("Can’t load PKCS#11 API library. "
"Check API library path.\n");
#ifndef WIN32
printf ("dlerror: %s\n", dlerror());
#endif
return FALSE;
}
#ifdef WIN32
pcGetFunctionlList2 =
(CK_C_GetFunctionList)GetProcAddress (
hPkcsLib2 ,"C_GetFunctionList") ;
#telse
pcGetFunctionList2 =
(CK_C_GetFunctionList)dlsym(
hPkcsLib2 ,"C_GetFunctionList") ;
#endif

// get PKCS #11 function list
rvResult = pcGetFunctionList2 (&Pkcsl1FuncList2) ;
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printf ("Load PKCS #11 function list result: Ox%x\n", rvResult)

B

if (rvResult !'= CKR_0K) return rvResult;

// initialize Cryptoki
rvResult = Pkcs11FunclList2->C_Initialize (NULL) ;
printf ("Initialize Cryptoki result: Ox%x\n", rvResult);
if (rvResult != CKR_O0K &&
rvResult != CKR_CRYPTOKI_ALREADY_INITIALIZED) return
rvResult;

// get slot list

rvResult = Pkcsl11FuncList2->C_GetSlotList (CK_FALSE, NULL, &
ulSlotCount?2) ;
printf ("Get slot list result: Ox%x\n", rvResult);
if (rvResult !'= CKR_0K) return rvResult;
if (ulSlotCount2 > 0)
{ // allocate memory for slot list
pSlotList2 =
(CK_SLOT_ID_PTR) malloc(
ulSlotCount2 * sizeof (CK_SLOT_ID));
rvResult =
Pkcs11FuncList2->C_GetSlotList (CK_FALSE,
pSlotList2, &ulSlotCount2);
if (rvResult !'= CKR_OK) return rvResult;
printf ("Slot count: %d\n", ulSlotCount2);
}
else return -3;
// get information about sender and recipient slots.
for(i=0; i<ulSlotCount2; ++1i)
{
rvResult = Pkcsl11FuncList2->C_GetSlotInfo (
pSlotList2[i], &SlotInfo);
if (rvResult == CKR_OK)
{ // if a token is present in this slot
if ((SlotInfo.flags & CKF_TOKEN_PRESENT) ==
CKF_TOKEN_PRESENT)
{
SlotId2 = pSlotList2[il;
break;
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}

if (i>=ulSlotCount2) {
printf ("No slots with token present\n");
return -3;

}
printf ("Slot ID 2: %d\n", SlotId2);
{
CK_TOKEN_INFO tinfo;
rvResult = Pkcsl1FuncList2->C_GetTokenInfo(pSlotList2[i], &
tinfo) ;
if (rvResult != CKR_OK) {
printf ("Can’t get token infoln");
return -4;
}
}
*/

// open session for slot with ID = SlotId2[0]
rvResult = Pkesl1FuncList2—C_ OpenSession(SlotId2 ,
(CKF_SERIAL SESSION | CKF_RW_SESSION) ,

NULL,

0,

&hSession2);
printf("Open session result: Ox%x\n", rvResult);
if (rvResult != CKR _OK) return rvResult;

/ *
// User login may return CKR_USER_ALREADY_LOGGED_IN
// if the same token used for recipient.
rvResult = Pkcs11FuncList2->C_Login(hSession2,
CKU_USER,
user_pin2,
strlen(user_pin2));
printf ("Login result: Ox%x\n", rvResult);
if (rvResult != CKR_O0K &&
rvResult !'= CKR_USER_ALREADY_LOGGED_IN) return rvResult;
*/
// generate recipient key pair with GOST R 34.10—2001
printf("Generate key pair of recipient\n");
printf (" mechanism type: CKM_GR3410_KEY_PAIR_GEN\n");

rvResult = Pkcsl1FuncList2—C_GenerateKeyPair (hSession2 ,
&emKeyGenMechanism
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caGOST _PublicKeyTemplate ,
ulPubKeyCount ,
caGOST _PrivateKeyTemplate ,
ulPriKeyCount ,
&hRecpPubKey |
&hRecpPriKey ) ;
printf(" generate recipient key pair: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;

printf(" recipient public key handle: %d\n",
(unsigned long)hRecpPubKey) ;
printf (" recipient private key handle: %d\n",

(unsigned long)hRecpPriKey) ;

// get value of sender public key
printf("Get value of sender public key\n");

rvResult = PkcsllFuncList—C GetAttributeValue (hSession ,
hSendPubKey ,
&caSend PubKeyValue,
1);
if (rvResult — CKR OK)
{
caSend PubKeyValue.pValue =
(CK_BYTE PTR) malloc (caSend PubKeyValue.ulValueLen);
rvResult = Pkcsl1FuncList—C_GetAttributeValue (hSession
hSendPubKey ,
&caSend PubKeyValue,
1)
}
printf(" Get sender public key value: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR _OK) return rvResult;

pbSend PubKeyValue = (CK BYTE PTR) caSend PubKeyValue.pValue;

printf (" Sender public key value: ");

for (1=0; i<caSend PubKeyValue.ulValueLen; ++i)
printf("%x ", pbSend PubKeyValue[i]);
printf("\n");

// get value of recipient public key
printf("Get value of recipient public key\n");
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rvResult = Pkcsl1FuncList2—C_GetAttributeValue (hSession2 ,
hRecpPubKey ,
&caRecp PubKeyValue,
1);
if (rvResult =— CKR OK)
{
caRecp PubKeyValue.pValue =
(CK_BYTE PTR) malloc (caRecp PubKeyValue.ulValueLen) ;
rvResult = Pkesl1FuncList2—C GetAttributeValue (hSession2 ,
hRecpPubKey ,
&caRecp PubKeyValue,
1);
}

printf (" Get recipient public key value: result: Ox%x\n",
rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" Recipient public key value: ");
pbRecp PubKeyValue = (CK_BYTE PTR) caRecp PubKeyValue.pValue;

for (i=0; i<caRecp PubKeyValue.ulValueLen; ++i)
printf("%x ", pbRecp PubKeyValue|i]);
printf("\n");

// fill parameters for derivation mechanism
DeriveParams = (CK GOSTR3410 DERIVE PARAMS PTR)
malloc (sizeof (CK_GOSTR3410 DERIVE PARAMS) ) ;

DeriveParams—>kdf = CKD_ CPDIVERSIFY KDF';
DeriveParams—>pPublicData = (CK _BYTE PIR) caRecp PubKeyValue.

pValue;
DeriveParams—>ulPublicDatalLen = caRecp PubKeyValue.ulValuelen;
DeriveParams—pUKM = fixed ukm;
DeriveParams—ulUKMLen = sizeof (fixed ukm);

cmDeriveMechanism . mechanism = CKM_ GOSTR3410 DERIVE;

cmDeriveMechanism . pParameter = DeriveParams;

cmDeriveMechanism . ulParameterLen = sizeof(
CK_GOSTR3410 DERIVE PARAMS) ;

printf("Derive Diffie-Hellman key\n");
printf (" derivation mechanism: CKM_GOSTR3410_DERIVE\n");

// derive Diffi —Hellman key of sender
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printf (" derive Diffie-Hellman key for sender\n");
GetSystemTime(&t1) ;
rvResult = Pkcsl1FuncList—C DeriveKey (hSession ,
&cmDeriveMechanism ,
hSendPriKey ,
caDeriveKey ,
ulDeriveKeyCount ,
&hSendDH_ Key) ;
GetSystemTime(&t2) ;
diff = process time(tl, t2);
fprintf(stderr, "C_DeriveKey time: %1d msec\n", diff );
printf (" derive key result: 0x%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" sender’s Diffie-Hellman key handle: %d\n",
(unsigned long)hSendDH Key) ;

// get value of sender derived key
printf("Get value of sender derived key\n");
rvResult = PkcsllFuncList—C _GetAttributeValue (hSession ,
hSendDH Key,
&SendDH  Key Value,
1);
if (rvResult = CKR OK)
{
SendDH Key Value.pValue =
(CK_BYTE PTR) malloc (SendDH Key Value.ulValueLen);
rvResult = Pkcsl1FuncList—C_GetAttributeValue (hSession
hSendDH _Key,
&SendDH  Key Value,
1);

}

printf (" Get sender derived key value: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;

pbSendDH Key Value = (CK_BYTE PTR) SendDH Key Value.pValue;
printf (" Sender derived key value: ");
for (i=0; i<SendDH_ Key Value.ulValueLen; +4+i)

printf("%x ", pbSendDH Key Value|il]);
printf("\n");
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// derive Diffi—Hellman key of recipient

printf (" derive Diffie-Hellman key for recipient\n");
DeriveParams—>pPublicData = (CK BYTE PTR) caSend PubKeyValue.
pValue;

DeriveParams—>ulPublicDataLen = caSend PubKeyValue.ulValueLen;

rvResult = Pkcsl1FuncList2—C_DeriveKey (hSession2 ,
&cmDeriveMechanism |
hRecpPriKey ,
caDeriveKey ,
ulDeriveKeyCount ,
&hRecpDH  Key ) ;
printf (" derive key result: 0x%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" recipient’s Diffie-Hellman key handle: %d\n",
(unsigned long)hRecpDH Key) ;

// get value of recipient derived key
printf("Get value of recipient derived key\n");
rvResult = Pkcsl1FuncList2—C _GetAttributeValue (hSession2 ,
hRecpDH Key,
&RecpDH  Key Value,
1);
if (rvResult = CKR OK)
{
RecpDH Key Value.pValue =
(CK_BYTE PTR) malloc (RecpDH Key Value.ulValueLen);
rvResult = PkecsllFuncList2—C GetAttributeValue(hSession2 ,
hRecpDH Key,
&RecpDH  Key Value,
1);
¥

printf (" Get recipient derived key value: result: Ox%x\n",
rvResult);

if (rvResult != CKR _OK) return rvResult;

pbRecpDH Key Value = (CK_BYTE PTR) RecpDH_ Key Value.pValue;

printf (" Recipient derived key value: ");

for (i=0; i<RecpDH_ Key Value.ulValueLen; +4+i)
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printf("%x ", pbRecpDH Key Value|i]);
printf("\n");

// Sender and recipient DH key values must be equal
if (RecpDH Key Value.ulValueLen != SendDH Key Value.ulValueLen

) |
printf("Sender and recipient DH keys are of different length
\n");
return —1;
}
for (1=0; i<RecpDH_ Key Value.ulValueLen; ++i) {
if (pbRecpDH Key Value[i| != pbSendDH Key Value[i]) {
printf(
"Sender and recipient KEK keys "
"are different at position %d\n", i);
return —1;
}
}

printf("Sender and recipient KEK keys are equal\n");
printf ("CKM_GOSTR3410_KEY_DERIVE test SUCCESS\n");
rvResult = Pkesl1FuncList—C_ DestroyObject (hSession ,

hSendPubKey) ;

printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = PkcsllFuncList—C _DestroyObject (hSession ,
hSendPriKey ) ;

printf (" C_DestroyObject result: Ox%x\n", rvResult);

rvResult = PkcsllFuncList2—C DestroyObject (hSession2 ,

hRecpPubKey) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = Pkcsl1FuncList2—>C DestroyObject (hSession2 ,
hRecpPriKey) ;
printf(" C_DestroyObject result: Ox%x\n", rvResult);

rvResult = PkcsllFuncList—C _DestroyObject (hSession ,
hSendDH Key) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);

rvResult = Pkcsl1FuncList2—C DestroyObject (hSession2 ,
hRecpDH Key) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);

rvResult = Pkcsl1FuncList—C_Logout(hSession) ;
printf("Sender logout result: Ox%x\n", rvResult);
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/ *
// User logout may return CKR_USER_NOT_LOGGED_IN
// if the same token used for recipient.
rvResult = Pkcsl11FuncList2->C_Logout (hSession2) ;
printf ("Recipient logout result: Ox%x\n", rvResult);
*/
// Close session
rvResult = Pkcsl1FuncList—C _CloseSession (hSession);
printf("Sender close session result: Ox%x\n", rvResult);

rvResult = Pkcsl1FuncList2—>C CloseSession (hSession?2);
printf("Recipient close session result: Ox%x\n", rvResult);

return 0;

FOCT P34.10-2012, 256 6ut

Jlmcruar 4.15: ckm_gostr3410 12 256 _key derive.c

#include "test_common.h"
int main(int argc, charx argv|])

{
CK RV rvResult;

#ifdef WIN32
HMODULE hPkcsLib = NULL;
HMODULE hPkcsLib2 = NULL;

#else
void #*hPkcsLib = NULL;
void *xhPkecsLib2 = NULL;

#endif
CK C_ GetFunctionList pcGetFunctionList = 0;
CK_ C_GetFunctionList pcGetFunctionList2 = 0;
CK_FUNCTION LIST PTR Pkecsl1FuncList = NULL;
CK_FUNCTION LIST PTR Pkecsl1FuncList2 = NULL;

CK SLOT ID PTR pSlotList = NULL;
CK _SLOT ID PTR pSlotList2 = NULL;
CK_SLOT ID SlotId ;

CK_SLOT ID Slot1d2;

CK_ULONG ulSlotCount ;
CK_ULONG ulSlotCount?2;
CK_SLOT INFO SlotInfo ;

CK_ SESSION HANDLE hSession ;
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CK_SESSION HANDLE hSession?2;

CK_UTFSCHAR_PTR pcUserPIN = (CK_UTFSCHAR_PTR)"01234567"
CK_ULONG ulPinLength = 8; // PIN length

CK_UTFSCHAR_PTR pcUserPIN2 = (CK_UTFSCHAR PTR)"01234567
CK_ ULONG ulPinLength2 = 8; // PIN length

CK BBOOL blTrue = CK TRUE,
blFalse = CK FALSE;

CK _ULONG ulKeyType Gost2001 = CKK GOSTR3410,
ulKeyType Gost28147 = CKK GOST28147,
ulClass PubKey = CKO PUBLIC KEY,
ulClass PriKey = CKO PRIVATE KEY,
ulClass SecKey = CKO SHECRET KEY;

// PAR ECC XchA OID

CK_BYTE gostR3410params || = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x24, 0x00
b
// PAR 3411-2012—-256 OID
CK_BYTE gostR3411params|[|] = {
0x06, 0x08, 0Ox2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x02
b
// PAR CIPHER A OID
CK_BYTE gost28147params A |] = {
0x06, 0x07, O0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
h&
// PAR CIPHER B OID
CK BYTE gost28147params || = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02
}s
CK_ATTRIBUTE caGOST _PublicKeyTemplate [| =
{
{CKA TOKEN, &blTrue , sizeof (CK_BBOOL) },
{CKA_ PRIVATE, &blFalse , sizeof (CK BBOOL) },
{CKA_ GOSTR3410 PARAMS,
gostR3410params, sizeof(gostR3410params)},
{CKA_ GOSTR3411 PARAMS,
gostR3411params, sizeof(gostR3411lparams)},
{CKA_GOST28147 PARAMS,
gost28147params A, sizeof(gost28147params A)},
}s
CK_ATTRIBUTE caGOST _PrivateKeyTemplate [| =
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{

{CKA TOKEN, &blTrue , sizeof (CK_BBOOL) },
{CKA_PRIVATE, &blTrue , sizeof (CK_BBOOL) } ,
{CKA_DERIVE, &blTrue , sizeof (CK_BBOOL) },

}s

// ltemplate for derive key
CK_ATTRIBUTE caDeriveKey [| =

{
{CKA_CLASS, &ulClass SecKey, sizeof(CK ULONG) },
{CKA_KEY TYPE, &ulKeyType Gost28147, sizeof (CK ULONG) },
{CKA_TOKEN, &blFalse sizeof (CK_BBOOL) },
{CKA_ SENSITIVE, &blFalse , sizeof (CK BBOOL) },
{CKA EXTRACTABLE, &blTrue, sizeof (CK_BBOOL) },
{CKA ENCRYPT,  &blTrue, sizeof (CK _BBOOL) },
{CKA_DECRYPT, &blTrue , sizeof (CK_BBOOL) },
{CKA_GOST28147PARAMS,
gost28147params A, sizeof(gost28147params A)},
¥
CK_ULONG
ulPubKeyCount =
sizeof (caGOST _PublicKeyTemplate) /sizeof (CK_ATTRIBUTE) ,
ulPriKeyCount =
sizeof (caGOST _PrivateKeyTemplate) /sizeof (CK_ATTRIBUTE) ,
ulDeriveKeyCount =

sizeof (caDeriveKey) /sizeof (CK_ATTRIBUIE) ;

CK_OBJECT HANDLE
hSendPubKey = 0, // handle to public key of
sender
hSendPriKey = 0, // handle to private key of
sender
hRecpPubKey = 0, // handle to public key of
recipient
hRecpPriKey = 0, // handle to private key of
recipient
hSendDH Key = 0, // Diffy—Hellman key of the
sender
hRecpDH Key = 0; // Diffy —Hellman key of the
recipient
CK_MECHANISM
cmKeyGenMechanism, // mechanism for key pair
genaration
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cmDeriveMechanism; // mechanism for key

derivation

CK_ULONG

CK _BYTE PTR
pbSecretKeyParam = NULL,
pbSend PubKeyValue = NULL,
pbRecp PubKeyValue = NULL,
pbSend PriKeyValue = NULL,
pbRecp PriKeyValue = NULL,
pbSendDH Key Value = NULL,
pbRecpDH Key Value = NULL;

CK_ATTRIBUTE
caSecretKeyParam =
{CKA_ GOST28147PARAMS, pbSecretKeyParam, 0},
caSend PubKeyValue =
{CKA_ VALUE, pbSend PubKeyValue, 0},
caSend PriKeyValue =
{CKA VALUE, pbSend PriKeyValue, 0},
caRecp PubKeyValue =
{CKA_ VALUE, pbRecp PubKeyValue, 0},
caRecp PriKeyValue =
{CKA VALUE, pbRecp PriKeyValue, 0},
SendDH Key Value = {CKA VALUE, pbSendDH Key Value, 0},
RecpDH Key Value = {CKA VALUE, pbRecpDH Key Value, 0};

// parameters for derivation mechanism
CK_GOSTR3410 DERIVE PARAMS PTR DeriveParams;
// UKM must be non—zero by RFC 4357
CK ULONG ulUKMLen = 8;
CK BYTE fixed ukm[8] = {
0x9D, 0x23. 0x98, 0xCO, 0x12, 0x31, Ox2A, OxS8E

};
char *TextBlock =
"This text block will be encrypted and the cipher text will be
decrypted.";
CK_ULONG ulDataSize = 0; // size of text data
CK BYTE PTR pbCipherText = NULL; // encrypted data
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CK_ULONG ulCipherSize = 0; // size of encrypted
data

CK_BYTE PTR pbDecryptedText = NULL; // decrypted data

CK_ULONG ulDecryptedDataSize = 0; // size of decrypted
data

CK CHAR xapi_ path = PKCS11_API PATH;

CK_UTFSCHAR xuser pin = "01234567";

CK_ULONG slot num = 0;

CK CHAR xapi_ path2 = PKCS11 API PATH;

CK_UTF8CHAR x*user pin2 = "01234567";

CK _ULONG slot num2 = 0;

SYSTEMTIME tl, t2;

CK_ULONG diff/*, min_time, max_time, avg_timex/;

printf("Starting CKM_GOSTR3410_KEY_DERIVE (2012_256) test\n");

for (i=1; i<(CK ULONG)argc; i++) {

if (strcmp("-api", argv[i]) = 0) {
41
api_path = argv|i];
} else if (strcmp("-slot", argv|[i]) = 0) {
41 5
slot_num = atoi(argv|i]);
} else if (strecmp("-user_pin", argv|[i]) = 0) {
41 5
user pin = argv|i];
}
}
api_path2 = api path;
user pin2 = user pin;

slot num2 = slot num;

#ifdef WIN32
hPkesLib = LoadLibrary (api_path);

#else
hPkesLib = dlopen (api_path, RILD NOW) ;
#endif
if ( hPkesLib — NULL ) {
printf(

"Can’t load PKCS#11 API library. "
"Check API library path.\n");
#ifndef WIN32

printf("dlerror: %s\n", dlerror());
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#endif

return —1;

}

Hifdef WIN32

pcGetFunctionList =
(CK_C_GetFunctionList ) GetProcAddress (
hPkcsLib ,"C_GetFunctionList");

#else

pcGetFunctionList =
(CK_C_GetFunctionList ) dlsym (
hPkcsLib ,"C_GetFunctionList");

#endif

// get PKCS #11 function list

rvResult = pcGetFunctionList(&Pkcsl1FuncList);

printf("Load PKCS #11 function list result: Ox%x\n", rvResult
)

if (rvResult != CKR OK) return rvResult;

// initialize Cryptoki

rvResult = Pkcsl1FuncList—C Initialize (NULL) ;
printf("Initialize Cryptoki result: Ox%x\n", rvResult);
if (rvResult != CKR _OK) return rvResult;

// get slot list
rvResult —
Pkesl1FuncList—C GetSlotList (CK_FALSE, NULL, &ulSlotCount);
printf("Get slot list result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

if (ulSlotCount > 0)
{ // allocate memory for slot list
pSlotList = (CK _SLOT ID PTR) malloc(
ulSlotCount * sizeof(CK SLOT ID));

rvResult =
Pkcsl1FuncList—C _GetSlotList (
CK_FALSE, pSlotList, &ulSlotCount);

if (rvResult != CKR OK) return rvResult;
printf("Slot count: %d\n", ulSlotCount);

}

else return -3;
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// get information about sender and recipient slots.
for (1=0; i<ulSlotCount; 4+i)
{
rvResult —
Pkcsl1FuncList—C GetSlotInfo(pSlotList [i], &SlotInfo);
if (rvResult = CKR OK)
{ // if a token is present in this slot
if ((SlotInfo.flags & CKF _TOKEN PRESENT) —
CKF TOKEN PRESENT)
{
SlotId = pSlotList|[i];
break ;

}
}

}
if (i>=ulSlotCount) {

printf("No slots with token present\n");
return —3;

}

printf("Slot ID: %d\n", Slotld);

// open session for slot with ID = SlotId|[0]
rvResult = Pkcsl1FuncList—C_OpenSession (Slotld ,
(CKF_SERIAL SESSION | CKF RW SESSION) ,
NULL,
0,
&hSession) ;
printf("Open session result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

// user login

rvResult = Pkcsl1FuncList—C_ Login(hSession ,
CKU_USER,
user pin,
strlen (user pin));

printf("Login result: Ox%x\n", rvResult);

if (rvResult != CKR _OK) return rvResult;

hPkcsLib2 = hPkecsLib;
pcGetFunctionList2 = pcGetFunctionList ;
Pkcsl11FuncList2 = Pkcsl1FuncList;
ulSlotCount2 = ulSlotCount ;

pSlotList2 = pSlotList;
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SlotId2 = Slotld;
/*
// load library PKCS #11
#ifdef WIN32
hPkcsLib2 = LoadLibrary(api_path2);

#else

hPkcsLib2 = dlopen(api_path2, RTLD_NOW);
#endif

if ( hPkcsLib2 == NULL ) {

printf ("Can’t load PKCS#11 API library. "
"Check API library path.\n");
#ifndef WIN32
printf ("dlerror: %s\n", dlerror());
#endif
return FALSE;
}
#ifdef WIN32
pcGetFunctionList2 =
(CK_C_GetFunctionList)GetProcAddress(
hPkcsLib2 ,"C_GetFunctionList") ;
#else
pcGetFunctionlList2 =
(CK_C_GetFunctionList)dlsym(
hPkcsLib2 ,"C_GetFunctionList") ;
#endif

// get PKCS #11 function list
rvResult = pcGetFunctionList2 (&Pkcsl11FuncList2);
printf ("Load PKCS #11 function list result: Ox%x\n", rvResult)

if (rvResult !'= CKR_OK) return rvResult;

// initialize Cryptoki
rvResult = Pkcsl1FuncList2->C_Initialize (NULL) ;
printf ("Initialize Cryptoki result: Ox%x\n", rvResult);
if (rvResult != CKR_O0K &&
rvResult != CKR_CRYPTOKI_ALREADY_INITIALIZED)
return rvResult;

// get slot list

rvResult =
Pkcs11FuncList2->C_GetSlotList (CK_FALSE, NULL, &ulSlotCount2
);

printf ("Get slot list result: Ox%x\n", rvResult);
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if (rvResult !'= CKR_0K) return rvResult;

if (ulSlotCount2 > 0)
{ // allocate memory for slot list
pSlotList2 =
(CK_SLOT_ID_PTR) malloc(
ulSlotCount2 * sizeof (CK_SLOT_ID));

rvResult =
Pkcs11FuncList2->C_GetSlotList (CK_FALSE,
pSlotList2, &ulSlotCount2);

if (rvResult '= CKR_0OK) return rvResult;
printf ("Slot count: %d\n", ulSlotCount2);
+

else return -3;

// get information about sender and recipient slots.
for(i=0; i<ulSlotCount2; ++i)
{
rvResult = Pkcsl1FuncList2->C_GetSlotInfo(
pSlotList2[i], &SlotInfo);
if (rvResult == CKR_0K)
{ // if a token is present in this slot
if ((SlotInfo.flags & CKF_TOKEN_PRESENT) ==
CKF_TOKEN_PRESENT)
{
SlotId2 = pSlotList2[i];
break;

}

}

if (i>=ulSlotCount2) {
printf ("No slots with token present\n");
return -3;

printf ("Slot ID 2: %d\n", SlotId2);
{
CK_TOKEN_INFO tinfo;
rvResult = Pkcsl1FuncList2->C_GetTokenInfo(pSlotList2[i]l, &
tinfo) ;
if (rvResult != CKR_O0K) A
printf ("Can’t get token infoln");
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return -4;

}
*/
// open session for slot with ID = SlotId2[0]
rvResult = Pkcsl1FuncList2—C_OpenSession(SlotId2 ,
(CKF_SERIAL SESSION | CKF RW _SESSION) ,

NULL,

0,

&hSession2) ;
printf("Open session result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

/*
// User login may return CKR_USER_ALREADY_LOGGED_IN
// if the same token used for recipient.
rvResult = Pkcsl11FuncList2->C_Login(hSession2,
CKU_USER,
user_pin2,
strlen(user_pin2));
printf ("Login result: Ox%x\n", rvResult);
if (rvResult != CKR_OK &&
rvResult !'= CKR_USER_ALREADY_LOGGED_IN) return rvResult;
*/
// generate sender key pair with GOST R 34.10—-2001
printf("Generate key pair of sender\n");
printf (" mechanism type: CKM_GOSTR3410_KEY_PAIR_GEN\n");

cmKeyGenMechanism . mechanism = CKM_ GOSTR3410 KEY PAIR GEN;
cmKeyGenMechanism . pParameter = NULL;
cmKeyGenMechanism . ulParameterLen = 0;
rvResult = PkcsllFuncList—C GenerateKeyPair (hSession
&emKeyGenMechanism ,
caGOST PublicKeyTemplate ,
ulPubKeyCount ,
caGOST PrivateKeyTemplate ,
ulPriKeyCount ,
&hSendPubKey
&hSendPriKey ) ;
printf(" generate sender key pair: result: Ox%x\n", rvResult
)
if (rvResult != CKR OK) return rvResult;

printf (" sender public key handle: %d\n",
(unsigned long)hSendPubKey) ;
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printf (" sender private key handle: %d\n",
(unsigned long)hSendPriKey) ;

// generate recipient key pair with GOST R 34.10—2001
printf("Generate key pair of recipient\n");
printf (" mechanism type: CKM_GR3410_KEY_PAIR_GEN\n");

rvResult = Pkcsl1FuncList2—C_GenerateKeyPair (hSession2 ,
&emKeyGenMechanism ,
caGOST _PublicKeyTemplate ,
ulPubKeyCount ,
caGOST _PrivateKeyTemplate ,
ulPriKeyCount ,
&hRecpPubKey |
&hRecpPriKey ) ;
printf (" generate recipient key pair: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;

printf(" recipient public key handle: %d\n",
(unsigned long)hRecpPubKey) ;
printf(" recipient private key handle: %d\n",

(unsigned long)hRecpPriKey) ;

// get value of sender public key
printf("Get value of sender public key\n");

rvResult = Pkcsl1FuncList—C_GetAttributeValue (hSession
hSendPubKey ,
&caSend PubKeyValue,
1);
if (rvResult = CKR OK)
{
caSend PubKeyValue.pValue =
(CK_BYTE PTR) malloc (caSend PubKeyValue.ulValueLen);
rvResult = Pkcsl1FuncList—C _GetAttributeValue (hSession
hSendPubKey ,
&caSend PubKeyValue,
1);
}
printf (" Get sender public key value: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;
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pbSend PubKeyValue = (CK BYTE PTR) caSend PubKeyValue.pValue;
printf(“ Sender public key value: ") ;

for (1=0; i<caSend PubKeyValue.ulValueLen; ++i)
printf("%x ", pbSend PubKeyValue|[i]);
printf("\n");

// get value of recipient public key
printf("Get value of recipient public key\n");
rvResult = Pkcsl1FuncList2—C _GetAttributeValue (hSession2 ,
hRecpPubKey ,
&caRecp PubKeyValue,
1);
if (rvResult =— CKR OK)
{
caRecp PubKeyValue.pValue =
(CK_BYTE PTR) malloc (caRecp PubKeyValue.ulValueLen) ;
rvResult = Pkcsl1FuncList2—C GetAttributeValue(hSession2 ,
hRecpPubKey ,
&caRecp PubKeyValue,
1)
}

printf(" Get recipient public key value: result: Ox%x\n",
rvResult);
if (rvResult != CKR OK) return rvResult;

printf(“ Recipient public key value: “);
pbRecp PubKeyValue = (CK_BYTE PTR) caRecp PubKeyValue.pValue;

for (i=0; i<caRecp PubKeyValue.ulValueLen; ++1i)
printf("%x ", pbRecp PubKeyValue|il]);
printf("\n");

// fill parameters for derivation mechanism
DeriveParams = (CK GOSTR3410 DERIVE PARAMS PTR)
malloc (sizeof (CK_GOSTR3410 DERIVE PARAMS) ) ;

DeriveParams—>kdf = CKD_ CPDIVERSIFY KDF;
DeriveParams—>pPublicData = (CK_BYTE PTR) caRecp PubKeyValue.

pValue;
DeriveParams—>ulPublicDatalen = caRecp PubKeyValue.ulValuelen;
DeriveParams—pUKM = fixed ukm;
DeriveParams—ulUKMLen = sizeof (fixed ukm);
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cmDeriveMechanism . mechanism = CKM _ GOSTR3410 DERIVE;
cmDeriveMechanism . pParameter = DeriveParams;
cmDeriveMechanism . ulParameterLen = sizeof(

CK_GOSTR3410 DERIVE PARAMS) ;

printf("Derive Diffie-Hellman key\n");
printf (" derivation mechanism: CKM_GOSTR3410_DERIVE\n");

// derive Diffi —Hellman key of sender
printf(" derive Diffie-Hellman key for sender\n");
GetSystemTime(&t1) ;
rvResult = Pkcsl1FuncList—C_DeriveKey (hSession ,
&cmDeriveMechanism ,
hSendPriKey ,
caDeriveKey ,
ulDeriveKeyCount ,
&hSendDH_Key) ;
GetSystemTime(&t2) ;
diff = process time(tl, t2);
fprintf(stderr, "C_DeriveKey time: %1d msec\n", diff );
printf (" derive key result: 0x%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf(" sender’s Diffie-Hellman key handle: %d\n",
(unsigned long)hSendDH_ Key) ;

// get value of sender derived key
printf("Get value of sender derived key\n");
rvResult = PkcsllFuncList—C GetAttributeValue (hSession ,
hSendDH _Key,
&SendDH  Key Value,
1);
if (rvResult =— CKR_OK)
{
SendDH Key Value.pValue =
(CK_BYTE PTR) malloc (SendDH Key Value.ulValueLen);
rvResult = PkcsllFuncList—C _GetAttributeValue (hSession
hSendDH Key,
&SendDH  Key Value,
1);

}

printf (" Get sender derived key value: result: Ox%x\n",
rvResult) ;
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if (rvResult != CKR _OK) return rvResult;
pbSendDH Key Value = (CK BYTE PTR) SendDH Key Value.pValue;
printf (" Sender derived key value: ");

for (i=0; i<SendDH Key Value.ulValueLen; ++i)
printf("%x ", pbSendDH Key Value|[i]);
printf("\n");

// derive Diffi—Hellman key of recipient

printf (" derive Diffie-Hellman key for recipient\n");
DeriveParams—>pPublicData = (CK BYTE PTR) caSend PubKeyValue.
pValue;

DeriveParams—>ulPublicDatalLen = caSend PubKeyValue.ulValueLen;

rvResult = Pkcsl1FuncList2—C_DeriveKey (hSession2 ,
&cmDeriveMechanism
hRecpPriKey ,
caDeriveKey ,
ulDeriveKeyCount ,
&hRecpDH  Key ) ;
printf (" derive key result: 0x%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" recipient’s Diffie-Hellman key handle: %d\n",
(unsigned long)hRecpDH Key) ;

// get value of recipient derived key
printf("Get value of recipient derived key\n");
rvResult = PkcsllFuncList2—C GetAttributeValue (hSession2 ,
hRecpDH Key,
&RecpDH  Key Value,
1);
if (rvResult = CKR OK)
{
RecpDH Key Value.pValue =
(CK_BYTE PTR) malloc (RecpDH Key Value.ulValueLen);
rvResult = Pkcsl1FuncList2—C _GetAttributeValue (hSession2 ,
hRecpDH Key,
&RecpDH  Key Value,

1);
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printf (" Get recipient derived key value: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;

pbRecpDH Key Value = (CK_BYTE PTR) RecpDH Key Value.pValue;
printf (" Recipient derived key value: ");

for (1=0; i<RecpDH Key Value.ulValueLen; ++i)
printf("%x ", pbRecpDH Key Value|il]);
printf("\n");

// Sender and recipient DH key values must be equal
if (RecpDH Key Value.ulValueLen != SendDH Key Value.ulValueLen

) A

printf("Sender and recipient DH keys are of different length

\n");
return —1;
}
for (1=0; i<RecpDH_ Key Value.ulValueLen; ++i) {
if (pbRecpDH Key Value|[i]| != pbSendDH Key Value[i]) {
printf(
"Sender and recipient KEK keys "
"are different at position %d\n", i);
return —1;
}
}

printf("Sender and recipient KEK keys are equal\n");
printf("CKM_GOSTR3410_KEY_DERIVE test SUCCESS\n");
rvResult = Pkesl1FuncList—C_ DestroyObject (hSession ,

hSendPubKey) ;

printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = PkecsllFuncList—C _DestroyObject (hSession ,
hSendPriKey) ;

printf(" C_DestroyObject result: Ox%x\n", rvResult);

rvResult = PkcsllFuncList2—C DestroyObject (hSession2 ,

hRecpPubKey) ;
printf(" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = Pkcsl1FuncList2—C_ DestroyObject (hSession2 ,
hRecpPriKey) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);
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rvResult = Pkesl1FuncList—C_ DestroyObject (hSession ,
hSendDH Key) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);

rvResult = Pkcsl1FuncList2—C DestroyObject (hSession2 ,
hRecpDH _Key) ;
printf(" C_DestroyObject result: O0x%x\n", rvResult);
rvResult = Pkcsl1FuncList—C_Logout(hSession);
printf("Sender logout result: Ox%x\n", rvResult);
/ *
// User logout may return CKR_USER_NOT_LOGGED_IN
// if the same token used for recipient.
rvResult = Pkcsl11FuncList2->C_Logout (hSession2);
printf ("Recipient logout result: Ox%x\n", rvResult);
*/
// Close session
rvResult = Pkcsl1FuncList—C _CloseSession (hSession);
printf("Sender close session result: Ox%x\n", rvResult);

rvResult = Pkcsl1FuncList2—C CloseSession (hSession2);
printf("Recipient close session result: Ox%x\n", rvResult);

printf("CKM_GOSTR3410_KEY_DERIVE (2012_256) test SUCCESS\n");
return O0;

rOCT P34.10-2012, 512 6ur

JImctuar 4.16: ckm  gostr3410 12 512 key derive.c

#include "test_common.h"
int main(int argc, charx argv|[])

{
CK RV rvResult;
#ifdef WIN32
HMODULE hPkcsLib = NULL;
HMODULE hPkcsLib2 = NULL;
#else
void shPkcsLib = NULL;
void sxhPkcsLib2 = NULL;
#endif
CK C_ GetFunctionList pcGetFunctionList = 0;
CK C _GetFunctionList pcGetFunctionList2 = 0;
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CK_FUNCTION LIST PTR Pkecsl1FuncList = NULL;
CK_FUNCTION LIST PTR Pkcsl1FuncList2 = NULL

CK_SLOT ID PTR
CK SLOT ID PTR

pSlotList = NULL;
pSlotList2 = NULL;

CK_SLOT 1D SlotId ;
CK_SLOT 1D Slot1d2;
CK_ULONG ulSlotCount ;
CK_ ULONG ulSlotCount?2 ;
CK_SLOT INFO SlotInfo ;
CK_SESSION HANDLE hSession ;
CK_SESSION HANDLE hSession?2 ;
pcUserPIN =

CK UTFSCHAR PTR

CK_ULONG

CK_UTFSCHAR PTR

ulPinLength = 8§;
pcUserPIN2 =

CK_ULONG ulPinLength2 = 8;

CK BBOOL blTrue = CK TRUE,
blFalse = CK FALSE;

CK _ULONG ulKeyType Gost2001 = CKK GOSTR3410,

(CK_UTFSCHAR_PTR)"01234567"

// PIN length

(CK_UTFSCHAR, PTR) " 01234567

// PIN length

ulKeyType Gost28147 = CKK GOST28147,

ulClass  PubKey = CKO_PUBLIC KEY,

ulClass PriKey = CKO PRIVATE KEY,

ulClass SecKey = CKO_SHCRET KEY;
// PAR 512 A OID

0x2, 0x01, 0x02, 0O
0x01, 0x02, 0x03
0x1f, 0x01

0x1f, 0x02

CK_BYTE gostR3410params || = {
0x06, 0x09, Ox2a, 0x85, 0x03, 0x07, 0x01,
x01
5
// PAR 3411—-2012—512 OID
CK_BYTE gostR3411params || = {
0x06, 0x08, 0Ox2a, 0x85, 0x03, 0x07, 0x01,
115
// PAR CIPHER A OID
CK_BYTE gost28147params A |] = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02,
}s
// PAR CIPHER B OID
CK_BYTE gost28147params [| = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02,
}s
CK_ATTRIBUTE caGOST _PublicKeyTemplate [| =
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{

{CKA TOKEN, &blTrue , sizeof (CK_BBOOL)
},

{CKA_PRIVATE, &blFalse | sizeof (CK_BBOOL)
}

{CKA_GOSTR3410 PARAMS, gostR3410params, sizeof(
gostR3410params) },

{CKA GOSTR3411 PARAMS, gostR3411lparams, sizeof(
gostR3411params) },

{CKA_ GOST28147 PARAMS, gost28147params A, sizeof(
gost28147params A) },

C}I;(_ATTR]BUTE caGOST _PrivateKeyTemplate [| =

EC‘KA_TOKEN, &blTrue , sizeof (CK_BBOOL)
}{CKA_PRIVATE, &blTrue , sizeof (CK_BBOOL)
}{CKA_DERIVE, &blTrue , sizeof (CK_BBOOL) },

};

// ltemplate for derive key
CK_ATTRIBUTE caDeriveKey [| =

{
{CKA_CLASS, &ulClass SecKey, sizeof(CK ULONG) },
{CKA KEY TYPE, &ulKeyType Gost28147, sizeof (CK ULONG) },
{CKA_TOKEN, &blFalse sizeof (CK_BBOOL) },
{CKA_SENSITIVE, &blFalse , sizeof (CK_BBOOL) } ,
{CKA EXTRACTABLE, &blTrue, sizeof (CK_BBOOL) },
{CKA ENCRYPT,  &blTrue, sizeof (CK_BBOOL) },
{CKA_ DECRYPT, &blTrue, sizeof (CK_BBOOL) },

{CKA GOST28147PARAMS, gost28147params A, sizeof
gost28147params _A) },

};
CK_ATTRIBUTE caFind [| =
{
{CKA TOKEN, &blTrue , sizeof (CK_BBOOL)
b
};
CK_ULONG
ulPubKeyCount =
sizeof (caGOST _PublicKeyTemplate) /sizeof (CK_ATTRIBUTE) ,
ulPriKeyCount =
sizeof (caGOST _PrivateKeyTemplate)/sizeof (CK_ATTRIBUTE) ,
ulDeriveKeyCount =
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sizeof (caDeriveKey) /sizeof (CK ATTRIBUTE) ;

CK_OBJECT HANDLE
hSendPubKey = 0, // handle to public key of
sender
hSendPriKey = 0, // handle to private key of
sender
hRecpPubKey = 0, // handle to public key of
recipient
hRecpPriKey = 0, // handle to private key of
recipient
hSendDH Key = 0, // Diffy—Hellman key of the
sender
hRecpDH Key = 0; // Diffy —Hellman key of the
recipient
CK_MECHANISM
cmKeyGenMechanism, // mechanism for key pair
genaration
cmDeriveMechanism; // mechanism for key
derivation

CK_ULONG

CK_BYTE PTR
pbSecretKeyParam = NULL,
pbSend PubKeyValue = NULL,
pbRecp PubKeyValue = NULL,
pbSend PriKeyValue = NULL,
pbRecp PriKeyValue = NULL,
pbSendDH Key Value = NULL,
pbRecpDH Key Value = NULL;

CK_ATTRIBUTE
caSecretKeyParam =
{CKA GOST28147PARAMS, pbSecretKeyParam, 0},

caSend PubKeyValue = {CKA VALUE,
pbSend PubKeyValue, 0},

caSend PriKeyValue = {CKA VALUE,
pbSend PriKeyValue, 0},

caRecp PubKeyValue = {CKA VALUE,
pbRecp PubKeyValue, 0},
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caRecp PriKeyValue = {CKA VALUE,
pbRecp PriKeyValue, 0},
SendDH Key Value = {CKA VALUE, pbSendDH Key Value, 0},
RecpDH _Key Value = {CKA VALUE, pbRecpDH Key Value, 0};

// parameters for derivation mechanism
CK_GOSTR3410_DERIVE PARAMS PTR DeriveParams;
// UKM must be non—zero by RFC 4357
CK_ULONG ulUKMLen = 16;
CK BYTE fixed ukm[16] = {
0x9d, 0x23, 0x98, 0xcO, 0x12, 0x31, 0Ox2a, 0x8e,
0x23, Oxf4, Oxca, Oxdd, 0x03, Oxa8, Ox17, 0x97,

};
char *TextBlock =
"This text block will be encrypted and the cipher text will be

decrypted.";

CK_ULONG ulDataSize = 0; // size of text data

CK BYTE PTR pbCipherText = NULL; // encrypted data

CK ULONG ulCipherSize = 0; // size of encrypted
data

CK_BYTE PTR pbDecryptedText = NULL; // decrypted data

CK_ULONG ulDecryptedDataSize = 0; // size of decrypted
data

CK CHAR *api path = PKCS11 API PATH,;

CK_UTF8CHAR xuser pin = "01234567";

CK _ULONG slot _num = 0;

CK_CHAR xapi_path2 = PKCS11_API PATH;
CK_UTFS8CHAR xuser pin2 = "01234567";

CK _ULONG slot num2 = 0;

SYSTEMTIME tl, t2;

CK_ ULONG diff/*, min_time, max_time, avg_timex*/;
CK_ULONG number, count;

CK_OBJECT HANDLE hObj;

printf("Starting CKM_GOSTR3410_12_DERIVE (2012_512) test\n");

for (i=1; i<(CK ULONG)argc; i++) {

if (§trcnq)(“—api", argv[i]) — 0) {
++1;
api_path = argv|[i];
} else if (stremp("-slot", argv|[i]) = 0) {
++i;
slot _num = atoi(argv|[i]);
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} else if (strcmp("-user_pin", argv|[i]) = 0) {
++1;
user pin = argv|i];
}
¥
api_ path2 = api path;
user pin2 = user pin;
slot num2 = slot num;

ifdef WIN32
hPkesLib = LoadLibrary (api path);

#else
hPkcsLib = dlopen (api_ path, RILD NOW);
#endif
if ( hPkesLib — NULL ) {
printf(

"Can’t load PKCS#11 API library. "
"Check API library path.\n");
#ifndef WIN32
printf("dlerror: %s\n", dlerror());
#endif
return —1;
}
Hifdef WIN32
pcGetFunctionList =
(CK_C_GetFunctionList) GetProcAddress (
hPkesLib,"C_GetFunctionList");
#else
pcGetFunctionList =
(CK_C_GetFunctionList ) dlsym (
hPkesLib ,"C_GetFunctionList");
#endif

// get PKCS #11 function list

rvResult = pcGetFunctionList(&Pkesl1FuncList);

printf("Load PKCS #11 function list result: Ox%x\n", rvResult
)5

if (rvResult != CKR OK) return rvResult;

// initialize Cryptoki

rvResult = Pkcsl1FuncList—C Initialize (NULL) ;
printf("Initialize Cryptoki result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;
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// get slot list

rvResult = Pkecsl1FuncList—C GetSlotList (CK FALSE, NULL, &
ulSlotCount ) ;

printf("Get slot list result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

if (ulSlotCount > 0)
{ // allocate memory for slot list
pSlotList = (CK_SLOT ID PTR) malloc(
ulSlotCount x sizeof(CK_SLOT ID));

rvResult =
Pkcsl1FuncList—C GetSlotList (
CK_FALSE, pSlotList , &ulSlotCount);

if (rvResult != CKR OK) return rvResult;
printf("Slot count: %d\n", ulSlotCount);

}

else return -3;

// get information about sender and recipient slots.
for (1=0; i<ulSlotCount; ++i)
{
rvResult = Pkcsl1FuncList—C GetSlotInfo(pSlotList[i], &
SlotInfo);
if (rvResult = CKR_OK)
{ // if a token is present in this slot
if ((SlotInfo.flags & CKF TOKEN PRESENT) —
CKF_TOKEN PRESENT)
{
SlotIld = pSlotList|[i];
break ;
}

}

}
if (i>=ulSlotCount) {

printf("No slots with token present\n");
return —3;

}

printf("Slot ID: %d\n", Slotld);

// open session for slot with ID = SlotId [0]
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rvResult = Pkesl1FuncList—C OpenSession(Slotld ,
(CKF_SERIAL SESSION | CKF_RW_SESSION) ,
NULL,
07
&hSession) ;
printf("Open session result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

// user login

rvResult = Pkesl1FuncList—C_Login(hSession
CKU_USER,
user pin
strlen (user pin));

printf("Login result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

hPkecsLib2 = hPkecsLib;
pcGetFunctionList2 = pcGetFunctionList ;
Pkcsl1FuncList2 = Pkesl1FuncList;
ulSlotCount2 = ulSlotCount ;

pSlotList2 = pSlotList;

Slotld2 = Slotld;

// load library PKCS #11
#ifdef WIN32
hPkesLib2 = LoadLibrary (api_path2);
#else
hPkesLib2 = dlopen (api_path2, RILD NOW) ;
#endif
if ( hPkesLib2 = NULL ) {
printf("Can’t load PKCS#11 API library. "
"Check API library path.\n");
#ifndef WIN32
printf("dlerror: %s\n", dlerror());
#endif
return FALSE;
}

Hifdef WIN32
pcGetFunctionList2 =
(CK_C_GetFunctionList) GetProcAddress (
hPkecsLib2 ,"C_GetFunctionList");
#else
pcGetFunctionList2 =
(CK_C_GetFunctionList ) dlsym (
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hPkcsLib2 ,"C_GetFunctionList");
#endif

// get PKCS #11 function list
rvResult = pcGetFunctionList2(&Pkesl1FuncList2);
printf("Load PKCS #11 function list result: Ox%x\n", rvResult)

if (rvResult != CKR OK) return rvResult;

// initialize Cryptoki
rvResult = Pkcsl1FuncList2—C Initialize (NULL) ;
printf("Initialize Cryptoki result: Ox%x\n", rvResult);
if (rvResult != CKR OK &&

rvResult != CKR_CRYPTOKI ALREADY INITTALIZED) return
rvResult ;

// get slot list

rvResult = Pkcsl1FuncList2—C GetSlotList (CK_FALSE, NULL, &
ulSlotCount2);

printf("Get slot list result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

if (ulSlotCount2 > 0)
{ // allocate memory for slot list
pSlotList2 =
(CK_SLOT ID PTR) malloc (
ulSlotCount2 * sizeof(CK SLOT ID));

rvResult =
Pkes11FuncList2—C GetSlotList (CK_FALSE,
pSlotList2 , &ulSlotCount2);

if (rvResult != CKR OK) return rvResult;
printf("Slot count: %d\n", ulSlotCount2);

}

else return -3;

// get information about sender and recipient slots.
for (1=0; i<ulSlotCount2; 4+i)
{
rvResult = Pkcsl1FuncList2—C _GetSlotInfo (
pSlotList2|i], &SlotInfo);
if (rvResult = CKR OK)
{ // if a token is present in this slot
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if ((SlotInfo.flags & CKF TOKEN PRESENT) —
CKF_TOKEN_PRESENT)

{
SlotId2 = pSlotList2[1i];
break;

}
}
}
if (i>=ulSlotCount2) {

printf("No slots with token present\n");
return —3;

}

printf("Slot ID 2: %d\n", Slotld2);
{
CK_TOKEN INFO tinfo ;
rvResult = Pkcsl1FuncList2—C_GetTokenInfo(pSlotList2[i], &
tinfo);
if (rvResult != CKR OK) {
printf("Can’t get token info\n");
return —4;
}
}

// open session for slot with ID = SlotId2[0]
rvResult = Pkcsl1FuncList2—>C_OpenSession (SlotId2 ,
(CKF_SERIAL SESSION | CKF RW SESSION) ,
NULL,
0,
&hSession2);
printf("Open session result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

// User login may return CKR_ USER ALREADY LOGGED IN
// if the same token used for recipient.
rvResult = Pkesl1FuncList2—C_Login(hSession2 ,
CKU_USER,
user pin2
strlen (user pin2));
printf("Login result: Ox%x\n", rvResult);
if (rvResult != CKR OK &&
rvResult != CKR_USER ALREADY LOGGED IN) return rvResult;

// generate sender key pair with GOST R 34.10—-2012 (512)
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printf("Generate key pair of sender\n");
printf (" mechanism type: CKM_GOSTR3410_512_KEY_PAIR_GEN\n");

cmKeyGenMechanism . mechanism = CKM_ GOSTR3410 512 KEY PAIR GEN;
cmKeyGenMechanism . pParameter = NULL;
cmKeyGenMechanism . ulParameterLen = 0;
rvResult = PkcsllFuncList—C _GenerateKeyPair (hSession
&emKeyGenMechanism ,
caGOST _PublicKeyTemplate ,
ulPubKeyCount ,
caGOST PrivateKeyTemplate ,
ulPriKeyCount ,
&hSendPubKey ,
&hSendPriKey ) ;
printf (" generate sender key pair: result: Ox%x\n", rvResult
)
if (rvResult != CKR OK) return rvResult;

printf(" sender public key handle: %d\n",
(unsigned long)hSendPubKey) ;
printf (" sender private key handle: %d\n",

(unsigned long)hSendPriKey) ;

// generate recipient key pair with GOST R 34.10—-2012 (512)
printf("Generate key pair of recipient\n");
printf (" mechanism type: CKM_GR3410_512_KEY_PAIR_GEN\n");

rvResult = Pkcsl1FuncList2—C_GenerateKeyPair(hSession2 ,
&ecmKeyGenMechanism ,
caGOST _PublicKeyTemplate ,
ulPubKeyCount ,
caGOST _PrivateKeyTemplate ,
ulPriKeyCount ,
&hRecpPubKey |
&hRecpPriKey ) ;
printf (" generate recipient key pair: result: Ox%x\n",
rvResult);
if (rvResult != CKR _OK) return rvResult;

printf (" recipient public key handle: %d\n",
(unsigned long)hRecpPubKey) ;
printf (" recipient private key handle: %d\n",

(unsigned long)hRecpPriKey) ;
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// get value of sender public key
printf("Get value of sender public key\n");

rvResult = Pkcsl1FuncList—C_GetAttributeValue (hSession

hSendPubKey ,
&caSend PubKeyValue,
1);

if (rvResult = CKR OK)

{
caSend PubKeyValue.pValue =

(CK_BYTE PTR) malloc (caSend PubKeyValue.ulValueLen);
rvResult = Pkcsl1FuncList—C _GetAttributeValue (hSession
hSendPubKey ,
&caSend PubKeyValue,
1);
}
printf (" Get sender public key value: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;

pbSend PubKeyValue = (CK BYTE PTR) caSend PubKeyValue.pValue;
printf(“ Sender public key value: ") ;

for (1=0; i<caSend PubKeyValue.ulValueLen; ++i)
printf("%x ", pbSend PubKeyValue|i]);
printf("\n");

// get value of recipient public key
printf("Get value of recipient public key\n");
rvResult = Pkcsl1FuncList2—C _GetAttributeValue (hSession2 ,

hRecpPubKey ,
&caRecp PubKeyValue,
1);

if (rvResult =— CKR OK)

{

caRecp PubKeyValue.pValue =
(CK_BYTE PTR) malloc (caRecp PubKeyValue.ulValueLen) ;
rvResult = Pkcsl1FuncList2—C_GetAttributeValue (hSession2 ,
hRecpPubKey ,
&caRecp PubKeyValue,
1);
}

printf (" Get recipient public key value: result: O0x%x\n",
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rvResult) ;
if (rvResult != CKR OK) return rvResult;

printf(“ Recipient public key value: “);
pbRecp PubKeyValue = (CK_BYTE PTR) caRecp PubKeyValue.pValue;

for (1=0; i<caRecp PubKeyValue.ulValueLen; ++1i)
printf("%x ", pbRecp PubKeyValue[i]);
printf("\n");

// fill parameters for derivation mechanism
DeriveParams = (CK GOSTR3410 DERIVE PARAMS PTR)
malloc (sizeof (CK_GOSTR3410 DERIVE PARAMS) ) ;

DeriveParams—>kdf = CKD_ CPDIVERSIFY KDF;
DeriveParams—>pPublicData = (CK BYTE PTR) caRecp PubKeyValue.

pValue;
DeriveParams—>ulPublicDatalen = caRecp PubKeyValue.ulValuelen;
DeriveParams—pUKM = fixed ukm;
DeriveParams—ulUKMLen = sizeof (fixed ukm);

cmDeriveMechanism . mechanism = CKM_ GOSTR3410 12 DERIVE;

cmDeriveMechanism . pParameter = DeriveParams;

cmDeriveMechanism . ulParameterLen = sizeof(
CK_GOSTR3410 DERIVE PARAMS) ;

printf("Derive Diffie-Hellman key\n");
printf (" derivation mechanism: CKM_GOSTR3410_DERIVE\n");

// derive Diffi —Hellman key of sender
printf (" derive Diffie-Hellman key for sender\n");
GetSystemTime(&t1) ;
rvResult = Pkcsl1FuncList—C_DeriveKey (hSession ,
&cmDeriveMechanism ,
hSendPriKey ,
caDeriveKey ,
ulDeriveKeyCount ,
&hSendDH_ Key) ;
GetSystemTime(&t2) ;
diff = process time(tl, t2);
fprintf(stderr, "C_DeriveKey time: %1d msec\n", diff );
printf (" derive key result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" sender’s Diffie-Hellman key handle: %d\n",
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(unsigned long)hSendDH Key) ;

// get value of sender derived key
printf("Get value of sender derived key\n");
rvResult = PkcsllFuncList—C GetAttributeValue(hSession ,
hSendDH Key,
&SendDH _Key Value,
1);
if (rvResult =— CKR_OK)
{
SendDH Key Value.pValue =
(CK_BYTE PTR) malloc (SendDH Key Value.ulValueLen);
rvResult = PkesllFuncList—C GetAttributeValue (hSession ,
hSendDH Key,
&SendDH  Key Value,
1);

}

printf(" Get sender derived key value: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;

pbSendDH_Key_Value = (CK_BYTE PTR) SendDH_Key_Value.pValue;
printf(" Sender derived key value: ");

for (1=0; i<SendDH Key Value.ulValueLen; ++i)
printf("%x ", pbSendDH Key Value|i]);
printf("\n");

// derive Diffi —Hellman key of recipient

printf(" derive Diffie-Hellman key for recipient\n");
DeriveParams—>pPublicData = (CK BYTE PTR) caSend PubKeyValue.
pValue;

DeriveParams—>ulPublicDataLen = caSend PubKeyValue.ulValuelLen;

rvResult = PkcsllFuncList2—>C DeriveKey(hSession2 ,
&cmDeriveMechanism
hRecpPriKey ,
caDeriveKey ,
ulDeriveKeyCount ,
&hRecpDH _ Key ) ;
printf (" derive key result: 0x%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;
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printf (" recipient’s Diffie-Hellman key handle: %d\n",
(unsigned long)hRecpDH Key) ;

// get value of recipient derived key
printf("Get value of recipient derived key\n");
rvResult = Pkcsl1FuncList2—>C _GetAttributeValue (hSession2 ,
hRecpDH Key,
&RecpDH  Key Value,
1);
if (rvResult = CKR OK)
{
RecpDH Key Value.pValue =
(CK_BYTE PTR) malloc (RecpDH Key Value.ulValueLen);
rvResult = Pkcsl1FuncList2—C _GetAttributeValue (hSession2 ,
hRecpDH Key,
&RecpDH  Key Value,
1);

}

printf (" Get recipient derived key value: result: Ox%x\n",
rvResult);
if (rvResult != CKR OK) return rvResult;

pbRecpDH Key Value = (CK BYTE PTR) RecpDH Key Value.pValue;
printf (" Recipient derived key value: ");

for (1=0; i<RecpDH Key Value.ulValueLen; ++i)
printf("%x ", pbRecpDH Key Value[i]);
printf("\n");

// Sender and recipient DH key values must be equal
if (RecpDH Key Value.ulValueLen != SendDH Key Value.ulValueLen
) A

printf("Sender and recipient DH keys are of different length
\Il") c

return —1;
}
for (1=0; i<RecpDH Key Value.ulValueLen; ++i) {

if (pbRecpDH Key Value[i]| != pbSendDH Key Value[i]) {

printf(
"Sender and recipient KEK keys "
"are different at position %d\n", i);
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return —1;

}
}

printf("Sender and recipient KEK keys are equal\n");

for (i=0; i<RecpDH_ Key Value.ulValueLen; ++i) {
if (pbRecpDH Key Value[i| != pbSendDH Key Value[i]) {

printf(
"Sender and recipient KEK keys "
"are different at position %d\n", i);

return —1;

}
}

printf("Sender and recipient KEK keys are equal\n");

rvResult = PkcsllFuncList—C FindObjectsInit (hSession ,
caFind, sizeof(caFind)/sizeof(CK_ATTRIBUIE) ) ;

if (rvResult != CKR OK) {
printf("C_FindObjectsInit failed, rc = Ox%x\n", rvResult );
return —1;

}
printf("C_FindObjectsInit success\n");
count = 0;
do {
number = 0;

hObj = CK_INVALID HANDLE;

rvResult = PkecsllFuncList—C_ FindObjects(hSession , &hObj, 1,

&number) ;

if (rvResult != CKR OK) {
printf("C_FindObjects failed, rc = Ox%x\n", rvResult );
return —1;

}

if (number > 0 && hObj != CK INVALID HANDLE) count -+-;

} while (number > 0 && hObj != CK INVALID HANDLE) ;

rvResult = Pkcsl1FuncList—C_FindObjectsFinal (hSession);

if (rvResult != CKR OK) {
printf("C_FindObjectsFinal failed, rc = Ox%x\n", rvResult );
return —1;

}

printf("C_FindObjectsFinal success\n");
printf("Objects count = %d\n", count);

printf ("CKM_GOSTR3410_12_DERIVE test SUCCESS\n");
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rvResult = Pkesl1FuncList—C_ DestroyObject (hSession ,
hSendPubKey) ;

printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = PkecsllFuncList—C _DestroyObject (hSession ,
hSendPriKey) ;

printf (" C_DestroyObject result: Ox%x\n", rvResult);

rvResult = Pkesl1FuncList2—C_ DestroyObject (hSession2 ,
hRecpPubKey) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = Pkcsl1lFuncList2—>C _DestroyObject (hSession2 ,
hRecpPriKey) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);

rvResult = PkecsllFuncList—C _DestroyObject (hSession ,
hSendDH _Key) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);

rvResult = Pkesl1FuncList2—C DestroyObject (hSession2 ,
hRecpDH _Key) ;

printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = Pkcsl1FuncList—C_ Logout(hSession);
printf("Sender logout result: Ox%x\n", rvResult);

// User logout may return CKR USER NOT LOGGED IN

// if the same token used for recipient.

rvResult = Pkcsl1FuncList2—C_Logout (hSession2);
printf("Recipient logout result: Ox%x\n", rvResult);

// Close session
rvResult = Pkcsl1FuncList—C CloseSession (hSession);
printf("Sender close session result: Ox%x\n", rvResult);

rvResult = Pkcsl1FuncList2—C _CloseSession (hSession2);
printf("Recipient close session result: Ox%x\n", rvResult);

printf(“CKM_GOSTR3410_12_DERIVE (2012 _256) test SUCCESS\n“);
return 0;
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4.4.8 WndposarHue no NOCT 28147-89

B mamnoit mporpaMme 1eMOHCTPUPYETCS CUMMETPUYIHOE UG POBAHKE C IIOMOIIBIO Me-
xann3ma CKM_GOST28147 c paznuunbiMu mpejonpeseienabiMu B RFC 4357 nabopamu
mapaMerpoB. B 0JHOM U3 IPUMEPOB UCIIOJIB3YETCsI TAKXKe HOBBII Habop napamerpos "Z"
(1.2.643.7.1.2.5.1.1), pexomengoBanubiii TK 26 B kauectse ymamuusaemoro [10]. Bame-
TUM, 9TO JJIsI TECTOBOI'O HabOpa IMapaMeTpoB IMHU(MPOBAHUST MCIIOJIb3YyETCs PEXKUM TaM-
vuposanusa CNT, a juisg ocTaabHBIX — PEXKUM FaMMUPOBaHUs ¢ obpaTHoil cBasbio OFB.
Kpowme Toro, B JaHHOM IpUMEpPE JIEMOHCTPUPYETCsi COXPAHEHHE / BOCCTAHOBJICHUE TIPOMe-
KYTOYHOI'O COCTOAHUA KOHTEKCTa H_H/ICprBaHI/IH B JIBYyX CECCUAX.

Pasmep cocrosiHumst KOHTEKCTa, UG POBAHIS 3aBUCUT OT PeaU3alUN U B PA3HBIX BEPCH-
AX 6I/I6JII/IOTQKI/I MOZKET OKa3aTbCd PAa3/IMYHBbIM, IIO3TOMY HE CJIEAYET HaJdedThCdAd Ha CbI/IK—
CUPOBAaHHBIN pasmep Oydepa Mpu COXpAHEHUH ITOTO COCTOSIHUST ¢ MOMOIIBIO (hYHKITHH
C_GetOperationState.

Jlmcrunar 4.17: ckm_ gost28147.c

#include "test_common.h"

CK RV test crypto();
CK_RV test gost28147 (CK_SESSION HANDLE sess , CK SESSION HANDLE
sess2);

int main(int argc, char xargv|[]) {
CK RV rc¢ = CKR OK;

rc = test main(argec, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

¥

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession, hSession2;
CK_ MECHANISM INFO minfo ;
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rc = funcs—C _OpenSession(Slotld ,
CKF_RW_SESSION | CKF _ SERIAL SESSION,
NULL PTR, NULL PTR, &hSession);
if (rec != CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;
¥
fprintf(stderr, "C_OpenSession success\n");
rc = funcs—C_OpenSession (Slotld ,
CKF RW_SESSION | CKF _ SERIAL _ SESSION,
NULL PTR, NULL PTR, &hSession2);
if (rc != CKR OK) {
fprintf (stderr ,
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession 2 success\n");

rc = funcs—C_GetMechanismInfo(SlotId , CKM GOST28147, &minfo) ;
if (rc !'= CKR OK) {
fprintf(stderr ,

"\n======== Mechanism CKM_GO0ST28147 not supported ===========\n"
)
} else {
fprintf(stderr
W\p==================== CKM_GOST28147 test ==================\p"
)

rc = test gost28147 (hSession, hSession2);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_GO0ST28147 failed, rc = Ox%x\n", rc);
} else {
fprintf(stderr, "CKM_GOST28147 test passed.\n");

}
}

if( (rc = funcs—C CloseSession (hSession2)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession 2 failed with Ox%x\n", rc);
¥
else {
fprintf(stderr, "C_CloseSession 2 success\n");
¥
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if( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf (stderr
"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");

}

out:
return rc;

}

CK_RV test gost28147 (CK_SESSION HANDLE sess , CK_SESSION HANDLE
sess2)
{

CK RV rc¢ = CKR _OK;

CK ULONG len, state len;

CK_BYTE value[1024]|, value2[1024];

CK_OBJECT HANDLE keyh = CK INVALID HANDLE;

CK BYTE xstate;
CK_MECHANISM mechanism desc = {CKM GOST28147, NULL, 0};
CK_MECHANISM _PTR mechanism = &mechanism desc;

static CK BBOOL ltrue = CK TRUE;

static CK BBOOL lfalse = CK FALSE;

static CK_OBJECT CLASS oclass = CKO SECRET KEY;

static CK_OBJECT CLASS param oclass = CKO _DOMAIN PARAMETERS;
static CK KEY TYPE key type = CKK GOST28147;

static CK BYTE key[] = {
0xc3,0x73,0x0c,0x5c,0xbc,0xca ,0xcf,0x91,
0Oxb5a ,0xc2,0x92,0x67,0x6f,0x21,0xe8,0xbd,
Ox4e ,0xf7 ,0x53,0x31,0xd9,0x40,0x5e,0x5f,
Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11,

b

static CK BYTE data || = {
0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,
0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,

}s
static CK_BYTE data2[200];

//par_cipher 0
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static CK BYTE oidl || = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x00,
IE
static CK BYTE etl || = {

0x08,0x79,0x76,0x86,0xee ,0xbb,0x99,0xe7,
0x7f,0xa3 ,0x75,0xff ,0x6b,0x7c,0x27,0x6f,

}s
//par_cipher A
static CK BYTE oid2[] = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0xO01,
}s
static CK BYIE et2 || = {

0x49,0x11,0x96,0x11,0xad,0x19,0x12,0x52,
0x7c,0x49 ,0x5f,0x23,0xb9,0x23,0x62,0xd9,

¥
//par_cipher B
static CK BYTE oid3 || = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02,
}s
static CK_BYTE et3[] = {

Oxab ,0x45,0x07,0xb4,0x96 ,0xc5,0x5b,0xfd ,
0x61,0x16 ,0x64 ,0x9d ,0x43 ,0x87 ,0x42,0x53,

i
//par_cipher C
static CK BYIE oid4 || = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x03,
};
static CK BYIE et4 [| = {

0x98 ,0x7c ,0x0c,0x18,0x3c,0x64 ,0xd5,0x4b,
0x75,0x8e,0xaf ,0x67,0x52,0x87,0x15,0x7b,

}s
//par_cipher D
static CK BYIE oid5 || = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x04,
}s
static CK BYIE et5 || = {

Oxa2 ,0x4c,0x7c,0x4e,0x91 ,0xed ,0x19,0x8c,
Oxdc,0xfh ,0x1f,0x07,0x5¢,0x80,0xf6 ,0xad,
}s

//par_cipher 7Z
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static CK BYTE o0id6 [| = {
0x06, 0x09, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x02, 0x05, 0x01,
0x01 ,
e
static CK BYIE et6 || = {
Oxea, 0x2f, 0x3f, O0x5f, Oxdb, 0x6f, 0x19, 0x01,
Oxba, 0x3d, 0x01, Oxcd, Ox2c, 0x64, 0x6d, Oxcb,

}s

static CK_ATTRIBUTE key template[] = {
{ CKA_CLASS, &oclass, sizeof(oclass) },
{ CKA KEY TYPE, &key type, sizeof(key type) },
{ CKA_GOST28147PARAMS, oidl, sizeof(oidl) },
{ CKA ENCRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA_DECRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA_VALUE, key, sizeof(key) }
}s
static CK BYIE ivec [8] = {1};

printf("Zero Data\n");
printf("Param Set 0\n");
rc = funcs—C_CreateObject (sess
key template, sizeof(key template)/sizeof(CK ATTRIBUTE), &
keyh) ;
if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);

goto end;
¥
mechanism—>pParameter = ivec;
mechanism—>ulParameterLen = sizeof(ivec);
rc = funcs—C _ Encryptlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C _Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

goto end;

}
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CHECK(value, len, etl);

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf("Param Set A\n");
key template[2].pValue = 0id2;
key template|[2].ulValueLen = sizeof(0id2);

rc = funcs—C CreateObject (sess ,

key template, sizeof(key template)/sizeof(CK ATTRIBUTE), &
keyh) ;

if (rc != CKR OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Encryptlnit(sess , mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr , "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C_ Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR_OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

goto end;

}

CHECK(value, len, et2);

rc = funcs—>C_DestroyObject (sess , keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf("Param Set B\n");

key template[2].pValue = 0id3;

key template[2].ulValueLen = sizeof(0id3);
rc = funcs—C_CreateObject (sess
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key template
sizeof (key template)/sizeof(CK_ ATTRIBUTE), &keyh);
if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Encryptlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

goto end;

}

CHECK(value, len, et3);

rc = funcs—C DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf("Param Set C\n");
key template[2].pValue = oid4;
key template|[2].ulValueLen = sizeof(o0id4);
rc = funcs—C_CreateObject (sess
key template
sizeof (key template)/sizeof(CK ATTRIBUTE), &keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_ Encryptlnit(sess, mechanism, keyh);

if (re != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}
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len = sizeof(value);
rc = funcs—C_ Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR_OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

goto end;

}

CHECK(value , len, et4);

rc = funcs—>C_DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
goto end;

}

printf("Param Set D\n");
key template[2].pValue = o0id5;
key template[2].ulValueLen = sizeof(o0id5);
rc = funcs—>C_CreateObject (sess
key template,
sizeof (key template)/sizeof(CK ATTRIBUTE), &keyh);
if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Encryptlnit(sess, mechanism, keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C _ Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR OK) {

fprintf(stderr , "C_Encrypt failed: Ox%x\n", rc);

goto end;

}

CHECK(value, len, et5);

rc = funcs—C DestroyObject (sess , keyh);
if (rc != CKR OK) {
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fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf("Param Set Z\n");
key template|[2].pValue = 0id6;
key template |[2].ulValueLen = sizeof(0id6);
rc = funcs—C_CreateObject (sess
key template ,
sizeof (key template)/sizeof(CK ATTRIBUTE), &keyh):;
if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc funcs—C Encryptlnit(sess, mechanism, keyh);

if (rec != CKR _OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C_ Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

goto end;

}

CHECK(value, len, et6);

rc = funcs—>C_DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
goto end;

}

printf("Two Sessions With Get/SetOperationState\n");

printf("Random Data\n");
rc = funcs—C _GenerateRandom( sess, data2, sizeof(data2) );
if (re != CKR OK) {
fprintf(stderr, "C_GenerateRandom failed: Ox%x\n", rc);
goto end;

}

AMCQC%MCIOT 202




I'maBa 4. IlporpammvupoBanue 4.4. Ilpumepbl mporpamMm

printf("Param Set B\n");
key template|[2].pValue = 0id3;
key template|[2].ulValueLen = sizeof(0id3);
rc = funcs—C CreateObject (sess ,
key template,
sizeof (key template)/sizeof(CK ATTRIBUTE), &keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Encryptlnit(sess , mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C_ EncryptUpdate(sess, data2, 192, value, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
goto end;

}

// Save session operation state
state len = 0;
rc = funcs—C _GetOperationState(sess , NULL, &state len);
state = malloc(state len);
if (re != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;
¥
rc = funcs—C _GetOperationState (sess, state, &state len);
if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

// Restore saved operation state to other session

rc = funcs—C _ SetOperationState(sess2, state, state len,
keyh , CK_INVALID HANDLE) ;

if (rc != CKR OK) {
fprintf(stderr, "C_SetOperationState failed: Ox%x\n", rc);
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goto end;

}

memcpy (value2 , value, sizeof(value));

free(state);

state len = 0;

rc = funcs—C GetOperationState (sess2 , NULL, &state len);

if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

state = malloc(state len);

rc = funcs—C _GetOperationState (sess2, state, &state len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

free(state);

state len = 0;

rc = funcs—C GetOperationState (sess , NULL, &state len);

if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

state = malloc(state len);

rc = funcs—C GetOperationState (sess, state, &state len);

if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SetOperationState(sess, state, state len
keyh , CK_INVALID HANDLE) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_SetOperationState failed: Ox%x\n"
goto end;

}

// Continue operations in first session
len = sizeof(value) — 192;
rc = funcs—C_ EncryptUpdate(sess ,

data2 + 192, sizeof(data2) — 192, value + 192, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
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goto end;

}

// Continue restored operations in second session
len = sizeof(value2) — 192;
rc = funcs—C_EncryptUpdate(sess2 ,
data2 + 192, sizeof(data2) — 192, value2 + 192, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_EncryptUpdate failed: O0x%x\n", rc);
goto end;

}

// Finalize operations in first session
len = sizeof(value) — sizeof(data2);
rc = funcs—C _EncryptFinal(sess, value + sizeof(data2), &len);
if (rc !'= CKR OK) {

fprintf(stderr, "C_EncryptFinal failed: Ox%x\n", rc);

goto end;

}

memcpy (value2 , value, sizeof(value));

free (state);

state len = 0;

rc = funcs—C _GetOperationState (sess2 , NULL, &state len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

¥

state = malloc(state len);

rc = funcs—C _GetOperationState(sess2 , state, &state len);

if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

// Finalize operations in second session
len = sizeof(value2) — sizeof(data2);
rc = funcs—C_EncryptFinal (sess2, value2 + sizeof(data2), &len
)
if (rc != CKR OK) {
fprintf(stderr, "C_EncryptFinal failed: Ox%x\n", rc);
goto end;

}
// len = 0
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rc = funcs—C _Decryptlnit(sess2 , mechanism, keyh);
if (rc !'= CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);

goto end;
}
len = sizeof(data2);
rc = funcs—C _ Decrypt(sess2, value2, len, value, &len);

if (rc != CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
goto end;

}

CHECK(value, len, data2);

rc = funcs—C _Decryptlnit(sess2 , mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
goto end;

}

len = 192;
rc = funcs—C_ DecryptUpdate(sess2, value2, 192, value, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);
goto end;
¥
len = sizeof(value2)—192;
rc = funcs—C_ DecryptUpdate(sess2 ,
value2+192, sizeof(value2)—192, value+192, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);
goto end;
}
len = sizeof(value2);
rc = funcs—C _DecryptFinal(sess2, value+sizeof(value2), &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_DecryptFinal failed: Ox%x\n", rc);
goto end;

}

/) len = 0
len = sizeof(data2);
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CHECK(value, len, data2);

rc = funcs—C_ Decryptlnit(sess, mechanism, keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
goto end;

¥

free(state);

state len = 0;

rc = funcs—C GetOperationState (sess, NULL, &state len);

if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

state = malloc(state len);

rc = funcs—C GetOperationState (sess, state, &state len);

if (rec != CKR _OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_ DecryptUpdate(sess , value2, 192, value, &len);

if (rc != CKR OK) {
fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);
goto end;

}

free (state);

state len = 0;

rc = funcs—C _GetOperationState(sess , NULL, &state len);

if (rec != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

¥

state = malloc(state len);

rc = funcs—C _GetOperationState (sess, state, &state len);

if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

¥

rc = funcs—C_ DecryptUpdate (sess
value2+192, sizeof(value2)—192, value+192, &len);

if (re != CKR OK) {
fprintf(stderr, "C_DecryptUpdate failed: O0x%x\n", rc);
goto end;

}
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free(state);
state len = 0;
rc = funcs—C GetOperationState (sess, NULL, &state len);
if (re != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;
}
state = malloc(state len);
rc = funcs—C _GetOperationState(sess , state, &state len);
if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;
}
rc = funcs—C DecryptFinal(sess, value+tsizeof(value2), &len);
if (re != CKR OK) {
fprintf(stderr, "C_DecryptFinal failed: Ox%x\n", rc);
goto end;

}

free(state);

// len = 0
len = sizeof(data2);
CHECK(value, len, data2);

printf ("SUCCESS\n");
rc = CKR_OK;
end :
if (keyh != CK_INVALID HANDLE) {
funcs—C DestroyObject (sess , keyh);
}

return rc;

}

4.4.9 WudposaHue B pexxume ECB

st mudppoBanus B pexkume mpocToit 3amersl ECB B crargapre ompeielieH crernyuaib-
el Mexanu3M CKM_G0S28147_ECB. B mpumepe ckm_gost28147_ecb meMoHCTpHUpyeTCs
ero ucnoJsb3oBanne. 3amernm, uro corinacHo RFC 43578], B o6bekTax mapamMeTpoB J10-
MeHa MOTYT ObITh 3aanbl ToJMbKO peskuMbl mudposanuss CNT(0), CFB(1) mwin CBC(2).

JIuctunr 4.18: ckm_ gost28147 ecb.c

‘#ﬁnclude "test_common.h"
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CK_RV test _crypto();
CK RV test gost28147 ecb(CK SESSION HANDLE sess);

int main(int argc, char xargv|]|) {

CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc !'= CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_ MECHANISM INFO minfo;

rc = funcs—C _ OpenSession(Slotld ,
CKF RW_SESSION | CKF_ SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession);
if (re != CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;
¥
fprintf(stderr, "C_OpenSession success\n");
/%
// log in as normal user
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));
if (rc !'= CKR_OK) {
fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n",
rc);
goto out_close;

¥
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fprintf (stderr, "C_Login success\n");
*/
rc = funcs—>C_GetMechanismInfo(SlotId , CKM_ GOST28147 ECB, &
minfo) ;

if (rc !'= CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_GOST28147_ECB not supported
===========\nu);
} else {
fprintf (stderr
"\n==================== CKM_GOST28147_ECB test
==================\n") ;

rc = test gost28147 ecb(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_GOST28147_ECB failed, rc = Oxkx\n", rc);
} else {
fprintf(stderr, "CKM_GOST28147_ECB test passed.\n");
}

}

if( (ret = funcs—C _CloseSession (hSession)) != CKR OK ) {
fprintf (stderr
"Error: C_CloseSession failed with Ox%x\n", ret);
ret ;

rc

}

else {
fprintf(stderr, "C_CloseSession success\n");

}

out:
return rc;

CK RV test gost28147 ecb (CK_SESSION HANDLE sess)
{
int rc = 0;
CK_BYTE value [256];
CK _ULONG len ;
CK_OBJECT HANDLE keyh = CK_ INVALID HANDLE;
CK_MECHANISM mechanism desc = {CKM_GOST28147 ECB, NULL, 0};
CK_ MECHANISM PTR mechanism = &mechanism desc;

static CK BBOOL ltrue = CK TRUE;
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static CK BBOOL lfalse = CK FALSE;
static CK_OBJECT CLASS oclass = CKO SECRET KEY;
static CK KEY TYPE key type = CKK GOST28147;

static CK BYIE key || = {
0xc3,0x73,0x0c,0x5c,0xbc,0xca ,0xcf ,0x91,
0Oxb5a ,0xc2,0x92,0x67,0x6f,0x21,0xe8 ,0xbd,
Ox4e ,0xf7 ,0x53,0x31,0xd9,0x40,0x5e,0x5f,
Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11};

// Data in ECB mode must be passed by portions

// multiple to the block size (8 bytes).

static CK BYTE data || = {
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,

};
static CK_BYTE oidl || = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x00
static CK BYTE etl[] = {

0xf4 ,0xeb5,0x5¢,0xfl ,0xf0 ,0xb5,0xd6,0x29,

0xf4 ;0xe5,0x5¢,0xfl ,0xf0,0xb5,0xd6,0x29 };
static CK BYTE oid2 || = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
static CK BYTE et2 || = {

0xd8 ,0xea ,0xd4,0xbd,0xb6,0xb5,0x43,0x26 ,

0xd8,0xea ,0xd4,0xbd,0xb6,0xb5,0x43,0x26 };
static CK BYTE oid3 || = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1lf, 0x02
static CK BYIE et3 || = {

0x7b,0x18 ,0xc6,0x12,0x5d,0xfd ,0xe0,0x80,

0x7b,0x18,0xc6,0x12,0x5d,0xfd ,0xe0,0x80 };
static CK BYIE oid4 [| = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x03
static CK BYIE et4 [| = {

0x3d ,0xac,0xa3,0x01,0x9c,0xee ,0x92,0x14 ,

0x3d,0xac,0xa3,0x01,0x9c,0xee,0x92,0x14 };
static CK BYTE oid5[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x04
static CK BYTE et5[] = {

0x6b ,0x63,0x55,0xec ,0x8c,0x78,0x62,0x46 ,
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0x6b ,0x63,0x55,0xec ,0x8¢,0x78,0x62,0x46 };

static CK_ATTRIBUTE key template|[] = {
{ CKA_CLASS, &oclass , sizeof(oclass) },
{ CKA KEY TYPE, &key type, sizeof(key type) },
{ CKA_GOST28147PARAMS, oidl, sizeof(oidl) },
{ CKA ENCRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA DECRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA VALUE, key, sizeof(key) }
Ik
CK_BYTE dummy [8];
CK ULONG dummy len = 0;
CK_BYTE key to wrap|[] = {
Oxc2, 0x8f, 0xf3, Oxed, 0x3a, O0xe2, 0x72, 0xd2,
0x41, 0x10, Oxff, 0x88, 0x3b, 0Oxbc, 0x16, 0x2b,
0x51, 0xd9, Ox4d, Ox4d, Oxdb, Ox1f, 0x67, OxOa,
0x58, 0x95, 0x40, O0xf2, 0xb4, 0x97, 0x4d, 0x61,

};
CK_BYTE wrapping key[| = {
0x28, Oxff, 0x2f, Oxbd, 0x65, Oxle, 0x31, 0x25,
Oxef, Oxa6, Ox4c, Oxdd, 0x91, 0x78, Oxdl, 0x89,
0x55, 0x96, Oxe0, Ox3c, O0x7f, 0x9d, Oxeb, 0xe9,
Oxab, 0x9d, O0xb5a, 0x9a, 0x2b, Oxlc, 0x6f, 0Ox6c¢c,
};
CK_BYTE wrapped key[] = {
0xb6, Oxa6, 0xf7, 0x09, 0x52, 0x09, Oxea, Oxfd,
0x78, Oxa3, 0x4d, Oxbd, 0xOc, Oxbd, 0x35, 0xc2,
0x5f, Oxee, 0x6c, 0xf0, 0x17, Oxa2, 0xd8, 0x02,
0x5b, 0x36, 0xf5, Oxb3, 0xd8, 0x0a, Oxca, 0x87,
};
CK_ATTRIBUTE wrapping key template[] = {
{ CKA VALUE, wrapping key, sizeof(wrapping key) },
{ CKA CLASS, &oclass, sizeof(oclass) },
{ CKA_KEY TYPE, &key type, sizeof(key type) },
{ CKA_ GOST28147PARAMS, o0id2, sizeof(o0id2) },
{ CKA_SIGN, &ltrue, sizeof(CK BBOOL) },
{ CKA_ VERIFY, &ltrue, sizeof(CK BBOOL) },
¥

rc = funcs—C_CreateObject (sess
wrapping key template,
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sizeof (wrapping key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ Encryptlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

// Data in ECB mode must be passed by portions

// multiple to the block size (8 bytes).

len = sizeof(value);

rc = funcs—C_EncryptUpdate(sess ,
key to wrap, sizeof(key to wrap), value, &len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptUpdate failed: 0x%x\n", rc);
return rc;

}

rc = funcs—C EncryptFinal(sess , dummy, &dummy len);

if (rc != CKR OK) {
fprintf(stderr, "C_EncryptFinal failed: Ox%x\n", rc);
return rc;

}

CHECK(value, len, wrapped key):;

rc = funcs—C_ DestroyObject (sess, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C CreateObject (sess ,
key template, sizeof(key template)/sizeof (CK ATTRIBUTE) ,
&keyh) ;

if (rec != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _Encryptlnit(sess , mechanism, keyh):;

AMCgCéM

oot 213




I'maBa 4. IlporpammvupoBanue 4.4. Ilpumepbl mporpamMm

if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

// Data in ECB mode must be passed by portions
// multiple to the block size (8 bytes).

len = sizeof(value);
rc = funcs—C_ EncryptUpdate(sess, data, sizeof(data), value, &
len);

if (rc != CKR OK) {
fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_EncryptFinal (sess , dummy, &dummy len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptFinal failed: Ox%x\n", rc);
return rc;

}

CHECK(value, len, etl);

rc = funcs—C_ Decryptlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ Decrypt(sess, value, len, value, &len);
if (re != CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value, len, data);

rc = funcs—C DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

key template[2].pValue = 0id2;
key template[2].ulValueLen = sizeof(0id2);
rc = funcs—C_CreateObject (sess
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key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _Encryptlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}
CHECK(value, len, et2);

rc = funcs—C_ Decryptlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ Decrypt(sess, value, len, value, &len);
if (re != CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value, len, data);

rc = funcs—C DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

key template[2].pValue = 0id3;
key template[2].ulValueLen = sizeof(0id3);
rc = funcs—C_CreateObject (sess
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key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _Encryptlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}
CHECK(value, len, et3);

rc = funcs—C_ Decryptlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ Decrypt(sess, value, len, value, &len);
if (re != CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value, len, data);

rc = funcs—C DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

key template[2].pValue = oid4;
key template[2].ulValueLen = sizeof(oid4);
rc = funcs—C_CreateObject (sess
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key template, sizeof(key template)/sizeof(CK ATTRIBUTE), &
keyh) ;
if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _Encryptlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}
CHECK(value, len, etd);

rc = funcs—C_ Decryptlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ Decrypt(sess, value, len, value, &len);
if (re != CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value, len, data);

rc = funcs—C DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

key template[2].pValue = o0id5;
key template[2].ulValueLen = sizeof(o0id5);
rc = funcs—C_CreateObject (sess
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key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ Encryptlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}

CHECK(value, len, et5);

rc = funcs—C_ Decryptlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ Decrypt(sess, value, len, value, &len);
if (re != CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value , len, data);

rc = funcs—C_DestroyObject (sess, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

return rc;
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4.4.10 Wudpoearue B pexxume CBC

B nanmom mpumepe JIeMOHCTPUPYETCS HE TOJIHLKO COOCTBEHHO IU(POBAHUE B PEKUME

crieriennst 6;10koB CBC, HO u opranuzarius 3Toro mudpoBaHus ¢ IIOMOIILI0 00bEKTa T1a-
paMeTpoB JloMeHa. 3amernM, uro corsacio RFC 4357(8], B oObekTax napaMerpoB J10MeHa

MoryT ObITh 331aHbl pexknmbl mudposanus CNT(0), CFB(1) nm CBC(2).

JIuctunr 4.19: ckm  gost28147 cbce.c

}

{

#include "test_common.h"

CK_RV test _crypto();
CK RV test gost28147 cbc(CK SESSION HANDLE sess);

int main(int argc, char xargv|]|) {

CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

¥

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

CK RV test crypto ()

CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C _ OpenSession(Slotld ,
CKF RW_SESSION | CKF_ SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession);

if (re != CKR OK) {
fprintf(stderr

"ERROR call to C_OpenSession failed, rc = Ox%x\n",

goto out;

re);
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¥
fprintf(stderr, "C_OpenSession success\n");
/%
// log in as normal user
rc = funcs->C_Login (
hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc != CKR_O0K) {
fprintf (stderr,
"ERROR call to C_Login failed, rc = Ox%x\n", rc);
goto out_close;
}
fprintf (stderr, "C_Login success\n");
*/

rc = funcs—C_GetMechanismInfo(Slotld , CKM GOST28147, &minfo ) ;
if (rc !'= CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_GO0ST28147 not supported ===========\n"
)5
} else {
fprintf (stderr
"\n==================== CKM_GOST28147 CBC test
==================\n");

rc = test gost28147 cbc(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_GO0ST28147 CBC failed, rc = Oxkx\n", rc);

} else {
fprintf(stderr, "CKM_GOST28147 CBC test passed.\n");
¥

}

if ( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf (stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
}
out:

return rc;

}
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// Using the domain parameters object with CBC mode.
CK RV test gost28147 cbc(CK SESSION HANDLE sess)
{
int rc = 0;
CK_BYTE value [256];
CK _ULONG len ;
CK_OBJECT HANDLE keyh = CK_ INVALID HANDLE;
CK_MECHANISM mechanism desc = {CKM_ GOST28147, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;

static CK BBOOL Itrue = CK TRUE;

static CK_BBOOL lfalse = CK_FALSE;

static CK_OBJECT CLASS oclass = CKO SECRET KEY;

static CK_OBJECT CLASS dp class = CKO DOMAIN PARAMETERS;
static CK_KEY TYPE key type = CKK GOST28147;

static CK_BYTE key [] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,

};
static CK BYIE iv[] = {

0x90, 0x4B, 0x9C, 0x7A, 0xBB, 0x85, O0xOE, 0x87,
};

// Data in CBC mode must be passed by portions
// multiple to the block size (8 bytes).
static CK BYTE data || = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65),
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, Ox6a, 0x68, 0x69, Ox6a, 0x6b,
0x69, Ox6a, 0Ox6b, Ox6c, Ox6a, O0x6b, Ox6c, 0x6d,
0x6b, 0x6c¢c, 0x6d, Ox6e, Ox6c, 0x6d, Ox6e, 0x6f,
0x6d, 0Ox6e, 0x6f, 0x70, Ox6e, O0x6f, 0x70, 0x71,
0x0a ,
// PKCS#5 padding bytes
0x07, 0x07, 0x07, 0x07, 0x07, 0x07, 0x07,

};
static CK BYIE etl || = {
0xC2, 0xE2, 0x9F, 0x15, 0x98, 0x47, 0x87, 0x97,
0x91, 0x85, 0x29, 0x8D, 0x28, 0xBB, 0x37, 0x54,
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0xBC, 0x8E, 0x77, 0xC3, 0x82, 0x72, 0x4D, 0x60,
0x0B, 0x09, 0x0C, OxEC, 0x2A, 0x26, 0x95, O0xE5,
0xBF, 0x13, 0x01, OxFA, 0x09, 0x51, O0xBE, O0x6F,
0x81, 0x73, 0xAB, 0xF3, 0xCB, 0x11, 0x20, 0xBS,
0x61, O0x5F, 0xA8, 0x5B, O0xFO, 0x75, 0xB3, 0x98,
0x4B ,
// encrypted PKCS#5 padding bytes
0x62, 0x89, 0x18, 0xBC, 0x34, 0xDE, 0xCS8,
b
static CK_ATTRIBUTE key template[] = {
{ CKA_CLASS, &oclass, sizeof(oclass) },
{ CKA KEY TYPE, &key type, sizeof(key type) },
{ CKA_GOST28147PARAMS, NULL, 0 },
{ CKA_VALUE, key, sizeof(key) },
{ CKA_ENCRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA DECRYPT, &ltrue, sizeof(CK BBOOL) },
b

const CK_OBJECT CLASS oc_dp = CKO DOMAIN PARAMETERS;

CK_ATTRIBUTE t_find dp|[] = {

{CKA_CLASS, (CK_VOID_PTR)&oc dp, sizeof(oc_dp)},
{CKA KEY TYPE, &key type, sizeof(key type)},
{CKA_OBJECT ID, NULL, 0},

};

// Use the paramset A from RFC 4357 modified with CBC mode.
CK_BYTE dp_cbc|] =

{
0x30, 0x53,

0x04, 0x40,
// +4 (table of replacements)
0x93, Oxee, 0xb3, 0xlb, 0x67, 0x47, 0Oxba, Oxda,
0x3e, Ox6a, Oxld, O0x2f, 0x29, 0x2c, 0x9c, 0x95,
0x88, 0Oxbd, 0x81, 0x70, Oxba, 0x31, 0xd2, Oxac,
Ox1f, 0xd3, 0xf0, Ox6e, 0x70, 0x89, 0xOb, 0x08,
Oxab, 0xcO, Oxe7, 0x86, 0x42, 0xf2, 0x45, 0xc2,
Oxe6, 0xbb, 0x29, 0x43, Oxfc, Oxad, 0x34, 0x59,
Oxcb, 0x0f, Oxc8, Oxfl, 0x04, 0x78, O0x7f, 0x37,
Oxdd, 0x15, Oxae, Oxbd, 0x51, 0x96, 0x66, Oxed,

0x02, 0x01,
// +70 (mode: 0—CNT, 1-CFB, 2—CBC)
0x02 ,

0x02, 0x01, 0x40,
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0x30, 0x09
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0xOe,
// +84 (key meshing: 0—Null, 1-CryptoPro)
0x01,
};
CK_ULONG uldp cbc = sizeof(dp_ cbhc);
// Non—standard OID
CK BYTE oid cbe[] = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, Ox41
};
CK CHAR xdp label =
"id-Gost28147 -89-CryptoPro-A-ParamSet-CBC";

CK_ATTRIBUTE t_dp cbc|] = {
{CKA_CLASS, &dp_ class, sizeof(dp class)},
{CKA TOKEN, &lfalse , sizeof(lfalse)},
{CKA_KEY TYPE, &key type, sizeof(key type)},
{CKA OBIJECT ID, oid cbc, sizeof(oid cbc)},
{CKA_VALUE, dp cbc, uldp cbc},
{CKA_ LABEL, dp label, strlen (dp label)-+1},

};

CK_OBJECT HANDLE hDP_CBC = CK_INVALID HANDLE;

rc = funcs—C_CreateObject (sess, t_dp_ cbc,
sizeof (t_dp cbc)/sizeof(CK ATTRIBUTE) ,
&DP CBC)
if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

key template[2].pValue = oid cbc;

key template|[2].ulValueLen = sizeof(oid cbc);

rc = funcs—C _ CreateObject (sess ,
key template, sizeof(key template)/sizeof (CK ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);

goto end;
¥
fprintf(stderr, "CBC domain parameters object created\n");
mechanism—>pParameter = iv;
mechanism—>ulParameterLen = sizeof(iv);
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rc = funcs—C_ Encryptlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

fprintf(stderr, "Plain text to encrypt:\n");
print _hex(data, sizeof(data));
// Data in CBC mode must be passed by portions
// multiple to the block size (8 bytes).
len = sizeof(value);
rc = funcs—C_ Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);
goto end;
¥
if (len != sizeof(etl)) {
fprintf(stderr, "Invalid ciphertext length: %d\n", len);
rc = —1;
goto end;
¥
if (memcmp(value, etl, len) != 0) {
fprintf(stderr, "Invalid ciphertext\n");
rc = —2;
goto end;
}
fprintf(stderr, "CBC encryption result O0K\n");
print _hex(value, len);
rc = funcs—C_ Decryptlnit(sess, mechanism, keyh);
if (re != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _ Decrypt(sess, value, len, value, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
goto end;

}

fprintf(stderr, "Decrypted text:\n");
print _hex(value, len);

if (len != sizeof(data)) {
fprintf(stderr, "Invalid decrypted text length: %d\n", len);
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rc = —3;
goto end;

}

if (memcmp(value, data, len) != 0) {
fprintf(stderr, "Invalid decrypted text\n");
rc = —4;
goto end;

}

fprintf(stderr, "CBC decryption result 0K\n");

end :
if (keyh != CK INVALID HANDLE) {
funcs—C DestroyObject (sess , keyh);
}

if (hDP_CBC != CK_INVALID HANDLE) {
funcs—C DestroyObject (sess , hDP CBC) ;
}

return rc;

}

4.4.11 WndposaHue B pexxume CNT

Mexanusma CKM_GOST28147_CNT B crammapre Her. Pexxum CN'T peanusyercs cpej-
CTBAMU CTAHJIAPTa BECHbMa, 3aMBICJIOBATHIM 00PA30M Uepe3 CHEeIUAJIbHBIN 00bEKT mapa-
MEeTPOB JloMeHa it MexaHu3ma CKM_GOST28147. 3aMeTuM, UTO pPEXKUM MH(PPOBAHUS
CNT neobxouM J1J1st TOJJEPXKKHI POCCUNCKOTO Mg p-chioTa ijis nporokosia TLS. B mpo-
ekte LS HWI11 mecranmaprubiii Mexanu3am CKM_GOST28147_CNT TakKe 100aBICH JIJIst
ymobcTBa ucnoJib3oBaHus. B npumepe ckm_gost28147_cnt JeMOHCTPUDPYIOTCS Pa3JIMt-

HbIE cr1ocoOb! T poBanns B pexkume CNT.

JImctuar 4.20: ckm  gost28147 cnt.c

#include "test_common.h"

CK_RV test _crypto();
CK RV test gost28147 cnt (CK_SESSION HANDLE sess);

int main(int argc, char xargv|[]) {
CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (rc !'= CKR OK) {

fprintf(stderr, "test_main failed: Ox%x\n", rc);
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return rc;

}

rc = test crypto();

if (rec != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK_RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C_OpenSession(Slotld ,
CKF_RW_SESSION | CKF _SERIAL_SESSION,
NULL PTR, NULL PTR, &hSession);
if (rc != CKR OK) {
fprintf (stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;
}
fprintf(stderr, "C_OpenSession success\n");
/ *
// log in as normal user
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));

if (rc !'= CKR_OK) {
fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n",
PG) ¢
goto out_close;
}
fprintf (stderr, "C_Login success\n");
*/

rc = funcs—C_GetMechanismInfo(Slotld , CKM GOST28147, &minfo ) ;
if (rc !'= CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_GO0ST28147 not supported ===========\n"
)5
} else {
fprintf (stderr
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==================\n") ;
rc = test gost28147 cnt(hSession);
if (rc != CKR OK) {

fprintf(stderr

"ERROR CKM_GOST28147 CNT failed, rc = Oxkx\n", rc);

} else {

fprintf(stderr, "CKM_GOST28147 CNT test passed.\n");
}

}

if( (ret = funcs—C CloseSession(hSession)) != CKR OK ) {
fprintf (stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
}
out :

return rc;

}

// CNT encryption may be implemented with two methods:
// — with non—standard mechanism CKM GOST28147 CNT;

// — with non—standard domain parameters (as in CBC test).
CK RV test gost28147 cnt (CK SESSION HANDLE sess)
{

int rc = 0;

CK _ULONG len, state len, dummy len;
CK_OBJECT HANDLE keyh = CK_ INVALID HANDLE;
CK BYTE xstate;
CK BYTE iv [] = {
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,

b
~ MECHANISM mechanism desc = {CKM_ GOST28147, iv, sizeof(iv)
};
CK_MECHANISM PTR mechanism = &mechanism desc;
CK_MECHANISM mechanism desc _cnt = {CKM_ GOST28147 CNT, iv,
sizeof (iv) };
CK_MECHANISM PTR mechanism cnt = &mechanism desc cnt;

static CK BBOOL ltrue = CK TRUE;
static CK_BBOOL lfalse = CK_FALSE;
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static CK_OBJECT CLASS oclass = CKO SECRET KEY;
static CK_KEY TYPE key type = CKK GOST28147;

static CK BYIE key || = {
0xc3,0x73,0x0c,0x5c,0xbc,0xca ,0xcf,0x91,
0x5a ,0xc2,0x92,0x67,0x6f,0x21,0xe8 ,0xbd,
Ox4e ,0xf7 ,0x53,0x31,0xd9,0x40,0x5e,0x5f,
Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11 };
static CK_BYTE data|[] = {
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
IE
CK_BYTE value [32];
CK_BYTE buf|[32];

static CK BYTE oidl || = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x00 };
static CK_BYTE oid_cntl[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x40 };
static CK BYIE etl || = {

0x75, Oxea, Oxe3d, 0x45, Oxbb5, 0x12, Oxac, 0x47,
Oxeb, Oxe6, 0x33, 0x04, Oxe0, 0xb9, 0x99, Oxa6 };

static CK BYTE oid2 || = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxlf, 0x01 };

static CK BYTE oid cnt2 || = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxlf, Ox4l };
static CK BYIE et2 || = {

0xd4, 0x7d, Oxab, Oxaa, Ox4b, 0x49, 0x3a, 0x8&8d,
0xd6, Oxeb, 0xb6, 0x17, 0xd6, Oxad, Oxfd, 0x31 };

static CK BYTE o0id3[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02 };
static CK BYTE oid cnt3[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x42 };
static CK BYTIE et3 || = {

0x22, 0xb3, Ox6e, 0x02, 0x7b, 0x03, Oxad, Ox6a,
0x5f, 0x23, 0xf4, Oxbd, 0x63, Ox6e, 0x03, Ox1f };

static CK BYTE oid4 [] = {
0x06, 0x07, O0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x03 };
static CK_BYTE oid _cnt4[] = {

0x06, 0x07, 0Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x43 };
static CK BYIE et4 [| = {
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0xfl, 0x26, Oxfc, 0x4d, 0x20, O0xd5, Oxe2, Oxcd,
Oxe8, Oxlc, Ox7e, 0x10, Oxed, 0x27, 0x07, Oxe0 };

static CK BYIE oid5 || = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxlf, 0x04 };
static CK BYTE oid_cnt5 || = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxlf, Ox44 };
static CK BYTE et5[] = {

Oxfd, 0x65, 0x30, Oxa2, Oxe2, 0x93, Oxfe, Oxcl,
Oxfe, 0x71, OxcH, 0x79, 0x3d, 0x20, 0x66, 0x73 };

static CK_ATTRIBUTE key template|[] = {
{ CKA_CLASS, &oclass, sizeof(oclass) },
{ CKA KEY TYPE, &key type, sizeof(key type) },
{ CKA_GOST28147PARAMS, NULL, 0 },
{ CKA_VALUE, key, sizeof(key) },
{ CKA_ENCRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA DECRYPT, &ltrue, sizeof(CK BBOOL) },
}s
static CK_OBJECT CLASS dp class = CKO DOMAIN PARAMETERS;
const CK_OBJECT CLASS oc_dp = CKO_DOMAIN PARAMETERS;

CK_ATTRIBUTE t_find _dp[] = {

{CKA_CLASS, (CK_VOID_PTR)&oc dp, sizeof(oc_dp)},
{CKA KEY TYPE, &key type, sizeof(key type)},
{CKA_OBJECT ID, NULL, 0},

};

// We modify standard paramset A from RFC 4357 with CNT mode.
CK BYTE dp _cnt[] =

{
0x30, 0x53,

0x04, 0x40,
// +4 (table of replacements)
0x93, Oxee, 0xb3, Oxlb, 0x67, 0x47, Oxba, Oxda,
0x3e, Ox6a, Oxld, O0x2f, 0x29, O0x2c, 0x9c, 0x95,
0x88, Oxbd, 0x81, 0x70, Oxba, 0x31, 0xd2, Oxac,
Ox1f, 0xd3, 0xf0, Ox6e, 0x70, 0x89, 0xOb, 0x08,
Oxab, 0xcO, Oxe7, 0x86, 0x42, O0xf2, 0x45, 0Oxc2,
Oxe6, 0xbb, 0x29, 0x43, Oxfc, Oxad, 0x34, 0x59,
Oxcb, 0x0f, Oxc8, O0xfl, 0x04, 0x78, O0x7f, 0x37,
Oxdd, 0x15, Oxae, Oxbd, Oxb51, 0x96, 0x66, Oxe4,

0x02, 0x01,
// +70 (mode: 0—CNT, 1-CFB, 2—CBC)
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0x00,
0x02, 0x01, 0x40,
0x30, 0x09,

0x06, 0x07, 0Ox2a, 0x85, 0x03, 0x02, 0x02, O0xOe,
// +84 (key meshing: 0—Null, 1-CryptoPro)
0x01,
};
CK_ULONG uldp cnt sizeof (dp_cnt);
// Use non—standard OID for modified domain parameters.
CK BYTE oid cnt[] = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x42};
CK CHAR xdp label = "id-Gost28147-89-CryptoPro-A-ParamSet-CNT"

9

CK_ATTRIBUTE t_dp cnt|[] = {
{CKA CLASS, &dp class, sizeof(dp class)},
{CKA_TOKEN, &lfalse , sizeof(lfalse)},
{CKA KEY TYPE, &key type, sizeof(key type)},
{CKA_ OBJECT ID, oid cnt, sizeof(oid cnt)},
{CKA_VALUE, dp cnt, uldp cnt},
{CKA LABEL, dp label, strlen(dp label)-+1},
{CKA COPYABLE, &ltrue, sizeof(ltrue)}

}s

CK_BYTE dp value[4096];
CK_ULONG uldp value = sizeof(dp value);

CK_ATTRIBUTE t_ dp_ value = {
CKA VALUE, dp value, sizeof(dp value)
}s

CK_ATTRIBUTE t_ copy dp cnt[] = {

{CKA TOKEN, &lfalse , sizeof(lfalse)},
{CKA OBJECT ID, NULL, 0},

{CKA_VALUE, dp value, 0},

}s
CK_OBJECT HANDLE hDP CNT;
CK ULONG ulCB = 0;

key template[2].pValue = oidl;
key template[2].ulValueLen = sizeof(oidl);
rc = funcs—>C_CreateObject (sess

key template, sizeof(key template)/sizeof (CK_ATTRIBUIE), &
keyh) ;
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if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _Encryptlnit(sess, mechanism cnt, keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);

rc = funcs—C_ EncryptUpdate(sess , data, 4, value, &len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
return rc;

¥

// Save partial encryption result

memcpy (buf, value, 4);

state len = 0;

rc = funcs—C GetOperationState (sess , NULL, &state len);

if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

¥

state = malloc(state len);

rc = funcs—C GetOperationState (sess, state, &state len);

if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SetOperationState(sess, state, state len,
keyh , CK INVALID HANDLE) ;

if (rc != CKR OK) {
fprintf(stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

¥

rc = funcs—C_ EncryptUpdate (sess
data+4, sizeof(data)—4, value+4, &len);

if (re != CKR OK) {
fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
return rc;

}
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rc = funcs—C EncryptFinal(sess, valuetsizeof(data), &
dummy len) ;
if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptFinal failed: Ox%x\n", rc);
return rc;

}

len = sizeof(data);
CHECK(value , len, etl);

rc = funcs—>C _Decryptlnit(sess , mechanism cnt, keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;
}
rc = funcs—C_ DecryptUpdate(sess, value, 7, value, &len);
if (rec != CKR _OK) {
fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);
return rc;
}
printf("len = %d, Decryption buffer:\n", len);
print _hex(value, sizeof(value));
rc = funcs—C_DecryptUpdate (sess ,
value+7, sizeof(data)—7, value+7, &len);
if (re != CKR OK) {
fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);
return rc;
¥
printf("len = %d, Decryption buffer:\n", len);
print _hex(value, sizeof(value));
rc = funcs—>C_DecryptFinal (sess
valuetsizeof(data), &dummy len);
if (rc != CKR OK) {
fprintf(stderr, "C_DecryptFinal failed: Ox%x\n", rc);
return rc;
}
len = sizeof(data);
printf("len = %d, Decrypted data:\n", len);
print _hex(value, len);
printf("Decryption buffer:\n");
print _hex(value, sizeof(value));

CHECK(value, len, data);
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// Restore partial encryption result

memcpy (value , buf, 4);

rc = funcs—C_SetOperationState (sess, state, state len,
keyh , CK_INVALID HANDLE) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_EncryptUpdate (sess ,
data+4, sizeof(data)—4, value+4, &len);

if (rc != CKR OK) {
fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_EncryptFinal (sess
valuetsizeof(data), &lummy len) ;

if (rec != CKR _OK) {
fprintf(stderr, "C_EncryptFinal failed: Ox%x\n", rc);
return rc;

}

len = sizeof(data);

CHECK(value , len, etl);

rc = funcs—C_DestroyObject (sess , keyh);
if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;
¥
key template[2].pValue = 0id2;
key template[2].ulValueLen = sizeof(0id2);
rc = funcs—C_CreateObject (sess
key template, sizeof(key template)/sizeof (CK_ATTRIBUIE), &
keyh) ;
if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ Encryptlnit(sess, mechanism cnt, keyh);
if (rc = CKR_FUNCTION NOT SUPPORTED) {
fprintf(stderr
"Non-standard parameter set 0ID not supported for CKM_GOST28147\
1’1") 2

} else {
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}

)

len = sizeof(value);
rc = funcs—C_Encrypt(sess, data, sizeof(data), value, &len)

if (rc != CKR OK) {
fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);
return rc;

}
CHECK(value , len, et2);

rc = funcs—C _Decryptlnit(sess , mechanism cnt, keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_Decrypt(sess, value, len, value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value , len, data);

rc = funcs—C DestroyObject (sess , keyh);
if (rc != CKR_OK) {

}

fprintf(stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;

// And now the same but using the session
// domain parameters object with non—standard OID.
dp _cnt[70] = 0x00; // CNT mode

rc = funcs—C_CreateObject (sess

t dp cnt, sizeof(t dp cnt)/sizeof(CK ATTRIBUTE) ,
&DP_CNT) ;

if (rc !'= CKR OK) {

}

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

key template[2].pValue = oid cnt;
key template[2].ulValueLen = sizeof(oid cnt);
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rc = funcs—C CreateObject (sess ,
key template, sizeof(key template)/sizeof (CK ATTRIBUTE), &
keyh) ;
if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _Encryptlnit(sess , mechanism, keyh);
if (rc¢ = CKR_FUNCTION NOT SUPPORTED) {
fprintf(stderr
"Non-standard parameter set 0ID not supported for CKM_GOST28147\
n");
} else {
len = sizeof(value);
rc = funcs—C_ Encrypt(sess, data, sizeof(data), value, &len)
if (rc != CKR OK) {
fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);
return rc;

}
CHECK(value, len, et2);

rc = funcs—C_Decryptlnit (sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—>C_Decrypt(sess, value, len, value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value , len, data);
}

rc = funcs—C_ DestroyObject (sess, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;

}
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key template[2].pValue = 0id3;
key template|[2].ulValueLen = sizeof(0id3);
rc = funcs—C_CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK ATTRIBUTE), &
keyh) ;
if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_ Encryptlnit(sess, mechanism cnt, keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_ Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}

CHECK(value, len, et3);

rc = funcs—C_ Decryptlnit(sess, mechanism cnt, keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ Decrypt(sess, value, len, value, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value, len, data);

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;

}
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key template|[2].pValue 0id4 ;
key template|[2].ulValueLen = sizeof(o0id4);
rc = funcs—C CreateObject (sess ,
key template, sizeof(key template)/sizeof (CK ATTRIBUTE), &
keyh) ;
if (re != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _Encryptlnit(sess , mechanism cnt, keyh);
if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);
rc = funcs—C _Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}

CHECK(value, len, etd);

rc = funcs—C _ Decryptlnit(sess, mechanism cnt, keyh);
if (rec != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_ Decrypt(sess, value, len, value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value , len, data);

rc = funcs—C_ DestroyObject (sess, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;
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key template[2].pValue = o0id5;
key template|[2].ulValueLen = sizeof(o0id5);

rc = funcs—C_CreateObject (sess ,

key template, sizeof(key template)/sizeof(CK ATTRIBUTE), &
keyh) ;

if (rc != CKR OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_ Encryptlnit(sess, mechanism cnt, keyh);
if (rec != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_ Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}

CHECK(value, len, eth);

rc = funcs—C_ Decryptlnit(sess, mechanism cnt, keyh);
if (re != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ Decrypt(sess, value, len, value, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value, len, data);
rc = funcs—>C_DestroyObject (sess , keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject error, code 0x%X\n", rc);
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return rc;

}

end :
return rc;

4.4.12 leHepaunss NMUTOBCTABKU

B nammnom npumepe UMUTOBCTaBKa MeHEPUPYETCsT PA3IUMYHBIMU CIIOCOOAMU U C Pa3JINY-
HbIMHU ITapaMeTpaMu ¢ MOMOIIbI0 MexaHnu3Ma CKM_GOST28147 _MAC.

Temeparnust UMUTOBCTaBKY - 9TO KOHTEKCTHAs OIEPAIIUA B CECCHU, TIOITOMY €€ IIpOMe-
JKYTOYHOE COCTOSIHIE MOXKET ObITh COXPAHEHO UM BOCCTAHOBJICHO (DYHKITUSIMU
C_GetOperationState, C_SetOperationState. /lanHas BO3MOXKHOCTb BeCbMa IOJIE3HA
JUTst TIOJLIePXKKU 1IpoToKosia pykonoxkarust (handshake) 8 SSL/TLS.

3aMeTnM, UTO KJIIOY, UCIIOJb3yeMblil B KOHTEKCTE TeHepallui UMUTOBCTABKH, PACCMAT-
pUBaeTCs, KaK KJIIOY ay TEHTU(PUKAIINY, & He KaK KJII04 IMu(POBAHNS, U TIO3TOMY 33JaeTCs
B rocsiesineM napamerpe yukiuu C_SetOperationState.

Pazmep cocrosinusa KoHTEKCTa TeHepalil UMUTOBCTABKHU 3aBUCUT OT Peasiu3alluu U B
pPa3HBIX BePCUSX OHOJMOTEKN MOYKET OKa3aThCd PAa3IUYHBIM, TIO9TOMY HE CJIEIyeT HaJe-
SIThCS Ha (DUKCUPOBAaHHBIM pa3mep Oydepa mpu cOXpaHEeHUU STOTO COCTOSIHUSI C TIOMOIIIBIO
dyukmuu C_ GetOperationState.

JIuctunr 4.21: ckm gost28147 mac.c

#include "test_common.h"

CK RV test crypto();
CK_RV test gost28147 mac (CK_SESSION HANDLE sess) ;

int main(int argc, char xargv|[]) {

CK RV rc¢ = CKR OK;

rc = test _main(arge, argv);

if (rc != CKR_OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

¥

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;
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}

CK RV test crypto ()

{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—>C_OpenSession(SlotId
CKF_RW_SESSION | CKF_ SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession);

if (re != CKR OK) {
fprintf(stderr

"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

}
fprintf(stderr, "C_OpenSession success\n");
/*

// log in as normal user

rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));

if (rc !'= CKR_O0K) {
fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n"
rc);
goto out_close;

b

}
fprintf (stderr, "C_Login success\n");
*/
rc = funcs—C_GetMechanismInfo(SlotId , CKM GOST28147 MAC, &
minfo) ;
if (rc != CKR OK) {
fprintf (stderr

"\n======== Mechanism CKM_GO0ST28147_MAC not supported
e
} else {
fprintf (stderr
"\n==================== CKM_GOST28147_MAC test
==================\n");

rc = test gost28147 mac(hSession);
if (rc != CKR OK) {
fprintf(stderr

"ERROR CKM_GOST28147_MAC failed, rc = O0x%x\n", rc);
} else {

fprintf(stderr , "CKM_GOST28147_MAC test passed.\n");
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}
}

if ( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf(stderr
"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
¥

out :
return rc;

}

CK_RV test gost28147 mac (CK_SESSION HANDLE sess )
{
CK RV rc = CKR _OK;
CK_BYTE value[128];
CK _ULONG len ;
CK_OBJECT HANDIE keyh = CK INVALID HANDLE;
CK_MECHANISM mechanism desc = {CKM_ GOST28147 MAC, NULL, 0};
CK_MECHANISM _PTR mechanism = &mechanism desc;

static CK_OBJECT CLASS oclass = CKO SECRET KEY;
static CK_KEY TYPE key type = CKK GOST28147;
static CK BBOOL ltrue = CK TRUE;

static CK BBOOL lfalse = CK FALSE;

static CK BYIE key || = {
0xB2,0x4C,0x23,0x32,0xE5,0x97 ,0xAD,0x26 ,
0x39,0xB9,0x1A,0xD4,0xDF,0x4E,0x40,0x61 ,
0xAA,0x38,0xDD,0xFE,0x32 ,0xE9,0xD3,0xED,
0x4A ,0xC6,0xEE,0x08 ,0x57 ,0x5A ,0x6A ,0xAB

IE

static CK BYIE data|[64];

static CK BYTE key2 || = {
0xc3,0x73,0x0c,0x5c,0xbc,0xca ,0xcf,0x91,
0Oxb5a ,0xc2,0x92,0x67,0x6f,0x21,0xe8 ,0xbd,
Ox4de ,0xf7 ,0x53,0x31,0xd9,0x40,0x5e,0x5f,
Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11

IE

static CK BYTE data2[2697];
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// CryptoPro gost28147 B Param Set
static CK BYTE oidl [| = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, O0x1f, 0x02
};
static CK BYIE etl[] = { 0xf6, Ox6a, 0x39, Oxde };
static CK_ATTRIBUTE key template|[] = {
{ CKA_VALUE, key, sizeof(key) },
{ CKA_ CLASS, &oclass, sizeof(oclass) },
{ CKA_KEY TYPE, &key type, sizeof(key type) },
{ CKA_GOST28147TPARAMS, oidl, sizeof(oidl) },
{ CKA_SIGN, &ltrue, sizeof(CK BBOOL) },
{ CKA_VERIFY, &ltrue, sizeof(CK BBOOL) },
}s
static CK BYTIE ivec [8] = {0};

// S—Terra CSP plug—in test data

static CK BYIE data5 || = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65

};

static CK BYTE key5 || {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66

h&
// CryptoPro gost28147 A Param Set
static CK BYTE oid5[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
}s

static CK BYTIE ivech || = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37
};
static CK_ATTRIBUTE key template5|[] = {
{ CKA_VALUE, key5, sizeof(key5) },
{ CKA CLASS, &oclass, sizeof(oclass) },
{ CKA_KEY TYPE, &key type, sizeof(key type) },
{ CKA_GOST28147PARAMS, o0id5, sizeof(oid5) },
{ CKA_SIGN, &ltrue, sizeof(CK BBOOL) },
{ CKA_VERIFY, &ltrue, sizeof(CK BBOOL) },
}s
static CK BYIE et5 || = {
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// 0x77, 0xb9, 0x86, Oxba // with zero iv
Oxa3, Oxcd, 0x56, 0x64
}s
static CK_BYTE data_short[] = {
0x12, 0x00, Oxae, 0Ox6d, Oxch, 0x87, 0xb0, 0x3f,
5
static CK BYTE et short|[|] = { Oxab, 0x66, 0x40, 0x04 };
static CK BYTE et short 4[] = { 0 Xd2 Oxbc, Oxfb, Oxe7 };

CK BYTE xstate = NULL;
CK _ULONG state len = 0;

CK_BYTE key to wrap|[] = {
0x58, Ox4c, 0x3f, Oxce, 0x56, Oxb3, 0x96, 0xdO,
0x8c, O0xfl, O0xbf, 0x60, Oxfc, 0x84, Oxaf, 0x6d,
Oxbf, Oxle, Ox6c¢c, 0x6d, Oxa7, Ox9a, Oxd7, Ox4f,
Oxca, 0x0e, Oxb5c, 0x9d, Ox3d, Oxb2, Oxa2, 0xb9,

};
CK_BYTE wrapping iv|[] = {
0x56, Oxfa, 0x7d, 0x54, O0xb2, 0x90, O0x2c, O0x41,
};
CK_BYTE wrapping key[| = {

0x3c, 0x34, Ox7c, Oxe7, Oxd5, 0x60, 0x83, O0x3a,
Oxb4, 0x8f, 0xd5, 0xb0, Oxec, 0x6d, 0xd7, 0x29,
0x63, 0x9f, 0x64, 0x95, 0Oxb5, Oxdb, 0x3e, 0x12,
0x9e, 0x77, 0x0f, Oxed, 0x40, Oxce, Oxcd, 0Ox3a,

5

CK_BYTE wrapped key[] = {
Oxdb, 0x46, 0x42, Ox7a, O0x12, 0x77, Oxd6, Oxdd,
0x8a, 0xd6, 0x35, 0x2f, 0x46, 0x98, 0x09, 0x9b,
0x60, Oxb3, 0x40, 0x5b8, 0x2b, Oxce, Oxla, 0x99,
0x72, Oxda, Ox6c¢c, Oxa2, Ox4c, O0xfO, Oxcl, 0xcT7,

I
CK_BYTE wrapped mac|] = {
0x36, 0xb3, 0x73, 0x20,
};
CK_ATTRIBUTE wrapping key template|]| = {

{ CKA_ VALUE, wrapping key, sizeof(wrapping key) },
{ CKA_ CLASS, &oclass, sizeof(oclass) },
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{ CKA KEY TYPE, &key type, sizeof(key type) },
{ CKA_GOST28147PARAMS, o0id5, sizeof(o0id5) },

{ CKA_SIGN, &ltrue, sizeof(CK BBOOL) },

{ CKA_VERIFY, &ltrue, sizeof(CK BBOOL) },

hi
CK_CHAR str [4096];

keyh = CK_ INVALID HANDLE;
print _bytes(key, sizeof(key), str);
fprintf(stderr, "key:\n%s\n", str);

rc = funcs—C CreateObject (sess ,
key template, sizeof(key template)/sizeof (CK ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—>C _Signlnit(sess , mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
memset (data, Oxd4, sizeof(data));
print bytes(data, sizeof(data), str);
fprintf(stderr, "data:\n%s\n", str);
rc = funcs—C_Sign(sess, data, sizeof(data), value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;
¥
print bytes(etl, sizeof(etl), str);
fprintf(stderr, "etl MAC:\n%s\n", str);
print bytes(value, len, str);
fprintf(stderr, "value MAC:\n%s\n", str);

CHECK(value , len, etl);

rc = funcs—>C_DestroyObject (sess , keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
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goto end;

}
keyh — CK_INVALID HANDLE;

rc = funcs—C_CreateObject (sess ,
key templateb, sizeof(key template5)/sizeof(CK ATTRIBUTE) ,
&keyh) ;
if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

mechanism—>pParameter = ivecH;
mechanism—>ulParameterLen = sizeof(ivech);
rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C_Sign(sess, datab, sizeof(datab5), value, &len);
if (rc !'= CKR OK) {

fprintf(stderr, "C_Sign failed: Ox%x\n", rc);

goto end;

}

CHECK(value, len, et5);

len = sizeof(value);

rc = funcs—>C _Signlnit(sess , mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_SignUpdate(sess, datab, 5);

if (rec != CKR OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _GetOperationState (sess , NULL, &state len);
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if (rc !'= CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

¥

state = (CK BYTE x)malloc(state len);

rc = funcs—C _GetOperationState(sess, state, &state len);

if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SetOperationState(sess, state, state len,
CK INVALID HANDLE, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SignUpdate(sess, datab+5, sizeof(datab)—5);
if (re != CKR OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SignFinal(sess, value, &len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SignFinal failed: Ox%x\n", rc);
goto end;

}

CHECK(value, len, et5);

rc = funcs—C SetOperationState(sess, state, state len,
CK_INVALID HANDLE, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SignUpdate(sess, datab+5, sizeof(datab)—>5);
if (rc != CKR OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}
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rc = funcs—C _ SignFinal(sess, value, &len);

if (rc != CKR OK) {
fprintf(stderr, "C_SignFinal failed: Ox%x\n", rc);
goto end;

}

CHECK(value , len, et5);

free (state);
state = NULL;

mechanism—>pParameter = NULL;
mechanism—>ulParameterLen = 0;

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C_Sign(sess ,
data short, sizeof(data short), value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

CHECK(value , len, et short);

rc = funcs—>C _Signlnit(sess , mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C_Sign(sess
data short, sizeof(data short)—4, value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}
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CHECK(value, len, et short 4);

end:
if (keyh != CK_INVALID HANDLE) {
funcs—C DestroyObject (sess , keyh);

}

return rc;

}

4.4.13 PKCS#8 u BbiBOA, OTKPbITOrO KJHO4a NO 3aKPbITOMY

Hekoropsre monomunrenvibie Mexanmambl LS HWI11 we ompemenenst B crammapTe
PKCS+#11, a mobaBiieHbl, HCXOs U3 MOTPEOHOCTEN peIleHnsT HEKOTOPBIX MPAKTUIECKIX
zajad. B njanHOM mpuMepe 3aKpPBITHIH KJIIOU ITUQPYeTCs HA Mapojie U YIIaKOBLIBAETC B
crpykTypy PKCS#8 ¢ nomorbio [101n0JHUTEIbHOTO MEXaHU3Ma,
CKM_G0ST28147_PKCS8_KEY_WRAP. 3a07HO JEeMOHCTPHUPYETCS BO3MOXKHOCTH BBIBOJIA OT-
KPBITOIO KJII0Ya MO 3aKPBITOMY JIPYTUM JIOMOJTHATETbHBIM MEXaHI3MOM -
CKM_GOSTR3410_PUBLIC_KEY_DERIVE. 3amerum, uto B crangapre PKCS#11 orcyrcTBy-
€T BO3MOXKHOCTB ITOJIYYUTh OTKPBITHIA KJIOU 10 3aKpbITOMY, X0Ts B ajaropurme ['OCT
P34.10-2001 nmeHHO TaK U CO3/IaeTCs KJIIOUeBast rmapa. B HEKOTOPBIX MPUKJIATHBIX 3818~
9aX BBIBOJ] OTKPBITOTO KJIIOYa IO 3aKPBITOMY BCE YKe MPUXOJNTCS Je1aTh, TOTOMY YTO
BO BXOJIHBIX JJAHHBIX IIPUCYTCTBYET TOJIBKO 3aKPBITHIH KJIIOU.

JImctunr 4.22: ckm  gost28147 pkes8 key wrap.c

#include "test_common.h"

CK_RV test _crypto();
CK RV test gost28147 pkes8 key wrap (CK SESSION HANDLE sess ) ;

int main(int argc, char xargv|]|) {
CK RV rc = CKR OK;

rc = test main(arge, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

¥

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
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}

return CKR OK;

CK_RV test crypto ()

{

CK RV rc;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

printf(

"CKM_GOST28147_PKCS8_KEY_WRAP "
"and CKM_GOSTR3410_PUBLIC_KEY_DERIVE test\n");

rc = funcs—C GetMechanismInfo (SlotId ,
CKM_GOSTR3410 KEY PAIR GEN, &minfo);
if (rc !'= CKR OK) {
fprintf(stderr
"Mechanism CKM_GOSTR3410_KEY_PAIR_GEN not supported\n");
return rc;
}
rc = funcs—C_GetMechanismInfo (Slotld ,
CKM_GOST28147 PKCS8 KEY WRAP, &minfo) ;
if (rc !'= CKR OK) {
fprintf(stderr
"Mechanism CKM_GOST28147_PKCS8_KEY_WRAP not supported\n");
return rc;
}
rc = funcs—C_GetMechanismInfo (Slotld ,
CKM_GOSTR3410 PUBLIC KEY DERIVE, &minfo) ;
if (rc != CKR OK) {
fprintf(stderr
"Mechanism CKM_GOSTR3410_PUBLIC_KEY_DERIVE not supported\n
")
return rc;

}

rc = funcs—>C_ OpenSession(SlotId
CKF _RW_SESSION | CKF_SERIAL_ SESSION,
NULL PTR, NULL PTR, &hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

}
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/ *
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));

if (rc != CKR_OK) {
fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n
n’ I'C);

goto out_close;

*/
rc = test gost28147 pkes8 key wrap(hSession);

if (rc != CKR OK) {
fprintf(stderr
"CKM_GOST28147_PKCS8_KEY_WRAP and
CKM_GOSTR3410_PUBLIC_KEY_DERIVE "
"test failed, rc = Ox%x\n",
re);
} else {
printf(
"CKM_GOST28147_PKCS8_KEY_WRAP and
CKM_GOSTR3410_PUBLIC_KEY_DERIVE "
"test SUCCESS\n");

}

funcs—C CloseSession (hSession);
out:

return rc;
}

CK_RV test gost28147 pkes8 key wrap (CK SESSION HANDLE sess)
{
int rc = 0;
char str[4096];
CK_BYTE value[1024];
CK _ULONG len ;
CK_OBJECT HANDLE pub key = CK INVALID HANDLE;
CK_OBJECT HANDLE priv_key = CK_ INVALID HANDLE;
CK_OBJECT HANDLE unw _priv_key = CK INVALID HANDLE;
CK_OBJECT HANDLE der pub key = CK INVALID HANDLE;
CK OBJECT HANDLE cipher key = CK INVALID HANDLE;
CK_ MECHANISM mechanism desc =
{CKM_GOST28147 PKCS8 KEY WRAP, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;
CK_MECHANISM mechanism der desc =
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{CKM_GOSTR3410 PUBLIC KEY DERIVE, NULL, 0};
CK_MECHANISM PTR mechanism der = &mechanism der desc;
CK_MECHANISM mechanism gen 256 desc =
{CKM_GOSTR3410_KEY PAIR_ GEN, NULL, 0};

CK_MECHANISM PTR mechanism gen 256 = &mechanism gen 256 desc

CK_MECHANISM mechanism gen 512 desc =
{CKM_GOSTR3410 512 KEY PAIR GEN, NULL, 0};
CK_ MECHANISM PTR mechanism gen 512 = &mechanism gen 512 desc

)

static CK BBOOL Itrue = CK TRUE;
static CK_BBOOL lfalse = CK_FALSE;
static const CK OBJECT CLASS oclass pub = CKO_ PUBLIC KEY;
static const CK OBJECT CLASS oclass priv = CKO_ PRIVATE KEY;
static CK _KEY TYPE key type 256 = CKK GOSTR3410;
static CK_KEY TYPE key type 512 = CKK_ GOSTR3410 512;
// PAR 256 A OID
static CK BYTE gostR3410 256 params A[] = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01
};

// PAR 512 A OID

CK_BYTE gostR3410 512 params A[] = {
0x06, 0x09, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x2, 0x01, 0x02, O
x01

};

// PAR HASH 1 OID

static CK BYTE gostR3411 94 params|[| = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01

)

}

// PAR 3411-2012-256 OID

CK_BYTE gostR3411 2012 256 params|[]| = {

0x06, 0x08, 0Ox2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x02

}s
// PAR 3411-2012-512 OID
CK_BYTE gostR3411 2012 512 params|]| = {
0x06, 0x08, Ox2a, 0x85, 0x03, 0x07, 0x01, O0x01, 0x02, 0x03
}s
// PAR CIPHER A OID
static CK_BYTE gost28147params_A[] = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, O0xlf, 0x01
};
/ *

typedef struct CK_GOST28147_PKCS8_KEY_WRAP_PARAMS {
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CK_CHAR_PTR pPassword;
CK_ULONG ulPasswordLen;
CK_BYTE_PTR pHashParQ0ID;
CK_ULONG ulHashParOIDLen;
CK_BYTE_PTR pSalt;
CK_ULONG ulSaltlLen;
CK_ULONG ulIterCount;
CK_BYTE_PTR pCipherPar0ID;
CK_ULONG ulCipherParOIDLen;
CK_BYTE_PTR plIV;
CK_ULONG ulIVLen;
} CK_GO0ST28147_PKCS8_KEY_WRAP_PARAMS;
* /
CK_GOST28147 PKCS8 KEY WRAP PARAMS params;
static CK BYTE salt [| = {
0x12, 0x34, 0x56, 0x78, 0x78, 0x56, 0x34, 0x26
iE
static CK ULONG iter = 2048;
static CK BYIE iv || = {

0x12, 0x34, 0x56, 0x78, 0x78, 0x56, 0x34, Oxab

};
// Use UTF—8 password
static CK_UIFSCHAR PTR password = "4444";
static CK ULONG password len = 4;
CK_ATTRIBUTE pub_ 2001 256 template|]| = {
{ CKA_ GOSTR3410PARAMS,
gostR3410 256 params A, sizeof(gostR3410 256 params A) },
{ CKA_ GOSTR3411PARAMS,
gostR3411 94 params, sizeof(gostR3411 94 params) },
};
CK_ATTRIBUTE pub 2012 256 template|[] = {
{ CKA_GOSTR3410PARAMS,
gostR3410 256 params A, sizeof(gostR3410 256 params A) },
{ CKA_GOSTR3411PARAMS,
gostR3411 2012 256 params, sizeof(gostR3411 2012 256 params)
},
};
CK_ATTRIBUTE pub_ 2012 512 template|]| = {
{ CKA_ GOSTR3410PARAMS,
gostR3410 512 params A, sizeof(gostR3410 512 params A) },
{ CKA_ GOSTR3411PARAMS,
gostR3411 2012 512 params, sizeof(gostR3411 2012 512 params)

I
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}s
// Template for token private key generation.
CK_ATTRIBUTE priv_template [| = {
{ CKA EXTRACTABLE, &ltrue, sizeof(ltrue) },
{ CKA_ SENSITIVE, &ltrue, sizeof(ltrue) }
}s
// Additional attributes for token unwrapped private key
generation .
CK_ATTRIBUTE unw_ 256 template || = {
{ CKA_ CLASS, (CK VOID PTR)&oclass priv, sizeof(oclass priv)
g
CKA KEY TYPE, &key type 256, sizeof(key type 256) }
s
CK_ATTRIBUTE unw 512 template|] = {
{ CKA_CLASS, (CK VOID PTR)&oclass priv, sizeof(oclass priv)
},
CKA KEY TYPE, &key type 512, sizeof(key type 512) }
5
CK_ATTRIBUTE pub_ 2001 256 der template[] = {
{ CKA_CLASS, (CK VOID PTR)&oclass pub, sizeof(oclass pub
) 1
{ CKA_KEY TYPE, &key type 256, sizeof(key type 256) },
{ CKA GOSTR3410PARAMS,
gostR3410 256 params A, sizeof(gostR3410 256 params A) },
{ CKA GOSTR3411PARAMS,
gostR3411 94 params, sizeof(gostR3411 94 params) },
}s
CK_ATTRIBUTE pub 2012 256 der template || = {
{ CKA_ CLASS, (CK VOID PTR)&oclass pub, sizeof(oclass pub
) 1
{ CKA_KEY TYPE, &key type 256, sizeof(key type 256) },
{ CKA_ GOSTR3410PARAMS,
gostR3410 256 params A, sizeof(gostR3410 256 params A) },
{ CKA_ GOSTR3411PARAMS,
gostR3411 2012 256 params, sizeof(gostR3411 2012 256 params)
1,
}s
CK_ATTRIBUTE pub 2012 512 der template[] = {
{ CKA_CLASS, (CK VOID PTR)&oclass pub, sizeof(oclass pub
) 1
{ CKA_KEY TYPE, &key type 512, sizeof(key type 512) },
{ CKA_GOSTR3410PARAMS,
gostR3410 512 params A, sizeof(gostR3410 512 params A) },
{ CKA_ GOSTR3411PARAMS,
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gostR3411 2012 512 params, sizeof(gostR3411 2012 512 params)

}
s
// Resulting structure example:
static CK_BYTE pr_key bag|] = {
// 0
0x30, 0x81, OxaT,
// 3
0x30, Oxdoc,
/] 5
0x06 , 0x09,
0x2a, 0x86, 0x48, 0x86, 0xf7, 0x0d, 0x01, 0x05, 0x0d,
// 16
0x30, Ox4f,
// 18
0x30, 0Ox2e,
// 20
0x06 , 0x09,
Ox2a, 0x86, 0x48, 0x86, Oxf7, 0x0d, 0x01, 0x05, 0xOc,
// 31
0x30, 0x21,
// 33
0x04, 0x08,
// 35 — salt
0x12, 0x34, 0x56, 0x78, 0x78, 0x56, 0x34, 0
x26 ,
// 43
0x02, 0x02,
/) 45 — iter (2048)
0x08 , 0x00,
/] 4T
0x30, 0x11,
// 49
0x06 , 0x06,
0x2a, 0x85, 0x03, 0x02, 0x02, 0xOa,
// 57 — oid 3411 par
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01,
// 66
0x30, Oxl1d,
// 68
0x06 , 0x06,
0x2a, 0x85, 0x03, 0x02, 0x02, 0x15,
/] 76
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0x30, 0x13,

/] 78

0x04, 0x08,
// 80 — iv

0x12, 0x34, 0x56, 0x78, 0x78, 0x56, 0x34,
Oxab ,

// 88 — oid 28147 par

0x06, 0x07,

0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01,

// 97

0x04, 0x47,

// 99 — encr pr_ key
0x46, 0x5c, 0xc8, 0x21, Oxcd, Oxcc, 0xb8, 0x99,
0x53, 0Oxa7, 0x72, Oxda, 0x20, 0x0f, O0x3d, 0Oxd5,
Oxab, 0x59, 0x11, O0x6f, Ox4f, Ox8a, 0x75, 0x9b,
0xf4, Oxdl, 0x91, 0x7e, 0x9d, O0x2f, 0x79, Oxab,
0x95, 0xb8, 0x54, Oxe2, Oxbb, 0x21, 0x61, Oxa8,
Oxe7, 0x2b, 0x58, 0xbb, 0Oxe2, 0x10, 0xd0, 0xdS8,
Oxbb, 0xd4, 0x04, Oxdc, 0x06, Ox4c, 0x60, 0x14,
0x60, 0x12, 0xdl, Oxfl, Oxb2, Oxbf, 0x39, 0xf{7,
0xc8, 0x35, 0x16, Oxc4d, Oxea, 0Oxe9, 0xb6

// 170

s
// Note that {0x05, 0x00} may be usead instead of oid 3411 par

// GOSTR3410—2001
rc = funcs—C_ GenerateKeyPair(sess , mechanism gen 256,
pub_ 2001 256 template,
sizeof (pub_ 2001 256 template)/sizeof (CK ATTRIBUTE) ,
priv_template, sizeof(priv_template)/sizeof (CK ATTRIBUTE) ,
&pub  key, &priv_key);
if (rc != CKR OK) {
fprintf(stderr, "C_GenerateKeyPair failed, rc = Ox%x\n", rc)

9

goto end;
¥
params.pPassword = password;
params. ulPasswordLen = strlen (password) ;

params . pHashParOID = gostR3411 94 params;
params.ulHashParOIDLen = sizeof(gostR3411 94 params) ;
params. pSalt = salt ;

params. ulSaltLen = sizeof(salt);
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params. ullterCount = iter;

params . pCipherParOID = gost28147params A ;

params. ulCipherParOIDLen = sizeof(gost28147params A);
params.plV = iv;
params.ullVLen = sizeof(iv);

mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);
rc = funcs—C_WrapKey(sess , mechanism ,
CK_INVALID HANDLE, priv_key, value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_WrapKey failed, rc = O0x%x\n", rc);
goto end;

}

print bytes(value, len, str);
printf ("PKCS#8:\n%s\n", str);
/%
0x30, 0x81, Oxa7,
0x30, Oxbc,
0x06, 0x09,
0x2a, 0x86, 0x48, 0x86, 0xf7, 0x0d, 0x01, 0x05, 0x0d,
0x30, Ox4f,
0x30, Ox2e,
0x06, 0x09,
0x2a, 0x86, 0x48, 0x86, Oxf7, 0x0d, 0x01, 0x05, 0xOc

0x30, 0x21,
0x04, 0x08,
0x12, 0x34, 0xb6, 0x78, 0x78, 0xb6, 0x34, 0x26,
0x02, 0x02,
0x08, 0x00,
0x30, Ox11,
0x06, 0x06,
0x2a, 0x85, 0x03, 0x02, 0x02, 0x0a,
0x06, 0x07,
O0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01,
0x30, Oxi1d,
0x06, 0x06,
0x2a, 0x85, 0x03, 0x02, 0x02, 0x15,
0x30, 0x13,
0x04, 0x08,
0x12, 0x34, 0xb6, 0x78, 0x78, 0xb6, 0x34, Oxab,
0x06, 0x07,
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0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01,
0x04, 0x47,
0x95, 0x44, 0x39, 0xe9, Oxce, 0xbb, 0x56, 0x29,
Oxfa, 0x08, O0xf2, Oxab, 0x09, 0x81, 0x44, Oxca,
O0xe0, 0x56, Oxc7, 0x60, Oxe2, Oxbc, Oxbd, O0x3c,
Oxdd, Oxlc, 0x13, 0xf8, Oxfl, Oxe8, 0xd3, O0xf4,
0x98, 0xf0, 0x2e, 0x3c, O0xalO, 0x7d, Oxfe, 0x35,
Oxee, Oxcf, Oxc4, Oxaf, Oxad, 0x93, 0x89, 0x48,
Oxeb, 0xf2, 0x25, Oxbf, Oxe7, 0x61, 0x01, 0x8f,
0x50, 0x62, 0x08, 0x9b, Oxad, 0x9e, Oxcb, 0x42,
Oxce, 0x17, 0x81, Oxc4, Oxea, 0xe9, 0xb6,
*/
mechanism—>pParameter = password ;
mechanism—>ulParameterLen = strlen (password);
rc = funcs—C_ UnwrapKey(sess , mechanism, CK INVALID HANDLE,
value , len ,
unw_ 256 template, sizeof(unw_256_ template)/sizeof
CK_ATTRIBUTE) ,
&unw_priv_key) ;
if (rc != CKR OK) {
fprintf(stderr, "C_UnwrapKey failed, rc = O0x%x\n", rc);

goto end;
¥
// Derive public key from private key.
rc = funcs—C DeriveKey(sess , mechanism der, unw priv_key,

pub_ 2001 256 der_ template,
sizeof (pub_ 2001 256 der template)/sizeof(CK ATTRIBUTE) ,
&der pub_key);
if (rec != CKR OK) {
fprintf(stderr, "C_DeriveKey failed, rc = Ox%x\n", rc);
goto end;

}
// Sign/verify

{
CK_MECHANISM mechanism _sign = {CKM_GOSTR3410, NULL, 0};
// Signing digest (32 bytes)
CK_BYTE pData[32] = {
0x4D, 0x89, 0x9E, 0x48, 0xC5, 0x39, 0x64, 0xD1,
0x78, 0xB4, 0x6D, 0x58, 0x40, Ox5F, 0x62, Ox8F,
0xA4, 0x46, 0x4C, 0xDC, 0x73, 0x75, 0xB0, OxE5,
0x2E, 0x91, O0xFB, 0x64, 0x9C, 0x06, 0xAB, 0x75

};
CK ULONG ulDatal.en = 32;
CK_BYTE pSignatureData [64];
/\MC%CM
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CK _ULONG signatureDatalen = 64;

rc = funcs—C _Signlnit(sess, &mechanism sign,
unw_priv_key);
if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed, rc = Ox%x\n", rc);
goto end;
¥
rc = funcs—C_Sign(sess ,
pData, ulDataLen, pSignatureData, &signatureDatalen);
if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed, rc = O0x%x\n", rc);
goto end;

}

rc = funcs—C_ Verifylnit (sess , &mechanism sign, pub key)
if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed, rc = Ox%x\n", rc);
goto end;
¥
rc = funcs—C_Verify (sess
pData, ulDataLen, pSignatureData, signatureDatalen);
if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed, rc = Ox%x\n", rc);
goto end;

}

rc = funcs—C _Verifylnit(sess , &mechanism sign,
der pub_ key);
if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed, rc = Ox%x\n", rc);
goto end;
¥
rc = funcs—C_Verify (sess
pData, ulDataLen, pSignatureData, signatureDatalen);
if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed, rc = Ox%x\n", rc);
goto end;
}
¥

funcs—C DestroyObject (sess , der pub key);
funcs—C DestroyObject (sess , unw_priv_key);
funcs—C DestroyObject (sess , pub_key);
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funcs—C DestroyObject (sess , priv_key);

// GOSTR3410—2012—256
rc = funcs—C_ GenerateKeyPair(sess , mechanism gen 256,
pub_ 2012 256 template,
sizeof (pub_2012 256 template)/sizeof (CK_ ATTRIBUTE) ,
priv_template, sizeof(priv_template)/sizeof(CK ATTRIBUTE) ,
&pub_ key, &priv_key);
if (rc != CKR OK) {
fprintf(stderr, "C_GenerateKeyPair failed, rc = Ox%x\n", rc)

9

goto end;
¥
params . pPassword = password;
params . ulPasswordLen = strlen (password);

params . pHashParOID = gostR3411 2012 256 params;
params . ulHashParOIDLen = sizeof(gostR3411 2012 256 params);
params.pSalt = salt;
params. ulSaltLen = sizeof(salt);
params. ullterCount = iter;
params . pCipherParOID = gost28147params A ;
params. ulCipherParOIDLen = sizeof(gost28147params A);
params.plV = iv;
params. ullVLen = sizeof(iv);

mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);
rc = funcs—C_WrapKey(sess , mechanism ,
CK _INVALID HANDLE, priv_key, value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_WrapKey failed, rc = 0x%x\n", rc);
goto end;

}

print bytes(value, len, str);
printf ("PKCS#8:\n%s\n", str);
/ *
0x30, 0x81, Oxab,
0x30, 0xbd,
0x06, 0x09, 0Ox2a, 0x86, 0x48, 0x86, O0xf7, 0x0d, 0x01, 0x05
, 0x0d,
0x30, 0x50,
0x30, O0x2f,
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0x06, 0x09, 0Ox2a, 0x86, 0x48, 0x86, 0xf7, 0x0d, 0x01,
0x05, 0xO0Oc,
0x30, 0x22,
0x04, 0x08,
0x12, 0x34, 0xb6, 0x78, 0x78, 0xb6, 0x34, 0x26,
0x02, 0x02,
0x08, 0x00,
0x30, 0x12,
0x06, 0x06, 0Ox2a, 0x85, 0x03, 0x02, 0x02, 0xO0a,
0x06, 0x08, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x01, O
x02, 0x02,
0x30, Oxi1d,
0x06, 0x06, 0x2a, 0x85, 0x03, 0x02, 0x02, 0x15,
0x30, 0x13,
0x04, 0x08,
0x12, 0x34, 0xb6, 0x78, 0x78, 0xb6, 0x34, Oxab,
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxi1f, 0x01
0x04, Ox4a,
0x68, 0x7f, 0x0d, 0x40, Oxbc, 0x97, Oxe6, 0x83,
0x83, Oxdf, Ox4b, 0x9%9e, Oxff, 0x60, 0x64, 0Oxbd,
0xb3, Oxea, Oxfe, 0x6b, 0xb2, 0x00, Oxc7, 0x78,
0x80, 0x13, Oxc7, 0x61, 0x45, 0x76, 0x30, 0x53,
0x5d, Oxf1, Oxcf, Oxdc, 0xf3, 0xd9, Oxdd, 0x50,
0x7d, Ox7a, 0x2c, 0x87, 0x06, 0x2f, 0x28, 0xdb,
Oxle, 0x94, Oxe3, Oxab, 0x9f, O0xOa, 0x75, 0x09,
0xd3, 0xf9, 0Ox2e, Oxbe, Oxc6, Oxbl, 0xf4, 0x9c,
0x92, 0xc9, Oxa4, 0x35, 0xd6, Ox6c, 0x25, 0xc7,
Oxbc, Oxcf,
*/
mechanism—>pParameter = password ;
mechanism—>ulParameterLen = strlen (password) ;

rc = funcs—C_ UnwrapKey(sess , mechanism, CK INVALID HANDLE,
value , len,
unw_ 256 template,
sizeof (unw_256 template)/sizeof (CK ATTRIBUTE) ,
&unw_priv_key) ;
if (rc !'= CKR OK) {
fprintf(stderr, "C_UnwrapKey failed, rc =
goto end;

}

// Derive public key from private key.

Ox%x\n", rc);

rc = funcs—C DeriveKey(sess , mechanism der, unw_ priv_key,
pub_ 2012 256 der template,
AMC‘S:M
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sizeof (pub_ 2012 256 der template)/sizeof (CK ATTRIBUTE) ,
&der pub_key);
if (rc !'= CKR OK) {
fprintf(stderr, "C_DeriveKey failed, rc = Ox%x\n", rc);
goto end;

¥
// Sign/verify

{
CK_MECHANISM mechanism _sign = {CKM_GOSTR3410, NULL, 0};
// Signing digest (32 bytes)
CK_BYTE pData[32] = {
0x4D, 0x89, Ox9E, 0x48, 0xC5, 0x39, 0x64, 0xD1,
0x78, 0xB4, 0x6D, 0x58, 0x40, O0x5F, 0x62, Ox8F,
0xA4, 0x46, 0x4C, 0xDC, 0x73, 0x75, 0xB0O, OxE5,
0x2E, 0x91, OxFB, 0x64, 0x9C, 0x06, OxAB, 0x75
};
CK ULONG ulDatalLen = 32;
CK_BYTE pSignatureData [64];
CK_ULONG signatureDatalLen = 64;

rc = funcs—C _Signlnit(sess , &mechanism sign,
unw_priv_key) ;
if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed, rc = O0x%x\n", rc);
goto end;
}
rc = funcs—C_Sign(sess ,
pData, ulDatalen, pSignatureData, &signatureDatalen);
if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed, rc = Ox%x\n", rc);
goto end;

}

rc = funcs—C_Verifylnit (sess , &mechanism sign, pub key)
if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed, rc = Ox%x\n", rc);
goto end;
}
rc = funcs—C _Verify(sess,
pData, ulDatalen, pSignatureData, signatureDatalen);
if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed, rc = O0x%x\n", rc);
goto end;
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rc = funcs—C _Verifylnit(sess , &mechanism _sign,
der pub_key);
if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed, rc = Ox%x\n", rc);
goto end;
}
rc = funcs—C_Verify (sess
pData, ulDataLen, pSignatureData, signatureDatalen);
if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed, rc = O0x%x\n", rc);
goto end;

}
}

funcs—C DestroyObject (sess, der pub key);
funcs—C _DestroyObject (sess , unw_priv_key) ;
funcs—C _DestroyObject (sess , pub_ key);
funcs —C _ DestroyObject (sess , priv_key);

// GOSTR3410—2012—-512
rc = funcs—>C GenerateKeyPair(sess , mechanism gen 512,
pub_ 2012 512 template,
sizeof (pub_2012 512 template)/sizeof (CK ATTRIBUTE) ,
priv_template, sizeof(priv_template)/sizeof(CK ATTRIBUTE) ,
&pub_ key, &priv_key);
if (rc !'= CKR OK) {
fprintf(stderr, "C_GenerateKeyPair failed, rc = Ox%x\n", rc)

)

goto end;
}
params . pPassword = password;
params . ulPasswordLen = strlen (password);

params . pHashParOID = gostR3411 2012 512 params;
params . ulHashParOIDLen = sizeof(gostR3411 2012 512 params);
params. pSalt = salt ;
params. ulSaltLen = sizeof(salt);
params. ullterCount = iter;
params . pCipherParOID = gost28147params A ;
params . ulCipherParOIDLen = sizeof(gost28147params_ A);
params.plV = iv;
params.ullVLen = sizeof(iv);
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mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);
rc = funcs—C WrapKey(sess , mechanism,
CK_INVALID HANDLE, priv_key, value, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_WrapKey failed, rc
goto end;

}

0x%x\n", rc);

print bytes(value, len, str);
printf ("PKCS#8:\n%s\n", str);
/ *
0x30, 0x81, Oxcd,
0x30, 0Oxbd,
0x06, 0x09, Ox2a, 0x86, 0x48, 0x86, O0xf7, 0x0d, 0x01, 0x05
, 0x0d,
0x30, 0x50,
0x30, 0x2f,
0x06, 0x09, Ox2a, 0x86, 0x48, 0x86, 0xf7, 0x0d, 0x01,
0x05, 0xO0Oc,
0x30, 0x22,
0x04, 0x08,
0x12, 0x34, 0xb6, 0x78, 0x78, 0xb6, 0x34, 0x26,
0x02, 0x02,
0x08, 0x00,
0x30, 0x12,
0x06, 0x06, 0Ox2a, 0x85, 0x03, 0x02, 0x02, 0x0a,
0x06, 0x08, 0Ox2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02,
0x03,
0x30, Oxi1d,
0x06, 0x06, 0Ox2a, 0x85, 0x03, 0x02, 0x02, 0x15,
0x30, 0x13,
0x04, 0x08,
0x12, 0x34, 0xb6, 0x78, 0x78, 0xb56, 0x34, Oxab,
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxi1f, 0x01,
0x04, Ox6c¢c,
0x68, 0xb5d, 0x0d, 0x40, Oxbc, 0x97, 0xd8, 0x83,
0x73, 0x78, 0x9a, 0x75, 0x9a, Oxal, 0x44, Oxf1l,
0x80, 0x83, 0x05, 0x32, Oxla, 0x83, 0x36, 0x03,
0x9e, 0x76, 0x41, 0xb8, 0xb6, 0x10, 0x25, 0x6¢c,
0x65, 0x83, 0xa8, 0x46, 0xd5, Oxlb, O0xb0, 0x04,
0x41, Oxbc, 0x13, 0x91, 0x76, Oxlc, 0x85, 0x59,
0x6b, Ox1d, 0x8d, 0xc8, Oxde, 0x93, 0x2e, 0x22,
Ox1lc, Oxbc, Oxec, Oxaf, Oxi1f, Oxb7, 0x7b, 0x63,
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Oxab, 0x72, Ox1f, 0x29, 0xd6, 0x07, 0xf6, Oxdf,
0x8d, 0x69, Oxe4, 0x49, 0x35, Oxfb, 0x71, Oxda,
0xb7, O0x4b, 0x17, 0x8c, Oxae, Oxbd, Oxcf, 0x62,
0xd2, Oxe6, Oxdb, 0Ox4d, Ox7c, 0x47, 0x46, 0x82,
Oxdb, 0x0Oc, Oxcd, O0x5b, 0xO0a, OxcO, 0xd8, 0x42,
0xb8, 0x77, Oxe7, 0xT7e,
*/
mechanism—>pParameter = password;
mechanism—>ulParameterLen = strlen (password);
rc = funcs—C_ UnwrapKey(sess , mechanism, CK INVALID HANDLE,

value , len,

unw_ 512 template, sizeof(unw_512 template)/sizeof(
CK_ATTRIBUTE) ,

&unw_priv_key) ;
if (rc != CKR_OK) {

fprintf(stderr, "C_UnwrapKey failed, rc = Ox%x\n", rc);
goto end;

}

// Derive public key from private key.

rc = funcs—C _ DeriveKey(sess , mechanism der, unw_priv_key,

pub_ 2012 512 der template,
sizeof (pub_ 2012 512 der template)/sizeof (CK ATTRIBUTE) ,
&der pub key);
if (rc != CKR OK) {

fprintf(stderr, "C_DeriveKey failed, rc = Ox%x\n", rc);
goto end;
¥
// Sign/verify
{
CK_MECHANISM mechanism _sign = {CKM_GOSTR3410 512, NULL,
0};
// Signing digest (64 bytes)
CK_BYTE pData || = {
0x4D, 0x89, Ox9E, 0x48, 0xC5, 0x39, 0x64, 0xD1,
0x78, 0xB4, 0x6D, 0x58, 0x40, O0x5F, 0x62, Ox8F,
0xA4, 0x46, 0x4C, 0xDC, 0x73, 0x75, 0xB0O, OxE5,
0x2E, 0x91, OxFB, 0x64, 0x9C, 0x06, 0xAB, 0x75,
0x4D, 0x89, 0x9E, 0x48, 0xC5, 0x39, 0x64, 0xD1,
0x78, 0xB4, 0x6D, 0x58, 0x40, O0x5F, 0x62, Ox8F,
0xA4, 0x46, 0x4C, 0xDC, 0x73, 0x75, 0xBO, OxE5,
0x2E, 0x91, OxFB, 0x64, 0x9C, 0x06, OxAB, 0x75,
};
CK ULONG ulDatalen = 64;
CK_BYTE pSignatureData[128];
AMCECH
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CK ULONG signatureDatalLen = 128;

rc = funcs—C _Signlnit(sess, &mechanism sign,
unw_priv_key);
if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed, rc = Ox%x\n", rc);
goto end;
¥
rc = funcs—C_Sign(sess ,
pData, ulDataLen, pSignatureData, &signatureDatalen);
if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed, rc = O0x%x\n", rc);
goto end;

}

rc = funcs—C_ Verifylnit (sess , &mechanism sign, pub key)
if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed, rc = Ox%x\n", rc);
goto end;
¥
rc = funcs—C_Verify (sess
pData, ulDataLen, pSignatureData, signatureDatalen);
if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed, rc = Ox%x\n", rc);
goto end;

}

rc = funcs—C _Verifylnit(sess , &mechanism sign,
der pub_ key);
if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed, rc = Ox%x\n", rc);
goto end;
¥
rc = funcs—C_Verify (sess
pData, ulDataLen, pSignatureData, signatureDatalen);
if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed, rc = Ox%x\n", rc);
goto end;
}
¥

funcs—C DestroyObject (sess , der pub key);
funcs—C DestroyObject (sess , unw_priv_key);
funcs—C DestroyObject (sess , pub_key);
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funcs—C DestroyObject (sess , priv_key);

printf ("SUCCESS\n");
end:

return rc;

4.4.14 Wndposanue kntoyven no FOCT 28147-89

B manHOM mpnMepe CEKPETHBIN KJIIOY MIHQPYETCs HA KJIIOYe COIVIACOBAHHS MeXaHN3-
moM CKM_GOST28147_KEY_WRAP. PesysbraToMm mindpoBaHus sBjseTcs 3amndpoBaHHbII
B PEXKUME IIPOCTON 3aMeHbI KJIF0U, COIIPOBOXK/IAEMbIil NMUTOBCTABKOIl HCXOJHOTO 3HAUE-
Hus Kimoda (Bcero 36 6GaittoB), kak omnpeseneno B (8] m.6. Ilpu stom, 3mauenne UKM
1epeJiaeTcsi MeXaHu3My B KadecTBe IlapaMerpa, a B Pe3yJbTHPYIONIYI0 CTPYKTYDY He

BKJIIO9aEeTCHA.

JIuctunr 4.23: ckm  gost28147 key wrap.c

#include "test_common.h"
int main(int argc, charx argv|])

{
CK RV rvResult;
#ifdef WIN32
HMODULE hPkcsLib = NULL;
HMODULE hPkcsLib2 = NULL;
#else
void *xhPkcsLib = NULL;
void *hPkcsLib2 = NULL;
#endif
CK_ C_ GetFunctionList pcGetFunctionList = 0;
CK C_ GetFunctionList pcGetFunctionList2 = 0;
CK_FUNCTION LIST PTR Pkcsl1FuncList = NULL;
CK_FUNCTION LIST PTR Pkcsl1FuncList2 = NULL;

CK SLOT ID PTR pSlotList = NULL;
CK_SLOT ID PTR pSlotList2 = NULL;
CK _SLOT ID SlotId ;

CK_SLOT ID SlotId2;

CK_ULONG ulSlotCount ;

CK_ ULONG ulSlotCount?2 ;
CK_ULONG i

CK_SLOT INFO SlotInfo ;

CK_SLOT INFO SlotInfo2 ;
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CK_SESSION HANDLE hSessionSend , hSessionRecp;

CK_UTF8CHAR_ PTR pcUserPIN = (CK_UTFSCHAR_ PTR)"01234567";
CK_ULONG ulPinLength = 8; // PIN length
CK_BYTE pbPlainText || =

"This is plaintext for ecryption and decryption";
CK_ULONG ulPlainTextSize = sizeof(pbPlainText);
CK_BYTE PTR pbCipherText = NULL;
CK_ULONG ulCipherSize = 0;
CK_BYTE PTR pbDecryptedText = ;
CK_ ULONG ulDecryptedSize = 0;

/**********************************************************/

CK_BBOOL blTrue — CK_TRUE,
blFalse = CK FALSE;

CK ULONG ulKeyType Gost2001 = CKK GOSTR3410,
ulKeyType Gost28147 = CKK GOST28147,

ulKeyType Gost3411 = CKK_ GOSTR3411,
ulClass  PubKey = CKO_PUBLIC KEY,
ulClass PriKey = CKO_PRIVATE KEY,
ulClass SecKey = CKO_SECRET KEY,
ulClass  Domain = CKO DOMAIN PARAMETERS;
// PAR ECC A OID

CK_BYTE gostR3410params || = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02,
5
// PAR HASH 1 OID
CK_BYTE gostR3411params || = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02,
5
// PAR CIPHER A OID
CK_BYTE gost28147params A [] = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02,
}s
// PAR CIPHER B OID
CK_BYTE gost28147params || = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02,
}s

0x23,

Oxle,

0x1f,

Ox1f,

// template for GOST R 34.10—2001 public key

CK_ATTRIBUTE caGOST _PublicKeyTemplate [| =
{

0x01

0x01

0x01

0x02
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{CKA TOKEN, &blFalse , sizeof (CK_BBOOL)
}

1

{CKA GOSTR3410 PARAMS, gostR3410params, sizeof(
gostR3410params) },

{CKA GOSTR3411 PARAMS, gostR3411lparams, sizeof(
gostR3411params) },

{CKA_GOST28147 PARAMS, gost28147params_ A, sizeof(
gost28147params _A) },

};
// template for GOST R 34.10—2001 private key

CK_ATTRIBUTE caGOST _PrivateKeyTemplate [| =

{CKA_ PRIVATE, &blFalse , sizeof (CK_BBOOL)

{
{CKA_ TOKEN, &blFalse | sizeof (
CK BBOOL) },
{CKA_PRIVATE, &blFalse sizeof (
CK BBOOL) },
{CKA DERIVE, &blTrue , sizeof(
CK BBOOL) },
// {CKA EXTRACTABLE, &blTrue sizeof (CK_BBOOL) },
};
// template for secret GOST key
CK_ATTRIBUTE caGOST _SecretKeyTemplate [| =
{
{CKA_CLASS, &ulClass _SecKey , sizeof (CK_ULONG) },
{CKA KEY TYPE, &ulKeyType Gost28147, sizeof (CK ULONG) },
{CKA_PRIVATE, &blFalse, sizeof (CK_BBOOL) },
{CKA ENCRYPT, &blTrue, sizeof (CK_BBOOL) },
{CKA_DECRYPT, &blTrue, sizeof (CK_BBOOL) },
{CKA_WRAP, &blTrue, sizeof (CK_BBOOL) },
{CKA_ EXTRACTABLE, &blTrue, sizeof (CK_BBOOL) } ,

{CKA_ GOST28147 PARAMS, gost28147params_ A, sizeof(
gost28147params_A) },
};
// template for derive key
CK_ATTRIBUTE caDeriveKey [| =

{

{CKA_CLASS, &ulClass _SecKey , sizeof (CK_ULONG) },
{CKA_KEY TYPE, &ulKeyType Gost28147, sizeof(CK ULONG) },
{CKA_ENCRYPT, &blTrue, sizeof (CK_BBOOL) },
{CKA_ DECRYPT, &blTrue, sizeof (CK_BBOOL) },

{CKA_WRAP, &blTrue, sizeof(CK BBOOL) },
{CKA_UNWRAP, &blTrue, sizeof(CK BBOOL) },

AMC%CCM

oot 268




I'maBa 4. IlporpammvupoBanue 4.4. Ilpumepbl mporpamMm

{CKA GOST28147 PARAMS, gost28147params A, sizeof(
gost28147params A) },
};
CK _ULONG  ulPubKeyCount =
sizeof (caGOST PublicKeyTemplate) /sizeof (CK_ATTRIBUTE) ,
ulPriKeyCount =
sizeof (caGOST PrivateKeyTemplate)/sizeof (CK_ATTRIBUTE) ,
ulSecKeyCount =
sizeof (caGOST _SecretKeyTemplate) /sizeof (CK_ATTRIBUTE) ,
ulDeriveKeyCount =
sizeof (caDeriveKey) /sizeof (CK ATTRIBUTE) ;
CK_OBJECT HANDLE hKeyForWU = 0, // key which will be wrapped
and unwrapped
hSendPubKey = 0, // handle to public key of
sender
hSendPriKey = 0, // handle to private key of
sender
hRecpPubKey = 0, // handle to public key of
recipient
hRecpPriKey = 0, // handle to private key of
recipient
hSendDH Key = 0, // Diffy—Hellman key of the
sender
hRecpDH Key = 0, // Diffy—Hellman key of the
recipient
hUnwrappedSendKey = 0, // unwrapped key of
the sender
hUnwrappedRecpKey = 0; // unwrapped key of
the recipient

CK_ MECHANISM cmKeyGenMechanism, // mechanism for key pair
genaration

cmWrapMechanism , // mechanism for key wrap
/unwrap

cmDeriveMechanism, // mechanism for key
derivation

cmCryptMechanism; // mechanism for encrypt/
decrypt
CK_BYTE PTR pbWrappedKeySend ; // wrapped key
CK ULONG ulWrappedKeyLen , // length of wrapped key

13
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CK _BYTE PTR pbSecretKeyParam = NULL,
pbSend PubKeyValue = NULL,
pbRecp PubKeyValue = NULL,
pbSend PriKeyValue = NULL,
pbRecp PriKeyValue = NULL,

pbSecret Key Value = NULL,
pbSendDH Key Value = NULL,
pbRecpDH Key Value = NULL;

CK BYTE PTR  pbImitValue = NULL;
CK_ULONG ullmitSize = 0;
CK KEY TYPE  keyType = 0;
CK_ATTRIBUTE
caSecretKeyParam = {CKA GOST28147 PARAMS, pbSecretKeyParam
0},
// template for value of sender public key
caSend PubKeyValue = {CKA VALUE, pbSend PubKeyValue, 0},
caSend PriKeyValue = {CKA VALUE, pbSend PriKeyValue, 0},
// template for value of recipient public key
caRecp PubKeyValue = {CKA VALUE, pbRecp PubKeyValue, 0},
caRecp PriKeyValue = {CKA VALUE, pbRecp PriKeyValue, 0},
caSecret Key Value = {CKA VALUE, pbSecret Key Value, 0},
caKeyType = {CKA KEY TYPE, &keyType, sizeof(keyType)},
SendDH Key Value = {CKA VALUE, pbSendDH Key Value, 0},
RecpDH Key Value = {CKA VALUE, pbRecpDH Key Value, 0};
// parameters for derivation mechanism
CK_GOSTR3410_DERIVE PARAMS PTR DeriveParams;
// UKM must be non—zero by RFC4357
CK_BYTE UKM[8] = {0x28,0xaf,0xc5,0x50,0x9d,0x0c,0x74,0xb3 };
CK_ULONG ulUKMLen = 8;

// parameters for wrapping mechanism

CK _BYTE pWraplV [] = {

0x56 , Oxfa, 0x7d, Oxb4, Oxb2, 0x90, 0x2c, 0x4l1
s
CK BYTE iv [] = {

0x37, 0x2a, 0x7f, 0x00, Ox2c, Oxea, 0x7d, 0x39
b

CK _CHAR xapi_path = PKCS11 API PATH;
CK_UTFSCHAR xuser pin = "01234567";
CK_ULONG slot num = 0;

CK CHAR xapi_ path2 = PKCS11 API PATH;
CK_UTFS8CHAR *user pin2 = "01234567";
CK _ULONG slot num2 = 0;
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printf("Starting CKM_GOST28147_KEY_WRAP test\n");

for (i=1; i<(CK ULONG)argc; i++) {

if (strcmp("-api", argv[i]) = 0) {
41 ;
api_path = argv|i];
} else if (stremp("-slot", argv|[i]) = 0) {
++i;
slot _ num = atoi(argv|[i]);
} else if (strcmp("-user_pin", argv|[i]) = 0) {
++i;
user pin = argv|[i];
}
}
api_path2 = api_path;
user pin2 = user pin;
slot num2 = slot num;

#ifdef WIN32
hPkesLib = LoadLibrary (api_path);

#else
hPkesLib = dlopen (api_path, RILD NOW) ;
#endif
if ( hPkesLib — NULL ) {
printf(

"Can’t load PKCS#11 API library. "
"Check API library path.\n");
#ifndef WIN32
printf("dlerror: %s\n", dlerror());
#Hendif
return —1;
}
#ifdef WIN32
pcGetFunctionList =
(CK_C_GetFunctionList) GetProcAddress (
hPkcsLib ,"C_GetFunctionList");
#else
pcGetFunctionList =
(CK_C_GetFunctionList ) dlsym (
hPkcsLib ,"C_GetFunctionList");
#endif
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// get PKCS #11 function list
rvResult = pcGetFunctionList(&Pkecsl1FuncList);
printf("Load PKCS #11 function list result: Ox%x\n", rvResult)

if (rvResult != CKR _OK) return rvResult;

// initialize Cryptoki

rvResult = Pkcsl1FuncList—C _Initialize (NULL) ;
printf("Initialize Cryptoki result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

// get slot list

rvResult = Pkcsl1FuncList—C _GetSlotList (
CK_FALSE, NULL, &ulSlotCount);

printf("Get slot list result: Ox%x\n", rvResult);

if (rvResult != CKR _OK) return rvResult;

if (ulSlotCount > 0)
{ // allocate memory for slot list
pSlotList = (CK _SLOT ID PTR) malloc(
ulSlotCount * sizeof(CK SLOT ID));

rvResult =
Pkcsl1FuncList—C _GetSlotList (CK_FALSE,
pSlotList , &ulSlotCount);

if (rvResult != CKR OK) return rvResult;
printf("Slot count: %d\n", ulSlotCount);

}

else return -3;

// get information about sender and recipient slots.
for (1=0; i<ulSlotCount; +4+i)
{
rvResult = Pkcsl1FuncList—C _GetSlotInfo(pSlotList[i], &
SlotInfo);
if (rvResult =— CKR OK)
{ // if a token is present in this slot
if ((SlotlInfo.flags & CKF TOKEN PRESENT) —
CKF_TOKEN_PRESENT)
{
SlotId = pSlotList|i];
break;

}
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}

}
if (i >= ulSlotCount) {

printf("No slots with token present\n");
return —3;

}

printf("Slot ID: sender %d\n", Slotld);

// load library PKCS #11
#ifdef WIN32
hPkesLib2 = LoadLibrary (api_path2);
#else
hPkesLib2 = dlopen (api_path2, RILD NOW) ;
#endif
if ( hPkesLib2 — NULL ) {
printf("Can’t load PKCS#11 API library. "
"Check API library path.\n");
ifndef WIN32
printf("dlerror: %s\n", dlerror());
#endif
return FALSE;
}
#ifdef WIN32
pcGetFunctionList2 =
(CK_C_GetFunctionList) GetProcAddress (
hPkcsLib2 ,"C_GetFunctionList");
#else
pcGetFunctionList2 =
(CK _C_GetFunctionList)dlsym (
hPkecsLib2 ,"C_GetFunctionList");
#endif

// get PKCS #11 function list

rvResult = pcGetFunctionList2(&Pkesl1FuncList2);

printf("Load PKCS #11 function list result:
if (rvResult != CKR OK) return rvResult;

// initialize Cryptoki

0x%x\n", rvResult)

rvResult = Pkcsl1FuncList2—C Initialize (NULL) ;

printf("Initialize Cryptoki result: Ox%x\n"
if (rvResult != CKR OK && rvResult

, rvResult);

= CKR_CRYPTOKI ALREADY INITIALIZED) return rvResult;
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// get slot list
rvResult =
Pkecsl1FuncList2—C GetSlotList (CK_TRUE, NULL, &ulSlotCount2)
printf("Get slot list result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

if (ulSlotCount2 > 0)
{ // allocate memory for slot list
pSlotList2 = (CK_SLOT ID PTR) malloc(
ulSlotCount2 x sizeof(CK SLOT ID));

rvResult =
Pkcsl1FuncList2—C GetSlotList (
CK_TRUE, pSlotList2, &ulSlotCount2);

if (rvResult != CKR OK) return rvResult;
printf("Slot count: %d\n", ulSlotCount2);

}

else return -3;

// get information about sender and recipient slots.
J = 0;
for (1=0; i<ulSlotCount2; 4+i)
{
rvResult = Pkcsl1FuncList2—C _GetSlotInfo (
pSlotList2[i], &SlotInfo2);
if (rvResult = CKR OK)
{ // if a token is present in this slot
if ((SlotInfo2.flags & CKF_TOKEN PRESENT)
= CKF TOKEN PRESENT)

{
SlotId2 = pSlotList2[1i];
break;
}
}
}
if (i >= ulSlotCount2) {

printf("No slots with token present\n");
return —3;

}

printf("Slot ID: recipient %d\n", Slotld2);

// open session for slot with ID = SlotId [0]
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rvResult = Pkesl1FuncList—C OpenSession(Slotld ,
(CKF_SERIAL SESSION | CKF_RW_SESSION) ,
NULL,
0’
&hSessionSend ) ;
printf("Sender open session result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;
// open session for slot with ID = SlotId [1]
rvResult = Pkcsl1FuncList2—C _OpenSession (SlotId2 ,
(CKF_SERIAL SESSION | CKF RW_SESSION) ,
NULL,
0,
&hSessionRecp) ;
printf("Recipient open session result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

cmKeyGenMechanism . mechanism = CKM_GOST28147 KEY GEN;

cmKeyGenMechanism . pParameter = NULL; //gost28147params A ;

cmKeyGenMechanism . ulParameterLen = 0; //sizeof (
gost28147params A) ;

// generate secret key which will be wrapped and unwrapped

printf(

"Sender generate key for wrapping and unwrapping (hKeyForWU)
\n");
printf (" mechanism type: CKM_GO0ST28147_KEY_GEN\n");

rvResult = Pkcsl1FuncList—C _GenerateKey (hSessionSend
&ecmKeyGenMechanism ,
caGOST _SecretKeyTemplate ,
ulSecKeyCount ,
&hKeyForWU) ;
printf(" Sender generate key hKeyForWU "
"for wrapping and unwrapping: result: Ox%x\n",
rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" key handle: %d\n", (unsigned long)hKeyForWU) ;

{
CK _BYTE value [32];
CK_ATTRIBUTE attr get|[] = {
{CKA_VALUE, NULL, 0},
}s

attr get [0].pValue = value;
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attr _get [0].ulValueLen = sizeof(value);
rvResult = PkcsllFuncList—C _GetAttributeValue (
hSessionSend , hKeyForWU,
attr get, sizeof(attr get)/sizeof(CK ATTRIBUIE));
printf (" key to wrap:\n");
print _hex(value, attr get|[0].ulValueLen);
}
printf(" wrapping IV:\n");
print _hex (pWraplV, sizeof(pWraplV));

// generate sender key pair with GOST R 34.10—2001
printf("Generate key pair of sender\n");
printf (" mechanism type: CKM_GOSTR3410_KEY_PAIR_GEN\n");

cmKeyGenMechanism . mechanism = CKM_ GOSTR3410 KEY PAIR GEN;
cmKeyGenMechanism . pParameter = NULL;

cmKeyGenMechanism . ulParameterLen = 0;
rvResult = PkcsllFuncList—C _GenerateKeyPair(hSessionSend ,
&emKeyGenMechanism ,
caGOST PublicKeyTemplate ,
ulPubKeyCount ,
caGOST PrivateKeyTemplate ,
ulPriKeyCount ,
&hSendPubKey ,
&hSendPriKey ) ;
printf (" generate sender key pair: result: Ox%x\n",
rvResult);

if (rvResult != CKR OK) return rvResult;

printf (" sender public key handle: %d\n",
(unsigned long)hSendPubKey) ;
printf(" sender private key handle: %d\n",

(unsigned long)hSendPriKey) ;

// generate recipient key pair with GOST R 34.10—2001
printf("Generate key pair of recipient\n");
printf (" mechanism type: CKM_GR3410_KEY_PAIR_GEN\n");

rvResult = PkcsllFuncList2—>C GenerateKeyPair (hSessionRecp ,
&cmKeyGenMechanism ,
caGOST _PublicKeyTemplate ,
ulPubKeyCount ,
caGOST _PrivateKeyTemplate ,
ulPriKeyCount ,
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&hRecpPubKey ,
&hRecpPriKey ) ;
printf (" generate recipient key pair: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR _OK) return rvResult;

printf(" recipient public key handle: %d\n",
(unsigned long)hRecpPubKey) ;
printf(" recipient private key handle: %d\n",

(unsigned long)hRecpPriKey) ;

// get value of sender public key
printf("Get value of sender public key\n");

rvResult = PkcsllFuncList—C _GetAttributeValue( hSessionSend ,
hSendPubKey ,
&caSend PubKeyValue,
1);

if (rvResult =— CKR_OK)

caSend PubKeyValue.pValue =
(CK_BYTE PTR) malloc (caSend PubKeyValue.ulValueLen);
rvResult = Pkcsl1FuncList—C _GetAttributeValue (hSessionSend ,
hSendPubKey ,
&caSend PubKeyValue,
1);
}
printf(" Get sender public key value: result: Ox%x\n",
rvResult);
if (rvResult != CKR OK) return rvResult;

pbSend PubKeyValue = (CK _BYTE PTR) caSend PubKeyValue.pValue;
printf (" Sender public key value: \n");
print _hex (pbSend PubKeyValue, caSend PubKeyValue.ulValueLen):;

// get value of recipient public key

printf("Get value of recipient public key\n");

rvResult = Pkcsl1FuncList2—C _GetAttributeValue (hSessionRecp ,
hRecpPubKey ,
&caRecp PubKeyValue,
1);

if (rvResult = CKR_OK)
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caRecp PubKeyValue.pValue =
(CK_BYTE PTR) malloc (caRecp PubKeyValue.ulValueLen) ;
rvResult = Pkcsl1FuncList2—C GetAttributeValue (hSessionRecp

hRecpPubKey ,
&caRecp PubKeyValue,
1);

}

printf(" Get recipient public key value: result: Ox%x\n",
rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" Recipient public key value: \n");
pbRecp PubKeyValue = (CK _BYTE PTR) caRecp PubKeyValue.pValue;
print hex (pbRecp PubKeyValue, caRecp PubKeyValue.ulValueLen);

// fill parameters for derivation mechanism
DeriveParams = (CK_GOSTR3410 DERIVE PARAMS PTR)
malloc (sizeof (CK_GOSTR3410 DERIVE PARAMS) ) ;

DeriveParams—>kdf = CKD_ CPDIVERSIFY KDF
DeriveParams—>pPublicData = (CK BYTE PTR) caRecp PubKeyValue.

pValue;
DeriveParams—>ulPublicDatalLen = caRecp PubKeyValue.ulValuelen;
DeriveParams—pUKM = UKM;
DeriveParams—ulUKMLen = ulUKMLen;

cmDeriveMechanism . mechanism = CKM_GOSTR3410 DERIVE;
cmDeriveMechanism . pParameter = DeriveParams;

cmDeriveMechanism . ulParameterLen = sizeof (
CK_GOSTR3410_DERIVE PARAMS) ;

printf("Derive Diffie-Hellman key\n");
printf (" derivation mechanism: CKM_GOSTR3410_DERIVE\n");

// derive Diffi —Hellman key of sender
printf (" derive Diffie-Hellman key for sender\n");
rvResult = Pkcsl1FuncList—C DeriveKey (hSessionSend ,
&cmDeriveMechanism ,
hSendPriKey ,
caDeriveKey ,
ulDeriveKeyCount ,
&hSendDH_Key ) ;
printf (" derive key result: Ox%x\n", rvResult);
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if (rvResult != CKR _OK) return rvResult;

printf (" sender’s Diffie-Hellman key handle: %d\n",
(unsigned long)hSendDH Key) ;
{

CK_BYTE value [32];
CK_ATTRIBUTE attr get[] = {
{CKA VALUE, NULL, 0},
}s
attr _get [0].pValue = value;
attr get [0].ulValueLen = sizeof(value);
rvResult = Pkesl1FuncList—C_GetAttributeValue (hSessionSend ,
hSendDH Key,
attr get, sizeof(attr get)/sizeof(CK ATTRIBUTE));
printf (" sender KEK:\n");
print hex(value, attr get|[0].ulValueLen);

}

// derive Diffi —Hellman key of recipient

printf (" derive Diffie-Hellman key for recipient\n");
DeriveParams—>pPublicData = (CK BYTE PIR) caSend PubKeyValue.
pValue;

DeriveParams—>ulPublicDatalLen = caSend PubKeyValue.ulValuelLen;

rvResult Pkcsl1FuncList2—C DeriveKey (hSessionRecp ,
&cmDeriveMechanism ,
hRecpPriKey ,
caDeriveKey ,
ulDeriveKeyCount ,
&hRecpDH  Key) ;
printf(" derive key result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" recipient’s Diffie-Hellman key handle: %d\n",
(unsigned long)hRecpDH Key) ;
{
CK_BYTE value [32];
CK_ATTRIBUTE attr get|[] = {
{CKA_VALUE, NULL, 0},
};
attr _get [0].pValue = value;
attr _get [0].ulValueLen = sizeof(value);

rvResult = Pkesl1FuncList2—C_GetAttributeValue (hSessionRecp
, hRecpDH Key,
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attr get , sizeof(attr get)/sizeof(CK ATTRIBUIE));
printf (" recipient KEK:\n");
print hex(value, attr get|0].ulValueLen);

}

// wrap key hKeyForWU with sender Diffi —Hellman key

hSendDH Key

// Bnecws mcunoapdyercsa UKM B kadecrBe IV B coorBercrBum ¢ RFC
4357
cmWrapMechanism . mechanism = CKM_ GOST28147 KEY WRAP;
cmWrapMechanism . pParameter = UKM,;
cmWrapMechanism . ulParameterLen = ulUKMLen;

printf("Wrap key hKeyForWU with sender Diffi-Hellman key\n");

rvResult = Pkcsl1FuncList—C_ WrapKey(hSessionSend ,
&emWrapMechanism |
hSendDH Key,
hKeyForWU ,
NULL,
&ulWrappedKeyLen) ;
if (rvResult = CKR OK)

pbWrappedKeySend = (CK BYTE PTR) malloc (ulWrappedKeyLen) ;
rvResult = Pkecsl1FuncList—C_ WrapKey(hSessionSend ,
&emWrapMechanism ,
hSendDH Key,
hKeyForWU
pbWrappedKeySend ,
&ulWrappedKeyLen) ;

}

printf(" wrap result: Ox%x\n", rvResult);
if (rvResult != CKR _OK) return rvResult;

printf (" wrapped key:\n");
print hex (pbWrappedKeySend, ulWrappedKeyLen) ;

// unwrap wrapped key with recipient Diffie —Hellman key
printf("Unwrap key hUnwrappedRecpKey "
"from pbWrappedKeySend with recipient Diffie-Hellman key\n")

9

rvResult = Pkesl1FuncList2—C UnwrapKey(hSessionRecp ,
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&cmWrapMechanism |

hRecpDH Key,

pbWrappedKeySend ,

ulWrappedKeyLen ,

caGOST _SecretKeyTemplate ,

ulSecKeyCount ,

&hUnwrappedRecpKey) ;
printf(" unwrap key: result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf(" key handle (hUnwrappedRecpKey): %d\n",
(unsigned long)hUnwrappedRecpKey) ;
{

CK _BYTE value [32];
CK_ATTRIBUTE attr get|[] = {
{CKA VALUE, NULL, 0},
};
attr get [0].pValue = value;
attr _get [0].ulValueLen = sizeof(value);
rvResult = PkesllFuncList2—C GetAttributeValue (
hSessionRecp , hUnwrappedRecpKey ,
attr get, sizeof(attr get)/sizeof(CK ATTRIBUIE));
printf (" recipient unvrapped key:\n");
print _hex(value, attr get|[0].ulValueLen);

}

printf("Sender encrypt with hKeyForWU:\n");
cmCryptMechanism . mechanism = CKM GOST28147;
cmCryptMechanism . pParameter = iv;
cmCryptMechanism . ulParameterLen = sizeof(iv);
printf (" mechanism type: CKM_GOST28147\n")
printf(" plain text:\n%s\n", pbPlainText);
print _hex(pbPlainText, strlen (pbPlainText))

I

I

rvResult = Pkcsl1lFuncList—C Encryptlnit(hSessionSend ,
&cemCryptMechanism ,
hKeyForWU ) ;

printf (" encrypt initialization result: Ox%x\n", rvResult);
if (rvResult — CKR OK)
rvResult = Pkesl1FuncList—C Encrypt(hSessionSend ,

pbPlainText ,
ulPlainTextSize ,
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NULL,
&ulCipherSize) ;

if (rvResult = CKR_OK)
printf (" cipher size: %d\n", ulCipherSize);

pbCipherText = (CK BYTE PIR)
malloc (ulCipherSize x sizeof(CK BYTE));
rvResult = Pkesl1FuncList—C Encrypt(hSessionSend ,
pbPlainText ,
ulPlainTextSize ,
pbCipherText ,
&ulCipherSize) ;

}
}

else return rvResult;
printf(" encrypt result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf(" cipher text: \n");
print hex (pbCipherText, ulCipherSize);

printf("Recipient decrypt with hUnwrappedRecpKey:\n");
rvResult = Pkecsl1FuncList2—C Decryptlnit (hSessionRecp ,
&cmCryptMechanism ,
hUnwrappedRecpKey) ;
printf(" decrypt initialization result: Ox%x\n", rvResult);

if (rvResult = CKR OK)

rvResult = Pkesl1FuncList2—>C Decrypt(hSessionRecp ,
pbCipherText ,
ulCipherSize ,
NULL,
&ulDecryptedSize) ;

if (rvResult = CKR OK)

printf (" decrypted text size: %d\n", ulDecryptedSize);

ANMCECH

codpt 282




I'maBa 4. IlporpammvupoBanue 4.4. Ilpumepbl mporpamMm

pbDecryptedText = (CK _BYTE PTR)
malloc (ulDecryptedSize x sizeof(CK BYIE));

rvResult = Pkesl1FuncList2—>C Decrypt(hSessionRecp ,
pbCipherText ,
ulCipherSize ,
pbDecryptedText ,
&ulDecryptedSize) ;

}
¥

else return rvResult;
printf (" decrypt result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" decrypted text: \n");
print hex (pbDecryptedText, ulDecryptedSize);

if (ulDecryptedSize != ulPlainTextSize) {
fprintf(stderr, "Invalid decrypted text size\n");
return —1;

}

if (memcmp(pbDecryptedText, pbPlainText, ulPlainTextSize) !=
0) {

fprintf(stderr, "Invalid decrypted text\n");

return —1;

}

printf ("CKM_GOST28147_KEY_WRAP test SUCCESS\n");

rvResult =
Pkcsl1FuncList—C_ DestroyObject (hSessionSend , hKeyForWU) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult =
Pkecsl1FuncList—C DestroyObject (hSessionSend , hSendPubKey) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult =
Pkcsl11FuncList—C DestroyObject (hSessionSend , hSendPriKey) ;
printf (" C_DestroyObject result: O0x%x\n", rvResult);
rvResult =
Pkcs11FuncList2—C_ DestroyObject (hSessionRecp , hRecpPubKey) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult =
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Pkcsl1FuncList2—C_ DestroyObject (hSessionRecp , hRecpPriKey) ;

printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult =

Pkcsl1FuncList—C DestroyObject (hSessionSend , hSendDH Key) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult =

Pkcsl1FuncList2—C_DestroyObject (hSessionRecp , hRecpDH Key) ;
printf(" C_DestroyObject result: Ox%x\n", rvResult);
rvResult =

Pkecsl1FuncList2—C DestroyObject (hSessionRecp ,
hUnwrappedRecpKey) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = Pkcsl1FuncList—C CloseSession (hSessionSend);
printf("Sender close session result: Ox%x\n", rvResult);

rvResult = Pkcsl1FuncList2—C CloseSession (hSessionRecp);
printf("Recipient close session result: Ox%x\n", rvResult);

printf ("SUCCESS\n");
return 0;

4.4.15 Wudposanue kntoyeit no FOCT P34.10-2001

B namnoM mnpumepe meMOHCTpUpPYETCs MHMMPOBAHUE CEKPETHOI'O KJIF0Ya MEXAHU3MOM
CKM_GOSTR3410_KEY_WRAP. 3amudpoBaHHbIA KJII0Y IPEJICTABIEH B BUIE TPAHCIOPTHOMN
DER-ctpykTypsl, coorBercrytomeit ASN.1 tumy GostR3410-KeyTransport, onpeeren-
Hoii B [9] 1.4.2. TTapamerpsl mudpoBaHusi epeIAIOTC MEXAaHU3MY B CTPYKTYPe
CK_GOSTR3410_KEY_WRAP_PARAMS.

Jluctunr 4.24: ckm gostr3410 key wrap.c

#include "test_common.h"

CK RV test_crypto();
CK_RV test gost3410 key wrap (CK SESSION HANDLE sess) ;

int main(int argc, char xargv|[]) {

CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;
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}

rc = test crypto();

if (rc !'= CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo ;

rc = funcs—C _ OpenSession(Slotld ,
CKF _RW_SESSION | CKF_ SERIAL_ SESSION,
NULL_PTR, NULL PTR, &hSession);
if (re != CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");

rc = funcs—C_Login(hSession ,
CKU_ USER, wuser pin, strlen(user pin));
if (rc != CKR OK) {
fprintf(stderr, "ERROR call to C_Login failed, rc = Ox)x\n",
re);
goto out close;

}

fprintf(stderr, "C_Login success\n");

rc = funcs—C GetMechanismInfo (SlotId ,
CKM_GOSTR3410 KEY WRAP, &minfo) ;

if (rc !'= CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_GOSTR3410_KEY_WRAP "
"not supported ===========\n");
} else {
fprintf (stderr
W\p==================== CKM_GOSTR3410_KEY_WRAP "
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"test ==================\n");
rc = test gost3410 key wrap(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_GOSTR3410_KEY_WRAP failed, rc = Ox%x\n",
rc);
} else {
fprintf(stderr, "CKM_GOSTR3410_KEY_WRAP test passed.\n");
}
¥

out close:
if ( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf (stderr ,

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
¥
out:

return rc;

}

CK_RV test gost3410 key wrap (CK SESSION HANDLE sess)
{
CK RV rc;
CK_BYTE value[1024];
static CK BYTE id [4];
CK _ULONG len ;
CK_ OBJECT HANDLE send pub key = CK INVALID HANDLE;
CK_OBJECT HANDLE send priv_key = CK_ INVALID HANDLE;
CK_OBJECT HANDLE recp pub key = CK INVALID HANDLE;
CK_OBJECT HANDLE recp priv_key = CK INVALID HANDLE;
CK_OBJECT HANDLE cipher key = CK INVALID HANDLE;
CK_OBJECT HANDLE unwrapped cipher key = CK INVALID HANDLE;
CK_ATTRIBUTE attr ;
CK_MECHANISM mechanism desc = {CKM_GOSTR3410 KEY WRAP, NULL,
0};
CK_MECHANISM PTR mechanism = &mechanism desc;
CK_MECHANISM mechanism gen desc =
{CKM_GOSTR3410 KEY PAIR GEN, NULL, 0};
CK_MECHANISM_PTR mechanism gen = &mechanism gen desc;
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CK MECHANISM mechanism gen desc 512 =
{CKM_GOSTR3410 512 KEY PAIR GEN, NULL, 0};
CK_MECHANISM PTR mechanism gen 512 = &mechanism gen desc 512

9

static
static
static
static

CK _BBOOL ltrue = CK TRUE;
CK BBOOL lfalse = CK_FALSE;
CK_OBJECT CLASS oclass = CKO SECRET KEY;

CK_ OBJECT CLASS oclass pub = CKO PUBLIC KEY;

static CK_OBJECT CLASS oclass priv = CKO PRIVATE KEY;
static CK KEY TYPE wrapping key type 256 = CKK GOSTR3410;
static CK KEY TYPE wrapping key type 512 = CKK GOSTR3410 512;
static CK_KEY TYPE wrapped key type = CKK GOST28147;
// PAR ECC A OID
static CK BYTE gostR3410params A || = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01
I15
// PAR ECC XA OID
static CK BYTE gostR3410params XA [| = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x24, 0x00
IE
// PAR 512 A OID
static CK BYTE gostR3410 2012 512 params|]| = {
0x06, 0x09, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x2, 0x01, 0x02, 0
x01
Ir5
// PAR HASH 1 OID
static CK BYTE gostR3411params || = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
¥
// PAR 3411-2012—256 OID
static CK BYTE gostR3411 2012 256 params|[]| = {
0x06, 0x08, Ox2a, 0x85, 0x03, 0x07, 0x01, O0x01, 0x02, 0x02
IE
// PAR 3411-2012-512 OID
static CK BYTE gostR3411 2012 512 params|]| = {
0x06, 0x08, Ox2a, 0x85, 0x03, 0x07, 0x01, O0x01, 0x02, 0x03
IE
// PAR CIPHER A OID
static CK BYTE gost28147params A [| = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
i
// PAR CIPHER B OID
static CK BYTE gost28147params B[] = {
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0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02
}s

// Cipher key value

static CK_BYTE cipher key val[] = {
0xc3,0x73,0x0c,0x5c,0xbc,0xca ,0xcf ,0x91,
0Oxb5a ,0xc2,0x92,0x67,0x6f,0x21,0xe8 ,0xbd,
Ox4e ,0xf7 ,0x53,0x31,0xd9,0x40,0x5e,0x5f,
Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11

}s

// Template for cipher key generation
static CK_ATTRIBUTE cipher template [|] = {
{ CKA_VALUE, cipher key val, sizeof(cipher key wval) },
{ CKA TOKEN, &lfalse , sizeof(lfalse) },
{ CKA_ SENSITIVE, &lfalse , sizeof(lfalse) },
{ CKA EXTRACTABLE, &ltrue, sizeof(ltrue) },
{ CKA ENCRYPT, &ltrue, sizeof(ltrue) },
{ CKA_DECRYPT, &ltrue, sizeof(ltrue) },
{ CKA_ WRAP, &ltrue, sizeof(ltrue) },
{ CKA_UNWRAP, &ltrue, sizeof(ltrue) },
{ CKA_ CLASS, &oclass, sizeof(oclass) },
{ CKA_GOST28147PARAMS,
gost28147params A, sizeof(gost28147params A) },
{ CKA KEY TYPE, &wrapped key type, sizeof(wrapped key type)
}
};
static CK BYTE ukm|| = {
0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,
0x09, Ox0a, 0x0Ob, O0x0c, 0x0d, O0x0Oe, 0x0f, 0x10,
};
// Use fixed UKM for testing.
// Generate and use temporary ephemeral key pair.
static CK_GOSTR3410 KEY WRAP PARAMS params = {
gost28147params A, sizeof(gost28147params A),
ukm, 8§,
CK_INVALID HANDLE

};

// Key pair labels

static CK BYTE priv_label [| = "Private Key Lissi 5312";
static CK BYTE pub_ label|[] = "Public Key Lissi 5312";

// Templates for key pair generation.

ANMCECH

codot 288




I'maBa 4. IlporpammvupoBanue 4.4. Ilpumepbl mporpamMm

// Template for token public key generation and search.
static CK_ATTRIBUTE pub_template 2001 ][] = {

{ CKA LABEL, pub_ label, sizeof(pub label) — 1 },

{ CKA TOKEN, &ltrue, sizeof(ltrue) },

{ CKA GOSTR3410PARAMS,

gostR3410params A, sizeof(gostR3410params A) },

{ CKA GOSTR3411PARAMS,

gostR3411params, sizeof(gostR3411params) },

{ CKA_WRAP, &ltrue, sizeof(ltrue) },

{ CKA ENCRYPT, &ltrue, sizeof(CK BBOOL) },

{ CKA_CLASS, &oclass pub, sizeof(oclass pub) },

{ CKA_KEY TYPE,

&wrapping key type 256, sizeof(wrapping key type 256) },
IE
static CK_ATTRIBUTE pub template 2012 256 [] = {

{ CKA LABEL, pub_ label, sizeof(pub label) — 1 },

{ CKA_TOKEN, &ltrue, sizeof(ltrue) },

{ CKA GOSTR3410PARAMS,

gostR3410params A, sizeof(gostR3410params A) },

{ CKA_GOSTR3411PARAMS,

gostR3411 2012 256 params, sizeof(gostR3411 2012 256 params)

}
{ CKA WRAP, &ltrue, sizeof(ltrue) },

{ CKA_ ENCRYPT, &ltrue, sizeof(CK BBOOL) },

{ CKA CLASS, &oclass pub, sizeof(oclass pub) },

{ CKA KEY TYPE,

&wrapping key type 256, sizeof(wrapping key type 256) },
Ik
static CK_ATTRIBUTE pub template 2012 512[] = {

{ CKA LABEL, pub_label, sizeof(pub label) — 1 },

{ CKA_TOKEN, &ltrue, sizeof(ltrue) },

{ CKA_ GOSTR3410PARAMS,

gostR3410 2012 512 params, sizeof(gostR3410 2012 512 params)

b
{ CKA_ GOSTR3411PARAMS,
gostR3411 2012 512 params, sizeof(gostR3411 2012 512 params)
}s
{ CKA WRAP, &ltrue, sizeof(ltrue) },

{ CKA_ENCRYPT, &ltrue, sizeof(CK BBOOL) },

{ CKA CLASS, &oclass pub, sizeof(oclass pub) },

{ CKA_KEY TYPE,

&wrapping key type 512, sizeof(wrapping key type 512) },
IE

// Template for token private key generation and search.
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static CK_ATTRIBUTE priv_template 256 ] = {
{ CKA LABEL, priv_label, sizeof(priv_label) — 1 },
{ CKA TOKEN, &ltrue, sizeof(ltrue) },
{ CKA EXTRACTABLE, &ltrue, sizeof(ltrue) },
{ CKA_ SENSITIVE, &lfalse , sizeof(lfalse) },
{ CKA_DERIVE, &ltrue, sizeof(ltrue) },
{ CKA UNWRAP, &ltrue, sizeof(ltrue) },
{ CKA DECRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA_CLASS, &oclass priv, sizeof(oclass priv) },
{ CKA KEY TYPE,
&wrapping key type 256, sizeof(wrapping key type 256) },
};
static CK_ATTRIBUTE priv_template 2012 512 [] = {
{ CKA LABEL, priv_label, sizeof(priv_label) — 1 },
{ CKA TOKEN, &ltrue, sizeof(ltrue) },
{ CKA EXTRACTABLE, &ltrue, sizeof(ltrue) },
{ CKA_SENSITIVE, &lfalse , sizeof(lfalse) }
{ CKA DERIVE, &ltrue, sizeof(ltrue) },
{ CKA_UNWRAP, &ltrue, sizeof(ltrue) },
{ CKA DECRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA CLASS, &oclass priv, sizeof(oclass priv) },
{ CKA_KEY TYPE,
&wrapping key type 512, sizeof(wrapping key type 512) },

)

};
// Buffer for public key value
static CK_BYTE pub_ value|[128];

// Template for public key object creation
static CK_ATTRIBUTE new pub template|[] = {
{ CKA CLASS, &oclass pub, sizeof(oclass pub) },
{ CKA_KEY TYPE,
&wrapping key type 256, sizeof(wrapping key type 256) },
{ CKA_GOSTR3410PARAMS,
gostR3410params A, sizeof(gostR3410params A) },
{ CKA_GOSTR3411PARAMS,
gostR3411params, sizeof(gostR3411lparams) },
{ CKA_WRAP, &ltrue, sizeof(CK BBOOL) },
{ CKA ENCRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA_VALUE, pub_value, 64 }

};
static CK_ATTRIBUTE new pub template 2012 256 [] = {
{ CKA_CLASS, &oclass pub, sizeof(oclass pub) },
{ CKA KEY TYPE,
&wrapping key type 256, sizeof(wrapping key type 256) },
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Jis

{ CKA_ GOSTR3410PARAMS,

gostR3410params A, sizeof(gostR3410params A) },

{ CKA_ GOSTR3411PARAMS,

gostR3411 2012 256 params, sizeof(gostR3411 2012 256 params)
s
{ CKA_WRAP, &ltrue, sizeof(CK BBOOL) },

{ CKA ENCRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA_VALUE, pub_ value, 64 }

static CK_ATTRIBUTE new pub_ template 2012 512[] = {

}s

{ CKA_CLASS, &oclass pub, sizeof(oclass pub) },

{ CKA KEY TYPE,

&wrapping key type 512, sizeof(wrapping key type 512) },

{ CKA_ GOSTR3410PARAMS,

gostR3410 2012 512 params, sizeof(gostR3410 2012 512 params)
s
{ CKA_GOSTR3411PARAMS,

gostR3411 2012 512 params, sizeof(gostR3411 2012 512 params)
b

{ CKA_ WRAP, &ltrue, sizeof(CK BBOOL) },

{ CKA_ENCRYPT, &ltrue, sizeof(CK BBOOL) },

{ CKA_ VALUE, pub_ value, 128 }

// Session public key object handle
CK_OBJECT HANDLE new pub key = CK INVALID HANDLE;

/%

// 0rlov KeyTransport
CK_BYTE orlov_datal] = {

0x30, 0x81, O0xA4,
0x30, 0x28,
0x04, 0x20,
0x50, 0x65, 0xC9, 0x40, O0x5D, 0xb9, 0x65, O0xO0A,
0x08, 0xCD, 0xC2, 0x48, 0x60, 0xCB, 0x2D, 0x42,
0xB3, 0xD7, 0x69, OxEF, OxF3, 0xCB, O0xA6, 0x88,
0x55, 0x09, O0xF9, 0x48, 0xC6, 0x44, O0x9E, 0x5D,
0x04, 0x04,
0x2C, 0xC9, OxAA, OxEF,
0xAO, 0x78,
0x06, 0x07, O0x2A, 0x85, 0x03, 0x02, 0x02, O0x1F, 0x01,
0xAO0, 0x63,
0x30, 0x1C,
0x06, 0x06, O0x2A, 0x85, 0x03, 0x02, 0x02, 0x13,
0x30, 0x12,
0x06, 0x07, Ox2A, 0x85, 0x03, 0x02, 0x02, 0x23, O
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x03,
0x06, 0x07, O0x2A, 0x85, 0x03, 0x02, 0x02, Oxl1lE, O
x01,
0x03, 0x43, 0x00,
0x04, 0x40,
0x70, O0xB2, 0x66, 0x34, 0x51, O0xCB, 0x88, 0x73,
0x9E, OxE9, 0x05, 0x6B, 0x80, 0x9C, OxFE, 0x00,
OxEC, 0x99, 0x7B, 0xB9, 0x8F, OxbE, 0x30, 0x8B,
0xA6, 0xCB, 0x5C, 0x67, 0x30, OxAl, 0x31, OxbHA,
0xB7, 0x92, 0x83, 0xA0, 0x27, 0x68, OxFA, OxAA,
0x28, 0xD8, 0x90, Ox8E, O0xEB, 0x59, 0x2E, 0x50,
0x7E, 0x42, 0x38, 0x2E, 0xbD, O0x15, OxAA, OxB9,
0xB4, 0x1C, OxE2, 0x81, 0x8C, 0x20, 0xB4, 0x6D,
0x04, 0x08,
0x80, 0x77, OxFO, 0x58, 0x87, 0x03, 0x74, 0x03,
// 0x30, 0x36, 0x06, 0x09, O0x2A, // 777
I
// Orlov recipient private key
CK_BYTE orlov_recp_priv_keyl[] = {
0x30, 0x45,
0x02, 0x01, 0x00,
0x30, 0x1C,
0x06, 0x06, 0x2A, 0x85, 0x03, 0x02, 0x02, 0x13,
0x30, 0x12,
0x06, 0x07, O0x2A, 0x85, 0x03, 0x02, 0x02, 0x24, 0x00,
0x06, 0x07, O0x2A, 0x85, 0x03, 0x02, 0x02, Ox1E, 0x01,
0x04, 0x22,
0x04, 0x20,
0x64, O0xA8, 0x2A, OxAD, 0xC1l, OxAB, 0x9B, 0xB2,
O0xB1, 0x96, 0x99, OxE9, O0x9E, OxF6, 0x7D, 0xC6,
0xDB, OxCA, 0xBO, 0x36, 0x00, 0x3D, 0xD9, 0x77,
0xCF, 0x96, OxAF, 0x62, 0xB9, OxE2, 0x3E, 0x07,
i
CK_BYTE orlov_priv_key_valuel[] = {
O0x64, O0xA8, Ox2A, OxAD, 0xCl, OxAB, 0x9B, 0xB2,
0xB1, 0x96, 0x99, OxE9, O0x9E, OxF6, 0x7D, 0xC6,
O0xDB, O0xCA, 0xBO, 0x36, 0x00, O0x3D, 0xD9, 0Ox77,
0xCF, 0x96, OxAF, 0x62, 0xB9, O0xE2, 0x3E, 0x07,
I
*/
/ *
// TC 26 recipient private key
30 49
02 01 00
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30 1F
06 08 2A 85 03 07 01 01 01 O1
30 13
06 07 2A 85 03 02 02 24 00
06 08 2A 85 03 07 01 01 02 02

04 23
02 21
00
*/
CK _BYTE tc26 priv_key value[] = {
0x01, 0xB4, 0x2C, 0x61, OxAl, OxAE, OxEF, 0x62,
0xCE, 0xB9, 0x90, 0x3F, 0x8B, 0x56, 0x24, 0xB3,
0x91, O0x9E, O0xEC, OxEC, 0x43, 0x7F, Ox8A, 0x85,
0x12, O0xCA, Ox7E, 0x43, 0xD0O, 0x2E, 0x54, 0xE3,
b
// TC 26 KeyTransport
CK BYTE tc26 data[] = {
0x30, 0x81, 0xA9,
0x30, 0x28,
0x04 , 0x20,
0x10, Ox8A, O0x8B, 0xF9, 0x80, 0x51, 0x42, OxAE,
0xF9, 0x1F, OxOE, 0xD5, OxAD, O0xE6, 0xDD, 0x3A,
0x5B, 0x4E, 0x6C, 0x01, 0x4D, 0xBB, 0x93, 0x28,
0xC0, 0x31, 0xE8, 0x06, 0x49, 0x76, O0xF2, 0x95,
0x04 , 0x04,
0xAB, 0x49, Ox7F, 0x56,
0xA0, 0x7D,
0x06, 0x09, 0x2A, 0x85, 0x03, 0x07, 0x01, 0x02, 0x05, O
x01, 0x01,
0xA0, 0x66,
0x30, Ox1F,
0x06, 0x08, 0x2A, 0x85, 0x03, 0x07, 0x01, 0x01, 0x01
, 0x01,
0x30, 0x13,
0x06, 0x07, 0x2A, 0x85, 0x03, 0x02, 0x02, 0x24, 0
x00 ,
0x06, 0x08, 0x2A, 0x85, 0x03, 0x07, 0x01, 0x01, O
x02, 0x02,
0x03, 0x43, 0x00,
0x04 , 0x40,
0xB4, 0x83, 0xB2, 0xBC, 0xC3, 0x57, 0x27, 0x2E,
0xAC, 0x57, 0x80, OxOE, 0xC4, 0x9F, O0x5F, 0x9C,
0x1B, 0x2E, 0xB9, 0x7E, 0x78, 0x04, 0xB3, O0xEA,
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0x34, 0xBC, 0x93, 0x57, 0x67, Ox4E, 0x43, 0x0C,
0xCO, O0xF7, 0x58, 0x3E, 0x4C, 0x34, 0xEC, 0x11,
0xCB, 0xDE, O0xAA, 0x3A, 0xC8, 0xA7, 0xAO0, OxFF,
O0xEF, 0x1E, 0x3A, 0x0B, O0xFE, 0xAE, 0xCA, OxFD,
0xA7, 0x45, 0x4C, OxED, Oxl1A, 0xB0O, 0x61, 0x3D,
0x04, 0x08,
0x0D, 0x91, 0x85, 0x60, 0x71, 0xCF, 0x59, O0x8F,
};
CK_ATTRIBUTE new priv_template [| = {
{ CKA CLASS, &oclass priv, sizeof(oclass priv) },
{ CKA_KEY TYPE,
&wrapping key type 256, sizeof(wrapping key type 256) },
{ CKA_GOSTR3410PARAMS,
gostR3410params XA, sizeof(gostR3410params XA) },
{ CKA_GOSTR3411PARAMS,
gostR3411 2012 256 params, sizeof(gostR3411 2012 256 params)
b
{ CKA_SIGN, &ltrue, sizeof(CK BBOOL) },
{ CKA_DECRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA_DERIVE, &ltrue, sizeof(CK BBOOL) },
{ CKA_VALUE, tc26 priv_key value, sizeof(tc26 priv_key value
)}
};
CK_OBJECT HANDLE hObject = CK INVALID HANDLE;
CK _ULONG ulObjectCount = 0;

SYSTEMTIME t1, t2;
CK_ULONG diff;
printf("================ TC 26 example ====================\n"

)
rc = funcs—C_CreateObject (sess
new priv_template
sizeof (new priv_template)/sizeof (CK ATTRIBUTE) ,
&recp priv_key);
if (rc != CKR OK) {
fprintf (stderr

"%4d: C_CreateObject failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
mechanism—>pParameter = NULL;
mechanism—>ulParameterLen = 0;
rc = funcs—C_UnwrapKey(sess , mechanism ,

recp priv_key, tc26 data, sizeof(tc26 data), cipher template
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+ 1,
sizeof (cipher template)/sizeof(CK ATTRIBUTE) — 1,
&unwrapped cipher key) ;
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_UnwrapKey failed, rc = Ox%x\n", LINE | rc);
return rc;

}

printf("Key unwrapped 0K\n");

printf("Cipher key to wrap:\n");
print _hex (cipher key wval, 32);

printf("================ GOSTR3410-2001 ====================\n

");
// GOSTR3410—2001
// Generate sender key pair objects
rc = funcs—C _GenerateKeyPair(sess , mechanism gen,
pub template 2001, sizeof(pub template 2001)/sizeof (
CK_ATTRIBUTE) ,
priv_template 256, sizeof(priv_template 256)/sizeof
CK_ATTRIBUTE) ,
&send pub key, &send priv_key);
if (rc != CKR OK) {
fprintf (stderr

"%4d: C_GenerateKeyPair failed, rc = Ox%x\n", LINE | rc
)
return rc;
}
printf("Sender key pair generation OK\n");
// Generate recipient key pair objects
rc = funcs—C _GenerateKeyPair(sess , mechanism gen,
pub_template 2001, sizeof(pub template 2001)/sizeof (
CK_ATTRIBUTE) |
priv_template 256, sizeof(priv_template 256)/sizeof
CK_ATTRIBUTE) ,
&recp _pub _key, &recp priv_key);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_GenerateKeyPair failed, rc = Ox%x\n", LINE | rc
)
return rc;
}
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printf("Recipient key pair generation O0K\n");

// Get public key value
attr.type = CKA VALUE;
attr .pValue = pub_value;
attr.ulValueLen = sizeof(pub_value);
rc = funcs—C_ GetAttributeValue(sess, recp pub key, &attr, 1);
if (re != CKR OK) {

fprintf(stderr

"%4d: C_GetAttributeValue failed, rc = Ox%x\n", LINE |

rc);

return rc;
¥

// gost _hexdump (stdout ,
// "Recipient Public Key Value:", pub value, attr.ulValueLen)

)

// Create session public key object from its value.
// There is no need to do it here but we make session public
// key for testing only.
rc = funcs—C _CreateObject(sess, new pub template,
sizeof (new pub_template)/sizeof(CK ATTRIBUTE) , &
new pub key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_CreateObject failed, rc = Ox%x\n", LINE | rc);
return rc;

}

// Create cipher key object from its value
rc = funcs—>C_CreateObject (sess, cipher template ,
sizeof (cipher template)/sizeof(CK ATTRIBUTE), &cipher key)

)
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_CreateObject failed, rc = Ox)x\n", LINE | rc);
return rc;

}

// Get cipher key to the value buffer

// from the cipher key object (for testing).
attr . type = CKA VALUE;

attr.pValue = value;

attr.ulValueLen = sizeof(value);
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rc = funcs—C GetAttributeValue(sess, cipher key, &attr, 1);
if (rc != CKR OK) {

fprintf (stderr

"%4d: C_GetAttributeValue failed, rc = Ox%x\n", LINE

re);

return rc;
}
len = attr.ulValueLen;

// gost _hexdump(stdout , "Cipher key value:", value, len);

]

mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);

// avg time = 0;
//  max_time = 0;
//  min_time = OxFFFFFFFF;
/) for (i=0; i < 10; i++) {
// GetSystemTime(&t1) ;
params.pWrapOID = gost28147params_A ;
params . ulWrapOIDLen = sizeof(gost28147params_A);
// Use sender private key or CK INVALID HANDLE
// for ephemeral keypair generation.
params.hKey = CK _INVALID HANDLE; //send priv_key;
// Get wrapping key length only.
len = sizeof(value);
rc = funcs—C_ WrapKey(sess , mechanism ,
new pub_ key, cipher key, NULL, &len);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_WrapKey failed, rc = Ox%x\n", LINE | rc);
return rc;

}

// fprintf(stdout, "Wrapped key length = %d\n", len);

// Wrap cipher key with public key to the value buffer.
GetSystemTime(&t1) ;

rc = funcs—C_ WrapKey(sess , mechanism
new pub key, cipher key, value, &len);
GetSystemTime(&t2) ;

diff = process time(tl, t2);
fprintf(stderr, "C_WrapKey time: %1d msec\n", diff );
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_WrapKey failed, rc = Ox%x\n", LINE | rc);

AMCgC%ltgch 297




I'maBa 4. IlporpammvupoBanue

4.4. Ilpumepbr mporpamMm

return rc;

}
printf("Key wrapped 0K\n");
print _hex(value, len);

/ *
// Without public key info:

0x30, 0x3f,
0x30, 0x28,
0x04, 0x20,
0x76, 0x9e, Oxcl, 0x2e, Oxbc, 0x78, 0x66, Ox6a,
0x9f, 0x56, Ox4c, Oxfe, 0x79, 0x65, 0x79, Ox6e,
0x0Oe, 0x0Oe, Oxac, Oxd6, 0x36, 0x94, 0x9%e, 0x39,
0xf3, Oxc4, Oxc6, 0x97, 0xc9, 0x15, 0x9%9a, Oxe3,
0x04, 0x04,
0xe3, 0xd4, 0x3b, O0xf7,
Oxa0, 0x13,
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, Oxi1f, 0x01,
0x04, 0x08,
0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,
// With ephemeral keypair:
0x30, 0x81, Oxa4,
0x30, 0x28,
0x04, 0x20,
0x65, 0x89, 0xd3, 0x41, 0x90, 0x9c, 0xb9, 0x03,
0x45, 0x92, 0x13, 0x84, 0x57, 0x9b, 0xb8, Ox4de,
0x82, 0x68, 0xb3, 0x7b, 0x80, 0x4f, 0x67, 0x15,
0x84, 0xf5, 0x90, Oxbd, 0x0d, 0xb58, 0x95, 0x61,
0x04, 0x04,
0x42, 0x84, 0x55, 0x80,
0xa0, 0x78,
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, Oxi1f, 0x01,
O0xa0, 0x63,
0x30, Oxlc,
0x06, 0x06,
0x2a, 0x85, 0x03, 0x02, 0x02, 0x13,
0x30, 0x12,
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01,
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01,
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0x03, 0x43, 0x00,
0x04, 0x40,
0x0f, Ox1lb, 0xd3, 0x67, 0x4d, Oxed, 0x83, 0x22,
0x2a, Oxa0, 0x23, Ox4c, 0x55, Ox7a, 0Ox8a, Oxcd,
0x71, 0x75, 0x11, 0x23, 0x67, 0x68, Oxcb, Oxfe,
0xb8, 0x8f, 0x2d, Oxchb, 0x72, 0xb8, 0x3b, Ox6e,
0xd2, 0x31, 0x38, Oxa6, Oxed, 0xe3d, 0x35, Oxbc,
0x6d, 0x07, Ox1lb, 0x57, 0xf8, O0xd7, 0x18, Oxa6,
0x14, 0xf0, Oxe2, 0x3c, 0x65, 0x10, O0x5d, Oxa4,
0x44, Oxaa, Ox1d, Oxea, 0x47, 0x81, 0x3e, 0x98,
0x04, 0x08,
0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,

params . pWrapOID = NULL;
params . ulWrapOIDLen = 0;

// Use sender private key or CK INVALID HANDLE
// for ephemeral keypair generation.
params.hKey = CK INVALID HANDLE; //send pub key;

GetSystemTime(&t1) ;
// Unwrap cipher key with recipient private key from the
value buffer.
// Don’t use the first CKA VALUE attribute —
// it will be added as a result of C_UnwrapKey for cipher key.
rc = funcs—C_UnwrapKey(sess , mechanism ,
recp_priv_key, value, len, cipher template + 1,
sizeof (cipher template)/sizeof (CK ATTRIBUTE) — 1,
&unwrapped cipher key);
GetSystemTime(&t2) ;
diff = process time(tl, t2);
fprintf(stderr, "C_UnwrapKey time: %1d msec\n", diff );
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_UnwrapKey failed, rc = Ox%x\n", LINE | rc);
return rc;

}

printf("Key unwrapped 0K\n");

// Restore cipher key to the value buffer from the cipher key

object .
attr.type = CKA VALUE;
attr.pValue = value;
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//
//
//
//
//
//
//
//
//

//
//
//

attr.ulValueLen = sizeof(value);
rc = funcs—C _GetAttributeValue(sess , unwrapped cipher key, &
attr, 1);

if (rec != CKR OK) {
fprintf(stderr
"%4d: C_GetAttributeValue failed, rc = Ox%x\n", LINE |
rc);
return rc;
}

len = attr.ulValueLen;
// Check cipher key value
if (len != sizeof(cipher key wval)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);

return —1;

}

if (mememp(value, cipher key wval, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", ILINE );
return —2;

}

printf ("Unwrapped key is equal to source key\n");

rc = funcs—C DestroyObject (sess , unwrapped cipher key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
}
GetSystemTime(&t2) ;
diff = process time(tl, t2);
avg time += diff;
if (diff < min time)

min_ time = diff;
if (diff > max time)
max_time = diff;

}
printf("10 GOST R34.10—2001 Wrap/Unwrap operations: %ld \n

, avg time );
printf ("Minimum: %ld \n", min_ time )

n"

printf ("Maximum: %ld \n", max_ time )

printf("\n");
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// Destroy session public key
rc = funcs—C_DestroyObject (sess , new pub_key);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
}
// Destroy cipher key
rc = funcs—>C_DestroyObject (sess , cipher key);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
}
rc = funcs—C_DestroyObject (sess, recp pub_ key);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
}
rc = funcs—C _ DestroyObject (sess , recp priv_key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE
return rc;
}
rc = funcs—C DestroyObject (sess, send pub key);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
rc = funcs—>C_DestroyObject (sess , send priv_key);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;

__, TC);

// GOSTR3410—2012—256
// Generate sender key pair objects
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rc = funcs—C GenerateKeyPair(sess , mechanism gen,
pub _template 2012 256,
sizeof (pub template 2012 256)/sizeof (CK_ATTRIBUTE) ,
priv_template 256,
sizeof (priv_template 256)/sizeof (CK ATTRIBUTE) ,
&send pub key, &send priv_key);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_GenerateKeyPair failed, rc = Ox%x\n", LINE | rc
)

return rc;
}
printf("Sender key pair generation O0K\n");

// Generate recipient key pair objects
rc = funcs—C_GenerateKeyPair(sess , mechanism gen,
pub_template 2012 256,
sizeof (pub_template 2012 256)/sizeof (CK_ATTRIBUTE) ,
priv_template 256,
sizeof (priv_template 256)/sizeof (CK_ATTRIBUTE) ,
&recp pub key, &recp priv_key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_GenerateKeyPair failed, rc = Ox%x\n", LINE | rc
)

return rc;
}
printf("Recipient key pair generation 0K\n");

// Get public key value
attr . type = CKA VALUE;
attr .pValue = pub value;
attr.ulValueLen = sizeof(pub_value);
rc = funcs—C_ GetAttributeValue(sess, recp pub key, &attr, 1);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_GetAttributeValue failed, rc = Ox%x\n", LINE
re);
return rc;
}
// gost hexdump (stdout ,
// "Recipient Public Key Value:", pub_ value, attr.ulValueLen)

)

]
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// Create session public key object from its value.
// There is no need to do it here but we make session public
// key for testing only.
rc = funcs—C_CreateObject (sess , new pub template 2012 256,
sizeof (new pub template 2012 256)/sizeof (CK_ ATTRIBUTE) ,
&new pub_key) ;
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_CreateObject failed, rc = Ox%x\n", LINE | rc);
return rc;

}

// Create cipher key object from its value
rc = funcs—C CreateObject(sess, cipher template,
sizeof (cipher template)/sizeof (CK_ATTRIBUTE) , &cipher key)

if (rec != CKR _OK) {
fprintf(stderr
"%4d: C_CreateObject failed, rc = Ox%x\n", LINE | rc);
return rc;

}

// Get cipher key to the value buffer
// from the cipher key object (for testing).
attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C _GetAttributeValue(sess, cipher key, &attr, 1);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_GetAttributeValue failed, rc = 0x%x\n",
__LINE | rc);
return rc;
¥
len = attr.ulValueLen;
// gost hexdump (stdout, "Cipher key value:", value, len);

mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);

// avg time = 0;

//  max_time = 0;

// min_time — OxFFFFFFFF;
/) for (i=0; i < 10; i++) {

AMCgC%ltgch 303




I'maBa 4. IlporpammvupoBanue 4.4. Ilpumepbl mporpamMm

// GetSystemTime(&t1)

params.pWrapOID = gost28147params A ;
params.ulWrapOIDLen = sizeof(gost28147params A);
// Use sender private key or CK INVALID HANDLE
// for ephemeral keypair generation.
params.hKey = CK_INVALID HANDLE; //send priv_key;
// Get wrapping key length only.
len = sizeof(value);
rc = funcs—C_WrapKey(sess , mechanism ,

new pub_ key, cipher key, NULL, &len);
if (rc != CKR OK) {

fprintf (stderr

"%4d: C_WrapKey failed, rc = Ox%x\n", LINE | rc);
return rc;

}

// fprintf(stdout, "Wrapped key length = %d\n", len);

// Wrap cipher key with public key to the value buffer.

GetSystemTime(&t1) ;

rc = funcs—C_WrapKey(sess , mechanism ,
new pub_ key, cipher key, value, &len);
GetSystemTime(&t2) ;

diff = process time(tl, t2);
fprintf(stderr, "C_WrapKey time: %1d msec\n", diff );
if (re != CKR OK) {
fprintf(stderr
"%4d: C_WrapKey failed, rc = Ox%x\n", LINE | rc);
return rc;
}
printf("Key wrapped OK\n");
print _hex(value, len);

/%
// Without public key info:
0x30, 0x3f,
0x30, 0x28,
0x04, 0x20,
0x76, 0x9e, Oxcl, 0x2e, Ox5c, 0x78, 0x66, Ox6a,
0x9f, 0x56, Ox4c, Oxfe, 0x79, 0x65, 0x79, Ox6e,
0x0e, 0x0Oe, Oxac, Oxd6, 0x36, 0x94, 0x9e, 0x39,
0xf3, Oxc4, Oxc6, 0x97, 0xc9, 0x15, 0x9a, Oxe3,
0x04, 0x04,
Oxe3, 0xd4, 0x3b, Oxf7,
0xa0, 0x13,
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0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, Oxi1f, 0x01,
0x04, 0x08,
0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,
// With ephemeral keypair:
0x30, 0x81, OxaT7,
0x30, 0x28,
0x04, 0x20,
0x78, 0x3e, Oxff, Oxba, O0x7c, 0xc9, 0x9d, Oxcb,
0x45, Ox1f, 0x42, 0x76, 0xc9, 0x37, 0x47, Oxa2,
0xb4, 0x97, Oxaa, 0x49, 0x05, 0x74, 0x86, 0xe9,
Oxa9, 0x42, 0x88, Oxcb, 0x37, 0x67, 0x74, Oxfb,
0x04, 0x04,
0x9a, 0x7f, Oxcf, 0x45,
0xa0, 0x7b,
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01,
O0xa0, 0x66,
0x30, Ox1f,
0x06, 0x08,
0x2a, 0x85, 0x03, 0x07, 0x01, OxO01, 0x01, 0OxO01,
0x30, 0x13,
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01,
0x06, 0x08,
0x2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x02,
0x03, 0x43, 0x00,
0x04, 0x40,
Oxb4, 0xd9, 0x79, 0x33, 0x59, 0x89, Oxlc, 0x4b,
0x63, 0x2b, 0x96, 0x34, 0x69, O0x11l, 0x87, 0x67,
O0x4f, Oxad4, Oxdf, Oxfl, Oxba, 0x43, 0xf2, 0xb8,
0x22, 0xd2, 0x96, Oxlb, Oxab, 0x48, Oxda, Oxff,
0x31, 0x9e, Oxf5, 0x59, Oxc6, Oxdc, O0x4b, Ox4da,
Oxe6, 0xO0b, 0x37, 0x63, Oxbc, 0xd3, 0x7f, 0x58,
0x12, Oxed, 0x19, 0x88, 0x49, Oxb6, 0x07, 0x08,
0xb57, 0x9f, Oxa8, 0x2f, Ox1ld, Oxbl, 0x05, 0x68,
0x04, 0x08,
0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,
*/

params . pWrapOID = NULL;
params . ulWrapOIDLen = 0;
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// Use sender private key or CK INVALID HANDLE
// for ephemeral keypair generation.

params.hKey = CK INVALID HANDLE; //send pub key;

GetSystemTime(&t1) ;
// Unwrap cipher key with recipient private key from the
value buffer.
// Don’t use the first CKA VALUE attribute —
// it will be added as a result of C_UnwrapKey for cipher key.
rc = funcs—C_UnwrapKey(sess , mechanism ,
recp priv_key, value, len, cipher template + 1,
sizeof (cipher template)/sizeof (CK ATTRIBUTE) — 1,
&unwrapped cipher key) ;
GetSystemTime(&t2) ;
diff = process time(tl, t2);
fprintf(stderr, "C_UnwrapKey time: %1d msec\n", diff );
if (rec != CKR _OK) {
fprintf(stderr
"%4d: C_UnwrapKey failed, rc = Ox%x\n", LINE | rc);
return rc;

}

printf("Key unwrapped 0K\n");

// Restore cipher key to the value buffer from the cipher key
object .
attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C _GetAttributeValue(sess , unwrapped cipher key,
&Lattr, 1);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_GetAttributeValue failed, rc = Ox/%x\n",
__LINE | rc);
return rc;

}

len = attr.ulValueLen;
// Check cipher key value
if (len != sizeof(cipher key wval)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);

return —1;

if (memcmp(value, cipher key wval, len) != 0) {
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fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;
¥
printf ("Unwrapped key is equal to source key\n");
rc = funcs—C DestroyObject (sess , unwrapped cipher key);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n",
__LINE__ | rc);
return rc;

}

// GetSystemTime(&t2) ;

// diff = process time(tl, t2);
// avg time 4= diff;

// if (diff < min_ time)

// min_ time = diff;

// if (diff > max_time)

// max_time = diff;

/)
// printf("10 GOST R34.10—2001 Wrap/Unwrap operations: %ld \n

", avg time );
// printf ("Minimum: %ld \n", min time )

// printf ("Maximum: %ld \n", max time )

// printf("\n");

// Destroy session public key
rc = funcs—C _ DestroyObject (sess , new pub key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
}
// Destroy cipher key
rc = funcs—C_DestroyObject (sess , cipher key);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
}
rc = funcs—C DestroyObject (sess , recp pub_ key);
if (rc != CKR OK) {
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fprintf (stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
}
rc = funcs—C DestroyObject (sess, recp priv_key);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
rc = funcs—C _DestroyObject (sess, send pub_ key);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
rc = funcs—C_DestroyObject (sess , send priv_key);
if (rc != CKR OK) {
fprintf(stderr

"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
}
printf("================ GOSTR3410-2012-512
e et Y
// GOSTR3410—2012—512
// Generate sender key pair objects
rc = funcs—C_ GenerateKeyPair(sess , mechanism gen 512,
pub_template 2012 512,
sizeof (pub_template 2012 512)/sizeof (CK_ATTRIBUTE) ,
priv_template 2012 512,
sizeof (priv_template 2012 512)/sizeof (CK_ATTRIBUTE) ,
&send pub key, &send priv_key);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_GenerateKeyPair failed, rc = Ox%x\n", LINE | rc

)
return rc;

}

printf("Sender key pair generation OK\n");
// Generate recipient key pair objects

rc = funcs—C_ GenerateKeyPair(sess , mechanism gen 512,
pub template 2012 512,
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sizeof (pub_template 2012 512)/sizeof (CK_ATTRIBUTE) ,

priv_template 2012 512,

sizeof (priv_template 2012 512)/sizeof (CK ATTRIBUTE) ,

&recp pub key, &recp priv_key);

if (rc !'= CKR OK) {

fprintf(stderr
"%4d: C_GenerateKeyPair failed, rc = Ox%x\n",
__LINE | rc);

return rc;

}

printf("Recipient key pair generation 0K\n");

// Get public key value
attr.type = CKA VALUE;
attr .pValue = pub_ value;
attr.ulValueLen = sizeof(pub_ value);
rc = funcs—C _GetAttributeValue(sess, recp pub_ key, &attr, 1);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_GetAttributeValue failed, rc = Ox%x\n",
__LINE | rc);
return rc;
}
// gost hexdump (stdout ,
// "Recipient Public Key Value:", pub value, attr.ulValueLen)

)

// Create session public key object from its value.
// There is no need to do it here but we make session public
// key for testing only.
rc = funcs—>C_CreateObject (sess , new pub template 2012 512,
sizeof (new pub template 2012 512)/sizeof (CK_ ATTRIBUTE) ,
&new pub_key) ;
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_CreateObject failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;

}

// Create cipher key object from its value
rc = funcs—>C_CreateObject (sess , cipher template ,
sizeof(cipher template)/sizeof(CK ATTRIBUTE), &cipher key)
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if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_CreateObject failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

// Get cipher key to the value buffer
// from the cipher key object (for testing).
attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C _GetAttributeValue(sess, cipher key, &attr, 1);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_GetAttributeValue failed, rc = O0x%x\n",
__LINE | rc);
return rc;
}
len = attr.ulValuelLen;
// gost hexdump(stdout , "Cipher key value:", value, len);

mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);

// avg time = 0;
// ~ max_ time = 0;
// ~ min_time = OxFFFFFFFF;
// for (i=0; i < 10; i++) {
// GetSystemTime(&t1) ;
params.pWrapOID = gost28147params A ;
params.ulWrapOIDLen = sizeof(gost28147params A);
// Ucnonb30BaTh 3aKPBITHIA KJIOY OTIIPABUT EJIs
// miam CK_INVALID HANDLE nsis renepanuu 3deMepHON KJHO4eBOi Iapbl

params.hKey = CK INVALID HANDLE; //send priv_key;
params.ulUKMLen = 16;
// Get wrapping key length only.
len = sizeof(value);
rc = funcs—C_WrapKey(sess , mechanism ,

new pub_ key, cipher key, NULL, &len);
if (rc != CKR OK) {

fprintf (stderr

"%4d: C_WrapKey failed, rc = Ox%x\n", LINE | rc);
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return rc;

}
// fprintf(stdout, "Wrapped key length = %d\n", len);

// Wrap cipher key with public key to the value buffer.
GetSystemTime(&t1) ;

rc = funcs—C_WrapKey(sess , mechanism ,
new pub_ key, cipher key, value, &len);
GetSystemTime(&t2) ;

diff = process time(tl, t2);
fprintf(stderr, "C_WrapKey time: %1d msec\n", diff );
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_WrapKey failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
printf("Key wrapped OK\n");
print hex(value, len);

/*
// Without public key info:
0x30, 0x47,
// 3amudppoBaHHHN KI0Y
0x30, 0x28,
0x04, 0x20,

Oxc7, O0xf7, Ox4a, 0x6d, Oxdc, 0x98, 0x20, 0x60,
0x0e, 0xb9, 0x0d, Oxfa, O0x2e, 0x85, 0x76, Oxec,
Oxed4, 0x2b, 0x18, 0x36, 0x95, 0x38, Oxa7, 0x74,
0x62, O0xfb, 0x23, 0x9b, 0x2d, 0x0d, O0xf4, 0x10,
0x04, 0x04,
0xbf, Oxf4, 0x84, 0x38,
// TapaMeTps mudpoBaHUA

0xa0, Ox1b,
// TlapaMeTps anropuTMa HUPPOBAHUL
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, Oxif, 0xO01,
// UKM
0x04, 0x10,

0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,
0x09, 0x0Oa, 0xOb, 0x0Oc, 0x0d, O0xOe, 0x0f, 0x10,
// ELWHCTBeHHOe OTIHYMe BapuaHTa 512 oT BapmanTa 256 - 3To 16
6aiiToB UKM.

// With ephemeral keypair:
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0x30, 0x81, 0xf5,
// 3auudpoBaHHHN KIDY
0x30, 0x28,
0x04, 0x20,
0xc3, O0xa3, 0x8f, Ox1f, 0xb2, 0x03, Oxce, Oxcd,
Oxc7, 0x37, Oxde, Oxbl, 0xf3, 0xd8, Oxed, Oxe4d,
0x3e, 0x79, 0xd4, Oxeb, 0x28, 0x2f, Oxef, 0x99,
0x95, Oxb5e, 0xb2, 0xf9, 0x9f, 0x8a, 0x%9a, Oxdc,
0x04, 0x04,
0xbb5, 0xd2, 0x31, 0xOe,
// TapaMeTps wudppoBaHUA
Oxa0, 0x81, 0xc8,
// TapaMeTps anropuTMa WLUPPOBAHUSL
0x06, 0x07,
0Ox2a, 0x85, 0x03, 0x02, 0x02, Oxi1f, 0x01,
// WedopManus o6 OTKPHTOM KIIHOYe OTIPABUTENS
Oxa0, 0x81, Oxaa,
0x30, 0x21,
0x06, 0x08,
0x2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x01, 0x02,
0x30, 0x15,
0x06, 0x09,
0x2a, 0x85, 0x03, 0x07, 0x01, 0x02, 0x01, 0x02, O
x01 ,
0x06, 0x08,
O0Ox2a, 0x85, 0x03, 0x07, 0x01, O0x01, 0x02, 0x03,
0x03, 0x81, 0x84, 0x00,
0x04, 0x81, 0x80,
0x76, 0x88, 0xbd, 0x7e, 0x6c, Oxal, 0x0a, O0x3b,
Oxa0, 0Ox3a, Oxlb, 0xd8, 0x44, 0x6d, Oxad, Ox3a,
0x8a, Oxec, 0x3d, 0x0d, Oxdil, Ox7f, 0x78, 0xd7,
0x02, Oxdc, 0xb57, 0x37, 0xcO, 0x9e, 0xcO, Oxeb,
0x2b, 0x68, Oxch5, 0x73, O0xbb, 0x97, 0x91, 0x46,
0x7b, 0x30, 0x47, 0x8f, 0x3e, 0x76, 0x45, O0x11,
O0xe0, 0x97, 0x83, 0Oxa0, 0x34, Oxcb, 0x38, Oxee,
0x95, 0x8b, 0x8b, Oxce, 0xf4, Oxbl, Oxad, 0x3d,
0x8a, Oxba, 0x2f, Oxbc, 0x93, 0x10, Oxb5, 0x2d,
0x6b, 0x91, 0x82, 0xf7, 0x0f, Ox4c, 0xd7, 0x62,
0x8f, 0x58, 0x2a, 0x2a, 0x9%9e, 0x2b, 0x9, 0x96,
Oxce, 0x89, 0x66, 0x49, 0xcO, 0xc8, 0x69, 0x3b,
0x1d, Oxdc, Ox6a, Oxba, 0x3c, Ox4a, Oxdf, Ox2e,
Oxad, 0Ox16, 0x96, 0x62, 0x42, Oxed4, 0xb5d, 0xa9,
Oxbb, 0x85, 0x30, 0x37, 0xbO, Oxe0, Oxca, Oxch,
0x2f, 0x30, 0x12, 0x58, 0x6¢c, 0xOe, 0xd5, 0x3b,
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// UKM
0x04, 0x10,
0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,
0x09, 0x0a, 0xOb, 0xOc, 0x0d, OxOe, 0xO0f, 0x10,
*/

params . pWrapOID = NULL;
params . ulWrapOIDLen = 0;

// Use sender private key or CK INVALID HANDLE
// for ephemeral keypair generation.

params.hKey = CK INVALID HANDLE; //send pub key;

GetSystemTime(&t1) ;
// Unwrap cipher key with recipient private key from the
value buffer.
// Don’t use the first CKA VALUE attribute —
// it will be added as a result of C_UnwrapKey for cipher key.
rc = funcs—C_UnwrapKey(sess , mechanism ,
recp priv_key, value, len, cipher template + 1,
sizeof(cipher template)/sizeof(CK ATTRIBUTE) — 1,
&unwrapped cipher key) ;
GetSystemTime(&t2) ;
diff = process time(tl, t2);
fprintf(stderr, "C_UnwrapKey time: %1d msec\n", diff );
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_UnwrapKey failed, rc = Ox%x\n",
_LINE | rc);
return rc;

}

printf("Key unwrapped O0K\n");

// Restore cipher key to the value buffer from the cipher key
object .
attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C _GetAttributeValue(sess, unwrapped cipher key,
&attr , 1);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_GetAttributeValue failed, rc = O0x%x\n",
__LINE__ | rc);
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return rc;

}

len = attr.ulValueLen;
// Check cipher key value
if (len != sizeof(cipher key wval)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);

return —1;

}

if (memcmp(value, cipher key wval, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

printf ("Unwrapped key is equal to source key\n");

rc = funcs—C DestroyObject (sess , unwrapped cipher key);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

// GetSystemTime(&t2) ;

// diff = process time(tl, t2);
// avg time 4= diff;

// if (diff < min_ time)

// min_ time = diff;

// if (diff > max time)

// max_time = diff;

/)
// printf("10 GOST R34.10—2001 Wrap/Unwrap operations: %ld \n

", avg_ time );
// printf ("Minimum: %ld \n", min_ time )
// printf ("Maximum: %ld \n", max time )

// printf("\n");

// Destroy session public key
rc = funcs—C _ DestroyObject (sess, new_ pub key);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
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}

// Destroy cipher key
rc = funcs—C DestroyObject (sess, cipher key);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
rc = funcs—>C_DestroyObject (sess, recp pub_ key);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
}
rc = funcs—>C_DestroyObject (sess , recp priv_key);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", TLINE | rc);
return rc;
}
rc = funcs—C DestroyObject (sess , send pub key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
rc = funcs—C DestroyObject (sess , send priv_key);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;

}

printf ("SUCCESS\n");
rc = CKR_OK;

return rc;

4.4.16 TeHepauyusa knto4Ya wucpoBaHus Ha napose

IIpu pabote ¢ TpamcmopTabiM KoHTeiHepoM Tunia PKCS#12 Tpebyercs remepnpoBarh
KJIFOY U pOBaHUs Ha mapoJie. B maHHOM IprMepe 3TO JIEJAeTCsi ¢ IMOMOIIBIO JI0MO0JI-
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nuTeabHOro Mexanu3ma CKM_PKCS5_PBKD2, B COOTBETCTBHE C PEKOMEHaruaMu Pabodeii

rpymmsr TK 26.

JInctuur 4.25: ckm  pkesd  pbkd2.c

#include "test_common.h"

CK_RV test _crypto();
CK RV test pkesb pbkd2 key gen(CK SESSION HANDLE sess);

int main(int argc, char xargv||) {
CK RV rc = CKR OK;

rc = test main(arge, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc !'= CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C _OpenSession(Slotld ,
CKF RW_SESSION | CKF SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession);
if (re != CKR OK) {
fprintf(stderr ,
"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");
/%
// log in as normal user
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(

user_pin));
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if (rc != CKR_0K) {
fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n",
7E) ¢
goto out_close;

+

fprintf (stderr, "C_Login success\n");

*/
rc = funcs—C_ GetMechanismInfo(Slotld , CKM PKCS5 PBKD2, &minfo
)
if (rc != CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_PKCS5_PBKD2 not supported ===========\
n");
} else {
fprintf(stderr
W\p==================== CKM_PKCS5_PBKD2 test ==================\

n");
rc = test pkesb pbkd2 key gen(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_PKCS5_PBKD2 failed, rc = Ox%x\n", rc);
} else {
fprintf(stderr, "CKM_PKCS5_PBKD2 test passed.\n");

}
}

if ( (ret = funcs—C CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
¥
out:

return rc;

}

CK_RV test pkessh pbkd2 key gen(CK SESSION HANDLE sess)
{
CK RV rc¢ = CKR _OK;
CK BYTE value [256];

CK _ULONG len ;
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CK_MECHANISM mechanism desc = {CKM_ PKCS5 PBKD2, NULL, 0};
CK_MECHANISM_PTR mechanism = &mechanism desc;

CK_OBJECT HANDLE key = CK INVALID HANDLE;

static CK BBOOL Itrue = CK TRUE;

static CK BBOOL lfalse = CK_ FALSE;

static CK BYTE gost28147 A[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
};
CK_OBJECT CLASS lclass = CKO_SECRET KEY;

CK_KEY TYPE keyType = CKK GOST28147;

CK CHAR label [] = "A GOST28147 secret key object";
CK PKCS5 PBKD2 PARAMS params;

// CryptoPro gostR3411 HASHI Param Set

static CK BYTE gost 3411 94 par oid|[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
}s
static CK BYTE gost 3411 2012 256 oid|[] = {

0x06, 0x08, 0Ox2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x02
5
static CK BYTE gost 3411 2012 512 oid|[] = {

0x06, 0x08, Ox2a, 0x85, 0x03, 0x07, 0x01, O0x01, 0x02, 0x03
}s

CK_ATTRIBUTE attr ;

static CK BYIE saltl || =
{ 0x12, 0x34, 0x56, 0x78, 0x78, 0x56, 0x34 };
static CK ULONG iterl = 5;
static CK_UTFSCHAR PTR passwordl = "password+";
static CK ULONG passwordl len = 9;
static CK BYIE etl || = {
0x35,0x0e ,0x07,0xcH5,0xb7,0xfc ,0xe8,0xe2,
0Oxa0,0xa8 ,0xdf,0xc3,0x92,0xc0,0x49,0x96 ,
Ox4c,0xbl,0x66,0x31,0x9b,0x58 ,0x6e,0x9f ,
0x46 ,0x22,0x86,0x76,0x5d,0x63,0xdb,0xf3 ,

}s
static CK BYTE salt2 || = {

Oxbf, 0xb2, 0xd3, 0x23, 0x3e, Oxe6, 0x21, 0xd8
}s

static CK ULONG iter2 = 2048;
static CK _UTFSCHAR PIR password2 = "1111";
static CK_ULONG password2 len = 4;
static CK BYTE et2[] = {
0x76,0xfl ,0xf3 ,0x45,0x6b,0x43,0x48,0x99,
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0xe0,0xfc ,0xda,0xf8 ,0x49,0xc2,0x68,0x46 ,
0x7b,0xd5,0x34,0x5b,0x25,0x09,0x74,0x4e,
0x0b,0x32,0x7b,0xb9,0xle,0x8f ,0xfa ,0xla,

};
static CK BYTE salt3 || = {

0x8C, 0x5B, 0x3E, O0xE5, 0xCD, 0x27, OxFA, 0x28
}s

static CK ULONG iter3 = 2048;
static CK UTF8CHAR PIR password3 = "4444";
static CK ULONG password3 len = 4;
static CK BYTE et3 || = {
0xDB, 0xD1, 0x28, 0x79, 0xF6, 0xFC, 0x2C, 0x0C,
0x8D, 0xC8, 0x06, 0x18, 0x15, 0xDB, 0xF9, 0x8B,
0x58, 0xA8, 0x9C, 0x3F, 0x55, 0x96, 0x13, 0xDC,
0xDB, 0x18, 0xD9, 0x0A, 0x84, 0xF2, 0x53, 0x8E,
};
static CK BYIE salt4 || = "salt";
static CK ULONG iter4 = 1;
static CK_UTFS8CHAR PIR password4 = "password";
static CK ULONG password4 len = 8;
static CK BYTE etd [] = {
0x64, 0x77, 0x0a, 0xf7, O0xf7, 0x48, 0xc3, 0Oxbl,
0xc9, Oxac, 0x83, Oxld, Oxbc, Oxfd, 0x85, 0xc2,
0x61, 0x11, 0xb3, 0x0a, 0x8a, 0x65, 0x7d, Oxdc,
0x30, 0x56, 0xb8, 0xOc, Oxa7, 0x3e, 0x04, 0x0d,
};
static CK ULONG iterb = 4096;
static CK BYIE et5 || = {
Oxeb, 0x2d, Oxeb, 0x9a, 0x2d, 0x2a, Oxaf, 0xf4,
Oxe2, Oxac, 0x9d, 0x47, Oxad, Ox1f, 0x34, Oxc2,
0x03, 0x76, 0x59, Oxlc, 0x67, 0x80, O0x7f, 0x04,
0x77, Oxed, 0x25, 0x49, Oxdc, 0x34, Oxlb, Oxc7,

}s

CK_ATTRIBUTE key template|[] = {

{ CKA CLASS, &lclass, sizeof(lclass)},
{ CKA_KEY TYPE, &keyType, sizeof(keyType) },
{ CKA TOKEN, &lfalse , sizeof(lfalse) },
{ CKA_LABEL, label, sizeof(label) },
{ CKA_ENCRYPT, &ltrue, sizeof(ltrue) },

{ CKA_ GOST28147 PARAMS,

gost28147 A, sizeof(gost28147 A) },

{ CKA_SENSITIVE, &lfalse , sizeof(lfalse) }

{ CKA EXTRACTABLE, &ltrue, sizeof(ltrue) }

)
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IE
/%
typedef struct CK_PKCS5_PBKD2_PARAMS {
CK_PKCS5_PBKDF2_SALT_SOURCE_TYPE saltSource;
CK_VOID_PTR
pSaltSourceData;
CK_ULONG
ulSaltSourceDatalen;
CK_ULONG iterations;
CK_PKCS5_PBKD2_PSEUDO_RANDOM_FUNCTION_TYPE prf;
CK_VOID_PTR pPrfData;
CK_ULONG ulPrfDatalen;
CK_UTF8CHAR_PTR pPassword;
CK_ULONG_PTR ulPasswordLen

} CK_PKCS5_PBKD2_PARAMS;
*/

params.saltSource = CKZ SALT SPECIFIED;
params. pSaltSourceData = saltl;
params. ulSaltSourceDataLen = sizeof(saltl);
params.iterations = iterl;
params. prf = CKP PKCS5 PBKD2 HMAC GOSTR3411;
params.pPrfData = gost 3411 94 par oid;
params. ulPrfDatalen = sizeof(gost 3411 94 par oid);
params.pPassword = passwordl;
params . ulPasswordLen = &passwordl len;

mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);
rc = funcs—C _GenerateKey(sess , mechanism,
key template
sizeof (key template)/sizeof(CK ATTRIBUTE) , &key);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_GenerateKey failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;

}

attr.type = CKA VALUE;

attr.pValue = value;

attr.ulValueLen = sizeof(value);

rc = funcs—C _GetAttributeValue(sess, key, &attr, 1);
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if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_GetAttributeValue failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

len = attr.ulValueLen;

rc = funcs—>C _DestroyObject (sess , key);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;

}

CHECK(value, len, etl);

params.saltSource = CKZ SALT SPECIFIED;

params. pSaltSourceData = salt2;
params. ulSaltSourceDataLen = sizeof(salt2);
params.iterations = iter2;

params. prf = CKP PKCS5 PBKD2 HMAC GOSTR3411;
params.pPrfData = gost 3411 94 par oid;
params. ulPrfDatalLen = sizeof(gost 3411 94 par oid);
params.pPassword = password?2;
params . ulPasswordLen = &password2 len;

mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);
rc = funcs—C _GenerateKey(sess , mechanism,
key template
sizeof (key template)/sizeof(CK ATTRIBUTE) , &key);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_GenerateKey failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;

}

attr.type = CKA VALUE;

attr.pValue = value;

attr.ulValueLen = sizeof(value);

rc = funcs—C _GetAttributeValue(sess, key, &attr, 1);
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if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_GetAttributeValue failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

len = attr.ulValueLen;

rc = funcs—>C _DestroyObject (sess , key);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;

}

CHECK(value, len, et2);

params.saltSource = CKZ SALT SPECIFIED;

params. pSaltSourceData = salt3;
params. ulSaltSourceDataLen = sizeof(salt3);
params.iterations = iterd;

params. prf = CKP PKCS5 PBKD2 HMAC GOSTR3411;
params.pPrfData = gost 3411 94 par oid;
params. ulPrfDatalLen = sizeof(gost 3411 94 par oid);
params . pPassword = password3;
params . ulPasswordLen = &password3 len;

mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);
rc = funcs—C _GenerateKey(sess , mechanism,
key template
sizeof (key template)/sizeof(CK ATTRIBUTE) , &key);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_GenerateKey failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;

}

attr.type = CKA VALUE;

attr.pValue = value;

attr.ulValueLen = sizeof(value);

rc = funcs—C _GetAttributeValue(sess, key, &attr, 1);
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if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_GetAttributeValue failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

len = attr.ulValueLen;

rc = funcs—>C _DestroyObject (sess , key);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;

}

CHECK(value, len, et3);

params.saltSource = CKZ SALT SPECIFIED;

params. pSaltSourceData = salt4;
params. ulSaltSourceDataLen = strlen (salt4);
params.iterations = iter4;

params. prf = CKP PKCS5 PBKD2 HMAC GOSTR3411;
params.pPrfData = gost 3411 2012 256 oid;
params. ulPrfDatalLen = sizeof(gost 3411 2012 256 oid);
params.pPassword = password4;
params . ulPasswordLen = &password4 len;

mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);
rc = funcs—C _GenerateKey(sess , mechanism,
key template
sizeof (key template)/sizeof(CK ATTRIBUTE) , &key);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_GenerateKey failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;

}

attr.type = CKA VALUE;

attr.pValue = value;

attr.ulValueLen = sizeof(value);

rc = funcs—C _GetAttributeValue(sess, key, &attr, 1);
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if (re != CKR OK) {
fprintf(stderr
"%4d: C_GetAttributeValue failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

len = attr.ulValuelLen;

rc = funcs—>C _DestroyObject (sess , key);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;

}

CHECK(value , len, etd);

/ *

// ~ 13 seconds.

params.iterations = iterb;

mechanism->pParameter = &params;

mechanism->ulParameterlLen = sizeof (params) ;

rc = funcs->C_GenerateKey (sess, mechanism,
key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &
key) ;

if (rc != CKR_0K) {
fprintf (stderr,

"%4d: C_GenerateKey failed, rc = Ox%x\n", __LINE__, rc);

return rc;

}

attr.type = CKA_VALUE;

attr.pValue = value;

attr.ulValuelen = sizeof (value);

rc = funcs->C_GetAttributeValue (sess, key, &attr, 1);
if (rc !'= CKR_O0K) {
fprintf (stderr,
"%4d: C_GetAttributeValue failed, rc
rc);
return rc;

Ox%x\n", __LINE__,

¥

len = attr.ulValuelen;
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rc = funcs->C_DestroyObject(sess, key);

if (rc !'= CKR_O0K) {
fprintf (stderr,
"%4d: C_DestroyObject failed, rc = Ox%x\n", __LINE__, rc);
return rc;
+
CHECK (value, len, etb);
*/
printf("SUCCESS\n");
rc = CKR_OK;

return rc;

}

4.4.17 TeHepauus kno4a ayteHTudmnkaumm Ha napone

Jomoranrenpabiit Mmexanu3m CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC BeIpabaThI-
BaeT HA IMapOoJie TAK HA3BIBAEMbIH KJII0Y ay TeHTU(PUKAIINN, 3HAUECHUE KOTOPOI'0 UCIIOJIb3Y-
eTCsT JIJTsT MIPOBEPKH IEJIOCTHOCTU TpaHcmopTHOro kKouTelinepa PKCS#12. SamernMm, 9T0
Takoil Koy umeer Tunl CKK_GENERIC_SECRET.

JImctuar 4.26: ckm pba_ gostr3411 with gostr3411 hmac.c

#include "test_common.h"

CK_RV test _crypto();
CK RV test pba gost3411 with gost3411 hmac (CK SESSION HANDLE

sess);

int main(int argc, char xargv|[]) {
CK RV rc¢ = CKR OK;

rc = test _main(arge, argv);

if (rc != CKR_OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

¥

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;
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}

CK RV test crypto ()

{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—>C_OpenSession(SlotId
CKF_RW_SESSION | CKF_ SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession);
if (re != CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

}
fprintf(stderr, "C_OpenSession success\n");
/ *
// log in as normal user
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));

if (rc !'= CKR_O0K) {
fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n",
rc);
goto out_close;
}
fprintf (stderr, "C_Login success\n");
*/

rc = funcs—C _GetMechanismInfo(SlotId ,

CKM_PBA GOSTR3411 WITH GOSTR3411 HMAC, &minfo) ;
if (rc != CKR OK) {

fprintf (stderr

"\n======== Mechanism CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC "
"not supported ===========\n");
} else {
fprintf (stderr
"\n==================== CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC "
"test ==================\n");

rc = test pba gost3411 with gost3411 hmac(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC failed, "
"rc = O0x%x\n",
rc);
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} else {
fprintf(stderr
"CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC test passed.\n");

}
}

if ( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf(stderr, "Error: C_CloseSession failed with Ox%x\n",
ret);
rc =

}

else {
fprintf(stderr, "C_CloseSession success\n");

}

ret ;

out:
return rc;

CK_RV test pba gost3411 with gost3411 hmac (CK_SESSION HANDLE
sess )
{

int rc = 0;
CK_BYTE value [256];
CK ULONG len ;
CK_MECHANISM mechanism desc =
{CKM_PBA GOSTR3411 WITH GOSTR3411 HMAC, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;
CK_OBJECT HANDLE key = CK_ INVALID HANDLE;
static CK BBOOL ltrue = CK TRUE;
static CK_BBOOL lfalse = CK_FALSE;
CK_GOSTR3411_PBE PARAMS params;
CK_ATTRIBUTE attr ;
CK _KEY TYPE key type = 0;
// CryptoPro gostR3411 A Param Set
static CK BYTE oid default[] = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01,

&

// Real PKCS#12 params and ethalon
static CK BYTE salt4 || = {

0xDF, 0x7C, 0x5C, 0x10, 0xA4, 0xD5, 0x22, 0x62,
};

static CK ULONG iter4 2048;
// Use UTF—8 password here
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// Converting from UTF-8 to UTF-16 in soft token

static CK_UTFS8CHAR password4 [| = {0x34, 0x34, 0x34, 0x34};
static CK ULONG password4 len = 4;
static CK BYIE etl14 || = {

0x93, 0x88, 0x91, Ox11, 0x20, 0x43, 0xC4, 0xDI,

0xCA, 0x23, 0x82, OxEF, 0x86, 0x4A, 0x67, 0x31,

0xBD, 0x29, OxEF, 0x82, 0x94, 0xDD, 0x23, 0x50,

0x63, 0x0B, 0xCB, O0xl1E, 0xbA, 0xC9, 0x06, 0xC3,
};
static CK_ATTRIBUTE key template[] = {

{ CKA_ SENSITIVE, &lfalse , sizeof(lfalse) }
{ CKA_EXTRACTABLE, &ltrue , sizeof(ltrue) }

}s

9

params.pOID = oid default;
params.ulOIDLen = sizeof(oid _default);
params.pSalt = salt4;
params.ulSaltLen = sizeof(salt4);
params. ullteration = iter4;
params . pPassword = password4;
params . ulPasswordLen = password4 len;
mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);
// Non—standard mechanism
CKM_PBA GOSTR3411 WITH GOSTR3411 HMAC
// generates authentication key on password value for Russian
// PKCS#12 transport container integrity .
rc = funcs—C GenerateKey(sess , mechanism,
key template,
sizeof (key template)/sizeof(CK_ATTRIBUIE) , &key);
if (rc != CKR OK) {
fprintf(stderr, "C_GenerateKey failed: Ox%x\n", rc);
goto end;
}

attr.type = CKA KEY TYPE;
attr.pValue = &key type;
attr.ulValueLen = sizeof(key type);
rc = funcs—C GetAttributeValue(sess, key, &attr, 1);
len = attr.ulValueLen;
if (key type != CKK GENERIC SECRET) {
fprintf(stderr

"Key type Ox%x != CKK_GENERIC_SECRET\n", key type);
rc = —1;
goto end;
ANMCECU
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}
attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C GetAttributeValue(sess, key, &attr, 1);
if (re != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
goto end;

}

len = attr.ulValueLen;

printf("Generated PBA key value:\n");
print _hex(value, len);

CHECK(value, len, etl4);

printf ("SUCCESS\n");
rc = CKR_OK;
end :
if (key != CK INVALID HANDLE) {
funcs—C DestroyObject (sess , key);

}

return rc;

}

4.4.18 MexaHusmbl gna TLS

B LS HWI11 momiep:kuBaroTcs TOMOTHUTEILHBIE MEXAHU3MBI JI7IsT TIOJIIEP2KKH TIPOTO-
kosta TLS:
CKM_TLS_GOST_PRF,
CKM_TLS_GOST_PRE_MASTER_KEY_GEN,
CKM_TLS_GOST_MASTER_KEY_DERIVE u
CKM_TLS_GOST_KEY_AND_MAC_DERIVE.
Huxke npuBoguTcst IpuMepsl, IeMOHCTPUPYIONINE IPUMEHEHNE STHX MEXaHIU3MOB.

CKM_TLS GOST_PRF

JImcrunr 4.27: ckm_tls gost prf.c

#include "test_common.h"

CK RV test crypto();
CK RV test tls prf(CK SESSION HANDLE sess);
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int main(int argc, char xargv|]|) {

CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (rc !'= CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

¥

rc = test crypto();

if (re != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK_RV test crypto ()

{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C _OpenSession(Slotld ,
CKF _RW_SESSION | CKF _ SERIAL SESSION,
NULL PTR, NULL PTR, &hSession);
if (rec != CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");
/%
// log in as normal user
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));

if (rc != CKR_0K) {
fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n",
?E) &
goto out_close;
+
fprintf (stderr, "C_Login success\n");
*/
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rc = funcs—C_ GetMechanismInfo(Slotld , CKM TLS GOST PRF, &
minfo) ;
if (rc !'= CKR OK) {

fprintf(stderr

"\n======== Mechanism CKM_TLS_GOST_PRF not supported
e GOk
} else {
fprintf(stderr
"\n==================== CKM_TLS_GOST_PRF test
==================\n") ;

rc = test tls prf(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_TLS_GOST_PRF failed, rc = Ox%x\n", rc);
} else {
fprintf(stderr, "CKM_TLS_GOST_PRF test passed.\n");

}
}

if ( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf (stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc ret ;
}
else {
fprintf(stderr, "C_CloseSession success\n");
}
out:
return rc;
}
CK RV test tls prf(CK SESSION HANDLE sess)
{
int rc = 0;

static CK_BYTE value[12];
CK_MECHANISM mechanism desc = {CKM_TLS GOST PRF, NULL, 0};
CK MECHANISM PTR mechanism = &mechanism desc;

CK_OBJECT HANDLE keyh = CK INVALID HANDLE;

static CK_OBJECT CLASS oclass = CKO_SECRET KEY;

static CK KEY TYPE key type = CKK GENERIC SECRET;

static CK_BBOOL ltrue = CK TRUE;

// Using master secret (48 bytes) from LCJSSE test utility.

static CK BYTE keyval [| = {
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0x76 ,0x22,0x41,0x3d,0xba ,0xb6,0x7f,0x5b,
0x86 ,0x2e,0x75,0x97,0xe8 ,0xf9 ,0x31,0xe4,
0x2f,0x13,0x13,0xd5,0x61,0xed ,0xab,0xed,
Oxab ,0x4b,0xd8,0x5d,0x60,0x0a ,0xec,0x99,
0x45,0 xfe ,0x39,0xal ,0xb7,0x62,0x0d,0x66 ,
0x3c,0xdd,0xb3,0x71,0x90,0=x0f,0xc3,0xdd

}s

// Using real TLS message label from LirJSSE test utility.

static CK BYIE label || = "client finished";

// seed (64 bytes) = client random (32 bytes) + server random
(32 bytes)

// Using concatenated client random and server random data
(32+32 bytes)

// from LCJSSE test utility .

static CK BYTE seed [| = {
0x87 ,0xb5a,0x38,0x94 ,0xa4 ,0xf9 ,0x3c,0x30,
0x65 ,0 xfc ,0x66 ,0xbe ,0xf2 ,0xc0,0x09,0xb9,
0xc3,0x26,0x3e,0x16,0xc7,0x28 ,0x14,0x27,
0x98 ,0x26 ,0xe4 ,0xd5,0x30,0x7f,0x9a ,0x2d,
0x87 ,0x0e ,0x1d,0x34 ,0xaf ,0x28 ,0x1c,0x60,
Oxae ,0x8d,0x26,0xe4 ,0xd5,0x30,0x7f,0x9a,
0x2d ,0x87,0x0e,0x1d,0x34 ,0xaf ,0x28 ,0xlc,
0x60,0xae ,0x8d,0x21,0xee ,0x7d,0x52,0x44

b

// Using resulting TLS PRF value (12 bytes) from LCJSSE test
utility .

static CK BYTE et 94| = {
0x2a, 0x6b, Ox4c, Ox14, 0x61, Oxbl, 0x39, 0x2d,
0x18, Oxdf, Ox8a, 0x8d,

IE

static CK BYTE et 2012 256 [] = {
0x83, 0x75, 0x68, 0x86, 0x50, 0xb8, 0Oxe6, 0x5bd,
0x2c, 0x12, 0x45, Oxea,

Ik

static CK BYTE et 2012 512[] = {
0x85, Ox4c, 0x6b, Oxb5, 0x8b, Oxdd, 0x9f, 0x8b,
0xf2, Oxed, 0xf4, Ox8e,

IE

static CK_ATTRIBUTE key template|[] = {

{ CKA_VALUE, keyval, sizeof(keyval) },

{ CKA_ CLASS, &oclass, sizeof(oclass) },

{ CKA_KEY TYPE, &key type, sizeof(key type) },
{ CKA_DERIVE, &ltrue, sizeof(ltrue) }

b
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static CK ULONG len = sizeof(value);

static CK BYTE oid 3411 94 ][] = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
IE
static CK BYTE oid 3411 2012 256 [] = {
0x06, 0x08, 0Ox2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x02
IE

static CK_BYTE oid_3411 2012 512[] = {
0x06, 0x08, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x03

i
static CK TLS GOST PRF PARAMS params gost = {
{
seed , sizeof(seed),
label , sizeof(label) — 1,
value , &len
b
oid 3411 94,
sizeof (oid 3411 94)
¥

rc = funcs—C_CreateObject (sess
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

mechanism—>pParameter = &params _gost ;
mechanism—>ulParameterLen = sizeof(params gost);
rc = funcs—C _ DeriveKey(sess , mechanism
keyh , NULL PTR, 0, NULL PTR);
if (rc !'= CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
return rc;

}

printf("TLS PRF 3411—94:\n");
print _hex(value, len);
CHECK(value, len, et 94);

params gost.pHashParamsOid = oid 3411 2012 256;
params _gost.ulHashParamsOidLen = sizeof(oid 3411 2012 256);
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rc = funcs—C DeriveKey(sess , mechanism,
keyh , NULL PTR, 0, NULL PTR);

if (rc !'= CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
return rc;

}

printf("TLS PRF 3411-2012 (256):\n");
print _hex(value, len);
CHECK(value, len, et 2012 256);

params gost.pHashParamsOid = oid 3411 2012 512;
params _gost.ulHashParamsOidLen = sizeof(oid 3411 2012 512);
rc = funcs—C DeriveKey(sess , mechanism,
keyh , NULL PTR, 0, NULL PTR);
if (re != CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
return rc;

}

printf(“TLS PRF 3411-2012 (512):\11");

print _hex(value, len);

CHECK(value, len, et 2012 512);

rc = funcs—C_DestroyObject (sess , keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

return rc;

CKM_TLS GOST_PRE_MASTER_KEY_ GEN

JIuctunr 4.28: ckm tls gost pre master key gen.c

#include "test_common.h"

CK RV test_crypto();
CK RV test tls pre master key gen(CK SESSION HANDLE sess);

int main(int argc, char xargv|[]) {

CK RV rc¢ = CKR OK;
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rc = test main(argec, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—>C_OpenSession(SlotId
CKF_RW_SESSION | CKF_ SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession);
if (rc !'= CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;
¥
fprintf(stderr, "C_OpenSession success\n");
/%
// log in as normal user
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));

if (rc !'= CKR_OK) {
fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n",
rc);
goto out_close;
}
fprintf (stderr, "C_Login success\n");
*/

rc = funcs—C _GetMechanismInfo(SlotId ,
CKM_TLS GOST PRE MASTER KEY GEN, &minfo);
if (rc != CKR OK) {
fprintf (stderr
"\n======== Mechanism CKM_TLS_GOST_PRE_MASTER_KEY_GEN "
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"not supported ===========\n");
} else {
fprintf (stderr
"\n==================== CKM_TLS_GOST_PRE_MASTER_KEY_GEN "
"test ==================\n");
rc = test tls pre master key gen(hSession);

if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_TLS_GOST_PRE_MASTER_KEY_GEN failed, "
"rc = 0x%x\n", rc);
} else {
fprintf (stderr
"CKM_TLS_GOST_PRE_MASTER_KEY_GEN test passed.\n");
}

}

if ( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with O0x%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
}
out:

return rc;

}
CK_RV test tls pre master key gen(CK SESSION HANDLE sess)

{
int rc = 0;
CK_BYTE value[1024];
CK_MECHANISM mechanism desc =
{CKM_TIS GOST PRE MASTER KEY GEN, NULL, O0};
CK_MECHANISM PTR mechanism = &mechanism desc;
CK_OBJECT HANDLE keyh = CK_ INVALID HANDLE;
static CK_OBJECT CLASS oclass = CKO_SECRET KEY;
static CK_KEY TYPE key type = CKK GENERIC SECRET;
static CK BBOOL ltrue = CK TRUE;
static CK BBOOL lfalse = CK FALSE;
CK_ATTRIBUTE attr ;
static CK_ATTRIBUTE ltemplate [| = {
{ CKA_ CLASS, &oclass, sizeof(oclass) },
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{ CKA KEY TYPE, &key type, sizeof(key type) },
{ CKA_SENSITIVE, &lfalse , sizeof(lfalse) },

{ CKA EXTRACTABLE, &ltrue, sizeof(ltrue) },

{ CKA_DERIVE, &ltrue, sizeof(ltrue) },

{ CKA_SIGN, &ltrue, sizeof(ltrue) },

{ CKA_VERIFY, &ltrue, sizeof(ltrue) }

};
CK_VERSION ver; // TLS version

ver.major = 1;
ver . minor = 0;
mechanism—>pParameter = &ver;
mechanism—>ulParameterLen = sizeof(ver);
rc = funcs—C GenerateKey(sess , mechanism,
ltemplate , sizeof(ltemplate)/sizeof (CK ATTRIBUTE) ,
&keyh) ;

if (rec != CKR _OK) {
fprintf(stderr, "C_GenerateKey failed: Ox%x\n", rc);
return rc;

}

attr.type = CKA VALUE;

attr.pValue = value;

attr . ulValueLen = 32;

rc = funcs—C GetAttributeValue(sess, keyh, &attr, 1);

if (rec != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

}

printf(“TLS PRE-MASTER KEY:\n");
print _hex(value, attr.ulValueLen);

rc = funcs—C DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

return rc;
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CKM_TLS_GOST_MASTER_KEY_DERIVE

JIuctunr 4.29: ckm  tls gost master key derive.c

#include "test_common.h"

CK RV test_crypto();
CK RV test tls master key derive(CK SESSION HANDLE sess);

int main(int argc, char xargv|]|) {

CK RV rc¢ = CKR OK;

rc = test main(argec, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}
CK RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;
rc = funcs—>C_OpenSession(Slotld
CKF _RW_SESSION | CKF_ SERIAL SESSION,
NULL _PTR, NULL PTR, &hSession);
if (re != CKR OK) {
fprintf(stderr ,
"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;
}
fprintf(stderr, "C_OpenSession success\n");
/%

// log in as normal user
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));
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if (rc != CKR_0K) {
fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n",
7E) ¢
goto out_close;
+
fprintf (stderr, "C_Login success\n");
*/

rc = funcs—C_GetMechanismInfo (Slotld ,
CKM_TLS GOST MASTER _KEY DERIVE, &minfo) ;
if (rc != CKR OK) {
fprintf(stderr
"\n======== Mechanism CKM_TLS_GOST_MASTER_KEY_DERIVE "
"not supported ===========\n");
} else {
fprintf(stderr
"\n==================== CKM_TLS_GOST_MASTER_KEY_DERIVE "
"test ==================\n");
rc = test tls master key derive(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_TLS_GOST_MASTER_KEY_DERIVE failed, "
"rc = O0x%x\n", rc);
} else {
fprintf(stderr
"CKM_TLS_GOST_MASTER_KEY_DERIVE test passed.\n");
}

}

if ( (ret = funcs—C _ CloseSession(hSession)) != CKR OK ) {
fprintf (stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
}
out:

return rc;

}

CK RV test tls master key derive(CK _SESSION HANDLE sess)
{

int rc = 0;

AMCg%lngT 339




I'maBa 4. IlporpammvupoBanue 4.4. Ilpumepbl mporpamMm

CK_BYTE value[1024];
CK _ULONG len ;
CK_MECHANISM mechanism desc =
{CKM_TLS GOST MASTER, KEY DERIVE, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;
CK_OBJECT HANDLE keyh = CK_ INVALID }LMVDLE
CK_OBJECT HANDLE mkeyh = CK INVALID HANDLE;
static CK_OBJECT CLASS oclass = CKO SECRET KEY;
static CK_KEY TYPE key type = CKK GENERIC SECRET;
static CK BBOOL Itrue = CK TRUE;
static CK BBOOL lfalse = CK FALSE;
CK_ATTRIBUTE attr ;
FILE xf = NULL;
CK OBJECT HANDLE paramh = CK INVALID HANDLE;
static CK BYTE premaster || = {
Oxdc ,0x2f,0x75,0x53,0x8a,0x02,0xc7,0x4d,
0x67,0x32,0x58,0xf5,0xf5,0x27,0xc3,0xc9,
0x27,0xd6,0x65,0x8f,0x72,0x38,0x7d,0x4b ,
0x98 ,0x06 ,0xe0,0x91 ,0x1b,0xab,0x8a,0x30
¥
static CK BYTE client random [| = {
0x87 ,0xb5a,0x38,0x94 ,0xa4,0xf9 ,0x3c,0x30,
0x65 ,0 xfc ,0x66 ,0xbe ,0xf2 ,0xc0,0x09,0xb9,
0xc3,0x26,0x3e,0x16,0xc7,0x28,0x14,0x27,
0x98 ,0x26 ,0xe4 ,0xd5,0x30,0x7f,0x9a ,0x2d
IE
static CK BYTE server random [| = {
0x87 ,0x0e ,0x1d,0x34 ,0xaf ,0x28 ,0x1c,0x60,
Oxae ,0x8d,0x26,0xe4 ,0xd5,0x30,0x7f,0x9a ,
0x2d ,0x87 ,0x0e,0x1d,0x34 ,0xaf ,0x28 ,0xlc,
0x60 ,0xae ,0x8d,0x21,0xee ,0x7d,0x52,0x44
IE
static CK BYTE master 94| = {
0x92, 0xf3, 0x91, Oxbc, Oxe7, 0x04, Oxe3, 0Oxbd,
Oxlc, 0x57, 0x6d, 0x8c, 0x55, 0x7b, 0x54, 0x2a,
0x82, 0xb2, 0x75, Oxfc, 0x79, 0x64, Oxcc, Oxchb,
Oxb3, 0x21, 0x41, Oxce, 0x50, 0x17, 0x23, 0x74,
Oxdd, 0xb9, Oxal, 0xb3, 0xbb, 0xc2, 0x80, Oxab,
0xd5, Oxec, 0x62, 0x70, 0x63, 0x6b, Oxcb, 0Oxbl,
iF
static CK BYTE master 2012 256 [] = {
0x54, 0x27, 0x36, 0x05, O0x0Ob, 0x05, Oxa8, 0x47,
Oxc8, 0x98, 0xb2, Oxfc, Oxle, Oxcc, Oxca, 0Oxbb,
0x33, 0xb8, 0x39, 0x78, Oxae, 0x82, 0xbc, 0xf2,
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0x71, Oxe2, 0x61, Oxce, 0xd7, 0x9a, 0x36, Oxc3,
0x60, 0x9b, Oxea, 0x07, 0x01, 0x52, Oxld, 0x87,
Oxba, 0x93, 0x16, 0x28, 0xb0, 0x30, 0xd5, 0x32,
e
static CK_BYTE master 2012 512 ] = {
0x7c, Oxcf, Oxa7, 0x35, 0x3d, Oxb2, 0x14, 0x75,
0x43, 0x0c, Oxe8, 0x7c, 0x0d, 0x25, 0x84, 0x66,
0x07, 0x4d, 0x06, 0x94, 0xa3d, 0x66, 0x01, O0xf5,
0x74, 0Oxe0, Oxeb, 0x03, Oxlb, 0x98, 0x84, 0xdl,
Oxcb, 0x19, Oxcc, Oxa6, 0x3d, 0x33, O0xb7, 0x05,
Oxle, 0xd4, 0x9c, 0x9e, 0x77, 0x0f, Oxe6, 0x2b,

}s
static CK BYTE oid 3411 94[] = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
}s
static CK_BYTE oid 3411 2012 256 [] = {
0x06, 0x08, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x02
5
static CK BYTE 0hi_3411_2012_512[] = {
0x06, 0x08, 0Ox2a, 0x85, 0x03, 0x07, 0x01, O0x01, 0x02, 0x03
}s
static CK_ATTRIBUTE key template || = {

{ CKA_VALUE, premaster, sizeof(premaster) },

{ CKA_CLASS, &oclass, sizeof(oclass) },

{ CKA KEY TYPE, &key type, sizeof(key type) },

{ CKA_SENSITIVE, &lfalse , sizeof(lfalse) },

{ CKA EXTRACTABLE, &ltrue, sizeof(ltrue) },

{ CKA_DERIVE, &ltrue, sizeof(ltrue) },

{ CKA_SIGN, &ltrue, sizeof(ltrue) },

{ CKA_VERIFY, &ltrue, sizeof(ltrue) }
¥
static CK _TLS GOST MASTER KEY DERIVE PARAMS params gost = {
{ client random , sizeof(client random),
server _random , sizeof(server random) }, // Randomlnfo
oid 3411 94, // pHashParamsOid
sizeof (oid 3411 94) // ulHashParamsOidLen

}s

rc = funcs—C _CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;
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}

mechanism—>pParameter = &params gost ;
mechanism—>ulParameterLen = sizeof(params _gost);

rc = funcs—C _DeriveKey(sess , mechanism, keyh,
key template + 1,
sizeof (key template)/sizeof(CK_ATTRIBUTE) — 1,
&mkeyh ) ;

if (rc != CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
goto end;

}

attr.type = CKA VALUE;

attr.pValue = value;

attr.ulValueLen = sizeof(value);

rc = funcs—C GetAttributeValue(sess, mkeyh, &attr, 1);

if (re != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
goto end;

}

len = attr.ulValueLen;

printf ("TLS master key 3411-94:\n");
print _hex(value, len);
CHECK(value, len, master 94);

funcs—C DestroyObject (sess , mkeyh) ;

params _gost.pHashParamsOid = oid 3411 2012 256;
params gost.ulHashParamsOidLen = sizeof(oid 3411 2012 256);

rc = funcs—C_ DeriveKey(sess , mechanism, keyh,
key template + 1,
sizeof (key template)/sizeof(CK ATTRIBUTE) — 1,
&mkeyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
goto end;

}

attr.type = CKA VALUE;

attr.pValue = value;
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attr.ulValueLen = sizeof(value);
rc = funcs—C _GetAttributeValue(sess, mkeyh, &attr, 1);
if (rc !'= CKR OK) {
fprintf(stderr
"C_GetAttributeValue failed: Ox%x\n", rc);
goto end;

}

len = attr.ulValueLen;

printf("TLS master key 3411-2012 (256):\n");
print _hex(value, len);
CHECK(value, len, master 2012 256);

funcs—C DestroyObject (sess , mkeyh) ;

params gost.pHashParamsOid = oid 3411 2012 512;
params _gost.ulHashParamsOidLen = sizeof(oid 3411 2012 512);

rc = funcs—C _DeriveKey(sess , mechanism, keyh,
key template + 1,
sizeof (key template)/sizeof(CK ATTRIBUTE) — 1,
&mkeyh ) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
goto end;

}

attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C _GetAttributeValue(sess , mkeyh, &attr, 1);
if (rc != CKR OK) {

fprintf(stderr ,

"C_GetAttributeValue failed: Ox%x\n", rc);
goto end;

}

len = attr.ulValueLen;
printf("TLS master key 3411-2012 (512):\n");
print _hex(value, len);

CHECK(value, len, master 2012 512);

funcs —C DestroyObject (sess , mkeyh);
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printf ("SUCCESS\n");

rc = CKR_OK;

end :

}

if (keyh != CK_INVALID HANDLE) {
funcs—C DestroyObject (sess , keyh);

}

return rc;

CKM_TLS GOST_KEY_ AND_MAC_DERIVE

JIucrunar 4.30: ckm_tls gost key and mac derive.c

}

{

#include "test_common.h"
CK RV test crypto();
CK_RV test tls key and mac derive(CK SESSION HANDLE sess);

int main(int argc, char xargv|[]) {

CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (rc !'= CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rec != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

CK_ RV test crypto ()

CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C_OpenSession(Slotld
CKF_RW_SESSION | CKF_SERIAL_ SESSION,
NULL PTR, NULL PTR, &hSession);

if (rc != CKR OK) {
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fprintf (stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;
¥
fprintf(stderr, "C_OpenSession success\n");
rc = funcs—C_GetMechanismInfo (SlotId ,
CKM_TIS GOST KEY AND MAC DERIVE, &minfo);
if (rc != CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_TLS_GOST_KEY_AND_MAC_DERIVE "
"not supported ===========\n");
} else {
fprintf(stderr
"\n==================== CKM_TLS_GOST_KEY_AND_MAC_DERIVE "
"test ==================\n");
rc = test tls key and mac derive(hSession);

if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_TLS_GOST_KEY_AND_MAC_DERIVE failed, "
"rc = 0x%x\n", rc);
} else {
fprintf(stderr
"CKM_TLS_GOST_KEY_AND_MAC_DERIVE test passed.\n");
}

}

if( (ret = funcs—C CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
¥
out:

return rc;

}

CK RV test tls key and mac derive(CK SESSION HANDLE sess)
{

int rc = 0;
CK BYTE value[1024];
CK _ULONG len ;
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CK_MECHANISM mechanism desc =
{CKM_TLS GOST KEY AND MAC DERIVE, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;

CK_OBJECT HANDLE keyh = CK_ INVALID HANDLE;

static CK_OBJECT CLASS oclass = CKO SECRET KEY;

static CK_KEY TYPE generic_key type = CKK GENERIC SECRET;
static CK KEY TYPE secret key type = CKK GOST28147;
static CK_BBOOL ltrue = CK TRUE;

static CK BBOOL lfalse = CK FALSE;

CK_ATTRIBUTE attr ;

CK_OBJECT HANDLE paramh = CK INVALID HANDLE;

static CK BYIE client random || = {
0x48 ,0xdc,0xdb,0x79,0xfb ,0x11,0x16,0xaf,
Oxed ,0x6a,0x72,0xda,0xbf,0x7a,0xb2,0x76,
0x8c,0x35,0xa7,0x54,0x52,0xda,0xal,0x00,
0x47,0x83,0x29,0x72,0xa9,0x8d,0xd9,0x78

¥

static CK BYTE server random || = {
0x48 ,0xdc ,0xda,0xaa ,0x83,0xeb ,0x5c,0x08,
0x51,0x20,0xc6,0x8e,0x29,0xb4,0x30,0 x{f ,
0xch ,0x9e,0x4f ,0x1c,0xa9,0x75,0xa7,0x35,
0x62,0x89,0x29,0x17,0x28,0x70,0x56,0x06

IE

static CK BYTE master [| = {
0x68 ,0x0d ,0x31,0x53,0x6a,0x20,0x68,0x50,
Oxca ,0x66 ,0x01,0x3f,0xb6,0xfa ,0xe3,0x26,
0x51,0xbb ,0xba,0x03,0x16 ,0xa3 ,0xdf,0xcl ,
0x33,0x99,0xd0,0x61 ,0xda,0x74,0x12,0x4e,
0x96 ,0x6f ,0x9a,0x1c,0x25,0x24,0x89,0x42,
0xa9 ,0xeb,0x0c,0x56,0xel ,0x04,0xbb,0x6a

Ik

static CK BYTE ClientMacSecret 94 [] = {
0x12,0x9d,0xf5,0xel ,0x00,0xfe ,0x51,0xf5 ,
0xe9 ,0xf3 ,0xcf,0xff ,0x4f ,0x02,0xcc,0xc9,
Ox4a,0xe8,0x32,0x11,0xbd,0x35,0x63,0xa8,
Oxe2,0xa9,0x71,0xd2,0x61,0x24,0x7b,0x23

iF

static CK BYTE ServerMacSecret 94[] = {
0xc0,0xfc ,0x04,0x6f,0xa2,0xc6,0x30,0x97,
0xa2,0x90,0x8a,0x47,0x56,0x26 ,0x9d ,0xc9 ,
0xe9,0x87,0x71,0x41,0xc4,0x3d,0x81,0x81,
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0xb0,0x30,0x8f ,0xea ,0xa3,0x86,0x4f,0xae

};
static CK BYTE ClientKey 94[] = {

0x0e,0xfc ,0x85,0x03,0x2b,0x40,0xbd,0x65,
Oxce ,0x39,0x70,0xb0,0xed,0xd2,0x48 ,0xdd,
0x6e ,0 xfc ,0x97,0x29,0xb4 ,0xd5,0xd8,0x91 ,
0x42,0x7a,0xd0,0x55,0x9c,0x7c,0x6e,0x61

}s
static CK BYTE ServerKey 94[] = {

0x17,0x34,0xe4 ,0x2c,0x8e,0x9¢c ,0x6f,0xda,
0x3c¢,0x30,0xbb,0xc8 ,0xfa ,0xe7,0x8d,0x76
0x11,0x0c,0xfc,0x5b,0xeb,0x00,0x92,0xb2,
Oxed ,0x36 ,0x3e,0x27,0x60,0x12,0x50,0xab

IE
static CK_ BYTE IVs _94[] = {

0x99,0x38,0xb5,0x71,0x78,0x47,0x92,0xba,
Oxc4 ,0x43,0xb9,0xd3,0x24 ,0x75,0x09,0x79

iE

static CK BYTE ClientMacSecret 2012 256 [] = {
0x14, Oxe7, Oxfc, 0x31, 0x57, 0x99, 0x80, 0x9d,
0x48 , 0x98, 0xd6, 0x43, 0x88, Oxfc, Oxla, Oxa4,
0x8c, 0x21, Oxld, 0x38, 0x72, 0x0d, 0x71, Oxcf,
0x31, 0x41, 0x95, Oxff, Ox4c, Oxda, 0x74, 0xa9,

¥

static CK BYTE ServerMacSecret 2012 256 [| = {
Oxa0, Ox6e, Oxchb, 0x6f, Oxa9, 0x66, 0x06, Oxfa,
0x7b, 0x20, 0x83, 0xb9, Oxaa, 0xc3, 0xc2, 0xb2,
Oxdl, 0x73, 0x2a, 0x89, 0x99, Oxeb, 0x29, Oxed,
0xf7, Oxad, Oxle, 0x5c, 0x22, 0x21, 0xf8, 0xcO,

IE

static CK BYTE ClientKey 2012 256 [] = {
0x6b, 0x42, 0x50, Ox6a, 0x7d, Oxc7, O0xOb, 0x82,
0xbd, Oxeb, 0x63, 0x60, 0x16, O0x8c, Oxbe, 0x8f,
0x70, O0xld, 0x74, Oxla, 0x99, 0x3b, 0x17, 0x66,
0x67, Oxbc, 0x81, 0x9e, 0x44, 0x2f, Oxe0, Oxac,

IE

static CK BYTE ServerKey 2012 256 [] = {
0x95, 0x45, Oxbd, Oxff, Ox4b, 0x12, 0x61, 0x3c,
0xf5, 0x81, Oxcd, Ox3a, 0xd9, Oxcf, Oxef, Oxde,
0x38, 0x00, Oxd3, Oxbd, Oxc8, 0x03, 0x91, Oxcf,
Ox4b, 0x06, Oxeb, Oxal, Ox4f, 0x8d, 0x61, 0x9e,

i

static CK BYTE IVs 2012 256 [] = {
0x05, 0x49, Oxbf, Oxbc, 0x7f, 0x79, 0Oxc3, 0x38,
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0x41, 0xbl, 0x77, 0xa8,
b
static CK BYTE ClientMacSecret 2012 512 ] = {
0x6b, 0x19, 0x16, Oxcl,
Oxcl, 0x67, 0xb9, 0xd2,
0x95, Oxlc, 0x47, 0x9f,
Oxeb5, 0xe0, Oxad, 0x65,
}s
static CK BYTE ServerMacSecret 2012 512 [] = {
0x93, 0x25, Ox6e, 0xf7,
0x34, Oxeb, 0x36, 0x0e,
0x06, 0xd7, 0x5d, Ox6a,
0xf5, Oxae, Oxc2, 0x73,
%
static CK BYTE ClientKey 2012 512 [] = {
Oxcd, 0x3b, Oxcd, OxT7f,
0x34, Oxa4, 0x9c, 0x0a,
0x69, 0x7d, 0xfd, 0x69,
0x31, Oxec, 0x88, 0x8e,
b
static CK BYTE ServerKey 2012 512[] = {
Ox4c, 0xT7f, 0x8f, Oxda,
Oxff, 0x6d, 0x54, 0xd7,
0x6c, 0xfb, 0xe0, 0xf0,
0x89, 0x48, 0x65, 0x71,
b
static CK_BYTE IVs 2012 512[] = {
0x6d, 0x21, 0x84, 0x01,
Ox4d, 0x94, Oxeb, 0x05,
}s
static CK BYTE oid 3411 94 ][] = {
0x06, 0x07, 0x02, Oxle, 0x01
b
static CK BYTE oid 3411 2012 256 [] = {
0x06 , 0x08, 0x01, 0x01, 0x02, 0x02
I
static CK BYTE oid 3411 2012 512[| = {
0x06, 0x08, 0x01, 0x01, 0x02, 0x03
b
static CK BYTE gost28147 params A[] = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
}s
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static CK_ATTRIBUTE master key template|[] = {
{ CKA_VALUE, master, sizeof(master) },
{ CKA CLASS, &oclass, sizeof(oclass) },
{ CKA KEY TYPE,
&generic_key type, sizeof(generic key type) },
{ CKA_DERIVE, &ltrue, sizeof(ltrue) },
{ CKA_ SENSITIVE, &lfalse , sizeof(lfalse) }
{ CKA EXTRACTABLE, &ltrue , sizeof(ltrue) }

Jis

static CK_ATTRIBUTE secret key template|[] = {
{ CKA CLASS, &oclass, sizeof(oclass) },
{ CKA_KEY TYPE, &secret key type, sizeof(secret key type) },
{ CKA GOST28147 PARAMS,
gost28147 params A, sizeof(gost28147 params A) },
{ CKA ENCRYPT, &ltrue, sizeof(ltrue) },
{ CKA_DECRYPT, &ltrue, sizeof(ltrue) },
{ CKA_SIGN, &ltrue, sizeof(ltrue) },
{ CKA_VERIFY, &ltrue, sizeof(ltrue) },
{ CKA_SENSITIVE, &lfalse , sizeof(l1false) }
{ CKA EXTRACTABLE, &ltrue , sizeof(ltrue) }

9

};

static CK BYTE IVClient [8];

static CK BYTE IVServer [8];

static CK SSI3 KEY MAT OUT km = {
CK INVALID HANDLE, CK INVALID HANDLE,
CK_INVALID HANDLE, CK INVALID HANDLE,
IVClient , IVServer

}s
static CK TLS GOST KEY MAT PARAMS params gost =
{
{
256, 256, 64, CK_FALSE,
;{:lient_random , sizeof(client random),
server _random , sizeof(server random)
I
&km
}
oid 3411 94,
sizeof (oid 3411 94)
}s
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rc = funcs—C_CreateObject (sess
master key template,
sizeof (master key template)/sizeof(CK_ ATTRIBUTE) ,
&keyh) ;

if (rc != CKR _OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

mechanism—>pParameter = &params gost ;
mechanism—>ulParameterLen = sizeof(params gost);

rc = funcs—C_ DeriveKey(sess , mechanism, keyh,
secret key template
sizeof (secret key template)/sizeof(CK ATTRIBUTE) ,
NULL_PTR) ;
if (rc != CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
return rc;
¥
attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C GetAttributeValue (sess
km. hClientMacSecret , &attr, 1)
if (rc !'= CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

Y

9

}

len = attr.ulValuelLen;

printf("ClientMacSecret 3411-94:\n");
print _hex(value, len);
CHECK(value, len, ClientMacSecret 94);

attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C _GetAttributeValue (sess ,
km. hServerMacSecret , &attr, 1)
if (rc != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

)
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}

len = attr.ulValueLen;

printf("ServerMacSecret 3411-94:\n");
print hex(value, len);
CHECK(value, len, ServerMacSecret 94);

attr.type = CKA VALUE;

attr.pValue = value;

attr.ulValueLen = sizeof(value);

rc = funcs—C_GetAttributeValue (sess ,

km. hClientKey , &attr, 1);

if (rc != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

}

len = attr.ulValueLen;

printf("ClientKey 3411-94:\n");
print _hex(value, len);
CHECK(value, len, ClientKey 94);

attr.type = CKA VALUE;

attr.pValue = value;

attr.ulValueLen = sizeof(value);

re funcs—C _GetAttributeValue (sess ,

.hServerKey , &attr, 1);

if (rc != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

}

len = attr.ulValueLen;

g

printf("ServerKey 3411-94:\n");
print _hex(value, len);
CHECK(value, len, ServerKey 94);

memcpy (value , IVClient, 8);
memcpy (value + 8, IVServer, 8);
len = 16;

printf("IVClient & IVServer 3411-94:\n");
print _hex(value, len);
CHECK(value, len, IVs 94);
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rc = funcs—C_DestroyObject (sess , km.hClientMacSecret ) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

¥

rc = funcs—C DestroyObject (sess , km.hServerMacSecret);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ DestroyObject (sess , km.hClientKey) ;

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

¥

rc = funcs—>C_DestroyObject (sess , km.hServerKey)

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

params_gost.pHashParamsOid = oid 3411 2012 256;
params _gost.ulHashParamsOidLen = sizeof(oid 3411 2012 256);

rc = funcs—C _ DeriveKey(sess , mechanism, keyh,
secret key template,
sizeof (secret key template)/sizeof(CK_ATTRIBUTE) ,
NULL PTR) ;

if (re != CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
return rc;

}

attr.type = CKA VALUE;

attr .pValue = value;

attr.ulValueLen = sizeof(value);

funcs—C _GetAttributeValue (sess ,

.hClientMacSecret , &attr, 1)

if (rec != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

}

len = attr.ulValueLen;

rc

g

)
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printf("ClientMacSecret 3411-2012 (256) :\n");
print _hex(value, len);
CHECK(value, len, ClientMacSecret 2012 256);

attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C_GetAttributeValue (sess
km. hServerMacSecret , &attr, 1)
if (rc != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

)

9

}

len = attr.ulValueLen;

printf("ServerMacSecret 3411-2012 (256) :\n");
print _hex(value, len);
CHECK(value , len, ServerMacSecret 2012 256);

attr . type = CKA VALUE;

attr.pValue = value;

attr.ulValueLen = sizeof(value);

rc = funcs—C _GetAttributeValue(sess ,

km. hClientKey , &attr, 1);

if (rc !'= CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

}

len = attr.ulValuelLen;

printf("ClientKey 3411-2012 (256) :\n");
print hex(value, len);
CHECK(value , len, ClientKey 2012 256);

attr.type = CKA VALUE;

attr.pValue = value;

attr.ulValueLen = sizeof(value);

rc = funcs—C GetAttributeValue (sess,

km. hServerKey , &attr, 1);

if (rc != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

}

len = attr.ulValuelLen;
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printf("ServerKey 3411-2012 (256) :\n");
print hex(value, len);
CHECK(value, len, ServerKey 2012 256);

memcpy (value , IVClient , 8);
memcpy (value + 8, IVServer, 8);
len = 16;

printf(“IVClient & IVServer 3411-2012 (256):\n");
print _hex(value, len);

CHECK(value, len, IVs 2012 256);

rc = funcs—C DestroyObject (sess , km.hClientMacSecret);

if (rec != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_DestroyObject (sess , km.hServerMacSecret);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

¥

rc = funcs—C_DestroyObject (sess , km.hClientKey) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

¥

rc = funcs—>C_DestroyObject (sess , km.hServerKey)

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
return rc;

}

params_gost.pHashParamsOid = oid 3411 2012 512;
params_gost.ulHashParamsOidLen = sizeof(oid 3411 2012 512);

rc = funcs—C_ DeriveKey(sess, mechanism, keyh,
secret key template,
sizeof (secret key template)/sizeof(CK ATTRIBUTE) ,
NULL_PTR) ;

if (rc != CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
return rc;
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}
attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—>C _GetAttributeValue (sess ,
km. hClientMacSecret , &attr, 1)
if (rc != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

)

}

len = attr.ulValuelLen;

printf("ClientMacSecret 3411-2012 (512):\n");
print hex(value, len);
CHECK(value, len, ClientMacSecret 2012 512);

attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C _GetAttributeValue (sess
km. hServerMacSecret , &attr, 1)
if (rc != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

I

)

}

len = attr.ulValueLen;

printf("ServerMacSecret 3411-2012 (512):\n");
print hex(value, len);
CHECK(value, len, ServerMacSecret 2012 512);

attr.type = CKA VALUE;

attr .pValue = value;

attr.ulValueLen = sizeof(value);

rc = funcs—C_GetAttributeValue (sess ,

km. hClientKey , &attr, 1);

if (rc != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

}

len = attr.ulValueLen;

printf(“ClientKey 3411-2012 (512):\n");
print _hex(value, len);
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CHECK(value, len, ClientKey 2012 512);

attr.type = CKA VALUE;

attr.pValue = value;

attr.ulValueLen = sizeof(value);

funcs—C _GetAttributeValue (sess ,

.hServerKey , &attr, 1);

if (re != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

}

len = attr.ulValueLen;

rc

g

printf("ServerKey 3411-2012 (512):\n");
print _hex(value, len);
CHECK(value, len, ServerKey 2012 512);

memcpy (value , IVClient , 8);
memcpy (value + 8, IVServer, 8);
len = 16;

printf("IVClient & IVServer 3411-2012 (512):\n");
print hex(value, len);
CHECK(value, len, IVs 2012 512);

rc = funcs—C_DestroyObject (sess , km.hClientMacSecret ) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—>C_DestroyObject (sess , km.hServerMacSecret ) ;

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
return rc;

¥

rc = funcs—C _ DestroyObject (sess , km.hClientKey);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

¥

rc = funcs—C_DestroyObject (sess , km.hServerKey)

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;
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}

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

return rc;

4.4.19 VNcnonb3oBaHne HECKOJIbKUX NOTOKOB

B nporpamme threadmkobj.c npouspoaurcst Ber30B pyukimit PKCS#11 u3 HeCKOIBKUX
ITIOTOKOB.

Ob6parure BHUMaHWE, UTO NPU WHUIMAIU3AINAN OUOJIMOTEKH B apryMeHTe (DYHKIUH
C_Initialize (BHyTpu (pyHKIUU init) IpHIOKEHUEM TI€PEIAIOTCs ajpeca DbYHKIU, nc-
TOJTb3YEMBIX B OMOIHOTEKE J1JIs1 OJIOKMPOBKY MMOTOKOB. CONJIACHO CTaHIAPTY, JMOIYCKAETCSI
HCIIOJIb30BaHne OJIOKMPOBOYHBIX (DYHKIINI MPUIOKEeHUsT nid oubmoreku. Ecan 661 mpu-
JIOXKeHue padboraso ¢ 6ubanorekoil B oHOM moToKe, TO pyukIimoo C_Initialize HyKHO
6b110 ObI BoI3LIBATE ¢ aprymenTomM NULL, kak 310 memaercss B OOJBIIMHCTBE TECTOBBIX
[IPUMEPOB.

Jluctuur 4.31: treadmkobj.c

#include "test_common.h"

#define THREADCNT 4
#define NUMSESS 3
#define NUMOBJ 5

CK_RV
open_session and login( CK SLOT ID SlotID )

{

CK_FLAGS flags ;
CK_SESSION HANDLE h session;

CK RV re;

CK_BYTE ltrue = TRUE;

flags = CKF_SERIAL SESSION | CKF RW_SESSION;
rc = funcs—C_OpenSession (

SlotID , flags , NULL, NULL, &h session );

rc = funcs—C Login( h session, CKU USER,
user pin, strlen (user pin) );
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return rc;

}
int create token objects( int id, int is )
{
CK_FLAGS flags ;
CK_SESSION HANDLE h session;
CK RV re;
CK_BYTE ltrue = TRUE;
CK_BYTE Ifalse = FALSE;
CK_OBJECT CLASS data class = CKO_DATA;
CK_UTF8CHAR label [32];
CK_CHAR app|] = "ls_hwll_library";
CK BYTE data value ||
= "AaBbCcDdEeFfGgHhIiJjKkL1MmNnOoPpQqRrSsTtUuVvWwXxYyZz";
CK_ATTRIBUTE data attribs || =
{
{CKA_CLASS, &data class, sizeof(data class)},
{CKA_APPLICATION, app, strlen (app)+1},
{CKA TOKEN, &ltrue sizeof (ltrue)},
{CKA_VALUE, &data value, sizeof(data value)},
{CKA_ PRIVATE, &lfalse , sizeof(1false)}
};

CK_ATTRIBUTE label attribs|[] =
{

{CKA_LABEL, label, 0},
1,

CK_OBJECT HANDLE  obj list [NUMOBJ];
CK_ULONG i = 0;

CK _ULONG count = NUMOBJ;

flags = CKF_SERIAL SESSION | CKF RW_SESSION;
rc = funcs—C_OpenSession (

SlotId , flags , NULL, NULL, &h session );
if (rc != CKR OK) {

show error(" C_OpenSession", rc );

goto done;

}

fprintf(stderr, "Thread %d: Session %d opened\n", id, is);

rc = funcs—C GenerateRandom (h session
(CK_BYTE x*)&count, sizeof(count));
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if (rc !'= CKR OK) {
show error (" C_GenerateRandom", rc );
goto done;

¥
count = count % NUMOBJ + 1;

for (i=0; i<count; i++) {
rc = funcs—C_ CreateObject( h session
data attribs, sizeof(data attribs)/sizeof(CK_ ATTRIBUTE) ,
&obj list[i] );
if (rc != CKR OK) {
show error(" C_CreateObject", rc );
goto done;

}

sprintf(label , "data_%d_%d_%d", id, is, i+1);
label attribs|[0].ulValueLen = strlen(label)+1;

rc = funcs—C _SetAttributeValue( h session, obj list[i],
label attribs, sizeof(label attribs)/sizeof(CK ATTRIBUTE))
if (rc != CKR OK) {
show error(" C_SetAttributeValue", rc );
goto done;

}

fprintf(stderr, "Object %s created\n", label);

¥

fprintf(stderr ,
"Thread %d: %d objects of session %d created\n",
id, count, is);

for (i=0; i<count; i++) {
rc = funcs—C DestroyObject( h session, obj list[i] );
if (rc != CKR OK) {
show error(" C_DestroyObject", rc );
goto done;
}
sprintf(label , "data_%d_%d_%d", id, is, i+1);
fprintf(stderr, "Object %s destroyed\n", label);
¥
fprintf(stderr
"Thread %d: %d objects of %d destroyed\n",
id, count, is);
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done:
funcs—C _CloseSession( h_session );
fprintf(stderr, "Session %d closed\n", id);

return rc;

}

#ifdef WIN32
DWORD WINAPI
#else
int
#endif
thread func(void xthid)
{
int i=0;
CK RV rv = CKR OK;
int id = x(int x*)thid;

fprintf(stderr, "thread_func %d started\n", id);
while (i++ < NUMSESS) {
fprintf(stderr
"create_token_objects %d, session %d\n", id, i);
rv = create token objects(id, 1i);
if (rv != CKR OK) {
fprintf(stderr
"create_token_objects %d, session %d failed\n",
id, 1);
break;
¥
fprintf(stderr ,
"create_token_objects %d, session %d finished\n",
id, 1);
}

fprintf(stderr, "thread_func %d finished\n", id);
return rv;

}
int
main( int argc, char sxargv )

{
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int i, rc;

Hifdef WIN32

HANDLE id [THREADCNT | ;
DWORD rv ;
#else
pthread t id [THREADCNT | ;
#Hendif

int thid [THREADCNT];

for (i=1; i < argc; i++) {

if (strecmp(argv|[i], "-api") =— 0) {
i++;
api_path = argv|i];
} else if (strcmp(argv|[i]|, "-user_pin") =— 0) {
i4++;
user _pin = argv|[i];
} else if (strcmp(argv|[i], "-h") =— 0) {
printf(
"usage: %s [-api <path>][-user_pin <PIN>] [-h]\n\n",
argv [0] );
return 0;

}
}

fprintf(stderr, "==>> init...\n");

// Use PKCS#11 library native multithreading locks

// (may not work with some PKCS#11 libraries).

//rc = init (api_path, &funcs, pinit args os locking);

// Use application—supplied multithreading callbacks for
locking .

rc = init (api_path, &funcs, pinit_ args app locking);

if (rc != CKR OK) {
fprintf(stderr, "==>> init failed\n\n");
return rc;

}

fprintf(stderr, "==>> init Ok\n\n");
fprintf(stderr, "==>> get_slot_list...\n");
rc = get slot list(funcs,

&SlotList

&SlotCount ) ;

if (rc != CKR OK) {
fprintf (stderr
"==>> get_slot_list failed, rc

0x%x\n\n", rc );
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return rc;

¥
fprintf(stderr, "==>> get_slot_list Ok\n\n");
fprintf(stderr, "==>> find_slot_with_token...\n");
rc = find slot with token (funcs,

SlotList ,

SlotCount ,

&Slotld) ;

if (rc != CKR OK) {
fprintf(stderr
"==>> find_slot_with_token failed, rc = O0x%x\n\n",
rc );
return rc;

}
fprintf(stderr, "==>> find_slot_with_token Ok\n\n");
rc = open_session _and_login(Slotld);

if (re != CKR OK) {
fprintf(stderr

"==>> open_session_and_login failed, rc = Ox%x\n\n",
rc );
return rc;
¥
fprintf(stderr, "==>> open_session_and_login Ok\n\n");

for (i=0;i<THREADCNT; i++){
thid[i] = i+1;
fprintf(stderr, "Creating thread %d \n", thid[i]);
#ifdef WIN32
id[i] = CreateThread (NULL, 0,
(LPTHREAD START ROUTINE) thread func,
(void *)&(thid[i]), 0, NULL);
#else
pthread create(&id|[i],NULL,
(void* (%) (void *))thread func,(void x)&(thid[i]));
#endif
}

fprintf(stderr, "Waiting for all application threads\n");
#ifdef WIN32
rv = WaitForMultipleObjects (THREADCNT, id, TRUE, INFINITE);
if (rv =— WAIT TIMEOUT) {
fprintf(stderr, "Stop waiting by timeout\n");
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} else {
fprintf(stderr, "All threads completed\n");
}

#else
for (i=0; i<THREADCNT; i++){
if (thid[i]) {
printf("Joining thread %1d\n", thid[i]);
pthread join(id[i],NULL);
thid[i] = 0;
}
}
#endif
fprintf (stderr
"Finalizing library...\n");
funcs—C _Finalize (NULL) ;
fprintf(stderr , "SUCCESS\n");
return O0;

4.4.20 ObpaboTka cobbITuii Ha cnoTax

B recroBom npumepe c_wait_for_slot_event.c B OTIE/JbHOM IIOTOKE OPraHU3YeTCs
00paboTKa COOBITHIT BCTABKU U YJAJIEHUsSI TOKEHOB C ITOMOIIBLI0 (DYHKITUN
C_WaitForSlotEvent. Ob6parure BHUMAHME, YTO IPU MHUIUAIU3ANNNA OUOJIHOTEKH B ap-
rymenre dbyuknun C_Initialize (BHyTpu dyHKIuM init) npuiozKeHHEM [EPEIAIOTCs aJl-
peca byHKIHUi, UCIIOIb3yeMBbIX B OUOInOTEKE J1j1st OJIOKMPOBKY MTOTOKOB. COTJIACHO CTaH-
JapTy, JTOIYCKACTCS WCIIOJIL30BAHUE OJIOKUPOBOYHBIX (DYHKIINN MPUIOXKEHUT UIu O6ub-
smoreku. Ecn Obl mpuioxkenne paboTago ¢ OuOJIMOTEKO B OJHOM OTOKE, TO (PYHKITHAIO
C_Initialize mykHO ObLIO OBbI BbI3bIBaThL ¢ aprymenTom NULL, xak sT0 nenaercs B
OOJIBINUHCTBE TECTOBBIX ITPUMEPOB.

JIuctunr 4.32: ¢_wait_for slot_event.c

#include "test_common.h"
CK_ULONG user pin_len;

#ifdef WIN32

DWORD WINAPI

#else

int

#endif
thread wait func(void *thid)

oot 363

/\IACSCCIA




I'maBa 4. IlporpammvupoBanue

4.4. Ilpumepbr mporpamMm

{

CK RV rv;
CK SLOT ID Slotld;

fprintf(stderr, "thread_wait_func started\n");

while (1) {
fprintf(stderr

"Call C_WaitForSlotEvent in thread_wait_func:\n"
"waiting for slot events with blocking...\n");
rv = funcs—C_WaitForSlotEvent (0, &Slotld , NULL) ;
fprintf(stderr, "C_WaitForSlotEvent returned O0x%X\n",

switch (rv) {
case CKR_CRYPTOKI NOT INITIALIZED:

fprintf(stderr

"Library isn’t initialized or is already finalized\n");

return rv;
case CKR TOKEN NOT RECOGNIZED:
fprintf(stderr
"Token license error\n");
return rv;
case CKR OK:
fprintf (stderr
"Token removed or inserted\n",

SlotId);
continue
default:
fprintf(stderr, "Ignore that code..
continue;
}
}
}
int
main (int argc, char xargv|[]){
CK RV rc;

CK_SLOT INFO sinfo;
CK_FLAGS flags = 0;

CK _ULONG i ;

CK_UTF8CHAR userpin [80];

#ifdef WIN32

HANDLE wid ;
DWORD rv ;

#else

.\Il");

Iv);
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pthread t wid ;
#endif

int wthid;

char ¢ = ’\0’;

printf("C_WaitForSlotEvent test\n");
for (i=1; i<(CK ULONG)argc; i++) {

if (stremp("-api", argv[i]) = 0) {
41 ;
api_path = argv|[i];

} else if (strecmp("-user_pin", argv|[i]) = 0) {
++i ;
memcpy (userpin , argv|[i], strlen(argv|i]));
user pin = userpin;
user pin_len = strlen (argv|[i]);

}
}

fprintf(stderr, "==>> init...\n");
// Use application—supplied multithreading callbacks for
locking .

rc = init (api_path, &funcs, pinit args app locking);
if (rc != CKR OK) {

fprintf(stderr, "==>> init failed\n\n");

return rc;

}

fprintf(stderr, "==>> init Ok\n\n");
rc = get slot list(funcs,
&SlotList
&SlotCount ) ;

if (rc = CKR OK) {
printf("get_slot_list failed, rc = Ox%x\n", rc );
return rc;

}

fprintf(stderr, "==>> creating thread for C_WaitForSlotEvent\n
");
#ifdef WINS2
wid = CreateThread (NULL, 0,
(LPTHREAD START ROUTINE) thread wait func,
(void x)&wthid, 0, NULL);
#else
pthread create(&wid, NULL,
(void # () (void x))thread wait func, (void x)&wthid);
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#endif

// Demonstrate some token activity in the main thread.
while (1) {
for (i = 0; i<SlotCount; i++) {
Slotld = SlotList [1i];

rc = display slot info(funcs, Slotld);
if (rc != CKR OK) {
printf("display slot info failed\n");
goto done;

}

rc = funcs—C_GetSlotInfo (i, &sinfo);
if (rc !'= CKR OK) {
printf("C_GetSlotInfo failed\n");
goto done;
}
if (sinfo.flags & CKF TOKEN PRESENT) {
rc = display token info(funcs, Slotld);
if (rc != CKR OK) {
printf("display_token_info failed\n");
goto done;
}
}
}

printf("Press CTRL-C for exit, any other key to continue\n")

Hifndef WIN32
echo (FALSE) ;
¢ = getc(stdin);
echo (TRUE) ;
#else
¢ = _getch();
#endif
if (¢ — END OF TEXT)
{
// Input terminated (Ctrl—C)
break;
}
} // while(1)
done:
fprintf (stderr ,
"Finalizing library\n");
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funcs—C _Finalize (NULL) ;
#ifdef WIN32
fprintf(stderr, "Waiting for thread_wait_func thread\n");

rv = WaitForSingleObject (wid, INFINITE) ;
if (rv = WAIT TIMEOUT) {
fprintf(stderr, "Stop waiting by timeout\n");

} else {
fprintf(stderr, "Waiting thread completed\n");
}
#else
fprintf(stderr, "Joining thread_wait_func thread\n");
pthread join(wid, NULL);
wthid = 0;
#endif

printf("C_WaitForSlotEvent test SUCCESS\n");
return CKR OK;

}
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5 JlnueH3uwm

5.1 Jluuensua gnsa BigDigits

B 6ubsmorekax LS HWI11 wucnonssyercst 6ubanoreka BigDigits [17] komnanun DI
Management Servies Pty Limited B cooTBeTcTBHM C IPUBEIECHHON HUXKE JIMIICH3UEI.

This source code is part of the BIGDIGITS multiple-precision arithmetic library Ver-
sion 2.2 originally written by David Ireland, copyright (c¢) 2001-11 D.I. Management
Services Pty Limited, all rights reserved. You are permitted to use compiled versions of
this code at no charge as part of your own executable files and to distribute unlimited
copies of such executable files for any purposes including commercial ones provided you
agree to these terms and conditions and keep the copyright notices intact in the source
code and you ensure that the following characters remain in any object or executable
files you distribute AND clearly in any accompanying documentation:

”Contains BIGDIGITS multiple-precision arithmetic code originally written by David
Ireland, copyright (c) 2001-11 by D.I. Management Services Pty Limited
(www.di-mgt.com.au), and is used with permission.”

David Ireland and DI Management Services Pty Limited make no representations
concerning either the merchantability of this software or the suitability of this software
for any particular purpose. It is provided ”as is” without express or implied warranty of
any kind. Our liability will be limited exclusively to the refund of the money you paid
us for the software, namely nothing. By using the software you expressly agree to such
a waiver. If you do not agree to the terms, do not use the software.
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6 Ccblnkwn

10.

. Odunmasnsusiit caiir OO0 "JIMCCU-Codr". - http://http://soft.lissi.ru//.

. Odurmanpuerii caiir Texamaeckoro komurera no crangaprusamun (TK 26) "Kpunro-

rpacduueckast 3amura nadopmaruu". - https://wuw.tc26.ru.

I'OCT 28147-89. Cucrembl 06paboTKy HHGMOPMAIMH. 3AIMATa KPUITOrpaduaeckas.
AutropuT™ KpHUIITOrpaduIeckoro mpeobpasoBaHmst. —
http://protect.gost.ru/document.aspx?control=74&1d=139177.

. TOCT P 34.10-2001. Uudopmanmnonnas texuosorus. Kpunrorpadudeckas 3ammra

unndopmaruu. [Iponeccor popMupoBanns u NPOBEPKU JIEKTPOHHON 1mudpoBoil 11011~
[UACH. —
http://protect.gost.ru/document.aspx?control=7&id=131131.

. T'OCT P 34.10-2012. Nudopmamnmonnas texunosiorust. Kpunrorpadudeckas 3ammra

nudopmaruu. [Iporeccor popMupoBanus 1 MPOBEPKHU JIEKTPOHHOH 1mudpoBOil 11011~
nucu. — Mocksa, Crangaprundopm, 2012.

I'OCT P 34.11-94. udopmarmontast TexHosiorust. Kpunrorpaduiaeckasl 3aiuTa nH-
dopmarun. OyHKIMSA XEIMUPOBAHUS. —
http://protect.gost.ru/document .aspx?control=7&id=134550.

I'OCT P 34.11-2012. Uudopmanumonnas texnosorusi. Kpumnrorpadudeckas: 3amura
nudopmarun. Oyuxnus xemuposanusi. — Mocksa, Crangapruadgopm, 2012.

RFC 4357. V. Popov, 1. Kurepkin, S. Leontiev. Additional Cryptographic Algorithms
for Use with GOST 28147-89, GOST R 34.10-94, GOST R 34.10-2001, and GOST R
34.11-94 Algorithms. — CRYPTO-PRO, January 2006. —
http://www.ietf.org/rfc/rfc4357.txt.

RFC 4490. S. Leontiev, Ed., G. Chudov, Ed. Using the GOST 28147-89, GOST R
34.11-94, GOST R 34.10-94, and GOST R 34.10-2001 Algorithms with Cryptographic
Message Syntax (CMS). — CRYPTO-PRO, May 2006. —
http://tools.ietf.org/html/rfc4490.

Meromuaeckue peKOMEHIAINN 10 33JJAHUIO Y3JI0B 3aMEHBI OJIOKA IOJICTAHOBKH aJIro-
purma mudposanus ['OCT 28147-89 (rorosurcs Kk mybuukanuu). — Mocksa, TK 26,
2013.
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11.

12.

13.

14.

15.

16.

17.

18.

Merouieckre peKOMEHIAIMN 10 3a/aHUI0 11aPAMETPOB SJUIMITUYECKUX KPHUBBIX B
coorBercrBun ¢ I'OCT P 34.10-2012 (rorosurcst K mybsmkaiun). — Mocksa, TK 26,
2013.

MeTtonuvueckue peKOMEHIAIINN 10 KPUITOTPApUIECKIM AJTOPUTMAaM, COILYTCTBYIO-
muM npumenenuio crangaptos [OCT P 34.10-2012 u 'OCT P 34.11-2012 (roroBurcs
K my6smkanun). — Mocksa, TK 26, 2013.

[Taposibaast 3ammura ¢ ucnosb3opanueM ajgroputMoB ['OCT. donosinenusi k PKCS#5
(roroBurcs K mybsumkanuu). — Mocksa, TK 26, 2013.

Pacmmpenne PKCS#11 jist ncIob30BaHusl POCCURCKUX KPUITOIPAMDUIECKHUX aJIro-
purmoB. — Texandecknit komurer 1o crangaprusanyn (TK 26) "Kpunrorpaduaeckas
zamura nadopmaruu". — Mocksa, TK 26, 2008.

Pacmupenne PKCS#11 mist ucnionb3oBanust poccuiickux crangapros ['OCT P 34.10-
2012 u TOCT P 34.11-2012 (roroBurcst K myGJukanum). — TeXHUIECKUH KOMUTET 110
crangaprusaiun (TK 26) "Kpunrorpaduueckas samura nndopmarmu". — Mocksa,
TK 26, 2013.

PKCS#11 v2.30: Cryptographic Token Interface Standard. - RSA Laboratories, 2009.
- http://www.rsa.com/rsalabs/node.asp?id=2133.

BigDigits multiple-precision arithmetic source code. -
http://www.di-mgt.com.au/bigdigits.html.

Kpoccnardopmennas cbopounas cucrema CMake. - http://www.cmake.org/.
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