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I'maBa 1. Bsenenwue

1 BBepeHwue

LS11SW ssusiercst nporpammuoii peanmusaieii OO0 "JIMCCU-Codr" [1] cranmap-
ta PKCS#11 API [16], monosHeHHOrO 10/1epKKOii poccuiickux KpunrorpaduaecKux
AJI'OPUTMOB B COOTBETCTBHUU CO CIIelUMUKAIUSIMEI, BbIpAOOTAaHHBIMU TeXHUYeCKUM KO-
mureroMm 1o crangaprusanun (TK 26) "Kpunrorpadudeckas samura nndopmarmn" |2,
14]. Haumnast ¢ Bepcun 5.0, LS11SW nomaepxkusaer agropurmsr I'OCT P34.10-2012,
I'OCT P34.11-2012, a Tak»ke COILyTCTBYIOIINE aJrOPUTMBbI U IAPAMETPHI, OIIPEJIeJIEHHBIE
pykoBoggamumu gokymenTamu TK 26.

[Mommep:xka aaropurmMo poccuiickoit kpunrorpadpun B LS11SW ocymecrsisiercs: 6ub-
smorekoit ¢ maTepdeiicom PKCS#11. LS11SW mnossosister paboTaTh TOJBKO C OSHIM
IPOTPAMMHBIM TOKEHOM, KOTOPBIN PACIIOJIAraeTCsS B IPEIONpeIeeHHOM MecTe (dailio-
BOI CuCTEMBI I10J1b30BaTeJIsl.

1.1 O630p apxnTeKkTypbl

LS11SW mpenocrasisier 6ubanoreky PKCS#11, tuHaMudecKn MOJKIIOYAEMYI0 PHU-
sokenreM. [Ipu wHUMMAM3aMN OUOINOTEKN CO3/AeTCS €MHCTBEHHBIN CIOT JIJTsT O
KJIFOUEHUsT yKe CO3J@HHOI'O IIPOrPAMMHOTO TOKeHa. [IporpaMMHBIN TOKEH CO31aeTCs B
daitIoBoit cucTeMe IMOJIB30BATENST IIPHU €0 JINIEH3NPOBAHNN.

LS11SW API sriouaer dyukiun, onucanubie B cnenudukarmu PKCS#11 API [16],
C y9YeTOM paCIIUPeHHsl aJrOPUTMaMU POCCUiicKoil Kpunrorpadun [14].

1.2 CucremHble TpeboBaHus

LS11SW peasmzoBana Kpocc-miardOpMEeHHBIM 00pa30M, TaK YTO OHA, B IPUHIIUIIE,
MO2KeT OBITH HOPTUPOBAHA B JIIOOYIO OIEPAIMOHHYIO CUCTEMY, TJI€ TOJIJIEPKUBAECTCS A3BIK
Cu. Tekymas Bepcusi paboraer B onepaimonabix cucreMax Windows, Linux u Mac OS
X ma 32-x u 64-x pa3psanbix maaTgopmax. MMeerca takrke BapuaHT OHMOJIMOTEKHU I
MOOUIBHBIX YCTPOWCTE ¢ ONeparonHoit cucremoii Android.

1.3 OcobeHHocTu peannsauynn

B LS11SW nomiepKuBaroTcst Bce POCCUICKIE KPUITOrpadrnIecKue MeXaHU3MbI, OIIpe-
nesiernbie B [14]. Bee kpunrorpadudeckne MEXaHU3MBbI MOJJIEPKUBAIOTCS OUOIHOTEKOI
mporpamMmuo. Kpome Toro, 6ubamnoreka mo3BoJisseT padoTaTh ¢ BPEMEHHBIMU CECCUOHHBI-
MH OObEKTaMU I BCEX MOAIEPKUBAEMBIX MEXAHI3MOB.
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I'maBa 1. Bsenenwue 1.3. OcobenHocTu peainu3aiuu

LS11SW mnomyepkuBaeT co3jgaHue U WCIOJb30BaHWE OOBEKTOB IapaMeTpoB JOMeHa
1pu cuMmmeTpudHoM tmudpoBannu. Eciu npu mmdposanuu B kiode 3agan OID mocryi-
HOT'O JIJIsl TEKYIIel CeCCuu 00bEeKTa MapaMeTpPOB JOMeHa, TO Oy/IyT UCIIOJIb30BAHbI ITapa-
MeTPbI U3 3TOro oobekTa. ey ke Takoro o0beKTa HET, TO OY/IET MPEIIIPUHSATA TOIBITKA
HaiTH U UCIOJIb30BATh apaMeTpsl Jist fanaoro OID cpegu npemonpegeieHHBIX HAOOPOB
napamerpos, 3ajanibix B RFC 4357(8|. Takum o6pas3om, HaIMYne B CECCHU COOTBETCTBY-
IOMUX O0BEKTOB ApaMETPOB JIOMEHA He SBJISeTCs 00g3aTeIbHBIM, €CJIM UCIOIb3YIOTCS
peJIolpe/ieieHHble Habophl apaMeTpoB. 3amerum, uro corsiacio RFC 4357(8], B 00b-
eKTax [apaMeTpoB JOMEHa MOI'YT ObITh 3aJaHbl TOJbKO pexkuMbl mudposarus CNT(0),
CFB(1) mmu CBC(2).

B LS11SW B kauecTBe aJIbTEPHATHBHOTO BAPpUAHTA PEAJM30BAH TAKXKE HECTAHIAPT-
mprit Mexauamsm CKM  GOST28147 CNT, mozBosgmonuii nCnoab30BaTh PEKUM ITH]D-
poBanust CN'T ¢ npegonpeesieHHbIMEU HaOOpaMu TapaMeTpoB, HE MPUMEHssE OObEKThI
mapaMeTpoB JIOMEHA.

Bamernm, uro upu mmdposanun B 0j04uHbxX pexknmax KCB u CBC ucxonubie mgan-
HbIE JOJIKHBI MIOCTYIATh MOPIUAME, JIJIMHA KOTOPLIX KpaTHa pa3Mepy OJioka, T.e. 8-Mu
baitram. Opranuzalius Ia [JIMHTa IPU STOM BO3JIArAETCS Ha MPUKJIAIHYIO IIPOI'DAMMY.

Jst mexarusmoB 'OCT P34.10-2001, I'OCT P34.10-2012, 'OCT P 34.11-94 paspe-
IIAETCS UCIIOIB30BATH TOJILKO IMPEJIONPEIe/IEHHbIE HAOOPHI ITapAMETPOB, OIPEJIeJIEHHBIE
B RFC 4357 u B nmokymentax TK 26. O6beKThI mapaMeTpoB JIOMEHa IPU 3TOM HE WC-
nostb3ytorcst. AsrroputMbl ['OCT P 34.11-2012 BooOIme He MMEOT IapaMeTpPOB, HOITOMY
Bmecto OID mapamerpoB B cooTBeTcTByIONINX aTpubdyrax ykassiBaercs OID amropurma.

Ecin npu remeparum k/io9eBoil mapbl B IMab/IOHE 3aKPBITOrO KJIIOYA He ObLT 3a1aH
arpubyT CKA_ID, TO OH aBTOMATHYECKM yCTaHABIMBaeTCs paBHbIM SHA-1 or 3HadeHust
OTKPBITOTO KJIIOYA.

B wunTepecax mojiepkku poccuiickoit peasmsaruu crangapra PKCS#12 jponosnu-
TeNbHO peasm3oBaH Mexanm3M CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC, ucnosabsy-
eMBbIil JJIsT TeHepaIuu KJ/IIo4Ya Ha I[1apoJie IPU BbIPAOOTKE U IPOBEPKE JAij2KecTa Xpa-
nuauma. Kpome Toro, mobasien mexanusm CKM_GO0ST28147_PKCS8_KEY_WRAP st yma-
KOBKI ¥ pacrakoBku 3akpbiToro kiaoda ['OCT P 34.10-2001 mo cranmapry PKCS#8
¢ TOMOIIBIO0 MHU(MPOBAHUST CEKPETHBIM KJTFOUOM, T€HEPUPYEMOM Ha [1apoJie MEXaHU3MOM
CKM_PKCS5_PBKD2.

OYHKITUU MeHEPAINN CJIYIalHbIX UUCES MO/IEP>KUBAIOTCS BCTPOCHHBIM B OHOJINOTEKY
KPUOTOrpApUIeCKIM TeHEePATOPOM.

Bubsimoreka nomuepkuBaer paboTy W3 HECKOJIBKUX IIOTOKOB, OJHAKO II0 CTAHIAPTY
HeJIb3sI UCIOJIL30BATDL OMHY U TY K€ CECCHIO U3 PA3HBIX IOTOKOB.

KomnuuecTBo 0fHOBPEMEHHO OTKPBITBIX CECCUIl B MPUIOKEHUU HE JIOJIPKHO ITPEBBIIIATH
256.

Coznanne u JIMIEH3UPOBAHIE TOKEHA MPOU3BOJUTCS 4depe3 web-unrepdeiic Ha calite
"JIMCCU-Codr"[1]. TTocse sunensupoBanust Ha TOKEHe HY’KHO yCTaHOBUTH MeTKy 1 PIN
nosib3oBaresid. Ero najgbHefInyo nHUNUAIU3AIUIO0 C IPUCBOEHUEM METKU U YCTAHOBKY
PIN mo:kHO BBITOIHATE JinOo yruauroi pllconf, mubo mporpamMmHo.

[IporpaMMHbBIil TOKEH CUATAETCS He U3BJIEKAEMBIM, I09TOMY HUKAKHE COOBITHS HE CJI0-
Te 6ubMOTEKO! He perucTpupyrorcsi. B cBssu ¢ stum, dpyuknust C_WaitForSlotEvent
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I'maBa 1. Bsenenwue 1.3. OcobenHocTu peainu3aiuu

Hukorma He Bospamaer CKR_OK. Ecmm mpm BbrsoBe 3aman durar CKF_DONT_BLOCK, To
cpady Bo3ppaiaercss CKR_NO_EVENT. Eciu dyaknus Bbi3Bana ;0 C_Initialize wusm
C_Finalize Bei3Bana mnpu OsokupoBantoit C_WaitForSlotEvent, To C_WaitForSlotEvent
cpasy 3apepiiaer pabory u Bosppamaer CKR_CRYPTOKI_NOT_INITIALIZED. Haxkomner, ec-
JI1 IPOTPaMMHBIN TOKEH He JInleH3upoBaH, TO Bo3BpalaeTcsd CKR_TOKEN_NOT_RECOGNIZED.
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I'maBa 2. OcHoBHbIE CBEJCHUSI

2 OcHoBHble cBeageHus

2.1 CocTaB un cTpykTypa
B cocras LS11SW Bxomsar:

e Bbubtsmoreka PKCS#11 1s11sw2012
e Yrumwinra Kouduryparuu pllconf
e Habop TecTOBBIX mpUMEPOB

e PyxoBojcTBO mporpaMmucTa

Nmena daitmoB nuHaAMIYIECKAX OMOINOTEK W BBIIOJIHSIEMBIX (bailylIoB B pa3HbIX OIepa-
IIMOHHBIX cucTemMax orianvatorcs. Hanpumep, B Windows umst aitia bubsimorexn Is11sw2012
- 1s11sw2012.dll, B Linux - libls11sw2012.s0, B Mac OS X - libls11sw2012.dylib. 910 or-
JIMYMe HY>KHO YYUTBIBATH IIPU 3arpy3Ke OUOJIMOTEKU W3 MPUKJIAIHON TPOrpaMMbl. Bhi-
nostHsteMblit ¢aitan yruautsl pllconf 8 Windows maseiBaercst pllconf.exe, a B Linux u
Mac OS X - mpocro pllconf.

Ha6op recroBbix npumepos nocrasisiercs B Bujge CMake-tipoexra [18]. st reneparyn
cOOPOYHOTO IIPOEKTa Ha IEJIEBOI ITaTdopMe Hy»KHO CKadaTh W YCTAHOBUTH IIOCJIEIHIOIO
Bepcuto CMake, 3atem u3 nanku build BBITOJTHUTE KOMAHTY

cmake ..

B pesyabrare, B manke build 6yayT cozmanbl daiiyibl cOOPOTHOrO TPOEKTa, MOCJE Yero
HYKHO IPOJIOJIKUTE COOPKY TECTOB YK€ JJIsT 9TOrO MPOEKTa. JAIyCK BCEX TECTOB Ha
BBIIIOJIHEHNE MOXKHO IPOU3BECTU KOMaH0M ctest.

2.1.1 Bubnwnoteka Is11lsw2012

Bubsmoreka PKCS#11 API Is11sw2012 mosmKHA OBITH 3arpy»KeHa IIPUKJIAIHON Tpo-
rpaMMoOii JJMHAMUYECKH, [IOCJIe Yero U3 Hee n3BjeKaercd cuucok dynkiuit PKCS#11.

Barem BbI3bIBaeTCst pyHKkmsa C_Initialize, ¢ KoTopoit HaunHaETCs paboTa ¢ GUbIHO-
Tekoit 1o crangapry PKCS#11.

2.1.2 lMNopaaep>xnBaemble TUMNblI 00BHLEKTOB

ITporpammusiit Toker LS11SW B ciiore 0 MoXKeT XpaHUTh OOBEKTHI KJIFOUEBOU IIa-
pet (CKO_PRIVATE_KEY, CKO_PUBLIC_KEY) tumna CKK_GOSTR3410 miun CKK_GOSTR3410_512,

ANMCECH
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I'maBa 2. OcHoBHbIE CBEJCHUSI 2.1. CocraB u CTpyKTypa

06bekThl cepruduraroB CKO_CERTIFICATE tuma X.509, 06bekThl manuabix CKO_DATA, KJ1io-
YU JJIS CAMMETPUYIHOTO Mu@POBAHUS U XEITUPOBAHUSI, & TAKXKe IMapaMeTphl JIOMEHA.

Ha Towm ke mysieBOM cjioT€ MOTYT OBITH CO3JaHBI BPEMEHHBLIE CECCHOHHBIE OOBEKTDHI
[IEPEIUCTCHHBIX TUTIOB.

2.1.3 lNoppep>xnBaemblie MexaHU3Mbl

LS11SW mnomnepxupaer caemyomue Mmexaau3mbl PKCS#11:
e CKM_GOST28147_KEY_GEN
e CKM_GOST28147
e CKM_GOST28147_KEY_WRAP
e CKM_GOST28147_ECB
e CKM_GOST28147_CNT
e CKM_GOST28147_MAC
e CKM_GOST28147_KEY_CPDIVERSIFY
e CKM_GOST28147_PKCS8_KEY_WRAP
e CKM_GOSTR3411
e CKM_GOSTR3411_12_256
e CKM_GOSTR3411_12_512
e CKM_GOSTR3411_HMAC
e CKM_GOSTR3411_12_256_HMAC
e CKM_GOSTR3411_12_512_HMAC
e CKM_GOSTR3411_12_256_HMAC_KDF
e CKM_GOSTR3410_KEY_PAIR_GEN
e CKM_GOSTR3410_512_KEY_PAIR_GEN
e CKM_GOSTR3410
e CKM_GOSTR3410_512
e CKM_GOSTR3410_WITH_GOSTR3411
e CKM_GOSTR3410_WITH_GOSTR3411_12_256

e CKM_GOSTR3410_WITH_GOSTR3411_12_512

ANMCECH
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I'maBa 2. OcHoBHbIE CBEJCHUSI 2.2. VcraHOBKa

e CKM_GOSTR3410_DERIVE

e CKM_GOSTR3410_12_DERIVE

e CKM_GOSTR3410_KEY_WRAP

e CKM_GOSTR3410_PUBLIC_KEY_DERIVE
e CKM_PKCS5_PBKD2

e CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC
e CKM_TLS_GOST_KEY_AND_MAC_DERIVE
e CKM_TLS_GOST_PRE_MASTER_KEY_GEN
e CKM_TLS_GOST_MASTER_KEY_DERIVE
e CKM_TLS_GOST_PRF

e CKM_SHA_1

e CKM_MD5

Cornacao crappapry PKCS#11, snadenns noseit ulMinKeySize u ulMaxKeySize B
crpykType CK_MECHANISM_INFO me ucnosib3yiorcs juisi mexanu3dmoB ['OCT. B nannoit
peayu3aluu 3HaYeHus STUX HoJeil comepxkar g MexanusmoB ['OCT P34.10 pasmep
3aKPBITOrO Kioda B 6urax (256 mam 512), mrs mexannsmo 'OCT 28147-89 - pasmep
kJjro4a mudpoanust B baiirax (32), mist mexanusma CKM_TLS_GOST_MASTER_KEY_DERIVE
- pa3mep Macrep-Kitoda B Gajirax (48). Bee a1u 3HaYeHUs] UMEIOT YUCTO MHMOPMAIMOH-
HBII XapaKTep M He UCIOJb3YIOTCS B aJlOPUTMaX OMOJIMOTEKH.

2.2 YcraHoBKa

Bubsimoreka 1s11sw2012 ycranaBiuBaeTcs B IiejIeByIO Halky. Kpome Toro, Tyja ke
ycTaHaBIuBaeTCcs yruyinTa KoHdurypanun pllconf.

Baxxnoe 3ameuanme. Ha meneBoit mrardopme HyKHO 00€CIeINTh MPUKJIAIHBIM ITPO-
rpaMMaM BO3MOXKHOCTb HAWTU OMOJIMOTEKH W yTUJIMTHI 110 UMEHAM IIyTeM J00aBJ/IEHUS
ITOJTHOI'O IIyTH K COJEeprKallleil uxX Iamke K 3HadeHHto nepemenHoit cpenbl PATH wm
LD_LIBRARY_PATH, B 3aBUCUMOCTH OT OIIE€PAIIMOHHOI CUCTEMBI.

Jlokymenrarust u TecToBble mpuMephl it LS11SW ckaumpatoTcst OT/IeJIBHO ¢ cafita

" TICCHU-Codr"[1].

ANMCECH

codot 9



IimaBa 2. OcHoBHBIE CBeeHUST 2.3. CosznaHue nNporpaMMHOTO TOKEHA

2.3 Co3paHne nporpaMMHOro TokeHa

[IporpaMMHBIil TOKEH CO3/IaeTCs B IIPEJOIIPEIEIEHHOM MecTe (ailjioBOil CHCTEMBI 1T0JTh-
30BaTelIsd B IIPOIEcce JHajiora ¢ cepBepoM depe3 web-unrepdeiic Ha caitre "JIMMCCU-
Codr"[1]. DroMy nmporpaMMHOMY TOKEHY IPUCBAMBAETCS YHUKAJIBHBIN cepuitHblii HOMED,
10T, KOTOPBIM OH PErUCTPUPYETCsl Ha CepBepe B COOTBETCTBHUHU C ero Jmrensueit. C naH-
HBIM IIPOIPAMMHBIM TOKEHOM CMOXKET PabOTATh TOJIHKO TOT MOJb30BATE/ b, KOTOPBIA €ro
COBJIaBAJI, IPUYIEM TOJBKO HA TOM YK€ KOMITBIOTEPE M B TOM Ke OIEPAIMOHHON CHCTeME.

Jst pasmemntenns (ailioB mporpaMMHOro TokeHa B cucrteme Windows mcmosib3yer-
cs manka %USERPROFILEY,/.LS11SW B railjioBOM IMpOCTpaHCTBE IOJIb30BaTe st. B cucre-
Me Linux juisi ToOii 2Ke IeJi B JIOMAIITHEM KaTAJIOre 0JIb30BATE sl UCIIOIb3YeTCs IalKa
.LS118W.

IIporpaMMHBI# TOKEH MEPBOHAYAJIBHO CO3/IA€TCS HE MHUIMATU3UPOBAHHBIM, C IIyCTOMR
merkoil u 6e3 PIN noss3oBaresisi. MHUIMan3amus TOKeHa ¢ IPUCBOCHIEM METKU U Ha-
suadenue PIN mosb3oBaresiss MOTyT OBIThH BBITIOJIHEHBI ¢ TOMOIIBIO web-unTepdeiica, yTu-
quTbl Koudurypanuu pllconf (cm. pazmen "Vrunura koudurypanun") mwin nporpaMm-
vo ¢yuknusivmu PKCS#11. Jljas1 co3MaHHOrO TOKEHA YCTAHABJIMBAETCS YMATINBAEMOE
suadenne PIN agvuamncTparopa 6esomacnocru (Security Officer mim cokparmenno SO) —
87654321.

3amMeTnM, 9To JJIsi JOCTYIIA K IPOIPAMMHOMY TOKEHY B (DailJIoBOM IIPOCTPAHCTBE [10JIhb-
zoaress SO Jo/KeH paboTaTh B ceaHce MMoJib30oBaTesst TokeHa. DakTuiecku 5T0 03HA-
JaeT, 9To JJIsl mporpaMmuoro Tokena LS11SW SO u moJsib30BaTe/ib TOKEHA — 3TO OJHO U
TO Ke Juro, xors 3uadenusi PIN y SO u nosib3oBaTesist MOTyT ObITh pa3HBIMU.

Eciin o kakoii-To mpudnHe (aiijibl TPOrpaMMHOIO TOKEHA OKA3aJIUCh IOBPEXKIEHHbI-
MM, TO TAIKY MPOI'PAMMHOIO TOKEHA MOYKHO V/JAJIUTh M ITPOBECTH JIUIEH3UPOBAHUE 32~
HOBO. llockobKy B 6ase JaHHBIX CepBepa yrKe MMEETCST 3alliCh O MPEeIbIAYIINEM JIUIEeH-
3UPOBAHUM, TO IIOBTOPHOE JIMIIEH3UPOBAHUE HE MOTPEOYET OIJIATHI.

2.4 YTnnnrta koHcpurypaummn

LS11SW mnpenocrasisier yrumTy KoMmauIHOW cTpoku pllconf st KoHuUrypuposa-
HUsl ¥ JIMUHUCTPUPOBAHUS TOKEHOB, IMOJIJICPYKUBAEMBIX B CHCTEME. Y THJIUTa PaboTaeT
nckJiounTebHo Yepe3s AP, mosTomy ee MOXKHO MPUMEHSITE JJTsT pabOTHI ¢ JTFOObIMU OUb-
smorekamu PKCS#11, a He Tosibko ¢ 1sl1lsw.

BamernmM, 9TO ¢ (HJIArOM -C 3aJaeTCsi UACHTUPUKATOP CJIOTA. DTOT UIAEHTUPUKATOP
HeOoOX0/IMMO 3a/[aBaTh, KOTJIa OIlePallis BBIIOJHAETCH ¢ KOHKPETHBIM TOKeHOM. U ienTu-
dpUKATOPHI BCEX CJIOTOB MOXKHO MOJYYUTH C (DJIATOM -S.

VTunaunra 1npeiocTaBiseT BOSMOXKHOCTH, O KOTOPBIX COOOIAETCs IIPH 3aIlyCKe KOMAH, bl
pliconf -h. K HuM OTHOCSTCS WHUNMAIU3AINST TOKEHA, WHUTMAJIU3AIUS U U3MEHEHUE
PIN agmunuctparopa 6e3omnacuoctu, nHunnaansaius n u3menenne PIN monb3oBaresns u
gp. Cutestyroriue IpuMephl TOKA3bIBAIOT ontuu yTuauTsl pllconf u Beigauy nadopmalun
0 CJIOTaxX B CHCTEME JI0 MHUITHATU3AINN TOKEHOB.

> ./pliconf -h

ANMCECH
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usage: plliconf [-hitsmIupPred] -A APIpath [-c slotID
-U userPin -S SOPin -n newPin -L labell]

-h display usage

-i display PKCS11 info

-t display token info

-s display slot info

-m display mechanism list

-I initialize token

-u initialize user PIN

-p set the user PIN

-P set the SO PIN

-r remove all objects

-e enumerate objects

-d dump enumerated object attributes

2.4.1 Mony4eHne nHcpopmaummn o bubnuoTteke

> ./pliconf -A 1s11sw2012 -i
PKCS#11 Info
Version 2.30
Manufacturer: LISSI-Soft
Flags: 0x0
Library Description: 1s11sw2012 PKCS#11 library
Library Version 5.0
0K

I[aHHaH IIporpaMMa TaKzKe ITO3BOJISACT BBLIIIOJIHATH HEKOTOPBIEC ITPOCTHIE 3allIPOCHI CJIO-
TaM U TOKeHaM, HallpuUMep IJId IIOJTyIeHUA I/IH(i)OpMaHI/II/I O CJIoTaX, TOKeHaX U IJId I10JIy-

YCeHHA CIIUCKa ITOJJACP2KNBaeMbIX MEXaHU3MOB.

2.4.2 Tony4eHue nicgopmaymnm o cnorax

> ./pliconf -A 1s11sw2012 -s

Slot ID O Info
Description: LS11SW Slot O
Manufacturer: LISSI-Soft
Flags: 0x7 (TOKEN_PRESENT)
Hardware Version: 1.0
Firmware Version: 1.0

0K

2.4.3 lMony4eHne nHcgopmaumn o TokeHe

> ./pliconf -A 1s11sw2012 -t -c O
Token #0 Info:

A CS(:CIQCbT
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Label: Token Label

Manufacturer: LISSI-Soft

Model: LS11SW

Serial Number: 1234567887654321
Flags: 0x40C (LOGIN_REQUIRED|USER_PIN_INITIALIZED|TOKEN_INITIALIZED)
Sessions: 0/256

R/W Sessions: 0/256

PIN Length: 4-32

Public Memory: OxFFFFFFFF/OxFFFFFFFE
Private Memory: OxFFFFFFFF/OxFFFFFFFF
Hardware Version: 1.0

Firmware Version: 1.0

Time: 18:58:42

0K

[IporpaMmHbBI#il TOKEH CO3/MAETCS He MHUITUAJIN3NPOBAHHBIM. [Iperkie ueM npuiioxKeHne
CMOKET HCIIOJIb30BaTh HOBBINH TOoKeH LS11SW, HYKHO BBIMOJIHUTD CJIEIYIONINE HAYA -
Hble Maru (KaxK0My IIary COOTBETCTBYET HPUMED KOJa):

2.4.4 NHuumnanusaums TokeHa

Ilepes ucnosb30BaHUEM TOKEHA OH JIOJIKEH ObITh OJHAK/Ibl HHUIUA/IM3upoBaH. Kiro-
Y€BOIl YACTHIO JAHHOTO IIPOIECCa SIBJISETCS HasHAUeHe TOKEHY YHIKAJIBHON METKH (1Me-
mn). st sroro nonanoburcs PIN agmunucrparopa Gesonacnocru (SO) st fanHOro
tokena (HagasnbHoe 3Hadenue SO PIN mis Tonasko uro cosgannoro Tokena LSIISW —
87654321).

Bameuanne. Bee 3nauenuss PIN orobpazkaroTcest 3Be3I09KaMU [IPH BBO/IE.

> ./pliconf -A 1s11sw2012 -I -c O
Enter the SO PIN: 87654321
Enter a unique token label: LissiSW

To >xe camMoe MOYKHO BBITIOJTHUTE, 3aaBast 3naderus SO PIN u meTku npsiMo B KOMaHIHOM
CTPOKe:

> ./pliconf -A 1s11sw2012 -I -c O -S 87654321 -L LissiSW

2.4.5 Hasnauvenune PIN agmuHuctpatopa 6e3onacHocTu

IIpaBuabHON OpraHM3aIMOHHON MPAKTUKON SIBIASETCA M3MEHEHNe aIMUHICTPATOPOM
6ezomracHoctu ceoero PIN cpasy mociie mHuIMan3anum Tokena. JJagHast mponeaypa mperor-
Bpalia€T BO3MOXKHOCTb MHUIHAJIN3UPOBATH TOKEH ITOCTOPOHHUM JIMIaM U YAAJIUTb TEM
caMbIM BCe CO3J[aHHBbIe O0BEKTHI (HAIPUMED, KJIIOUU U CePTUMDUKATHI).

> ./pliconf -A 1s11sw2012 -P -c O

AMCSCCIQCIOT 12
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Enter the SO PIN: 87654321
Enter the new SO PIN: 76543210
Re-enter the new SO PIN: 76543210

BapuanT BBO/IA B KOMaHIHOM CTpPOKE:
> ./pliconf -A 1s11sw2012 -P -c 0 -S 87654321 -n 76543210

PIN ne obs13aTebHO 10IKeH ObITEH UG POBBIM, JOIMYCKAIOTCS JIOObIE CUMBOJIBI, HO BO
n3bexkaHue IpobJIeM ¢ KOAUPOBKAMU PEKOMEHIYeTCsl HCIOIb30BATH JIATHHCKY IO IIOJIOBUHY
KOJIOBO# TaOJIAIIbI.

2.4.6 NHuumanusaumsa nonb3oBaTtenbckoro PIN

Jlannast omepalidsi BBIMOJHSETCA aJMUHACTPATOPOM 0OE30IIaCHOCTH IIepe]] Iepeiadeit
TOKeHa I10JIb30BaTes 0. [IporpaMMHBIil TOKeH M3HA4YaJIbHO co3jlaeTcs B (hailsloBOM IIpO-
CTPAHCTBE MOJIL30BaTE s, OJHAKO (hopMasbHble TPEDOBAHUS CTaHIAPTA JOJKHBI ObITh
BBITIOJIHEHBI U JIJIST HETO.

> ./pliconf -A 1s11sw2012 -u -c O
Enter the SO PIN: 76543210

Enter the new user PIN: 12345678
Re-enter the new user PIN: 12345678

BapuanTt BBOIA B KOMaHIHOM CTpPOKE:

> ./pliconf -A 1s11sw2012 -u -c 0 -S 76543210 -n 12345678

2.4.7 N3meHeHnue nonb3osBaTtensbckoro PIN

IlepBoe, 4TO HOJIZKEH CJIEIATH MOJIH30BATEIb IIOCIIE IOy YeHHsT TOKEHA OT aJIMIHHUCTPAa-
Topa GezomacHocTH, - 310 u3meHernune PIN.

> ./pliconf -A 1s11sw2012 -p -c O
Enter user PIN: 12345678

Enter the new user PIN: 01234567
Re-enter the new user PIN: 01234567

BapuanT BBOZIa B KOMaHIHON CTPOKE:
> ./pliconf -A 1s11sw2012 -p -c O -U 12345678 -n 01234567

Ecin snagenune SO PIN 11 ToKeHa IOTEPSIHO, 8 TOKEH 3a0JIOKUPOBAH M3-38, HECKOJIb-
kux BBOJIOB HeBepHOro PIN, to mrratubiMu cpesicrBavu LS11SW pazbsiokupoBaTh TOKEH
HEJIB3sI U3 COOOPAXKEHM T CEKPETHOCTH €0 JAHHBIX — €r0 MOXKHO TOJIBKO CO3/IATh 3aHOBO.

Sameuanne. Haganbuoe snauenne USER PIN, ycranosiennoe SO, 3ampernaercs B
JaJIbHERIIIEM yCTAHABINBATH IIOJIH30BATENIO U3 COOOparkeHuii 6e301acHOCTH.

/\IACSCCIA
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I'maBa 3. IlporpammvupoBanue

3 lNlporpammupoBaHune

Bce npuseneHHbIE HEXKE TECTOBBIE IIPUMEPBI COIEPXKATCA B IIAlKe HpoekTa tests. B
ITUX IMpuMepax I/ICHO.HI)SyIOTCH TeCTOBbIC UCXO/JHBIC U IIPOBEPOYIHLIC JaHHBbIE N3 COOTBET-
CTBYIOIIMX PYKOBOIAMMX HOKyMeHToB TK 26.

st ymobera cOOpKU IPUMEPOB TaM 2Ke cojiepxuTcst cobopounsblit haitn CMakeLists.txt
JIUISE TeHepaIy TecToBoro mpoekTa ¢ momoribio CMake [18]. Boiinure B manky tests/build
" BBIIIOJIHUTE U3 KOl\laHﬂHOﬁ CTPOKH KOMaH/Y:

>cmake

B pesysibraTe BbinosiHeHNsT KOMaH/IbI B nanke tests/build renepupyrorcst npoekrabie daii-
JIBL JIJ1s1 Bareit cbopounoit cucrembl. Hampumep, st MSVS OyyT co3maHbl MPOEKTHBIE
daiisier 1t perenns 1sllsw_tests.sln, a jura Linux - coorBeTcTByIonmmuit make-daii.
HamnbHelinryio cOOpKy MPOU3BOANTE yKe Balleir cCOOPOIHON CUCTEMOII.

Bcee cbopounbie mpoMeKyTOUHBIE U PE3YJIbTUPYIONIe (Paitabl OyIyT CO3JAHBI B IAITKE
tests/build.

3.1 PyHkUUKM obuilero Ha3Ha4YeHUs

Bo Bcex mpuBeneHHBIX Jajiee IpUMepax UCHOJIL3YIOTC (DYHKIMH OOIIero Ha3HAUEHUsT,
IIpeJICTaBIeHHBIE B daiiiax test_common.h u test_common.c. 3eCh TPUBOIATCS UCXOJI-
HbIE TEKCTBI 3TUX (bailjioB, ITOOBI OBLIO TOHITHO, JAJIst 9er0 9TU (MYHKIINHA UCIOIb3YIOTCS
B TECTOBBIX IIPUMEPAX.

JImctunr 3.1: test common.h

#pragma once

#ifdef WIN32
#include <windows.h>
#include <conio.h>
#else

#include <unistd .h>
#include <dlfcn .h>
#include <termios.h>
#include <strings.h>
#include <nl types.h>
#include <sys/time.h>
#Hendif

#include <stdio .h>

ANMCECH
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#include <stdlib .h>
#include <string .h>
#include <memory.h>
#include <sys/types.h>
#include <sys/timeb.h>
#include "pkcsilctrl.h"

#Hifdef WIN32

#define PKCS11 API PATH "l1s11sw2012"

#elif  APPIE

#define PKCSI1 API PATH "1ibls11sw2012.dylib"
#else

#define PKCS11 API PATH "1ibls11sw2012.so"
#endif

extern CK CHAR =xapi_path;
extern CK CHAR xuser pin;
extern CK UTFS8CHAR xso pin;

#define PIN SIZE 80

#define BACK SPACE ’\b’

#define LINE FEED ’>\n’

#define CARRIAGE RETURN ’\r’

#define END OF TEXT 0x03 // ETX (Ctrl-C)

#ifdef WIN32

extern HMODULE dll ;

#else

extern void xdll;

#endif

extern CK FUNCTION LIST PTR funcs;

extern CK_C_ Ctrl pctrl;

extern CK C INITIALIZE ARGS #pinit_ args os_ locking;
extern CK C INITIALIZE ARGS xpinit args app locking;
extern CK SLOT ID Slotld;

extern CK SLOT ID PTR SlotList;

extern CK ULONG SlotCount;

#define SYSTEMTIME struct timeb
#define GetSystemTime (x) ftime (x)

long process time(struct timeb tl1, struct timeb t2);
void show error( char xstr, CK RV rc );
void process ret code( CK RV rc );

ANMCECH
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void print hex( CK BYTE xbuf, CK ULONG len );
int print_ bytes (CK BYTE xbuf, CK ULONG len, char xstr);
CK RV AppCreateMutex (void #xpmutex) ;
CK_RV AppDestroyMutex (void smutex) ;
CK RV AppLockMutex (void smutex) ;
CK_RV AppUnlockMutex (void smutex) ;
CK RV get function list (CK CHAR xapi path, CK FUNCTION LIST PTR
xpfuncs);
CK RV init (CK_CHAR *api_path,
CK_FUNCTION LIST PTR x*pfuncs,
CK_C_INITIALIZE ARGS *pinit args);
CK RV cleanup (CK_FUNCTION LIST PTR funcs);
CK RV get slot_list (CK_FUNCTION LIST PTR funcs,
CK_SLOT ID #xppSlotList ,
CK_ULONG xpulSlotCount ) ;
CK RV find slot with token (CK FUNCTION LIST PTR funcs,
CK _SLOT ID sxpSlotList ,
CK_ULONG ulSlotCount ,
CK _SLOT ID xpSlotld);
char xget mechanism name(CK_MECHANISM TYPE) ;
CK_RV display pkesll info(CK FUNCTION LIST PTR funcs);
CK_RV display slot info (CK _FUNCTION LIST PTR funcs, CK SLOT ID

SlotId);

CK_RV display token info(CK FUNCTION LIST PTR funcs, CK SLOT ID
SlotId);

CK_RV display mechanisms (CK_FUNCTION LIST PTR funcs, CK SLOT ID
slot _id);

CK_RV pin_callback(
CK_SESSION HANDLE hSession ,
CK_NOTIFICATION  event // CKN_LISSI PIN CALLBACK
CK_VOID PTR pApplication // output PIN buffer here
)
CK RV test main(int argc, char xargv|]|) ;
CK RV check value(CK BYTE xvalue, CK ULONG len, CK BYTE xeth
CK_ULONG eth len);

#define CHECK(v, len, ethalon) \

do { \
if ((rc = check value(v, len, ethalon, sizeof(ethalon))) !=
CKR OK) { return rc; } \

} while (0)

JImctuar 3.2: test common.c

ANMCECH
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#include "test_common.h"
#pragma warning (disable : 4996)

CK_FUNCTION LIST PTR funcs = NULL;
CK_C_Ctrl pctrl = NULL;

#ifdef WIN32

HMODULE d11 ;

#else

void xdll;

#endif

CK_UTFS8CHAR *user pin = "01234567";
CK_UTFS8CHAR x*so pin = "76543210";
CK CHAR xapi path = PKCS11 API PATH;
CK_SLOT ID SlotId;

CK_SLOT ID PTR SlotList = NULL;

CK _ULONG SlotCount = 0;

CK_C_INITIALIZE ARGS cinit_ args os locking = {
NULL,
NULL,
NULL,
NULL,
CKF_ OS LOCKING OK,
NULL };
CK_C_INITIALIZE ARGS cinit args app locking = {
AppCreateMutex ,
AppDestroyMutex ,
AppLockMutex ,
AppUnlockMutex ,
07
NULL} ;
CK C_ INITIALIZE ARGS xpinit args os locking =
&cinit _args os locking;
CK_C INITIALIZE ARGS x#pinit args app locking =
&cinit args app locking;

long process time (struct timeb tl, struct timeb t2)
{

long ms = t2. millitm — t1.millitm;

time t s = t2.time — tl.time;

while (ms < 0) {

ms += 1000;
ANMCECU
codpt 17




I'mapa 3. IlporpamMmvupoBaHHe 3.1. DyHKIHH 00IIEro HA3HATCHHUS

}

}

5——;

ms += (long) (s%1000);
return ms;

void process ret code( CK RV rc )

{

switch (rc) {

case CKR OK:
printf(" CKR_OK");
case CKR_CANCEL:
printf(" CKR_CANCEL");
case CKR HOST MEMORY:
printf(" CKR_HOST_MEMORY");
case CKR SLOT ID INVALID:
printf(" CKR_SLOT_ID_INVALID");
case CKR GENERAL ERROR:
printf(" CKR_GENERAL_ERROR");
case CKR_FUNCTION FAILED:
printf (" CKR_FUNCTION_FAILED");
case CKR ARGUMENTS BAD:
printf (" CKR_ARGUMENTS_BAD");
case CKR_NO EVENT:
printf (" CKR_NO_EVENT");
case CKR NEED TO CREATE THREADS:
printf (" CKR_NEED_TO_CREATE_THREADS");
case CKR CANT [LOCK:
printf (" CKR_CANT_LOCK");
case CKR ATTRIBUTE READ ONLY:
printf(" CKR_ATTRIBUTE_READ_ONLY");
case CKR_ ATTRIBUTE SENSITIVE:
printf(" CKR_ATTRIBUTE_SENSITIVE");
case CKR_ATTRIBUTE TYPE INVALID:
printf(" CKR_ATTRIBUTE_TYPE_INVALID");
case CKR_ATTRIBUTE VALUE INVALID:

printf(" CKR_ATTRIBUTE_VALUE_INVALID");

case CKR DATA INVALID:

printf(" CKR_DATA_INVALID");
case CKR DATA IEN RANGE:

printf(" CKR_DATA_LEN_RANGE");
case CKR DEVICE ERROR:

printf(" CKR_DEVICE_ERROR");
case CKR_DEVICE MEMORY:

break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;

break;
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printf (" CKR_DEVICE_MEMORY");
case CKR DEVICE REMOVED:
printf (" CKR_DEVICE_REMOVED");
case CKR ENCRYPTED DATA INVALID:
printf (" CKR_ENCRYPTED_DATA_INVALID");
case CKR_ENCRYPTED DATA I[EN RANGE:
printf (" CKR_ENCRYPTED_DATA_LEN_RANGE");
case CKR_ FUNCTION CANCELED:
printf (" CKR_FUNCTION_CANCELED");
case CKR_FUNCTION NOT PARALLEL:
printf (" CKR_FUNCTION_NOT_PARALLEL");
case CKR FUNCTION NOT SUPPORTED:
printf (" CKR_FUNCTION_NOT_SUPPORTED");
case CKR_KEY HANDLE INVALID:
printf (" CKR_KEY_HANDLE_INVALID");
case CKR KEY SIZE RANGE:
printf (" CKR_KEY_SIZE_RANGE");
case CKR _KEY TYPE INCONSISTENT:
printf (" CKR_KEY_TYPE_INCONSISTENT");
case CKR KEY NOT NEEDED:
printf (" CKR_KEY_NOT_NEEDED");
case CKR KEY CHANGED:
printf (" CKR_KEY_CHANGED");
case CKR_KEY NEEDED:
printf (" CKR_KEY_NEEDED");
case CKR_KEY INDIGESTIBLE:
printf (" CKR_KEY_INDIGESTIBLE");
case CKR KEY FUNCTION NOT PERMITTED:

printf (" CKR_KEY_FUNCTION_NOT_PERMITTED");

case CKR KEY NOT WRAPPABLE:
printf (" CKR_KEY_NOT_WRAPPABLE");
case CKR KEY UNEXTRACTABLE:
printf (" CKR_KEY_UNEXTRACTABLE");
case CKR_MECHANISM INVALID:
printf(" CKR_MECHANISM_INVALID");
case CKR_ MECHANISM PARAM INVALID:
printf(" CKR_MECHANISM_PARAM_INVALID");
case CKR_OBJECT HANDLE INVALID:
printf(" CKR_OBJECT_HANDLE_INVALID");
case CKR OPERATION ACTIVE:
printf(" CKR_OPERATION_ACTIVE");
case CKR_OPERATION NOT INITIALIZED:
printf (" CKR_OPERATION_NOT_INITIALIZED");
case CKR_PIN INCORRECT:

break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;

break;
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printf(" CKR_PIN_INCORRECT");
case CKR_PIN INVALID:
printf (" CKR_PIN_INVALID");
case CKR_PIN LEN RANGE:
printf (" CKR_PIN_LEN_RANGE");
case CKR_PIN EXPIRED:
printf (" CKR_PIN_EXPIRED");
case CKR PIN LOCKED:
printf(" CKR_PIN_LOCKED");
case CKR SESSION CLOSED:
printf(" CKR_SESSION_CLOSED");
case CKR_ SESSION COUNT:
printf(" CKR_SESSION_COUNT");
case CKR_SESSION HANDLE INVALID:
printf(" CKR_SESSION_HANDLE_INVALID");
case CKR SESSION PARALLEL NOT SUPPORTED:
printf(" CKR_SESSION_PARALLEL_NOT_SUPPORTED");
case CKR SESSION READ ONLY:
printf(" CKR_SESSION_READ_ONLY");
case CKR_SESSION EXISTS:
printf (" CKR_SESSION_EXISTS");
case CKR_SESSION READ ONLY EXISTS:
printf (" CKR_SESSION_READ_ONLY_EXISTS");
case CKR_SESSION READ WRITE SO EXISTS:
printf(" CKR_SESSION_READ_WRITE_SO_EXISTS");
case CKR_SIGNATURE INVALID:
printf (" CKR_SIGNATURE_INVALID");
case CKR SIGNATURE LEN RANGE:
printf (" CKR_SIGNATURE_LEN_RANGE");
case CKR TEMPLATE INCOMPLETE:
printf(" CKR_TEMPLATE_INCOMPLETE");
case CKR TEMPLATE INCONSISTENT:
printf(" CKR_TEMPLATE_INCONSISTENT");
case CKR TOKEN NOT PRESENT:
printf (" CKR_TOKEN_NOT_PRESENT");
case CKR_ TOKEN NOT RECOGNIZED:
printf(" CKR_TOKEN_NOT_RECOGNIZED");
case CKR_TOKEN WRITE PROTECTED:
printf(" CKR_TOKEN_WRITE_PROTECTED");
case CKR_UNWRAPPING KEY HANDLE INVALID:
printf(" CKR_UNWRAPPING_KEY_HANDLE_INVALID");
case CKR UNWRAPPING KEY SIZE RANGE:
printf(" CKR_UNWRAPPING_KEY_SIZE_RANGE");
case CKR_UNWRAPPING KEY TYPE INCONSISTENT:

break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;

break;
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}

printf(" CKR_UNWRAPPING_KEY_TYPE_INCONSISTENT");

case CKR USER _ALREADY LOGGED IN:
printf (" CKR_USER_ALREADY_LOGGED_IN");
case CKR USER NOT LOGGED IN:
printf (" CKR_USER_NOT_LOGGED_IN");
case CKR_USER_PIN NOT_INITIALIZED:
printf (" CKR_USER_PIN_NOT_INITIALIZED");
case CKR _USER TYPE INVALID:
printf(" CKR_USER_TYPE_INVALID");
case CKR USER ANOTHER AILREADY LOGGED IN:
printf(" CKR_USER_ANOTHER_ALREADY_LOGGED_IN");
case CKR USER TOO MANY TYPES:
printf(" CKR_USER_TOO_MANY_TYPES");
case CKR_WRAPPED KEY INVALID:
printf(" CKR_WRAPPED_KEY_INVALID");
case CKR_WRAPPED KEY IEN RANGE:
printf(" CKR_WRAPPED_KEY_LEN_RANGE");
case CKR_WRAPPING KEY HANDLE INVALID:
printf (" CKR_WRAPPING_KEY_HANDLE_INVALID");
case CKR_WRAPPING KEY SIZE RANGE:
printf (" CKR_WRAPPING_KEY_SIZE_RANGE");
case CKR_WRAPPING KEY TYPE INCONSISTENT:
printf (" CKR_WRAPPING_KEY_TYPE_INCONSISTENT");
case CKR_RANDOM SEED NOT SUPPORTED:
printf (" CKR_RANDOM_SEED_NOT_SUPPORTED");
case CKR_ RANDOM NO RNG:
printf (" CKR_RANDOM_NO_RNG");
case CKR BUFFER TOO SMAILL:
printf (" CKR_BUFFER_TO0_SMALL");
case CKR SAVED STATE INVALID:
printf(" CKR_SAVED_STATE_INVALID");
case CKR_INFORMATION_ SENSITIVE:
printf(" CKR_INFORMATION_SENSITIVE");
case CKR_STATE UNSAVEABLE:
printf(" CKR_STATE_UNSAVEABLE");
case CKR CRYPTOKI NOT INITIALIZED:
printf(" CKR_CRYPTOKI_NOT_INITIALIZED");
case CKR CRYPTOKI ALREADY INITIALIZED:
printf(" CKR_CRYPTOKI_ALREADY_INITIALIZED");
case CKR MUIEX BAD:
printf(" CKR_MUTEX_BAD");
case CKR MUTEX NOT LOCKED:

printf (" CKR_MUTEX_NOT_LOCKED");

break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;

break;
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}
void show error( char *str, CK RV rc )
{
printf("%s returned: O0x%x", str, rc );

process ret code( rc );
printf("\n");

}

void print hex( CK BYTE sbuf, CK ULONG len )

{
CK_ULONG i = 0, j;

while (i < len) {
for (j=0; (j < 8) && (i < len); j++, i++)
printf ("0x%02x, ", buf[i] & Oxff);
printf("\n");

}
printf("\n");
}
int print_ bytes (unsigned char xbuf, unsigned long len, char xstr
)
{
unsigned long i, j;
for (i=0, j=0; i<len; i++) {
if (i!'=0 && 1%8==0) {
j += sprintf(str+j, "\n");
}
j += sprintf(str+j, "0x%.2x, ", buf[i]);
}
sprintf (str+j,"\n");
return 0;
}

CK RV get function list(CK CHAR xapi path,
CK_FUNCTION LIST PTR xpfuncs)
{

CK_RV rc = CKR OK;
CK C_GetFunctionList pfoo = NULL;

printf("get_function_list...\n");
#ifdef WIN32
dll = LoadLibrary (api_path);

ANMCECH
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#else
dll = dlopen (api_path, RILD NOW) ;
#endif
if ( dll = NULL ) {
printf("Can’t load PKCS#11 API library.\n");
#Hifndef WIN32
printf("dlerror: %s\n", dlerror());
#endif
return CKR_FUNCTION FAILED;
}

#ifdef WIN32
pfoo = (CK_C_GetFunctionList) GetProcAddress(
dll , "C_GetFunctionList");
#else
pfoo = (CK_C_GetFunctionList)dlsym (
dll, "C_GetFunctionList");
#endif
if (pfoo = NULL ) {
printf("Couldn’t get C_GetFunctionList address\n");
return CKR_FUNCTION FAILED;

}

rc = pfoo(pfuncs);
if (rc != CKR OK) {
show error("Error in C_GetFunctionList", rc );
return rc;
}
#ifdef WIN32
pctrl = (CK_C_Ctrl) GetProcAddress(dll, "C_Ctrl");
#else
pctrl = (CK_C_Ctrl)dlsym(dll, "C_Ctrl");
#endif
printf("Looks 0K\n");
return CKR OK;

}

CK RV init (CK _CHAR x*api_path,
CK_FUNCTION LIST PTR x*pfuncs,
CK_C_INITIALIZE ARGS #pinit args)

{
CK RV rc = CKR OK;

rc = get function list(api path, pfuncs);
if (rc != CKR OK)
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return rc;
rc = (xpfuncs)—>C _Initialize (pinit args);
if (rc !'= CKR OK) {
show error("C_Initialize", rc);
cleanup (x pfuncs) ;

¥

printf("C_Initialize O0K\n");

rc = CKR OK;

return rc;
}
CK RV AppCreateMutex( void sxpmutex )
{

Hifdef WIN32
CRITICAL SECTION smutex ;
#else
pthread mutex t smutex;
#endif
#ifdef WIN32
mutex = (CRITICAL SECTION x)malloc (sizeof (CRITICAL SECTION) ) ;
InitializeCriticalSection (mutex);
« (CRITICAL SECTION s#x*)pmutex = mutex;
#else
mutex = (pthread mutex t x)malloc(sizeof(pthread mutex t));
pthread mutex init(mutex, NULL );
«(pthread mutex t #%)pmutex = mutex;
#endif
return CKR OK;
}

CK_RV AppDestroyMutex( void smutex )
{
if (mutex = NULL) {
fprintf(stderr, "AppDestroyMutex: NULL mutex\n");
} else {
Hifdef WIN32
DeleteCriticalSection ((CRITICAL SECTION x)mutex) ;
free (mutex) ;
#else
pthread mutex destroy ((pthread mutex t *)mutex);
free (mutex) ;
#endif

}
return CKR OK;
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}

CK RV AppLockMutex( void smutex )
{
if (mutex = NULL) {
fprintf(stderr, "AppLockMutex: NULL mutex\n");
} else {
#ifdef WIN32
EnterCriticalSection ((CRITICAL SECTION x*)mutex) ;
#else
pthread mutex lock( (pthread mutex t =*)mutex):;
#endif
}
return CKR OK;

}

CK_RV AppUnlockMutex ( void smutex )
{
if (mutex = NULL) {
fprintf(stderr , "AppUnlockMutex: NULL mutex\n");
} else {
sifdef WIN32
LeaveCriticalSection ((CRITICAL SECTION x)mutex) ;
#else
pthread mutex unlock ((pthread mutex t *)mutex):;
#endif

}
return CKR OK;

}

CK RV cleanup (CK_FUNCTION LIST PTR funcs){
CK RV rc; // Return Code
rc = funcs—C _Finalize (NULL) ;
return rc;

}

CK_RV get_slot_list (CK_FUNCTION LIST PTR funcs,
CK_SLOT ID sxppSlotList ,
CK_ULONG #pulSlotCount)

{

CK RV rc;

rc = funcs—C _GetSlotList (CK_FALSE, NULL, pulSlotCount):;
AMCECH
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if (rc != CKR OK) {
x*ppSlotList = NULL;

printf("Get slot list result: Ox%x\n", rc);
return rc;

if (xpulSlotCount > 0)

xppSlotList = (CK _SLOT ID PTR) malloc(

xpulSlotCount * sizeof(CK_SLOT ID));
rc = funcs—C _GetSlotList (CK_FALSE, sppSlotList ,
pulSlotCount) ;

if (rc != CKR OK) {
xppSlotList = NULL;

printf("Get slot list result: Ox%x\n", rc);
return rc;

}
} else {
xppSlotList = NULL;
return CKR OK;

}

printf("get_slot_list 0K\n");
return CKR OK;

}

CK RV find slot with token (CK FUNCTION LIST PTR funcs,
CK _SLOT ID sxpSlotList ,

CK _ULONG ulSlotCount ,

CK_SLOT ID xpSlotld)

{

CK RV rc;

CK_ULONG i ;

CK_SLOT INFO sinfo;

// Viuem cyoT ¢ TOKEHOM
for (i=0; i<ulSlotCount; ++i)

{
rc = funcs—C _GetSlotInfo(pSlotList[i]|, &sinfo);
if (rc = CKR OK)
{
if ((sinfo.flags & CKF TOKEN PRESENT) —
CKF_TOKEN PRESENT)
{
// XBaTaeMm IepBbIi MONABIMIICS CJIOT C TOKEHOM
xpSlotld = pSlotList[i];
ANMCECU
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rc = display token info(funcs, pSlotList[i]);

return rc;

}

}
}
return CKR_FUNCTION FAILED;
}

typedef struct {
CK_MECHANISM TYPE type;
char xname;

} MECH INFO;

static MECH INFO mech || = {
{CKM_GOSTR3410_KEY PAIR GEN,
"CKM_GOSTR3410_KEY_PAIR_GEN"},
{CKM_GOSTR3410 512 KEY PAIR GEN,
"CKM_GOSTR3410_512_KEY_PAIR_GEN"},
{CKM_ GOSTR3410,
"CKM_GOSTR3410"},
{CKM_GOSTR3410_512,
"CKM_GOSTR3410_512"},
{CKM_GOSTR3410 WITH GOSTR3411,
"CKM_GOSTR3410_WITH_GOSTR3411"},

{CKM_GOSTR3410_ WITH GOSTR3411_12_ 256,
"CKM_GOSTR3410_WITH_GOSTR3411_12_256"},
{CKM_GOSTR3410_ WITH GOSTR3411_12_ 512,
"CKM_GOSTR3410_WITH_GOSTR3411_12_512"},

{CKM_GOSTR3410_KEY WRAP,
"CKM_GOSTR3410_KEY_WRAP"},
{CKM_ GOSTR3410_DERIVE,
"CKM_GOSTR3410_DERIVE"},
{CKM_GOSTR3410 12 DERIVE,
"CKM_GOSTR3410_12_DERIVE"},
{CKM_ GOSTR3411,
"CKM_GOSTR3411"},
{CKM_GOSTR3411_12 256,
"CKM_GOSTR3411_12_256"},
{CKM_GOSTR3411_12 512,
"CKM_GOSTR3411_12_512"},
{CKM_GOSTR3411 HMAC
"CKM_GOSTR3411_HMAC"},
{CKM_GOSTR3411_12_ 256 HMAC,
"CKM_GOSTR3411_12_256_HMAC"},
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{CKM_GOSTR3411_12 512 _HMAC,
"CKM_GOSTR3411_12_512_HMAC"},

{CKM_GOSTR3411_12_256_ HMAC_KDF,
"CKM_GOSTR3411_12_256_HMAC_KDF"},

{CKM_COST28147 KEY GEN
"CKM_GOST28147_KEY_GEN"},

{CKM_ GOST28147 ECB,
"CKM_GOST28147_ECB"},

{CKM_ GOST28147,
"CKM_GOST28147"},

{CKM_GOST28147 MAC,
"CKM_GOST28147_MAC"},

{CKM_GOST28147 KEY WRAP,
"CKM_GOST28147_KEY_WRAP"},

{CKM_GOST28147 CNT,
"CKM_GOST28147_CNT"},

{CKM_GOST28147 KEY _CPDIVERSIFY,
"CKM_GOST28147 _KEY_CPDIVERSIFY"},

{CKM_TLS GOST PREF,
"CKM_TLS_GOST_PRF"},

{CKM_TLS GOST PRE MASTER KEY GEN,
"CKM_TLS_GOST_PRE_MASTER_KEY_GEN"},

{CKM_TLS GOST MASTER KEY DERIVE,
"CKM_TLS_GOST_MASTER_KEY_DERIVE"},

{CKM_TLS GOST KEY AND MAC DERIVE,
"CKM_TLS_GOST_KEY_AND_MAC_DERIVE"},

{CKM_PBA_GOSTR3411_ WITH_GOSTR3411 HMAC,
"CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC"},

{CKM_GOST28147 PKCS3_KEY WRAP,
"CKM_GO0ST28147_PKCS8_KEY_WRAP"},

{CKM_GOSTR3410_PUBLIC_KEY DERIVE,
"CKM_GOSTR3410_PUBLIC_KEY_DERIVE"},

{CKM_PKCS5 PBKD2,
"CKM_PKCS5_PBKD2" },

}s
static int MECH NUM = sizeof(mech)/sizeof (MECH INFO) ;

char xget mechanism name(CK MECHANISM TYPE mech type) {
int i;
for (i=0; i<MBCH NUM; i+4) {
if (mech[i].type mech type) {
return mech|1i|.name;

}

}
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return NULL;

}

CK_RV
display pkesll info (CK FUNCTION LIST PTR funcs){

CK RV rc;
CK_INFO Cryptokilnfo;

memset (& Cryptokilnfo, 0, sizeof (CK INFO));
rc = funcs—C_Getlnfo(& Cryptokilnfo) ;
if (rc != CKR OK) {

show error("C_GetInfo", rc);

return rc;

}

/* display the header and information */

printf ("PKCS#11 Info\n");

printf("\tVersion %d.%d \n", Cryptokilnfo.cryptokiVersion.
major ,

Cryptokilnfo.cryptokiVersion.minor);
printf("\tManufacturer: %.32s \n", Cryptokilnfo.manufacturerID
)5
printf("\tFlags: 0x%X \n", Cryptokilnfo.flags);
printf("\tLibrary Description: %.32s\n",

Cryptokilnfo.libraryDescription);
printf("\tLibrary Version %d.%d \n",

Cryptokilnfo.libraryVersion .major,

Cryptokilnfo.libraryVersion .minor);

return rc;

}

CK_RV

display slot info (CK_FUNCTION LIST PTR funcs, CK SLOT ID SlotId)

{
CK RV rc; // Return Code

CK_SLOT_INFO SlotInfo; // Structure to hold slot information

memset(& SlotInfo , 0, sizeof(CK SLOT INFO));

rc = funcs—C _GetSlotInfo(Slotld, &SlotInfo);

if (rc != CKR OK) {
printf ("Error getting slot info: 0x%X\n", rc);
return rc;
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}

// Display the slot information

printf("Slot #%d Info\n", Slotld);

printf("\tDescription: %.64s\n", SlotInfo.slotDescription);
printf("\tManufacturer: %.32s\n", SlotInfo.manufacturerID);
printf("\tFlags: 0x%X\n", SlotInfo.flags);
printf("\tHardware Version: %d.%d\n",
SlotInfo.hardwareVersion.major ,

SlotInfo.hardwareVersion . minor);

printf("\tFirmware Version: %d.%d\n",

SlotInfo . firmwareVersion . major ,

SlotInfo . firmwareVersion . minor);

return CKR OK;
}

CK_RV

display token info(CK FUNCTION LIST PTR funcs, CK SLOT ID Slotld
)
CK RV rc; // Return Code
CK_TOKEN INFO TokenlInfo; // Variable to hold Token Information

memset (& TokenInfo, 0, sizeof(CK TOKEN INFO)) ;
rc = funcs—C_GetTokenInfo(Slotld , &TokenInfo);
if (re != CKR OK) {

printf ("Error getting token info: 0x%X\n", rc);

return rc;
¥
// Display the token information
printf("Token #%d Info:\n", Slotld);
printf("\tLabel: %.32s\n", TokenlInfo.label);
printf("\tManufacturer: %.32s\n", TokenInfo.manufacturerID);
printf("\tModel: %.16s\n", TokenInfo.model);
printf("\tSerial Number: %.16s\n", TokenInfo.serialNumber);
printf("\tFlags: 0x%X\n", Tokenlnfo. flags);
printf("\tSessions: %d/%d\n", TokenInfo.ulSessionCount ,
TokenInfo.ulMaxSessionCount) ;
printf("\tR/W Sessions: %d/%d\n",
TokenlInfo.ulRwSessionCount , TokenlInfo.ulMaxRwSessionCount ) ;
printf ("\tPIN Length: %d-%d\n", TokenlInfo.ulMinPinLen,
TokenlInfo.ulMaxPinLen) ;
printf("\tPublic Memory: 0x%X/0x%X\n",
TokenlInfo.ulFreePublicMemory, TokenInfo.ulTotalPublicMemory) ;
printf("\tPrivate Memory: 0x%X/0x%X\n",
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TokenInfo.ulFreePrivateMemory, TokenInfo.ulTotalPrivateMemory )
J

printf("\tHardware Version: %d.%d\n",

TokenInfo.hardwareVersion . major ,

TokenlInfo.hardwareVersion . minor) ;

printf("\tFirmware Version: %d.%d\n",

TokenInfo . firmwareVersion . major ,

TokenInfo.firmwareVersion.minor) ;

printf("\tTime: %.16s\n", TokenInfo.utcTime);

return CKR OK;

CK_RV display mechanisms (

CK_FUNCTION LIST PTR funcs, CK SLOT ID slot id)
{

CK RV rc;

CK_MECHANISM_TYPE PTR MechanismList = NULL;

CK_MECHANISM INFO MechanismInfo ;

CK_ULONG MechanismCount = 0;

CK _ULONG i ;

char xmech name = NULL;

rc = funcs—C _GetMechanismList (slot id , NULL PTR,
&MechanismCount) ;
if (rc !'= CKR OK) {
fprintf(stderr, "C_GetMechanismList: Ox%x\n", rc);
return rc;

}

// Allocate enough memory to store all the supported
mechanisms
MechanismList = (CK _MECHANISM TYPE PTR) malloc (MechanismCount

*

sizeof (CK_MECHANISM TYPE) ) ;

// This time get the mechanism list %/
rc = funcs—C_ GetMechanismList(slot id, MechanismList ,
&MechanismCount ) ;
if (re != CKR OK) {
fprintf(stderr, "C_GetMechanismList: Ox%x\n", rc);
return rc;

}
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// For each Mechanism in the List
for (i = 0; i < MechanismCount; i++){
// Get the Mechanism Info and display it
printf("Mechanism #%d\n", i);
mech name = get mechanism name(MechanismList[i]) ;
if (mech name) {
printf("\tMechanism: 0x%X(%s)\n",
MechanismList[i], mech name) ;
} else {
printf("\tMechanism: 0x%X\n", MechanismList[i]) ;
}

rc = funcs—C_GetMechanismInfo(slot id
MechanismList [i]|, &MechanismInfo);
if (rc != CKR OK) {
fprintf(stderr, "C_GetMechanismInfo: Ox%x\n", rc);
// return rc;
} else {
printf("\tKey Size: %d-%d\n",
MechanismInfo.ulMinKeySize ,
MechanismInfo . ulMaxKeySize) ;
printf("\tFlags: 0x%X\n", MechanismInfo. flags);

}
}

// Free the memory we allocated for the mechanism list

free (MechanismList);
return CKR OK;

}

// ®@yHKius ajsi KOHCOJAbHOTO BBOga PIN
CK_RV
get pin (CK_CHAR #x pin){
int size = PIN_ SIZE, count = 0;
char buff|[PIN SIZE|] = { 0 }, ¢ = 0;

#ifndef WIN32

/* Turn off echoing to the terminal when getting the password

*/
echo (FALSE) ;
#endif

/* Get each character and print out a ’*’ for each input */

for (count = 0; (c != LINE FEED) &&

(¢ != CARRIAGE RETURN) && (count < PIN SIZE); count+-+){
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#ifndef WIN32

buff|count| = getc(stdin);
#else

buff|count| = getch();

if (buff|count] = END OF TEXT)

{

// Input terminated (Ctrl-C)
memset (buff, 0, sizeof(buff));
*pin = NULL;
return CKR_ CANCEL;
¥
#endif
¢ = buff|count |;
if ((c != LINE FEED) &% (c¢ != BACK SPACE) &&
(¢ != CARRIAGE RETURN))
printf("*");
if (¢ = BACK SPACE) {
printf ("%c%ck%ec", BACK SPACE, ’> ’, BACK SPACE) ;
count —=2;
¥
fflush (stdout ) ;
¥
#ifndef WIN32
echo (TRUE) ;
#endif

/* After we get the password go to the next line x*/
printf("\n");
fflush (stdout);

// Allocate 80 bytes for the user PIN
xpin = (unsigned char x)malloc(PIN_ SIZE);
if (#pin = NULL) {

memset (buff, 0, sizeof(buff));

return CKR_HOSTI' MEMORY;

}

/* Strip the carriage return from
* the user input (it is not part of the PIN)
* and put the PIN in the return buffer x/
buff[count—1] = °>\0’; //NULL;
// keep the trailing null for the strlen
memcpy (¥ pin, buff, strlen (buff)+1);
memset (buff, 0, sizeof(buff));
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return CKR OK;
}

#ifndef WIN32
int
echo(int bbool){

struct termios term;

/* flush standard out to make sure everything
* that needs to be displayed has

* been displayed */
fflush (stdout ) ;

/* get the current terminal attributes x*/
if (tcgetattr (STDIN_FILENO, &term) != 0)

return —1;

/* Since we are calling this function
* we must want to read in a char at a
* time. Therefore set the cc structure
*x before setting the terminal attrs */
term.c_cc|[VMIN| = 1;
term.c cc|VIIME| = 0;

/* If we are turning off the display
of input characters AND with the inverse
* of the ECHO mask, if we are turning
* on the display OR with the ECHO mask.
* We also set if we are reading

* in canonical or noncanonical mode. */
if (bbool)

term.c lflag |= (ECHO | ICANON) ;
else

term.c_lflag &= “(ECHO | ICANON) ;

/* Set the attributes, and flush the streams

*so that any input already

* displayed on the terminal is invalid */

if (tesetattr (STDIN FILENO, TCSAFLUSH, &term) != 0)
return —1;

)

return 0;

}
#endif
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// IlpocTenbpknuii KogO3K a1t KoHCcoJAbHOTO BBOJa PIN.
// DcreThl MOTYT HAlMCaTh 3J€Ch KPOCCIIAT(HOPMEHHOe
// rpaduueckoe mnpugoKeHUE )
CK RV pin_callback(
CK_SESSION HANDLE hSession ,
CK_ NOTIFICATION  event, // CKN_LISSI PIN CALLBACK
CK_VOID_PTR pApplication // "Enter User/SO PIN please:"
)
{
if (event = CKN_LISSI PIN CALLBACK) {
CK_CHAR *pin_buf = NULL;
CK RV rc = CKR OK;

// Beimaua upursamenuss seectu PIN
printf ((CK_CHAR x)pApplication);
// get pin cama BbigeasieT mamsaTh Jas pin_ buf
rc = get pin(&pin_buf);
if (rc = CKR OK) {
// Tlepenaem 3nauenue PIN B 6ubsmorexky uepes pApplication
memcpy ( pApplication , pin_buf, strlen (pin_ buf)+1);
// Yuctum Gydep, BbIeseHHBIT get  pin
memset (pin_buf, 0, strlen(pin_ buf)+1);
free (pin_buf);
return CKR OK;
} else {
// Beox PIN 6bur c6Hpomien moiab3oBaTeseM.
// Ha Bcakuii ciayuait nposepsiem u udumctum pin_buf,
// xors get pin Bpoge—6bl BO3Bpam@aeT HyJaeBO# 6ydep
// TpU BO3HUKHOBEHUHU OMMOKH .
if (pin_buf) {
memset (pin_buf, 0, strlen(pin_buf)+1);
free (pin_buf);
}
return CKR_CANCEL;

}
} else {

// Tlo craumapry v2.30 HyKHO J06pOXKeIaATEIBHO

// MrHOPHUPOBATH UYXKIble HAM COOOIECHUS .
return CKR OK;

}
}

CK_RV test main(int argc, char xargv|])
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{
CK RV rc¢ = CKR OK;
int i;
for (i=1; i<argc; i++) {
if (stremp("-api", argv|[i]|) = 0) {
i+
api_path = argv|[i];
} else if (strcmp("-user_pin", argv|[i]) = 0) {
i++;
user pin = argv|i];
}
}
rc = init (api_path, &funcs, NULL);
if (rc !'= CKR OK) {
fprintf(stderr , "ERROR calling init, rc = Ox%x\n", rc);
return rc;
}
rc = get slot list (funcs,
&SlotList
&SlotCount) ;
if (rc !'= CKR OK) {
printf("get_slot_list failed, rc = Ox%x\n", rc );
return rc;
}
rc = find slot with token (funcs,
SlotList ,
SlotCount ,
&Slotld)
if (rc != CKR OK) {
printf("find_slot_with_token failed, rc = Ox%x\n", rc );
return rc;
}
return CKR OK;
}

CK_RV check value(CK BYTE xvalue, CK ULONG len ,
CK_BYTE %eth , CK ULONG eth len)
{

CK RV rc¢ = CKR _OK;
if (len != eth len) {

printf("Invalid value length: %u !'= %u\n", len, eth len);
rc = CKR_DATA IEN RANGE;
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} else {

if (memcmp(value, eth, eth len) != 0) {
printf("Invalid value:\n");
print hex(value, len);
printf("Ethalon:\n");
print _hex(eth, eth len);
rc = CKR_DATA INVALID;

} else {
printf("Test value O0K\n");

}
}

return rc;

}

3.2 NHuumnanunsauyna bmnbnmnortekn

ITocste 3arpysku npuiokeHue J0/2KHO Bbi3BaTh GyHKImo C_Initialize. B mpocreii-
meM cirydae byHKIUsS MOTJIa Obl OBITH BBI3BAHA CJIELYIONTUM 00PA30M:

funcs->C_Initialize(NULL);

Apryment dyuknun C_ Initialize moxker 6bITH 3a/1a0 1 60JIEEe CTOKHBIM 06PA3OM TIPU
UCITOJIBL30BAHUN MHOTOIIOTOYHBIX MpUJIoXKeHuit (eM. Tectosbiii mpumep threadmkobj.c).

3.3 lNpumepbl nporpamm

Ucxomubie Texerol TectoB LS1ISW MOTyT CIyKuTb TpUMepaMy TPUKJIATHBIX MTPO-
rpamm. Kpome Toro, HuzKe IpUBO/ISITCS HEKOTOPhIE IPUMEPHI ITPOIPAMM, KOTOPhIE MOXKHO
HCIIOJIb30BATh B KadecTBe 0Opasiia Py HAIMCAHUU COOCTBEHHBLIX mporpamm. [Ipusemen-
HBIE 3/IeCh MPUMEPHI JEMOHCTPUPYIOT JajieKo He Bce Bo3MmoxkHOCcTH LS11SW, mosromy
PEKOMEHIYeTCS O3HAKOMUTDHCS C OPUTUHAIAMU TECTOBBIX IIPUMEPOB JJIsi PA3JIMIHBIX Me-
XaHU3MOB B Halike tests, a Takxke ¢ obmumu daittamu test  common.h u test  common.c
B marnke tests/common.

[To ymosrqanuio, Bce T€CTOBBIE IIPOrPAMMBI PADOTAIOT C IIEPBBIM HOMABITUMCS TOKEHOM
agst oudamoreku 1s11sw2012. Ilpu arom mpesamnosaraercs, uro PIN monb3oBaTesst paBex
01234567. Eciu HY»KHO 3aIlyCTHTh TECTOBBIA IpUMED C JPYroil OHOIMOTEKON W /Wim ¢
japyrum PIN, 1o 3170 MOXKHO ¢jiesiaTh B apryMeHTax KOMaHIHO# cTpoku. [ljist 6ubimoreku
1s11sw2012 5T0 BBIIVISAJIUT TaK:

>ckm_gostr3410_key_pair_gen -api 1ls11sw2012 -user_pin 01234567
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3.3.1 lMonyyeHne nHcgpopmaummn o cnoTax U TOKeHax

ITporpamma info.c BeimaeT wHMOpPMAINO 0 OUOIUOTEKE, CIOTAX U TOKEHAX.

JIuctuur 3.3: info.c

#include "test_common.h"

int

main (int argc, char xargv[]){
CK RV rc;
CK_SLOT INFO sinfo;
CK _ULONG i ;

printf("Info test\n");

for (i=1; i<(CK _ULONG)argc; i++) {

if (strecmp("-api", argv|[i]) = 0) {
i
api_path = argv|i];

}

}
rc = init (api_path, &funcs, NULL);
if (rc !'= CKR OK) {

printf("init failed\n");

return rc;

}

rc = funcs—C_ GetSlotList (CK_FALSE, NULL, &SlotCount);
if (rc != CKR OK) {
SlotList = NULL;
printf("Get slot list result: Ox%x\n", rc);
return rc;
}
printf("%d slots found\n", SlotCount);
if (SlotCount > 0)
{
SlotList = (CK _SLOT ID PTR) malloc(SlotCount % sizeof(
CK _SLOT ID));
rc = funcs—C_GetSlotList (CK_FALSE, SlotList , &SlotCount);
if (rc != CKR_OK) {
SlotList = NULL;
SlotCount = 0;
printf("Get slot list result: Ox%x\n", rc);
return rc;
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}
} else {

SlotList = NULL;
return CKR OK;

}

printf("Cycle through slot list\n");
for (i = 0; i<SlotCount; i++)
{
Slotld = SlotList[i];
rc = display slot info(funcs, Slotld);
if (rc != CKR OK) {
printf("display slot info failed\n");
return rc;
}
rc = funcs—C_GetSlotInfo(Slotld , &sinfo);
if (sinfo.flags & CKF_TOKEN PRESENT) {
rc = display token info(funcs, Slotld);
if (rc !'= CKR OK) {
printf("display_token_info failed\n");
return rc;
}
¥
}

if (SlotList){
free (SlotList);
SlotList=NULL:

}

printf("Info test SUCCESS\n");
return CKR OK;

3.3.2 PaboTta c obbekTamu gaHHbIX

IIporpamma cko_data.c jgemoncrpupyer padory ¢ obbekramu Tuna CKO_DATA.

JIuctunr 3.4: cko data.c

#include "test_common.h"

int
main (int argc, char xargv|[]){
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CK RV rc;

CK_FLAGS flags = 0;

CK_SESSION HANDLE sess ;

CK _ULONG i ;

static CK_OBJECT CLASS oclass data = CKO_DATA;
static CK BBOOL ltrue = CK TRUE;

static CK BBOOL lfalse = CK FALSE;

CK_ATTRIBUTE data find [|] = {

{CKA_CLASS, &oclass data, sizeof(oclass data)},

};
CK_UTF8CHAR label [| = "data";
CK CHAR app|[| = "ls_hwill_library";
CK_BYTE data_value[] = {
0x66 , 0x6F, 0x40, 0x63, 0x72, 0x79, 0x70, 0x74,
0x6F, 0x70, 0x72, Ox6F, O0x2E, 0x72, 0x75, 0x31,
0x0B, 0x30, 0x09, 0x06, 0x03, 0x55, 0x04, 0x06,
0x13, 0x02, 0x52, O0x55, 0x31, 0x13, 0x30, Ox11,
}s
CK_ATTRIBUTE data create[] = {
{CKA_CLASS, &oclass data, sizeof(oclass data)},
{CKA_APPLICATION, app, strlen (app)-+1},
{CKA TOKEN, &ltrue, sizeof(ltrue)},
{CKA PRIVATE, &lfalse , sizeof(lfalse)},
{CKA LABEL, label, strlen(label)+1},
{CKA_ VALUE, data value, sizeof(data value)},
};
CK _BYTE get value[1024];
CK_ATTRIBUTE tmpl value || = {
{CKA_ VALUE, get value, sizeof(get value)},
}s
CK_ATTRIBUTE data value find|[] = {
{CKA CLASS, &oclass data, sizeof(oclass data)},
{CKA_VALUE, data value, sizeof(data value)},
}s

CK_ULONG count, number;
CK_OBJECT HANDLE hObj = CK_INVALID HANDLE;
CK_OBJECT HANDLE hNewObj = CK_ INVALID HANDLE;

printf ("CKO_DATA test\n");
for (i=1; i<(CK ULONG)argc; i++) {

if (strecmp("-api", argv[i]) = 0) {
41 5
api_path = argv|[i];
} else if (strecmp("-user_pin", argv|[i]) = 0) {
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++i;
user pin = argv|[i];
}

}
rc = init (api_ path, &funcs, NULL);
if (rc != CKR _OK) {
printf("init failed\n");
return rc;
}
rc = get slot list(funcs,
&SlotList
&SlotCount ) ;
if (rc != CKR OK) {
printf("get_slot_list failed, rc = Ox%x\n", rc );
return rc;
¥
rc = find slot with token (funcs,
SlotList ,
SlotCount ,
&Slotld)
if (rc !'= CKR OK) {
printf("find_slot_with_token failed, rc = Ox%x\n", rc );
return rc;

}

flags — CKF_SERIAL SESSION | CKF RW SESSION;
rc = funcs—C _ OpenSession( Slotld, flags, NULL, NULL, &sess );
if (rc != CKR_OK) {

printf("C_OpenSession failed, rc = Ox%x\n", rc );

return rc;

}

rc = funcs—C _ Login(sess , CKU USER, user pin, strlen (user pin)
)
if (rc != CKR OK) {

printf("C_Login failed, rc = O0x%x\n", rc );

return rc;

}

printf("C_Login (CKU_USER) success\n");

// Vimem Bce moctymabie obbexThl CKO DATA
rc = funcs—C _ FindObjectsInit (sess ,

data_find, sizeof(data find)/sizeof(CK ATTRIBUIE)) ;
if (rc != CKR OK) {
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printf("C_FindObjectsFinal failed, rc = Ox%x\n", rc );
return rc;
¥
count = 0;
do {
number = 0;
hObj — CK_INVALID HANDLE;
rc = funcs—C_FindObjects(sess , &hObj, 1, &number) ;
if (rc != CKR OK) {
printf("C_FindObjects failed, rc = Ox%x\n", rc );
return rc;
}
if (number > 0 && hObj != CK INVALID HANDLE) count +-+;
} while (number > 0 && hObj != CK INVALID HANDLE) ;
rc = funcs—C_FindObjectsFinal (sess);
if (rc !'= CKR OK) {
printf("C_FindObjectsFinal failed, rc = Ox%x\n", rc );
return rc;

}

printf("%1d data objects found for session\n", count);

rc = funcs—C_CreateObject (sess
data create, sizeof(data create)/sizeof(CK ATTRIBUIE) ,
&hNewObj) ;

if (rc !'= CKR OK) {
printf("C_CreateObject failed, rc = 0x%x\n", rc );
return rc;

}

printf("C_CreateObject success\n");

rc = funcs—C _GetAttributeValue(sess , hNewObj,
tmpl value, sizeof(tmpl value)/sizeof(CK ATTRIBUIE)) ;
if (rc != CKR OK) {
printf("C_GetAttributeValue failed, rc = Oxk%x\n", rc );
return rc;
}
if (tmpl value[0].ulValueLen != sizeof(data value)) {
printf("Invalid CKA_VALUE length\n");
return —1;
}
if (memcmp(get value, data value, sizeof(data value)) != 0 ) {
printf("Invalid CKA_VALUE\n");
return —1;

}
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printf("C_GetAttributeValue success\n");

/) Viuem Bce mocrymsbie o6bekThl CKO DATA no sumauenmo CKA VALUE
rc = funcs—C_FindObjectslnit (sess ,
data value find,
sizeof (data value find)/sizeof(CK_ ATTRIBUIE) ) ;
if (rc != CKR OK) {
printf("C_FindObjectsFinal failed, rc = Ox%x\n", rc );
return rc;
}
count = 0;
do {
number = 0;
hObj = CK_INVALID HANDLE;
rc = funcs—C_FindObjects(sess , &hObj, 1, &number) ;
if (rc != CKR OK) {
printf("C_FindObjects failed, rc = Ox%x\n", rc );
return rc;
}
if (number > 0 && hObj != CK _INVALID HANDLE) count -+-;
} while (number > 0 && hObj != CK INVALID HANDLE) ;
rc = funcs—C _ FindObjectsFinal (sess);
if (rec != CKR OK) {
printf("C_FindObjectsFinal failed, rc = Ox%x\n", rc );
return rc;
}
printf("%1ld data objects found for given CKA_VALUE\n",
count ) ;

rc = funcs—C_DestroyObject (sess , hNewObj) ;

if (rc != CKR OK) {
printf("C_DestroyObject failed, rc = Ox%x\n", rc );
return rc;

}

printf("C_DestroyObject success\n");

rc = funcs—C_CloseSession (sess);

if (rc !'= CKR OK) {
printf("C_CloseSession failed, rc
return rc;

}

printf ("CKO_DATA test SUCCESS\n");
return CKR OK;
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'}

3.3.3 PaboTta c ceptucukatamu

IIporpamma cko_certificate. c memoncTpupyet pabory ¢ obbekramu Tua CKO_CERTIFICATE.

Jluctuar 3.5: cko  certificate.c

#include "test_common.h"

int
main (int argc, char xargv|[]){
CK RV rc;
CK _FLAGS flags = 0;
CK_ SESSION HANDLE sess ;
CK _ULONG i ;
static CK_OBJECT CLASS oclass cert = CKO_CERTIFICATE;
static CK_CERTIFICATE TYPE ocert type = CKC X 509;
static CK BBOOL Itrue = CK TRUE;
static CK BBOOL 1false = CK_ FALSE;
CK_ATTRIBUTE cert find [|] = {
{CKA_ CLASS, &oclass cert, sizeof(oclass cert)},

}s

CK_UTF8CHAR label [| = "cpcacert";
CK CHAR subject [|] = "CryptoPro CA";
// Pasmep ceprudurara — 583 OGaiira
CK_BYTE der value|[] = {

0x30, 0x82, 0x02, 0x43, 0x30, 0x82, 0x01, OxFO,
0xAO0, 0x03, 0x02, 0x01, 0x02, 0x02, 0x10, 0x69,
0x84, 0x03, 0x28, 0x6A, 0xA6, 0x59, 0xBA, 0x46,
0x35, 0x62, 0x2D, 0x49, O0xDE, 0x5F, 0xD3, 0x30,
0x0A, 0x06, 0x06, 0x2A, 0x85, 0x03, 0x02, 0x02,
0x03, 0x05, 0x00, 0x30, 0x65, 0x31, 0x20, 0x30,
Ox1E, 0x06, 0x09, 0x2A, 0x86, 0x48, 0x86, O0xKF7,
0x0D, 0x01, 0x09, 0x01, 0x16, 0x11, 0x69, O0x6E,
0x66, Ox6F, 0x40, 0x63, 0x72, 0x79, 0x70, 0x74,
0x6F, 0x70, 0x72, O0x6F, O0x2E, 0x72, 0x75, 0x31,
0x0B, 0x30, 0x09, 0x06, 0x03, 0x55, 0x04, 0x06,
0x13, 0x02, 0x52, 0x55, 0x31, 0x13, 0x30, Ox11,
0x06, 0x03, 0x55, 0x04, O0x0A, 0x13, Ox0A, 0x43,
0x52, 0x59, 0x50, 0x54, 0x4F, 0x2D, 0x50, 0x52,
0x4F, 0x31, Ox1F, 0x30, 0x1D, 0x06, 0x03, 0x55,
0x04, 0x03, 0x13, 0x16, 0xb4, 0x65, 0x73, 0x74,
0x20, 0x43, 0x65, 0x6E, 0x74, 0x65, 0x72, 0x20,
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0x43, 0x52, 0x59, 0x50, 0xb4, O0x4F, 0x2D, 0x50,
0x52, 0x4F, 0x30, Ox1E, 0x17, 0x0D, 0x30, 0x39,
0x30, 0x34, 0x30, 0x37, 0x31, 0x32, 0x30, 0x32,
0x31, 0x35, OxbA, 0x17, 0xOD, 0x31, 0x34, 0x31,
0x30, 0x30, 0x34, 0x30, 0x37, 0x30, 0x39, 0x34,
0x31, O0xbA, 0x30, 0x65, 0x31, 0x20, 0x30, Ox1E,
0x06, 0x09, 0x2A, 0x86, 0x48, 0x86, 0xF7, 0x0D,
0x01, 0x09, 0x01, 0x16, 0x11l, 0x69, 0x6E, 0x66,
0x6F, 0x40, 0x63, 0x72, 0x79, 0x70, 0x74, Ox6F,
0x70, 0x72, 0x6F, 0x2E, 0x72, 0x75, 0x31, 0x0B,
0x30, 0x09, 0x06, 0x03, 0x55, 0x04, 0x06, 0x13,
0x02, 0x52, 0xb5, 0x31, 0x13, 0x30, O0x11, 0x06,
0x03, 0x55, 0x04, Ox0A, 0x13, O0xO0A, 0x43, 0x52,
0x59, 0x50, 0xb54, 0x4F, 0x2D, 0x50, 0x52, Ox4F,
0x31, Ox1F, 0x30, 0x1D, 0x06, 0x03, 0x55, 0x04,
0x03, 0x13, 0x16, 0x54, 0x65, 0x73, 0x74, 0x20,
0x43, 0x65, 0x6E, 0x74, 0x65, 0x72, 0x20, 0x43,
0x52, 0x59, 0x50, 0x54, O0x4F, 0x2D, 0x50, 0x52,
0x4F, 0x30, 0x63, 0x30, 0x1C, 0x06, 0x06, Ox2A,
0x85, 0x03, 0x02, 0x02, 0x13, 0x30, 0x12, 0x06,
0x07, 0x2A, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01,
0x06, 0x07, 0x2A, 0x85, 0x03, 0x02, 0x02, O0x1E,
0x01, 0x03, 0x43, 0x00, 0x04, 0x40, 0x02, O0xE4,
0xFF, 0xD1, 0xA6, OxF6, 0x9C, 0x80, 0x9A, OxDA,
0xEC, 0x7F, 0x4A, 0x78, 0xCl, 0xCC, 0x2D, 0xD3,
0xE5, 0x96, OxEA, 0xCB, O0xED, 0x22, 0x32, 0x79,
0xB2, 0x02, 0xE2, 0xC6, 0x7C, 0x35, O0xE6, 0x74,
0x64, 0x1B, 0x09, 0x77, Ox11, 0x8C, 0x67, 0x3F,
0x0F , 0xDO0, O0xE8, 0x23, 0xA6, 0x7E, 0x6D, 0x3B,
0x7F, 0xC4, 0xC4, 0x28, O0xFD, 0x2B, 0x1C, 0x68,
0x01, 0x20, O0xAO0, 0x5C, 0xD8, 0x79, 0xA3, 0x78,
0x30, 0x76, 0x30, 0x0B, 0x06, 0x03, 0x55, 0x1D,
0x0F, 0x04, 0x04, 0x03, 0x02, 0x01, 0xC6, 0x30,
0x0F, 0x06, 0x03, 0x55, 0x1D, 0x13, 0x01, 0xO01,
OxFF, 0x04, 0x05, 0x30, 0x03, 0x01, 0x01, OxFF,
0x30, 0x1D, 0x06, 0x03, 0x55, 0x1D, O0xO0E, 0x04,
0x16, 0x04, 0x14, 0x6D, O0x8F, 0x5E, 0x05, 0xD9,
0x5F , OxAC, 0x91, 0x17, 0x94, Ox1E, 0x95, 0x9A,
0x05, 0x30, 0x38, 0x37, 0x7A, 0x10, O0x2A, 0x30,
0x12, 0x06, 0x09, 0x2B, 0x06, 0x01, 0x04, 0x01,
0x82, 0x37, 0x15, 0x01, 0x04, 0x05, 0x02, 0x03,
0x02, 0x00, 0x02, 0x30, 0x23, 0x06, 0x09, 0x2B,
0x06, 0x01, 0x04, 0x01, 0x82, 0x37, 0x15, 0x02,
0x04, 0x16, 0x04, Ox14, 0x7A, 0xC9, 0xC7, 0x09,
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0xDB, 0x20, 0x1C, 0x96, 0x94, 0x2F, 0xFC, 0x46,
0xAD, 0x6D, 0x93, 0xDO, 0x5E, 0x69, 0x12, O0x0E,
0x30, 0xO0A, 0x06, 0x06, 0x2A, 0x85, 0x03, 0x02,
0x02, 0x03, 0x05, 0x00, 0x03, 0x41, 0x00, 0x58,
0x73, 0xD2, 0x93, 0xBC, 0x63, 0x21, 0xBl, 0x0E,
0x73, 0x72, OxEE, 0xF1, 0x72, 0xB5, 0x1B, 0x8B,
0xBB, 0xC9, 0x3B, 0x08, 0xBB, 0x4C, 0xbA, 0xF2,
0xE1l, 0xA5, 0x35, Ox4F, 0x99, 0xC4, 0xD5, 0x52,
0x52, 0x70, 0x26, 0xDD, O0xAE, 0xD0, 0xA9, 0x27,
0xE9, 0xB6, 0x5B, 0x7D, 0x6F, 0x44, OxFD, 0x26,
0x4D, O0xFD, O0xAl, 0x63, 0x74, 0x5C, 0x74, 0xDS8,
0x49, 0x73, O0x0A, 0x77, 0x77, 0x63, 0x4D,

}s
CK_ATTRIBUTE cert create || = {
{CKA CLASS, &oclass cert, sizeof(oclass cert)},
{CKA_CERTIFICATE TYPE, &ocert type, sizeof(ocert type)},
{CKA TOKEN, &ltrue, sizeof(ltrue)},
{CKA_PRIVATE, &lfalse , sizeof(lfalse)},
{CKA_SUBJECT, subject, strlen (subject)-+1},
{CKA_LABEL, label, strlen(label)+1},
{CKA VALUE, der value, sizeof(der value)},

}s
CK_BYTE get value[4096];
CK_ATTRIBUTE tmpl value|] = {

{CKA_VALUE, get_ value, sizeof(get value)},
}s
CK _ULONG count, number;

CK_OBJECT HANDLE hObj — CK INVALID HANDLE;
printf ("CKO_CERTIFICATE test\n");

for (i=1; i<(CK ULONG)argc; i++) {

if (stremp("-api", argv[i]) = 0) {
41 5
api_path = argv|i];
} else if (strcmp("-user_pin", argv|[i]) = 0) {
++i;
user pin = argv|i];
}

¥
rc = init (api_path, &funcs, NULL);
if (rc != CKR OK) {

printf("init failed\n");
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return rc;

rc = get slot list(funcs,
&SlotList ,
&SlotCount ) ;
if (rc != CKR OK) {
printf("get_slot_list failed, rc = Ox%x\n", rc );
return rc;
}
rc = find slot with token (funcs,
SlotList
SlotCount ,
&Slotld) ;
if (rc !'= CKR OK) {
printf("find_slot_with_token failed, rc = Ox%x\n", rc );
return rc;

}

flags = CKF_SERIAL SESSION | CKF RW_SESSION;
rc = funcs—>C_ OpenSession( Slotld, flags , NULL, NULL, &sess );
if (rc !'= CKR OK) {

printf("C_OpenSession failed, rc = Ox%x\n", rc );

return rc;

}

rc = funcs—C _ Login(sess , CKU USER, user pin, strlen (user pin)
)i §
if (rc != CKR OK) {

printf("C_Login failed, rc = O0x%x\n", rc );

return rc;

}

printf("C_Login (CKU_USER) success\n");

/) Viuem BCce mocTyliHBIE CepPTUDUKATHI
rc = funcs—C _ FindObjectsInit (sess ,
cert find, sizeof(cert find)/sizeof(CK ATTRIBUIE));
if (rc != CKR OK) {
printf("C_FindObjectsFinal failed, rc = Ox%x\n", rc );
return rc;
}
count = 0;
do {
number = 0;
hObj = CK INVALID HANDLE;
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rc = funcs—C FindObjects(sess , &hObj, 1, &number);
if (rc != CKR OK) {
printf("C_FindObjects failed, rc = Ox%x\n", rc );
return rc;
}
if (number > 0 && hObj != CK INVALID HANDLE) count +-+;
} while (number > 0 && hObj != CK INVALID HANDLE) ;
rc = funcs—C_FindObjectsFinal (sess);
if (rc != CKR OK) {
printf("C_FindObjectsFinal failed, rc = Ox%x\n", rc );
return rc;

}

printf("%1ld certificates found for session\n", count);

rc = funcs—C_CreateObject (sess

cert create, sizeof(cert create)/sizeof (CK ATTRIBUTE), &hObj
)
if (rc != CKR OK) {

printf("C_CreateObject failed, rc = Ox%x\n", rc );

return rc;

}

printf("C_CreateObject success\n");

rc = funcs—C _GetAttributeValue(sess, hObj,
tmpl value, sizeof(tmpl value)/sizeof(CK ATTRIBUIE) ) ;
if (re != CKR OK) {
printf("C_GetAttributeValue failed, rc = Ox)x\n", rc );
return rc;
}
if (tmpl value[0].ulValueLen != sizeof(der value)) {
printf("Invalid CKA_VALUE length\n");
return —1;
}
if (memcmp(get value, der value, sizeof(der value)) != 0 ) {
printf("Invalid CKA_VALUE\n");
return —1;

}

printf("C_GetAttributeValue success\n");

rc = funcs—C DestroyObject (sess, hObj);

if (re != CKR OK) {
printf("C_DestroyObject failed, rc = 0x%x\n", rc );
return rc;

}
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rc = funcs—C_CloseSession (sess);
if (rc !'= CKR OK) {
printf("C_CloseSession failed, rc = O0x%x\n", rc );

return rc;

}

printf ("CKO_CERTIFICATE test SUCCESS\n");
return CKR OK;

3.3.4 leHepauusa paiig>xecTta

roCT P34.11-94

IIporpamma BerdmcsieT xern coobrmenus mo aaropurMmy IOCT P 34.11-94 u cpaBHU-
BaeT pe3yJIbTaT C 3apaHee 3a/[aHHBIM 3TaJIOHOM. [IporpamMma ncroab3yer ymMaadnBaeMyto
KOHMUI'YPAIUIO, IPEIIoJaras, YTo YMAJIYUBAEMbIi ITPOrPAMMHBIN TOKEH YK€ T'OTOB K

pabore.

SamMeTnM, 9TO pazMep COCTOSTHUST KOHTEKCTA XEITMPOBAHUST 3aBUCUT OT PEATN3AINHN U B
Pa3HBIX BEPCUSX OUOJMOTEKN MOYKET OKA3aTbCs PAa3JUIHBIM, IIO9TOMY HE CJEIyeT HaJe-
ATbCs HAa (PUKCHPOBAHHBIN pa3mep Oydepa mpu COXpAHEHUN ITOTO COCTOSTHUS C ITOMOIIHIO

dyuknuu C_GetOperationState.

JIuctunr 3.6: ckm  gostr341l.c

#include "test_common.h"

CK RV test_crypto();
CK RV test gost3411 (CK SESSION HANDLE hSession);

int main(int argc, char xargv|]|) {

CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc !'= CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;
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}

CK RV test crypto ()

{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—>C_OpenSession(SlotId
CKF_RW_SESSION | CKF_ SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession);

if (rc != CKR OK) {
fprintf(stderr

"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

}
fprintf(stderr, "C_OpenSession success\n");
rc = funcs—C_GetMechanismInfo(Slotld , CKM_ GOSTR3411, &minfo) ;
if (re != CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_GOSTR3411 not supported ===========\n"
)5
} else {
fprintf(stderr
W\pn==================== CKM_GOSTR3411 test ==================\p"
)5

rc = test gost3411(hSession);
if (re != CKR OK) {
fprintf(stderr
"ERROR CKM_GOSTR3411 failed, rc = Ox%x\n", rc);
} else {

fprintf(stderr, "CKM_GOSTR3411 test passed.\n");
}
}

if( (ret = funcs—C CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
¥
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out :
return rc;

CK RV test gost3411 (CK SESSION HANDLE hSession)
{
CK RV rc;
CK BYTE value [256];
CK BYTE xstate;
CK ULONG len, state len;
CK_OBJECT HANDLE paramh = CK INVALID HANDLE;
CK_MECHANISM mechanism desc = {CKM_GOSTR3411, NULL, 0};
CK_MECHANISM_PTR mechanism = &mechanism desc;

// CryptoPro gost3411 Test Param Set
static CK BYIE oid [| = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x00
¥
static CK BYTE datal [|] =
"Suppose the original message has length = 50 bytes";
static CK BYTE etl[] = {
0x47,0x1la,0xba,0x57,0xa6,0x0a,0x77,0x0d,
0x3a,0x76,0x13,0x06,0x35,0xcl ,0xfb,0xea ,
Ox4e ,0xfl ,0x4d,0xe5,0x1f,0x78,0xb4,0xae ,
0x57 ,0xdd,0x89,0x3b,0x62,0xf5,0x52,0x08
b
static CK BYTE data2 || = {
0xc3,0x73,0x0c,0x5c,0xbc,0xca ,0xcf ,0x91,
0xb5a ,0xc2,0x92,0x67,0x6f,0x21,0xe8 ,0xbd,
Ox4e ,0xf7 ,0x53,0x31,0xd9,0x40,0x5e,0x5f,
Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11
}s
static CK BYIE et2 || = {
0x38,0x65,0x45,0xc7 ,0x71,0x4f ,0x6d,0x0b,
0xfl,0x27,0xad,0x57,0xca,0xc0,0x92,0x0a ,
Oxa3d ,0xd8,0x84 ,0x62 ,0xfa ,0x8a,0x0e,0x1d,
0x30,0xdb5,0xcd,0xba,0x85,0x84 ,0xaf,0xfl

}s

static CK BYTE data3 || = {
0x30,0x82,0x03,0x9¢c,0xa0,0x03,0x02,0x01,
0x02,0x02,0x10,0x3a,0xc3,0xb8,0xac,0xec,
0xfb ,0xd7,0xae,0x28,0xb5,0x92,0x9f ,0xd2,
Oxec ,0x4c,0xf3 ,0x30,0x08,0x06,0x06,0x2a ,
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0x85,0x03,0x02,0x02,0x03,0x30,0x81,0xec,
0x31,0x19,0x30,0x17,0x06,0x09,0x2a,0x86,
0x48 ,0x86 ,0xf7 ,0x0d ,0x01,0x09,0x01,0x16,
0x0a,0x67,0x64,0x75,0x63,0x40,0x63,0x61 ,
0x2e,0x72,0x75,0x31,0x0b,0x30,0x09,0x06 ,
0x03,0x55,0x04 ,0x06,0x13,0x02,0x52,0x55,
0x31,0x15,0x30,0x13,0x06,0x03,0x55,0x04 ,
0x07 ,0x0c ,0x0c,0xd0,0x9c,0xd0,0xbe,0xd1l,
0x81,0xd0,0xba,0xd0,0xb2,0xd0,0xb0,0x31,
0x54 ,0x30,0x52,0x06,0x03,0x55,0x04 ,0x0a ,
0x0c,0x4b,0xd0,0x93,0xd0,0xbb,0xd0,0xb0 ,
0xd0,0xb2,0xd0,0xbd,0xd1,0x8b,0xd0,0xb9,
0x20,0xd0,0x94 ,0xd0,0xbe,0xd0,0xb2,0xd0,
0xb5,0xd1,0x80,0xd0,0xb5,0xd0,0xbd,0xd0,
0Oxbd ,0xd1,0x8b,0xd0,0xb9,0x20,0xd0,0xa3,
0xd0,0xb4 ,0xd0,0xbe ,0xdl,0x81 ,0xd1,0x82,
0xd0,0xbe,0xd0,0xb2,0xd0,0xb5,0xd1,0x80,
0xdl1,0x8f,0xdl,0x8e,0xdl,0x89,0xd0,0xb8,
0xd0,0xb9,0x20,0xd0,0xa6,0xd0,0xb5,0xd0,
Oxbd ,0xd1,0x82,0xd1,0x80,0x31,0x2c,0x30,
0x2a,0x06 ,0x03,0x55,0x04 ,0x0b,0x0c,0x23,
0xd0,0xab ,0xd0,0xbb,0xd0,0xbd,0xd1l,0x82,
0xd1,0x80,0x20,0xd0,0xal,0xd0,0xb5,0xd1,
0x80,0xd1,0x82,0xd0,0xb8,0xd1,0x84,0xd0,
0xb&8,0xd0,0xba,0xd0,0xb0,0xd1,0x86,0xd0,
0xb8 ,0xd0,0xb8,0x31,0x27,0x30,0x25,0x06 ,
0x03,0x55,0x04,0x03,0x0c,0xle,0xd0,0x93,
0xd0,0x94 ,0xd0,0xa3,0xd0,0xa6,0x20,0xd0,
Oxal,0xd1,0x82,0xd0,0xb0,0xd0,0xbd,0xd0,
0xb4 ,0xd0,0xb0,0xd1,0x80,0xd1,0x82,0x20,
0xd0,0xa3,0xd0,0xa6,0x30,0xle,0x17,0x0d,
0x30,0x34,0x30,0x31,0x30,0x39,0x31,0x32,
0x33,0x33,0x32,0x39,0xba,0x17,0x0d,0x31,
0x34,0x30,0x31,0x30,0x36,0x31,0x32,0x33,
0x33,0x32,0x39,0xba,0x30,0x81,0xec,0x31,
0x19,0x30,0x17,0x06,0x09,0x2a,0x86,0x48,
0x86 ,0xf7 ,0x0d,0x01,0x09,0x01,0x16,0x0a ,
0x67,0x64,0x75,0x63,0x40,0x63 ,0x61,0x2e,
0x72,0x75,0x31,0x0b,0x30,0x09,0x06,0x03,
0x55,0x04 ,0x06,0x13,0x02,0x52,0x55,0x31,
0x15,0x30,0x13,0x06,0x03,0x55,0x04,0x07,
0x0c ,0x0c,0xd0,0x9¢c,0xd0,0xbe,0xdl,0x81,
0xd0,0xba ,0xd0,0xb2,0xd0,0xb0,0x31,0x54,
0x30,0x52,0x06,0x03,0x55,0x04,0x0a,0x0c,
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0x4b ,0xd0,0x93,0xd0,0xbb,0xd0,0xb0,0xd0,
0xb2,0xd0,0xbd,0xd1,0x8b,0xd0,0xb9,0x20,
0xd0,0x94 ,0xd0,0xbe,0xd0,0xb2,0xd0,0xb5,
0xd1,0x80,0xd0,0xb5,0xd0,0xbd,0xd0,0xbd,
0xd1,0x8b,0xd0,0xb9,0x20,0xd0,0xa3,0xd0,
0xb4 ,0xd0,0xbe,0xdl,0x81,0xd1,0x82,0xd0,
Oxbe ,0xd0,0xb2,0xd0,0xb5,0xd1,0x80,0xd1,
0x8f ,0xd1,0x8e,0xdl,0x89,0xd0,0xb8,0xd0,
0xb9,0x20,0xd0,0xa6,0xd0,0xb5,0xd0,0xbd,
0xd1,0x82,0xd1,0x80,0x31,0x2c,0x30,0x2a,
0x06 ,0x03,0x55,0x04,0x0b,0x0c,0x23,0xd0,
Oxa6,0xd0,0xb5,0xd0,0xbd,0xd1,0x82,0xd1,
0x80,0x20,0xd0,0xal ,0xd0,0xb5,0xd1,0x80,
0xd1,0x82,0xd0,0xb8,0xd1,0x84,0xd0,0xb8,
0xd0,0xba ,0xd0,0xb0,0xdl,0x86,0xd0,0xb8,
0xd0,0xb8,0x31,0x27,0x30,0x25,0x06,0x03,
0x55,0x04 ,0x03,0x0c ,0xle,0xd0,0x93,0xd0,
0x94 ,0xd0,0xa3 ,0xd0,0xa6,0x20,0xd0,0xal,
0xd1,0x82,0xd0,0xb0,0xd0,0xbd,0xd0,0xb4 ,
0xd0,0xb0,0xd1,0x80,0xd1,0x82,0x20,0xd0,
0Oxa3d ,0xd0,0xab,0x30,0x63,0x30,0x1c,0x06,
0x06 ,0x2a,0x85,0x03,0x02,0x02,0x13,0x30,
0x12,0x06 ,0x07,0x2a,0x85,0x03,0x02,0x02,
0x23,0x01,0x06,0x07,0x2a,0x85,0x03,0x02,
0x02,0x1e,0x01,0x03,0x43,0x00,0x04 ,0x40,
0x50 ,0xab ,0x7f,0xc4,0xcc,0x3d,0xd0,0xe2 ,
0Oxdd,0x86 ,0xda,0x19,0x6b,0x14,0x8c,0x78,
0xd9,0xca ,0x58,0x67,0x62,0xf3 ,0xb7,0xba,
0x7b,0x2a ,0xda,0xcl ,0x9¢c,0x3f,0x87,0xeb ,
0xfl ,0xdc,0xaf,0x35,0xad,0x2d,0xel ,0xca,
Oxed ,0xcl,0x8b,0x82,0xde,0xal,0x8b,0x95,
0Oxdd ,0xa2 ,0xac,0x46 ,0x6a,0x8e,0xce ,0x5d,
0x5a ,0x16 ,0xba,0x03,0x29,0x72,0x38,0x27,
0xa3d ,0x82,0x01,0x14,0x30,0x82,0x01,0x10,
0x30,0xb5a,0x06,0x03,0x55,0x1d,0x11,0x01,
0x01,0xff ,0x04,0x50,0x30,0x4e,0x81,0x0b,
0x67,0x64 ,0x75,0x63,0x63,0x40,0x75,0x63,
0x2e,0x72,0x75,0xa4 ,0x3f,0x30,0x3d,0x31,
0x3b,0x30,0x39,0x06,0x03,0x55,0x04,0x03,
0x0c,0x32,0xd0,0x9f,0xd0,0xb5,0xd1l,0x80,
0xd0,0xb2,0xd0,0xbe,0xd0,0xb5,0x20,0xd0,
0xa3 ,0xd0,0xbf,0xd0,0xbe,0xd0,0xbb,0xd0,
0xbd ,0xd0 ,0xbe,0xd0,0xbc,0xd0,0xbe ,0xdl,
0x87,0xd0,0xb5,0xd0,0xbd,0xd0,0xbd,0xd0,
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Oxbe ,0xd0,0xb5,0x20,0xd0,0x9b,0xd0,0xb8,
0xd1,0x86 ,0xd0,0xbe,0x30,0x0f,0x06,0x03,
0x55,0x1d,0x0f ,0x01,0x01,0xff ,0x04,0x05,
0x03,0x03,0x07,0xc6,0x00,0x30,0x0f,0x06
0x03,0x55,0x1d,0x13,0x01,0x01,0 xff ,0x04
0x05,0x30,0x03,0x01,0x01,0xff ,0x30,0x1d,
0x06,0x03,0x55,0x1d,0x0e,0x04,0x16,0x04 ,
0x14 ,0xbl,0x6e,0x0e,0xa4 ,0x40,0xbc,0xf0 ,
0xd9,0xb6 ,0xf7 ,0xef ,0xfa ,0xf0 ,0x3d,0xal,
0x0c¢,0xd2,0x8f,0xfl ,0xb6,0x30,0x71,0x06,
0x03,0x55,0x1d,0x1f,0x04,0x6a,0x30,0x68,
0x30,0x66 ,0xa0,0x64 ,0xa0,0x62,0x86,0x60,
0x6¢c,0x64,0x61,0x70,0x3a,0x2f,0x2f,0x31,
0x39,0x32,0x2e,0x31,0x36,0x38,0x2e,0x36,
0x38 ,0x2e,0x37,0x30,0x2f ,0x6f,0x3d,0x72,
0x6f,0x6f,0x74,0x2¢,0x63,0x3d,0x72,0x75,
0x3f,0x63,0x65,0x72,0x74,0x69,0x66,0x69 ,
0x63,0x61,0x74,0x65,0x52,0x65,0x76,0x6f,
0x63,0x61,0x74,0x69,0x6f,0x6e,0x4c,0x69,
0x73,0x74,0x3f,0x62,0x61,0x73,0x65,0x3f,
0x6f,0x62,0x6a,0x65,0x63,0x74,0x63,0x6¢,
0x61,0x73,0x73,0x3d,0x63,0x52,0x4c,0x44 ,
0x69,0x73,0x74,0x72,0x69,0x62,0x75,0x74,
0x69,0x6f ,0x6e,0x50,0x6f,0x69,0x6e,0x74
%
static CK BYTE et3 || = {
Oxee ,0x8c,0xd9,0x40,0x23,0xdd,0x9a ,0xf8 ,
0x17,0xdd,0xe8 ,0x1f,0x02,0x25,0x5b,0xb3,
Oxaa ,0x6b,0xd3,0x21,0x09,0x41,0x95,0x7e,
Oxea ,0x7e,0x0e,0x3c,0x35,0x9f,0x04,0x5a

¥

// CryptoPro gostR3411 A Param Set

static CK_BYTE oid default [|] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01

I

static CK BYTE data6 || = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, Ox6A, 0x68, 0x69, 0x6A, 0x6B,
0x69, 0x6A, 0x6B, 0x6C, 0x6A, 0x6B, 0x6C, 0x6D,
0x6B, 0x6C, 0x6D, 0x6E, 0x6C, 0x6D, 0x6E, 0x6F,
0x6D, Ox6E, O0x6F, 0x70, Ox6E, Ox6F, 0x70, 0x71,
0x0A
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s

static CK BYIE et6 || = {
0xc8, 0x77, Oxc2, Oxdl, O0x7f, O0xd3, 0x99, 0x2e,
0x7a, 0x97, Oxchb, 0x67, 0x07, Oxdf, 0x57, 0xcO,
0xbb, Oxdc, 0xf2, 0x17, 0x34, Ox6a, 0x69, 0x2f,
0x6b, 0x9a, Oxad, Oxcd, 0x47, Oxa8, 0x2f, 0xd2

5

memset (value ,0,sizeof(value));

mechanism—>pParameter = oid;
mechanism—>ulParameterLen = sizeof(oid);
rc = funcs—C_DigestInit (hSession, mechanism);

if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox)%x\n",
__LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_Digest (hSession ,
datal , strlen(datal), value, &len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_Digest failed, rc = Ox%x\n", ILINE | rc);
return rc;

}

if (len != sizeof(etl)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE |, len);
return —1;

}

if (memcmp(value, etl, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

fprintf(stderr, "One step digest...\n");
memset (value ,0,sizeof(value));

mechanism—>pParameter = oid default;

ANMCECH

codot 55




I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

mechanism—>ulParameterLen = sizeof(oid default);
rc = funcs—C_DigestInit (hSession, mechanism) ;
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox)%x\n",
__LINE_ | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_Digest (hSession ,
data6 , sizeof(data6), value, &len);
if (rc != CKR OK) {
fprintf (stderr ,
"%4d: C_Digest failed, rc = Ox%x\n", ILINE | rc);
return rc;

}

if (len != sizeof(et6)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE |, len);
return —1;

}

if (memcmp(value, et6, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}
fprintf(stderr, "0OK\n");

memset (value ,0,sizeof (value));

fprintf(stderr, "Yet another one step digest...\n");

mechanism—>pParameter = oid default;
mechanism—>ulParameterLen = sizeof(oid default);
rc = funcs—C_DigestInit (hSession, mechanism) ;

if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox)%x\n",
__LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—>C_Digest (hSession ,
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data2 , sizeof(data2), value, &len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(et2)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE |, len);
return —1;

}

if (memcmp(value, et2, len) != 0) {
fprintf (stderr ,
"%4d: Invalid result value\n", LINE );

return —2;
¥
fprintf(stderr, "0OK\n");

memset (value ,0,sizeof(value));

fprintf(stderr

"The same digest with NULL mechanism parameter...\n");
mechanism—>pParameter = NULL PTR;
mechanism—>ulParameterLen = 0;
rc = funcs—C_DigestInit (hSession, mechanism) ;

if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_Digest(
hSession , data2, sizeof(data2), value, &len);
if (rc != CKR_OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n",
_LINE__, rc);
return rc;

}

if (len != sizeof(et2)) {
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fprintf (stderr
"%4d: Invalid result length: %d\n",
__LINE | len);

return —1;

}

if (mememp(value, et2, len) != 0) {
fprintf(stderr
"%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0OK\n");
memset (value ,0,sizeof(value));

fprintf(stderr, "Get operation state...\n");
rc = funcs—C_ DigestInit(hSession, mechanism);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE__ | rc);
return rc;

}

rc = funcs—C_ DigestUpdate(hSession, data3, 39);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

// Save intermediate cryptograhic state.
state len = 0;
rc = funcs—C_GetOperationState (hSession ,
NULL, &state len);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_GetOperationState failed, rc = Ox%x\n",
__LINE | rc);
return rc;
}
state = malloc(state len);
rc = funcs—C _GetOperationState (hSession ,
state , &state len);

AMCQC%MCIOT 58




I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_GetOperationState failed, rc = O0x%x\n",
__LINE | rc);
return rc;
}
rc = funcs—C DigestUpdate (hSession ,
data3 + 39, sizeof(data3) — 39);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C _DigestFinal(hSession, value, &len);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DigestFinal failed, rc = Ox%x\n",
__LINE | rc);

return rc;

}

if (len != sizeof(et3)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;

}

if (memcmp(value, et3, len) != 0) {
fprintf(stderr
"%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0OK\n");

fprintf(stderr, "Set operation state...\n");
// Restore saved cryptographic state.
rc = funcs—C SetOperationState(hSession, state, state len,
CK_INVALID HANDLE, CK_INVALID HANDLE);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_SetOperationState failed, rc = Ox%x\n",
__LINE__ | rc);
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return rc;

}

rc = funcs—C DigestUpdate(hSession ,
data3 + 39, sizeof(data3) — 39);
if (rc != CKR _OK) {
fprintf(stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n",
__LINE__ | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C DigestFinal(hSession, value, &len);
if (rc != CKR_OK) {
fprintf(stderr
"%4d: C_DigestFinal failed, rc = 0x%x\n",
_LINE | rc);
return rc;

}

if (len != sizeof(et3)) {
fprintf (stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;

}

if (memcmp(value, et3, len) != 0) {
fprintf(stderr
"%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0K\n");

free(state);
printf ("SUCCESS\n");

return rc;

rOCT P34.11-2012, 256 6ut

[Iporpamma BeraucsteT xer coobienuns 1o ajgropurmy FOCT P 34.11-2012 (256 6ut)
¥ CPaBHUBAET PE3YJIbTaT C 3apaHee 3aJaHHBIM 3TAJIOHOM.
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Jluctunr 3.7: ckm _gostr3411 12 256.c

#include "test_common.h"

CK RV test crypto();
CK_RV test gost3411 2012 256 (CK_SESSION HANDLE hSession) ;

int main(int argc, char xargv|[]|) {
CK RV rc¢ = CKR OK;

rc — test main(argc, argv);

if (re != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

¥

rc = test crypto();

if (rc != CKR _OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo ;

rc = funcs—>C_OpenSession(Slotld
CKF _RW_ SESSION | CKF SERIAL SESSION,
NULL PTR, NULL PTR, &hSession);
if (rc !'= CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = O0x%x\n", rc);
goto out;
}
fprintf(stderr, "C_OpenSession success\n");
rc = funcs—C_GetMechanismInfo(Slotld ,
CKM_ GOSTR3411 12 256, &minfo) ;
if (rc != CKR OK) {
fprintf (stderr

"\n======== Mechanism CKM_GOSTR3411_12_256 "
"not supported ===========\n");
ANMCECU
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} else {
fprintf(stderr
W\p==================== CKM_GOSTR3411_12_256 "
e v

rc = test gost3411 2012 256 (hSession);
if (rc != CKR_OK) {
fprintf(stderr
"ERROR CKM_GOSTR3411_12_256 failed, rc = 0x%x\n",
rc);
} else {
fprintf(stderr , "CKM_GOSTR3411_12_256 test passed.\n");
}

}

if( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with O0x%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
}
out:

return rc;

}

CK_RV test gost3411 2012 256 (CK_SESSION HANDLE hSession)
{
CK RV rc;
CK_BYTE value [256];
CK BYTE xstate;
CK ULONG len , state len;
CK_ OBJECT HANDLE paramh = CK INVALID HANDLE;
CK_MECHANISM mechanism desc = {CKM_GOSTR3411 12 256, NULL,
0};
CK_MECHANISM_PTR mechanism = &mechanism desc;

static CK BYIE datal [| =

"Suppose the original message has length = 50 bytes";
static CK BYTE etl[] = {

0xa3d, Oxed, 0x85, 0x32, Ox2e, Oxla, Ox14, 0x79,

0xb6, 0x05, Oxa7, 0x52, Oxbl, Oxd4, 0x87, Oxfd,

0x13, 0x88, 0x63, Oxaa, Oxle, Oxa6, Ox7a, 0x91,
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Oxel, 0x57, Oxaa, 0x53, Oxfc, Oxe7, 0x96, 0xf3,
};
static CK BYTE data2 || = {
0xb8, 0xe0, 0x45, 0x82, 0x09, 0x28, 0x55, Oxdc,
0x54, 0x59, Oxca, 0x6b, 0xf8, 0x42, 0xa9, 0x21,
0xb8, Oxef, Oxa7, 0x96, 0x8b, 0x09, Oxea, 0xOe,
0xd5, 0xc3, Oxdf, 0x8c, Oxaf, 0x8a, 0xbe, 0x44,
¥
static CK BYIE et2 || = {
0x42, 0x22, 0x71, Ox8a, Oxla, Oxa7, 0x67, 0x43,
Oxfd, 0x42, 0x45, 0x01, 0x9c, 0xc2, 0xc8, Oxle,
Oxb4, 0x55, 0x0d, 0x37, 0x0e, 0x17, 0x22, 0x59,
0x99, 0xcO, 0xd7, 0x00, 0x8b, 0xd8, 0x9f, 0xd3,

}s

static CK BYTE data3 || = {
0x30,0x82,0x03,0x9c ,0xa0,0x03,0x02,0x01,
0x02,0x02,0x10,0x3a,0xc3,0xb8,0xac,0xec,
0xfb ,0xd7,0xae,0x28 ,0xb5,0x92,0x9f ,0xd2,
Oxec ,0x4c,0xf3 ,0x30,0x08,0x06,0x06,0x2a ,
0x85,0x03,0x02,0x02,0x03,0x30,0x81,0xec,
0x31,0x19,0x30,0x17,0x06,0x09,0x2a,0x86,
0x48 ,0x86 ,0xf7 ,0x0d ,0x01,0x09,0x01,0x16,
0x0a,0x67,0x64,0x75,0x63,0x40,0x63,0x61
0x2e,0x72,0x75,0x31,0x0b,0x30,0x09,0x06,
0x03,0x55,0x04,0x06,0x13,0x02,0x52,0x55,
0x31,0x15,0x30,0x13,0x06,0x03,0x55,0x04
0x07 ,0x0c ,0x0c,0xd0,0x9c,0xd0,0xbe,0xdl,
0x81,0xd0,0xba,0xd0,0xb2,0xd0,0xb0,0x31,
0x54,0x30,0x52,0x06,0x03,0x55,0x04 ,0x0a,
0x0c ,0x4b,0xd0,0x93,0xd0,0xbb,0xd0,0xb0,
0xd0,0xb2,0xd0,0xbd,0xd1,0x8b,0xd0,0xb9,
0x20,0xd0,0x94 ,0xd0,0xbe,0xd0,0xb2,0xd0,
0xb5,0xd1,0x80,0xd0,0xb5,0xd0,0xbd,0xd0,
Oxbd ,0xd1,0x8b,0xd0,0xb9,0x20,0xd0,0xa3,
0xd0,0xb4 ,0xd0,0xbe,0xdl,0x81 ,0xd1,0x82,
0xd0,0xbe,0xd0,0xb2,0xd0,0xb5,0xd1,0x80,
0xdl1,0x8f,0xdl,0x8e,0xdl,0x89,0xd0,0xb8,
0xd0,0xb9,0x20,0xd0,0xa6,0xd0,0xb5,0xd0,
Oxbd ,0xd1,0x82,0xd1,0x80,0x31,0x2c,0x30,
0x2a,0x06 ,0x03,0x55,0x04 ,0x0b,0x0c,0x23,
0xd0,0xa6,0xd0,0xb5,0xd0,0xbd,0xdl,0x82,
0xd1,0x80,0x20,0xd0,0xal ,0xd0,0xb5,0xd1l,
0x80,0xd1,0x82,0xd0,0xb8,0xd1l,0x84 ,0xd0,
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0xb&8,0xd0,0xba,0xd0,0xb0,0xd1,0x86,0xd0,
0xb8,0xd0,0xb8,0x31,0x27,0x30,0x25,0x06 ,
0x03,0x55,0x04,0x03,0x0c,0xle,0xd0,0x93,
0xd0,0x94 ,0xd0,0xa3 ,0xd0,0xa6,0x20,0xd0,
Oxal,0xd1,0x82,0xd0,0xb0,0xd0,0xbd,0xd0,
0xb4 ,0xd0,0xb0,0xd1,0x80,0xd1,0x82,0x20,
0xd0,0xa3 ,0xd0,0xa6,0x30,0xle,0x17,0x0d,
0x30,0x34,0x30,0x31,0x30,0x39,0x31,0x32,
0x33,0x33,0x32,0x39,0x5a,0x17,0x0d,0x31,
0x34,0x30,0x31,0x30,0x36,0x31,0x32,0x33,
0x33,0x32,0x39,0xba,0x30,0x81,0xec,0x31,
0x19,0x30,0x17,0x06,0x09,0x2a ,0x86,0x48,
0x86,0xf7 ,0x0d,0x01,0x09,0x01,0x16,0x0a,
0x67,0x64,0x75,0x63,0x40,0x63,0x61,0x2e,
0x72,0x75,0x31,0x0b,0x30,0x09,0x06,0x03,
0x55,0x04,0x06,0x13,0x02,0x52,0x55,0x31,
0x15,0x30,0x13,0x06,0x03,0x55,0x04,0x07,
0x0c ,0x0c¢ ,0xd0,0x9c,0xd0,0xbe,0xd1l,0x81,
0xd0,0xba ,0xd0,0xb2,0xd0,0xb0,0x31,0x54 ,
0x30,0x52,0x06,0x03,0x55,0x04,0x0a,0x0c,
0x4b ,0xd0,0x93,0xd0,0xbb,0xd0,0xb0,0xd0 ,
0xb2,0xd0,0xbd,0xd1,0x8b,0xd0,0xb9,0x20,
0xd0,0x94 ,0xd0,0xbe,0xd0,0xb2,0xd0,0xb5,
0xd1,0x80,0xd0,0xb5,0xd0,0xbd,0xd0,0xbd,
0xd1,0x8b,0xd0,0xb9,0x20,0xd0,0xa3,0xd0,
0xb4 ,0xd0,0xbe,0xdl,0x81,0xd1,0x82,0xd0,
Oxbe ,0xd0,0xb2,0xd0,0xb5,0xd1,0x80,0=xd1,
0x8f ,0xd1,0x8e,0xdl,0x89,0xd0,0xb8,0xd0,
0xb9,0x20,0xd0,0xa6,0xd0,0xb5,0xd0,0xbd,
0xd1,0x82,0xd1,0x80,0x31,0x2c,0x30,0x2a,
0x06 ,0x03,0x55,0x04,0x0b,0x0c,0x23,0xd0,
0xa6 ,0xd0,0xb5,0xd0,0xbd,0xd1,0x82 ,0xd1,
0x80,0x20,0xd0,0xal ,0xd0,0xb5,0xd1l,0x80,
0xd1,0x82,0xd0,0xb8,0xd1,0x84,0xd0,0xb8,
0xd0,0xba ,0xd0,0xb0,0xdl,0x86,0xd0,0xb8,
0xd0,0xb8 ,0x31,0x27,0x30,0x25,0x06,0x03,
0x55,0x04,0x03,0x0c,0xle,0xd0,0x93,0xd0,
0x94 ,0xd0,0xa3 ,0xd0,0xa6,0x20,0xd0,0xal,
0xd1,0x82,0xd0,0xb0,0xd0,0xbd,0xd0,0xb4,
0xd0,0xb0,0xd1,0x80,0xd1,0x82,0x20,0xd0,
0Oxa3d ,0xd0,0xab,0x30,0x63,0x30,0x1c,0x06,
0x06 ,0x2a,0x85,0x03,0x02,0x02,0x13,0x30,
0x12,0x06 ,0x07,0x2a,0x85,0x03,0x02,0x02,
0x23,0x01,0x06,0x07,0x2a,0x85,0x03,0x02,
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0x02,0x1e,0x01,0x03,0x43,0x00,0x04 ,0x40,
0x50,0xab ,0x7f,0xc4 ,0xcc,0x3d,0xd0,0xe2
0Oxdd,0x86 ,0xda,0x19,0x6b,0x14,0x8c,0x78,
0xd9,0xca ,0x58,0x67,0x62,0=xf3 ,0xb7,0xba,
0x7b,0x2a ,0xda,0xcl ,0x9¢c,0x3f,0x87,0xeb ,
0xfl ,0xdc,0xaf,0x35,0xad,0x2d,0xel ,0xca,
Oxed ,0xcl ,0x8b,0x82,0xde,0xal,0x8b,0x95,
0Oxdd ,0xa2 ,0xac,0x46 ,0x6a,0x8e,0xce ,0x5d,
0xba,0x16 ,0xba,0x03,0x29,0x72,0x38,0x27,
Oxa3d ,0x82,0x01,0x14,0x30,0x82,0x01,0x10,
0x30,0x5a,0x06,0x03,0x55,0x1d,0x11,0x01,
0x01,0xff ,0x04,0x50,0x30,0x4e,0x81,0x0b,
0x67,0x64 ,0x75,0x63,0x63,0x40,0x75,0x63,
0x2e,0x72,0x75,0xa4 ,0x3f,0x30,0x3d,0x31,
0x3b,0x30,0x39,0x06,0x03,0x55,0x04,0x03,
0x0c,0x32,0xd0,0x9f,0xd0,0xb5,0xd1l,0x80,
0xd0,0xb2,0xd0,0xbe,0xd0,0xb5,0x20,0xd0,
0xa3 ,0xd0,0xbf,0xd0,0xbe,0xd0,0xbb,0xd0,
0xbd ,0xd0 ,0xbe,0xd0,0xbc,0xd0,0xbe ,0xdl,
0x87 ,0xd0,0xb5,0xd0,0xbd,0xd0,0xbd,0xd0,
Oxbe ,0xd0 ,0xb5,0x20,0xd0,0x9b ,0xd0 ,0xb8 ,
0xd1,0x86 ,0xd0,0xbe,0x30,0=x0f,0x06,0x03,
0x55,0x1d,0x0f ,0x01,0x01,0xff ,0x04,0x05,
0x03,0x03,0x07,0xc6,0x00,0x30,0=x0f,0x06,
0x03,0x55,0x1d,0x13,0x01,0x01,0 xff ,0x04
0x05,0x30,0x03,0x01,0x01,0xff ,0x30,0x1d,
0x06,0x03,0x55,0x1d,0x0e,0x04,0x16,0x04 ,
0x14 ,0xbl,0x6e,0x0e,0xa4 ,0x40,0xbc,0xf0 ,
0xd9,0xb6 ,0xf7 ,0xef ,0xfa ,0xf0 ,0x3d,0xal,
0x0c ,0xd2,0x8f,0xfl ,0xb6,0x30,0x71,0x06
0x03,0x55,0x1d,0x1f,0x04,0x6a,0x30,0x68,
0x30,0x66 ,0xa0,0x64 ,0xa0,0x62,0x86,0x60
0x6¢,0x64 ,0x61,0x70,0x3a,0x2f ,0x2f,0x31,
0x39,0x32,0x2e,0x31,0x36,0x38,0x2e,0x36,
0x38 ,0x2e,0x37,0x30,0x2f ,0x6f,0x3d,0x72,
0x6f,0x6f,0x74,0x2c,0x63,0x3d,0x72,0x75,
0x3f,0x63,0x65,0x72,0x74,0x69,0x66 ,0x69 ,
0x63,0x61,0x74,0x65,0x52,0x65,0x76,0x6f,
0x63,0x61,0x74,0x69,0x6f,0x6e,0x4c,0x69,
0x73,0x74,0x3f,0x62,0x61,0x73,0x65,0x3f,
0x6f,0x62,0x6a,0x65,0x63,0x74,0x63,0x6¢,
0x61,0x73,0x73,0x3d,0x63,0x52 ,0x4c,0x44
0x69,0x73,0x74,0x72,0x69,0x62,0x75,0x74,
0x69 ,0x6f ,0x6e,0x50,0x6f,0x69,0x6e,0x74
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IE
static CK BYTE et3 || = {
Oxc7, 0x64, 0xc9, Oxla, Oxch, Oxcd, 0xb6, 0x84,
0x47, Oxab, 0x2f, 0x9a, 0x6b, 0x9e, 0xc8, 0x69,
0x18, Ox7f, 0x13, 0x72, 0x8f, Ox4c, 0x8e, 0xb0,
0x30, 0xc8, 0x91, Oxfd, 0x0d, 0x10, 0x73, 0xb0,
iE
static CK BYTE data6[] = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, 0x6A, 0x68, 0x69, 0x6A, 0x6B,
0x69, O0x6A, 0x6B, 0x6C, 0x6A, 0x6B, 0x6C, 0x6D,
0x6B, 0x6C, 0x6D, 0x6E, 0x6C, 0x6D, 0x6E, 0x6F,
0x6D, O0x6E, 0x6F, 0x70, Ox6E, 0x6F, 0x70, 0x71,
0x0A
Ik
static CK BYIE et6 || = {
Oxe0, 0x05, 0x24, Oxb6, 0x9d, Oxb2, 0x79, Oxbc,
0x63, 0xf0, O0xd9, O0x0d, O0x40, Oxel, 0x82, 0x3d,
Oxdl, 0x9f, Ox7a, Oxd6, 0x49, O0x8e, 0x72, 0x45,
Oxab, 0x21, 0x74, 0x03, 0x70, Ox3a, 0x38, 0Ox2e,
Ik
// Ilpumepsr uz IT'OCT P 34.11-2012:
unsigned char M1[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35,
0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32, 0x33,
0x34, 0x35, 0x36, 0x37, 0x38, 0x39, 0x30, 0x31,
0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38, 0x39,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35,
0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32,
Ik
unsigned char etl 32[] = {
0x9d, 0x15, Oxle, Oxef, 0xd8, 0x59, 0xOb, 0x89,
Oxda, Oxa6, Oxba, Ox6c, Oxb7, Oxda, 0xf9, 0x27,
0x5d, 0xd0, 0x51, 0x02, Ox6b, Oxbl, 0x49, Oxa4,
0x52, Oxfd, 0x84, Oxeb, Oxeb, 0x7b, 0x55, 0x00,
iF
unsigned char M2[] = {
Oxdl, Oxeb, 0x20, Oxe2, Oxeb, 0xf2, O0xfO, OxeS8,
0x2c, 0x20, Oxdl, 0xf2, O0xfO, Oxe8, Oxel, Oxee,
Oxe6, Oxe8, 0x20, Oxe2, Oxed, 0xf3, O0xf6, Oxe8,
AMCECU
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0x2c¢, 0x20, Oxe2, Oxeb, Oxfe, O0xf2, Oxfa, 0x20,
0xfl, 0x20, Oxec, Oxee, 0xf0, Oxff, 0x20, Oxfl,
0xf2, 0xf0, Oxeb5, Oxeb, Oxe0, Oxec, Oxe8, 0x20,
Oxed, Oxe0, 0x20, O0xf5, O0xfO, Oxe0, Oxel, 0xf0,
0xfb, O0xff, 0x20, Oxef, Oxeb, Oxfa, Oxea, O0xfb,
0x20, 0xc8, Oxe3d, Oxee, 0xfO, Oxed, Oxe2, O0xfb,
};
unsigned char et2 32[] = {
0x9d, 0xd2, Oxfe, Ox4e, 0x90, 0x40, 0x9e, 0xbd,
Oxa8, 0x7f, 0xb3, 0x97, 0x6d, 0x74, 0x05, 0xb0,
0xcO, Oxca, 0Oxc6, 0x28, Oxfc, 0x66, 0x9a, 0x74,
0x1d, 0xb50, 0x06, Ox3c, O0xb5, O0xT7e, 0x8f, 0x50,
b

// Digest of NULL message, 256 bits, little —endian.

unsigned char et0 32[] = {
0x3f, 0xb3, 0x9a, 0x21, Ox3e, 0x97, O0xc8, 0x02,
Oxcc, 0x22, 0x9d, 0x47, Ox4c, Ox6a, Oxa3d, O0x2a,
0x82, 0Oxba, 0x36, 0xOb, O0x2a, 0x93, 0x3a, 0x94,
0x9f, 0xd9, 0x25, 0x20, 0x8d, 0x9c, Oxel, Oxbb
¥
static CK BYTE keyval 33[] = {
0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38,
0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36,
0x37, 0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34,
0x35, 0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32,
0x0A
IE
static CK BYTE keyval 33 hash|| = {
0x72, 0Oxc3, 0x40, Oxch, 0x8f, Oxbb, 0x9d, 0x91,
Oxdf, 0x95, Ox7c, Oxff, OxOa, 0x87, Oxaa, 0x45,
Oxde, 0xd3, 0xb9, 0x78, 0x12, 0xe8, 0x41, 0xc9,
Oxd4, 0x97, 0x7f, 0xd0, Oxe2, 0xd8, Oxea, Oxb4,
b

fprintf(stderr, "GOST R 34.11-2012 NULL example..
memset (value ,0,sizeof(value));
rc = funcs—C_DigestInit (hSession, mechanism);
if (rc !'= CKR OK) {
fprintf(stderr

.\Il");

"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE | rc);
return rc;
}
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len = sizeof(value);
rc = funcs—C_ DigestUpdate (hSession ,
NULL, 0);

if (rec != CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

rc = funcs—C _DigestFinal (hSession ,
value , &len);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(et0 32)) {
fprintf(stderr

"%4d: Invalid result length: %d\n", LINE | len);
return —1;
}
print hex(value, len);
if (memcmp(value, etO0_ 32, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0OK\n");

fprintf(stderr, "GOST R 34.11-2012 M1 example...\n");
memset (value ,0,sizeof(value));
rc = funcs—C _DigestInit (hSession, mechanism) ;
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

len = sizeof(value);

rc = funcs—C_Digest(hSession
M1, sizeof(Ml), value, &len);

if (rc != CKR OK) {
fprintf(stderr
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"%4d: C_Digest failed, rc = Ox%x\n", LINE
return rc;

}

if (len != sizeof(etl_32)) {
fprintf(stderr

"%4d: Invalid result length: %d\n", LINE

return —1;

}

print _hex(value, len);

if (memcmp(value, etl 32, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n",
return —2;

}

fprintf(stderr, "0OK\n");

fprintf(stderr, "GOST R 34.11-2012 M2 example..
memset (value ,0,sizeof(value));
rc = funcs—C_DigestInit (hSession, mechanism);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

len = sizeof(value);

rc = funcs—C_Digest(hSession
M2, sizeof(M2), value, &len);

if (rc != CKR OK) {
fprintf(stderr

"%4d: C_Digest failed, rc = Ox%x\n", LINE

return rc;

}

if (len != sizeof(et2_32)) {
fprintf(stderr

"%4d: Invalid result length: %d\n", LINE

return —1;

¥

print _hex(value, len);

if (memcmp(value, et2 32, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n",
return —2;

, IC);

, len);

__LINE );

An");

, rC);

, len);

__LINE );
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}

fprintf(stderr, "0OK\n");
memset (value ,0,sizeof(value));

rc = funcs—C_DigestInit (hSession, mechanism);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE | rc);

return rc;

}

len = sizeof(value);
rc = funcs—C_Digest(hSession ,
datal , strlen(datal), value, &len);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(etl)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;
¥
print _hex(value, len);
if (memcmp(value, etl, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

fprintf(stderr, "0OK\n");
fprintf(stderr, "One step digest...\n");
memset (value ,0,sizeof(value));

rc = funcs—C_DigestInit (hSession, mechanism);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = O0x%x\n",
__LINE | rc);

return rc;
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}

len = sizeof(value);
rc = funcs—C_Digest(hSession ,
data6 , sizeof(data6), value, &len);
if (rc != CKR _OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;
}
if (len != sizeof(et6)) {
fprintf (stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;
}
print hex(value, len);
if (memcmp(value, et6, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", ILINE );
return —2;

}

fprintf(stderr, "0K\n");
memset (value ,0,sizeof(value));

fprintf(stderr, "Yet another one step digest...\n");
rc = funcs—C_DigestInit (hSession, mechanism) ;
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C _Digest(hSession ,
data2 , sizeof(data2), value, &len);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(et2)) {
fprintf(stderr
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"%4d: Invalid result length: %d\n", LINE |, len);
return —1;

}

print _hex(value, len);

if (memcmp(value, et2, len) != 0) {
fprintf(stderr
"%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0K\n");
memset (value ,0,sizeof(value));

fprintf(stderr, "Get operation state...\n");
rc = funcs—C_DigestInit (hSession, mechanism) ;
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

rc = funcs—C DigestUpdate(hSession, data3, 39);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

// Save intermediate cryptograhic state.
state len = 0;
rc = funcs—C _GetOperationState (hSession ,
NULL, &state len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_GetOperationState failed, rc = Ox%x\n",
__LINE | rc);
return rc;
}
state = malloc(state len);
rc = funcs—C _GetOperationState (hSession ,
state , &state len);
if (rc != CKR OK) {
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fprintf (stderr
"%4d: C_GetOperationState failed, rc = Ox%x\n",
__LINE | rc);
return rc;
}
rc = funcs—C_ DigestUpdate(hSession ,
data3 + 39, sizeof(data3) — 39);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;

}

len = sizeof(value);
re funcs—C DigestFinal (hSession, value, &len);
if (rec != CKR _OK) {
fprintf(stderr
"%4d: C_DigestFinal failed, rc = Ox%x\n",
__LINE__ | rc);
return rc;

}

if (len != sizeof(et3)) {
fprintf (stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;

}

print hex(value, len);

if (memcmp(value, et3, len) != 0) {
fprintf(stderr
"%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0OK\n");

fprintf(stderr, "Set operation state...\n");
// Restore saved cryptographic state.
rc = funcs—C SetOperationState(hSession, state, state len,
CK_INVALID HANDLE, CK_INVALID HANDLE);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_SetOperationState failed, rc = Ox%x\n",
__LINE__ | rc);
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return rc;

}

rc = funcs—C DigestUpdate(hSession ,
data3 + 39, sizeof(data3) — 39);
if (rc != CKR _OK) {
fprintf(stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n",
__LINE__ | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C DigestFinal(hSession, value, &len);
if (rc != CKR_OK) {
fprintf(stderr
"%4d: C_DigestFinal failed, rc = 0x%x\n",
_LINE | rc);
return rc;

}

if (len != sizeof(et3)) {
fprintf (stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;

}

print hex(value, len);

if (memcmp(value, et3, len) != 0) {
fprintf(stderr
"%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0OK\n");

fprintf(stderr, "keyval_33 example...\n");
memset (value ,0,sizeof(value));
rc = funcs—C_DigestInit (hSession, mechanism);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}
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len = sizeof(value);
rc = funcs—C _Digest(hSession ,
keyval 33, sizeof(keyval 33), value, &len);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", ILINE | rc);
return rc;

}

if (len != sizeof(keyval 33 hash)) {

fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);

return —1;

}

print _hex(value, len);

if (memcmp(value, keyval 33 hash, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

fprintf(stderr, "0OK\n");

free (state);
printf ("SUCCESS\n");

return rc;

FOCT P34.11-2012, 512 6ut

IIporpamma BbramcsieT xerr coobienust 1mo ajropurmy IOCT P 34.11-2012 (512 6ut)
U CPaBHUBAET PE3Y/IbTAT C 3apaHee 3aIaHHBIM ITaJTOHOM.

Jluctunr 3.8: ckm  gostr3411 12 512.c

#include "test_common.h"

CK RV test crypto();
CK_RV test gost3411 2012 512 (CK_SESSION HANDLE hSession) ;

int main(int argc, char xargv|[]) {
CK RV rc¢ = CKR _OK;

rc = test main(arge, argv);
if (rc = CKR OK) {

fprintf(stderr, "test_main failed: Ox%x\n", rc);
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return rc;

}

rc = test crypto();

if (rec != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK_RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C_OpenSession(Slotld ,
CKF_RW_SESSION | CKF _SERIAL_SESSION,
NULL PTR, NULL PTR, &hSession);
if (rc != CKR OK) {
fprintf (stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);

goto out;

¥

fprintf(stderr, "C_OpenSession success\n");

rc = funcs—C_ GetMechanismInfo(Slotld , CKM_ GOSTR3411 12 512, &
minfo) ;

if (re != CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_GOSTR3411_12_512 not supported
e COF
} else {
fprintf(stderr ,
"\n==================== CKM_GOSTR3411_12_512 test
==================\n");

rc = test gost3411 2012 512(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_GOSTR3411_12_512 failed, rc = O0x%x\n", rc);
} else {
fprintf(stderr, "CKM_GOSTR3411_12_512 test passed.\n");
}

}
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if( (ret = funcs—C CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
}
out:

return rc;

}

CK RV test gost3411 2012 512 (CK_SESSION HANDLE hSession)
{
CK RV rc;
CK_BYTE value [256];
CK BYTE xstate;
CK ULONG len , state len;
CK_OBJECT HANDIE paramh = CK INVALID HANDLE;
CK_MECHANISM mechanism desc = {CKM_ GOSTR3411 12 512, NULL,
0};
CK_MECHANISM PTR mechanism = &mechanism desc;

static CK BYTE datal [| =
"Suppose the original message has length = 50 bytes";

static CK BYIE etl || = {
0x27, 0xb5, 0xb7, Oxad, 0x7d, Oxcf, Oxcb, 0x82,
0x35, O0xff, 0x02, 0x9b, 0x74, 0x83, 0x7f, 0x04,
0x41, Oxef, Oxed, Oxla, Oxed, 0x12, Oxc2, 0x07,
0x31, 0Ox3e, 0x83, 0xb2, 0x7a, Oxbd, Oxle, Ox6a,
0x9d, 0x89, 0x27, 0x13, Oxbc, 0x30, Oxal, 0x6b,
0xf9, 0x47, 0xd4, O0x6a, 0x59, Oxbb, Oxbb, 0x3a,
0x33, Oxee, 0x33, 0x38, 0xb3, 0x91, O0xc7, 0x36,
0x75, 0xe7, 0xd0, O0xc3, 0x60, 0x21, 0x35, 0x40,

};

static CK BYTE data2 || = {
0xc3,0x73,0x0c,0xbc,0xbc,0xca ,0xcf,0x91,
0xb5a ,0xc2,0x92,0x67,0x6f,0x21,0xe8 ,0xbd,
Ox4e ,0xf7 ,0x53,0x31,0xd9,0x40,0x5e,0x5f,
Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11

};

static CK BYTE et2[] = {
0xf4 , Oxae, 0xeO, 0x46, 0x77, Oxea, 0x0e, 0xd4,
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0x8e, 0x92, 0x9d, 0x36, 0x85, 0x0a, 0Oxc7, Oxba,
Oxeb, Oxef, 0x37, 0xb6, Oxaf, Oxcc, 0x25, 0x03,
0x53, Oxac, 0xf9, 0xf9, 0xf6, Oxf0, O0xOf, O0xf9,
0x9c, Oxc3, Oxeb, 0xd9, 0x16, Ox3e, 0x40, 0x55,
0x99, 0xa3, 0x02, 0x41, 0x8a, 0x39, 0xb7, 0xf6 ,
Oxbc, Oxed, 0x13, 0x75, 0x31, O0xf8, Oxal, 0xb8,
Oxc2, 0x79, 0x15, Oxaf, Ox16, Ox3c, 0x8d, 0x00,

}s

static CK BYTE data3[] = {
0x30,0x82,0x03,0x9c,0xa0,0x03,0x02,0x01,
0x02,0x02,0x10,0x3a,0xc3,0xb8,0xac,0xec,
0xfb ,0xd7,0xae,0x28 ,0xb5,0x92,0x9f ,0xd2,
Oxec ,0x4c,0xf3 ,0x30,0x08,0x06,0x06,0x2a ,
0x85,0x03,0x02,0x02,0x03,0x30,0x81,0xec,
0x31,0x19,0x30,0x17,0x06,0x09,0x2a,0x86,
0x48 ,0x86 ,0xf7 ,0x0d,0x01,0x09,0x01,0x16
0x0a,0x67,0x64,0x75,0x63,0x40,0x63,0x61
0x2e,0x72,0x75,0x31,0x0b,0x30,0x09,0x06 ,
0x03,0x55,0x04 ,0x06 ,0x13,0x02,0x52,0x55,
0x31,0x15,0x30,0x13,0x06,0x03,0x55,0x04 ,
0x07,0x0c ,0x0c,0xd0,0x9c,0xd0,0xbe,0xdl,
0x81,0xd0,0xba,0xd0,0xb2,0xd0,0xb0,0x31,
0x54,0x30,0x52,0x06,0x03,0x55,0x04,0x0a
0x0c ,0x4b ,0xd0,0x93,0xd0,0xbb,0xd0,0xb0,
0xd0,0xb2,0xd0,0xbd,0xd1,0x8b,0xd0,0xb9,
0x20,0xd0,0x94 ,0xd0,0xbe,0xd0,0xb2,0xd0,
0xbb5,0xd1,0x80,0xd0,0xb5,0xd0,0xbd,0xd0,
Oxbd,0xd1,0x8b,0xd0,0xb9,0x20,0xd0,0xa3,
0xd0,0xb4 ,0xd0,0xbe,0xdl,0x81,0xd1,0x82,
0xd0,0xbe,0xd0,0xb2,0xd0,0xb5,0xd1l,0x80,
0xdl,0x8f,0xdl,0x8e,0xdl,0x89,0xd0,0xb8,
0xd0,0xb9,0x20,0xd0,0xa6,0xd0,0xb5,0xd0,
Oxbd ,0xd1,0x82,0xd1l,0x80,0x31,0x2c,0x30,
0x2a,0x06,0x03,0x55,0x04,0x0b,0x0c,0x23,
0xd0,0xa6,0xd0,0xb5,0xd0,0xbd,0xdl,0x82,
0xd1,0x80,0x20,0xd0,0xal,0xd0,0xb5,0xdl,
0x80,0xd1,0x82,0xd0,0xb8,0xd1,0x84 ,0xd0,
0xb8 ,0xd0,0xba,0xd0,0xb0,0xd1,0x86 ,0xd0,
0xb&8,0xd0,0xb8,0x31,0x27,0x30,0x25,0x06
0x03,0x55,0x04 ,0x03 ,0x0c,0x1le,0xd0,0x93,
0xd0,0x94 ,0xd0,0xa3,0xd0,0xa6,0x20,0xd0,
Oxal,0xdl,0x82,0xd0,0xb0,0xd0,0xbd,0xd0,
0xb4 ,0xd0,0xb0,0xd1,0x80,0xd1,0x82,0x20,
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0xd0,0xa3 ,0xd0,0xa6,0x30,0xle,0x17,0x0d,
0x30,0x34,0x30,0x31,0x30,0x39,0x31,0x32,
0x33,0x33,0x32,0x39,0x5a,0x17,0x0d,0x31,
0x34,0x30,0x31,0x30,0x36,0x31,0x32,0x33,
0x33,0x32,0x39,0x5a,0x30,0x81 ,0xec,0x31,
0x19,0x30,0x17,0x06,0x09,0x2a,0x86,0x48,
0x86,0xf7 ,0x0d,0x01,0x09,0x01,0x16,0x0a,
0x67,0x64,0x75,0x63,0x40,0x63 ,0x61,0x2e,
0x72,0x75,0x31,0x0b,0x30,0x09,0x06,0x03,
0x55,0x04 ,0x06 ,0x13,0x02,0x52,0x55,0x31,
0x15,0x30,0x13,0x06,0x03,0x55,0x04,0x07,
0x0c ,0x0c¢,0xd0,0x9¢c,0xd0,0xbe,0xd1l,0x81,
0xd0,0xba ,0xd0,0xb2,0xd0,0xb0,0x31,0x54,
0x30,0x52,0x06,0x03,0x55,0x04 ,0x0a,0x0c,
0x4b ,0xd0,0x93,0xd0,0xbb,0xd0,0xb0,0xd0,
0xb2,0xd0,0xbd,0xd1,0x8b,0xd0,0xb9,0x20,
0xd0,0x94 ,0xd0,0xbe,0xd0,0xb2,0xd0,0xb5 ,
0xd1,0x80,0xd0,0xb5,0xd0,0xbd,0xd0,0xbd,
0xd1,0x8b,0xd0,0xb9,0x20,0xd0,0xa3 ,0xd0,
0xb4 ,0xd0,0xbe,0xd1l,0x81,0xd1,0x82,0xd0,
Oxbe ,0xd0,0xb2,0xd0,0xb5,0xd1,0x80,0xd1,
0x8f ,0xd1,0x8e,0xdl,0x89,0xd0,0xb8,0xd0,
0xb9,0x20,0xd0,0xa6,0xd0,0xb5,0xd0,0xbd,
0xd1,0x82,0xd1,0x80,0x31,0x2c,0x30,0x2a,
0x06,0x03,0x55,0x04 ,0x0b,0x0c ,0x23,0xd0,
0xa6 ,0xd0,0xb5,0xd0,0xbd,0xd1,0x82,0xd1l,
0x80,0x20,0xd0,0xal,0xd0,0xb5,0xd1,0x80,
0xd1,0x82,0xd0,0xb8,0xdl,0x84 ,0xd0,0xb8,
0xd0,0xba,0xd0,0xb0,0xd1,0x86,0xd0,0xb8,
0xd0,0xb8,0x31,0x27,0x30,0x25,0x06,0x03,
0x55,0x04,0x03,0x0c,0x1le,0xd0,0x93,0xd0,
0x94 ,0xd0 ,0xa3 ,0xd0,0xa6,0x20,0xd0,0xal ,
0xd1,0x82,0xd0,0xb0,0xd0,0xbd,0xd0,0xb4,
0xd0,0xb0,0xd1,0x80,0xd1,0x82,0x20,0xd0,
0xa3 ,0xd0,0xa6,0x30,0x63,0x30,0x1c,0x06,
0x06,0x2a,0x85,0x03,0x02,0x02,0x13,0x30,
0x12,0x06,0x07,0x2a,0x85,0x03,0x02,0x02,
0x23,0x01,0x06,0x07,0x2a,0x85,0x03,0x02,
0x02,0x1e,0x01,0x03,0x43,0x00,0x04,0x40,
0x50 ,0xab,0x7f ,0xc4,0xcc,0x3d,0xd0,0xe2 ,
0Oxdd ,0x86 ,0xda,0x19,0x6b,0x14 ,0x8c ,0x78,
0xd9,0xca ,0x58,0x67,0x62,0xf3 ,0xb7,0xba,
0x7b,0x2a,0xda,0xcl ,0x9c,0x3f,0x87,0xeb,
0xf1l ,0xdc,0xaf,0x35,0xad,0x2d,0xel ,0xca,
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Oxed ,0xcl,0x8b,0x82,0xde,0xal0,0x8b,0x95,
Oxdd,0xa2 ,0xac,0x46 ,0x6a,0x8e,0xce,0x5d,
0Oxba ,0x16 ,0xba,0x03,0x29,0x72,0x38,0x27,
Oxa3d ,0x82,0x01,0x14,0x30,0x82,0x01,0x10,
0x30,0x5a,0x06,0x03,0x55,0x1d,0x11,0x01,
0x01,0xff ;,0x04,0x50,0x30,0x4e,0x81,0x0b,
0x67,0x64,0x75,0x63,0x63,0x40,0x75,0x63,
0x2e,0x72,0x75,0xa4 ,0x3f ,0x30,0x3d,0x31,
0x3b,0x30,0x39,0x06,0x03,0x55,0x04,0x03,
0x0c¢,0x32,0xd0,0x9f,0xd0,0xb5,0xd1,0x80,
0xd0,0xb2,0xd0,0xbe,0xd0,0xb5,0x20,0xd0,
0Oxa3 ,0xd0,0xbf,0xd0,0xbe,0xd0,0xbb,0xd0,
Oxbd ,0xd0,0xbe,0xd0,0xbc,0xd0,0xbe,0xdl,
0x87,0xd0,0xb5,0xd0,0xbd,0xd0,0xbd,0xd0,
Oxbe ,0xd0,0xb5,0x20,0xd0,0x9b,0xd0,0xb8 ,
0xd1,0x86,0xd0,0xbe,0x30,0=x0f,0x06,0x03,
0x55,0x1d ,0x0f ,0x01,0x01,0xff ,0x04 ,0x05,
0x03,0x03,0x07,0xc6,0x00,0x30,0=x0f,0x06,
0x03,0x55,0x1d,0x13,0x01,0x01,0 xff ,0x04 ,
0x05,0x30,0x03,0x01,0x01,0xff ,0x30,0x1d,
0x06 ,0x03 ,0x55,0x1d ,0x0e ,0x04 ,0x16 ,0x04 ,
0x14 ,0xb1l,0x6e,0x0e,0xa4 ,0x40,0xbc,0xf0
0xd9,0xb6 ,0xf7 ,0xef ,0xfa ,0xf0 ,0x3d,0xal,
0x0c,0xd2,0x8f,0xfl ,0xb6,0x30,0x71,0x06
0x03,0x55,0x1d,0x1f,0x04 ,0x6a,0x30,0x68,
0x30,0x66 ,0xa0,0x64,0xa0,0x62,0x86,0x60,
0x6¢,0x64,0x61,0x70,0x3a,0x2f ,0x2f,0x31,
0x39,0x32,0x2e,0x31,0x36,0x38 ,0x2e,0x36,
0x38,0x2e,0x37,0x30,0x2f ,0x6f,0x3d,0x72,
0x6f,0x6f,0x74,0x2c,0x63,0x3d,0x72,0x75,
0x3f,0x63,0x65,0x72,0x74,0x69,0x66,0x69
0x63,0x61,0x74,0x65,0x52,0x65,0x76,0x6f,
0x63,0x61,0x74,0x69,0x6f,0x6e,0x4c,0x69,
0x73,0x74,0x3f,0x62,0x61,0x73,0x65,0x3f,
0x6f,0x62,0x6a,0x65,0x63,0x74,0x63,0x6¢,
0x61,0x73,0x73,0x3d,0x63,0x52 ,0x4c ,0x44 ,
0x69,0x73,0x74,0x72,0x69,0x62,0x75,0x74,
0x69 ,0x6f ,0x6e,0x50,0x6f,0x69,0x6e,0x74
b
static CK BYIE et3 || = {
0x83, 0x84, 0Oxbl, Oxed, 0x9a, 0xd7, 0x04, 0x34,
0x8c, 0xa9, 0x3f, Oxdl, Oxdb, 0x6b, 0x4b, Oxbl,
0x96, Ox4b, Oxce, 0x40, 0x9c, 0x95, 0x85, 0x47,
0xb0, 0x16, 0x2a, 0x12, 0x2c, Oxfa, O0xd5, 0xd2,
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0x9d, 0x9f, Oxdb, 0x43, 0x10, 0x6e, 0Ox6a, Oxef,
0x39, 0xf2, 0Oxa9, Oxle, Oxla, Ox6a, 0xd7, Oxd4,
Oxed, 0x94, 0xf6, 0x84, 0xc9, 0x41, 0x6e, 0x92,
0x83, Oxde, 0x14, Oxbf, Oxfa, Ox4c, 0x21, 0xbS8,
}5
static CK BYTE data6 || = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, O0x6A, 0x68, 0x69, 0x6A, 0x6B,
0x69, O0x6A, 0x6B, 0x6C, 0x6A, 0x6B, 0x6C, 0x6D,
0x6B, 0x6C, 0x6D, 0x6E, 0x6C, 0x6D, 0x6E, 0x6F,
0x6D, Ox6E, O0x6F, 0x70, Ox6E, Ox6F, 0x70, 0x71,
0x0A
b
static CK BYIE et6 || = {
0x89, 0x8c, Oxd4, 0xf2, 0x23, 0x32, O0xf6, O0x2f,
0x2b, Oxae, 0x32, Oxaf, 0x46, Oxcl, Oxld, Oxde,
0x64, 0x13, Oxff, 0x89, Oxaa, Oxd4, Oxeb, 0x53,
Oxb4, Oxa2, 0xd8, 0x85, Ox4b, 0x0Oe, 0xf0O, Oxel,
0xd2, Oxbe, 0x75, 0x01, Oxec, 0x40, 0Ox2e, 0x98,
0x2a, 0xb2, 0x95, 0xb8, Oxec, 0x25, 0x72, 0Oxe8,
Oxa8, 0x0d, Oxla, Oxe3, Oxbf, Oxff, 0x17, 0x85,
Oxad, Oxcc, 0x42, 0x8f, 0x4f, Oxbb, 0x76, 0x0b,
s
// Ilpumepsr uz T'OCT P 34.11-2012:
unsigned char M1[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35,
0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32, 0x33,
0x34, 0x35, 0x36, 0x37, 0x38, 0x39, 0x30, 0x31,
0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38, 0x39,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35,
0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32,
I
unsigned char etl 64[] = {
Ox1lb, 0xb4, O0xd0, Oxla, Ox4a, Oxf5, O0xb9, 0xd5,
Oxcc, 0x3d, 0x86, 0Oxd6, 0x8d, 0x28, 0x54, 0x62,
Oxbl, 0x9a, Oxbc, 0x24, 0x75, 0x22, 0x2f, 0x35,
OxcO, 0x85, 0x12, 0x2b, Oxe4, Oxba, Ox1f, Oxfa,
0x00, Oxad, 0x30, 0xf8, 0x76, O0x7b, 0Ox3a, 0x82,
0x38, Ox4c, 0x65, 0x74, 0xfO, 0x24, Oxc3, Ox11,
Oxe2, Oxad, 0x81, 0x33, 0x2b, 0x08, Oxef, O0x7f,
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0x78, 0x91,
M2[] = {

0x20, Oxe2,
Oxdl, 0xf2,
0x20, Oxe2,
Oxe2, Oxeb,
Oxec, Oxee,
Oxe5, Oxeb,
0x20, 0xf5,
0x20, Oxef,

Oxed, Oxee,

et2 64[] = {
Oxe6, 0x22,
0xfl, 0xf2,
0x47, 0Oxda,
Oxee, Oxed,
0xe8, 0x35,
Oxcd, 0x7c,
0xb9, 0Oxdd,
0x03, Oxda,

Oxcl,

Oxeb ,
0xf0 ,
Oxed ,
Oxfe ,
0xf0 ,
0Oxe0 ,
0xf0 ,
Oxeb ,
0xf0 ,

0x26 ,
0xd5 ,
0x3b,
0x6d ,
0x49 ,
0x49,
Oxdc,
Oxba,

0x64, 0x6f, 0x48,

0xf2, 0xf0, OxeS8,
Oxe8, Oxel, Oxee,
0xf3, 0xf6, OxeS8,
0xf2, Oxfa, 0x20,
Oxff, 0x20, Oxfl,
Oxec, 0Oxe8, 0x20,
0xe0, Oxel, 0xf0,
Oxfa , Oxea, O0xfb,
Oxeb, Oxe2, 0xfb,

Oxbf, Oxca, 0x6f,
0x15, 0x69, 0xe0,
0x0f, Oxe6, Oxla,
0x96, 0x13, 0x76,
Oxad, Oxa2, 0xb8,
0x6c, Oxeb, 0xb3,
0x2b, 0x64, 0x60,
0xc9, 0xfb, 0x28,

// Digest of NULL message, 512 bits, little —endian.

0x41, 0x79,

¥

unsigned char
Oxdl, Oxeb,
0x2c, 0x20,
Oxe6, Oxe8,
0x2c, 0x20,
0xfl, 0x20,
0xf2, 0xf0,
Oxed, 0xe0,
0xfb, O0xff,
0x20, 0Oxc8,

¥

unsigned char
Oxle, 0x88,
0x99, 0x94,
Oxda, O0xf8,
0x53, 0x00,
0x03, 0xb5f,
0x62, 0xO0f,
0x3f, 0x0c,
0x14, 0x3b,

Ik

unsigned char
0x8e, 0x94,
0x04, 0xb55,
0x79, 0xe9,
0x15, 0xf5,
0x36, 0Ox2f,
0x3c, Oxda,
Oxba, 0Ox3a,
0x8e, 0x9f,

}s

et0_64[] = {
0xbd, 0xa2,
0x92, 0x85,
0x87, 0x3a,
0x6c, Oxeb,
0x71, 0xb5,
0x5f, 0x2a,
0x71, 0xbc,
0x90, 0xbf,

0x09 ,
0x29,
0xb7,
0x98 ,
0x28,
Oxac ,
0x1b,
Ox4c,

Oxaa, 0x86, 0x9f,
Oxbc, Oxae, 0x46,
0x07, Oxbb, 0x53,
Oxbe, 0xf0, OxaT7,
0x35, Ox6e, Oxe8,
Ox4c, 0Ox6a, 0xd2,
Oxcd, 0x81, Oxch,
Oxlc, Oxla, Ox8a

fprintf(stderr, "GOST R 34.11-2012 NULL example...\n");
memset (value ,0,sizeof (value));
rc = funcs—C_ DigestInit(hSession, mechanism) ;
if (rc != CKR OK) {
fprintf(stderr

"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE__ | rc);
return rc;
}
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len = sizeof(value);
rc = funcs—C DigestUpdate (hSession ,
NULL, 0);

if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

rc = funcs—C _ DigestFinal(hSession ,
value , &len);
if (rc != CKR OK) {
fprintf (stderr ,
"%4d: C_Digest failed, rc = Ox%x\n", ILINE | rc);
return rc;

}

if (len != sizeof(et0 64)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE |, len);
return —1;
}
print _hex(value, len);
if (memcmp(value, et0 64, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

fprintf(stderr, "0K\n");

fprintf(stderr, "GOST R 34.11-2012 M1 example...\n");
memset (value ,0,sizeof (value));
rc = funcs—C_DigestInit (hSession, mechanism);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;

}

len = sizeof(value);

rc = funcs—C _Digest (hSession ,
M1, sizeof(Ml), value, &len);

if (rc != CKR OK) {
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fprintf (stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(etl 64)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;
}
print _hex(value, len);
if (memcmp(value, etl 64, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

fprintf(stderr, "0K\n");

fprintf(stderr, "GOST R 34.11-2012 M2 example...\n");
memset (value ,0,sizeof (value));
rc = funcs—>C _ DigestInit (hSession, mechanism);
if (rc !'= CKR OK) {
fprintf(stderr ,
"%4d: C_DigestInit failed, rc = OxZ%x\n",
__LINE_ | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C _Digest (hSession ,
M2, sizeof(M2), value, &len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(et2 64)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;
}
print _hex(value, len);
if (memcmp(value, et2 64, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
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return —2;
}

fprintf(stderr, "0K\n");
memset (value ,0,sizeof(value));

rc = funcs—C_DigestInit (hSession, mechanism);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = OxZ%x\n",
__LINE_ | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C Digest(hSession ,
datal, strlen (datal), value, &len);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", TLINE | rc);
return rc;

}

if (len != sizeof(etl)) {
fprintf (stderr

"%4d: Invalid result length: %d\n", LINE | len);
return —1;
}
print hex(value, len);
if (mememp(value, etl, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0K\n");
fprintf(stderr, "One step digest...\n");
memset (value ,0,sizeof(value));

rc = funcs—C_DigestInit (hSession, mechanism);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = OxZ%x\n",
LINE | rc);
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return rc;

}

len = sizeof(value);
rc = funcs—C Digest(hSession ,
data6, sizeof(data6), value, &len);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(et6)) {
fprintf (stderr ,
"%4d: Invalid result length: %d\n", LINE | len);
return —1;
¥
print hex(value, len);
if (mememp(value, et6, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

fprintf(stderr, "0K\n");
memset (value ,0,sizeof(value));

fprintf(stderr, "Yet another one step digest...\n");
rc = funcs—C_DigestInit (hSession, mechanism);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE | rc);

return rc;

}

len = sizeof(value);
rc = funcs—C_Digest(hSession
data2 , sizeof(data2), value, &len);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}
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if (len != sizeof(et2)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;

}

print _hex(value, len);

if (memcmp(value, et2, len) != 0) {
fprintf(stderr
"%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0K\n");
memset (value ,0,sizeof(value));

fprintf(stderr, "Get operation state...\n");
rc = funcs—C_DigestInit (hSession, mechanism);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE | rc);

return rc;

}

rc = funcs—C DigestUpdate(hSession, data3, 39);
if (rc != CKR_OK) {
fprintf(stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n",
LINE | rc);
return rc;

}

// Save intermediate cryptograhic state.
state len = 0;
rc = funcs—C _GetOperationState (hSession ,
NULL, &state len);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_GetOperationState failed, rc = Ox%x\n",
__LINE | rc);
return rc;
}
state = malloc(state len);
rc = funcs—C _GetOperationState (hSession ,
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state , &state len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_GetOperationState failed, rc = Ox%x\n",
__LINE | rc);
return rc;
}
rc = funcs—C DigestUpdate(hSession ,
data3 + 39, sizeof(data3) — 39);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C DigestFinal (hSession, value, &len);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_DigestFinal failed, rc = Ox%x\n",
__LINE__ | rc);
return rc;

}

if (len != sizeof(et3)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;

}

print _hex(value, len);

if (memcmp(value, et3, len) != 0) {
fprintf(stderr ,
"%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0OK\n");

fprintf(stderr, "Set operation state...\n");

// Restore saved cryptographic state.

rc = funcs—C SetOperationState(hSession, state, state len,
CK_INVALID HANDLE, CK_INVALID HANDLE)

if (rc != CKR OK) {
fprintf(stderr
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"%4d: C_SetOperationState failed, rc = O0x%x\n",
__LINE_ | rc);
return rc;

}

rc = funcs—C_ DigestUpdate(hSession ,
data3 + 39, sizeof(data3) — 39);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C DigestFinal(hSession, value, &len);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_DigestFinal failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

if (len != sizeof(et3)) {
fprintf (stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;

}

print hex(value, len);

if (memcmp(value, et3, len) != 0) {
fprintf(stderr
"%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0OK\n");

free (state);
printf ("SUCCESS\n");

return rc;
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3.3.5 lenepayus HMAC
rOCT P34.11-94

B nmammOM mpumepe jemoHcTpupyercss reHepaiiusi u nposepka HMAC mexanuzMom
CKM_GOSTR3411_HMAC. 3ameTuM, 4TO JJIMHA 3HAYEHUs] UCXOIHOIO KJIIOUa, [IPU MeHepPaIluu
HMAC He ob6sizana ObITH paBHO 32-M OaiiTaMm.

leneparust HMAC - 9T0 KOHTEKCTHAsT OIepaIisl B CECCUU, ITIOITOMY €€ IPOMEXKYTOTHOE
COCTOSTHME MOXKET OBITH COXPAHEHO U BoccTaHoBjieHO hyukimsimu C_GetOperationState,
C_SetOperationState.

BameTnM, 9TO KJII0Y, HCIOIB3yeMbIil B KoHTeKcTe reHeparimn HMAC, paccmarpusaet-
csd, KaK KJII0Y ayTeHTU(UKAIMN, a He KaK KJ04 IMu(POBAHNS, U IIO9TOMY 3aJIaeTCs B
nocsieineM napamerpe yukiuu C_SetOperationState.

Pasmep cocrostaust kouTekcra renepannn HMAC 3aBucut ot peajmsaliuu U B Pa3HBIX
Bepcusax OUOIMOTEKHN MOXKET OKAa3aThCs PA3/IMIHBIM, IIO9TOMY HE CJeJyeT HaJesThCd Ha
durcupoBaHHbI pazMep Oydepa IIpu COXpaHEeHUH STOT'0 COCTOSIHUS C TIOMOIIBIO (DY HKITUH
C_GetOperationState.

Jlucruar 3.9: ckm _gostr3d411 _hmac.c

#include "test_common.h"

CK RV test crypto();
CK_RV test gost3411 hmac (CK_SESSION HANDLE sess) ;

int main(int argc, char xargv|[]|) {
CK RV rc¢ = CKR OK;

rc = test _main(arge, argv);

if (re != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

¥

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test _crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo ;
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rc = funcs—C_ OpenSession(Slotld
CKF RW_ SESSION | CKF SERIAL SESSION,
NULL PTR, NULL PTR, &hSession);

if (rc !'= CKR OK) {
fprintf(stderr

"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);

goto out;

}

fprintf(stderr, "C_OpenSession success\n");

rc = funcs—C GetMechanismInfo(SlotId , CKM GOSTR3411 HMAC, &

minfo) ;
if (re != CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_GOSTR3411_HMAC not supported
e oL
} else {
fprintf (stderr
"\n==================== CKM_GOSTR3411_HMAC test
==================\n");

rc = test gost3411 hmac(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_GOSTR3411_HMAC failed, rc = Ox%x\n", rc);
} else {
fprintf(stderr, "CKM_GOSTR3411_HMAC test passed.\n");
¥

}

if( (ret = funcs—C CloseSession(hSession)) != CKR OK ) {
fprintf (stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
}
out:

return rc;

}

CK_RV test gost3411 hmac (CK_SESSION HANDLE sess)
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{
int rc = 0;
CK_BYTE value [256];
CK _ULONG len ;
CK_MECHANISM mechanism desc =
{CKM_GOSTR3411 HMAC, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;

CK_OBJECT HANDLE keyh = CK_ INVALID HANDLE;

static CK_OBJECT CLASS oclass = CKO SECRET KEY;
static CK_KEY TYPE key type = CKK GENERIC SECRET;
static CK BBOOL Itrue = CK TRUE;

static CK_BYTE keyvall [|] = {
0x0b ,0x0b ,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x0b,0x0b,0x0b,0x0b
iE
static CK BYTE datal [| =
static CK BYIE etl || = {
0x34,0x4f ,0x17,0xcd ,0xa0,0xfa ,0x9a ,0x56 ,
0xdb,0x24 ,0xed ,0x7c,0xf3 ,0xaa ,0xcd,0Oxel ,
0xd1,0x26,0xb9,0xe2,0x4e,0xf3,0x92,0xf2 ,
0x31,0x77,0x0e,0x3e,0xa8,0x6d,0xde,0x1d,

"Hi There";

i

static CK BYTE keyval2 || = { ?J’,’e’ ,’f’ ’e’ };

static CK BYTE data2|] = "what do ya want for nothing?";
static CK BYIE et2 || = {

0x00,0x61,0x75,0x04,0x8e,0x45,0x72,0xac,
0x61,0x85,0xfa ,0xf5 ,0xff ,0xae,0x49,0x62,
0x97,0xf9 ,0x99,0x3f,0xfl ,0xab,0xb7,0x05,
Oxce ,0x43 ,0xda,0x09,0x51,0x56,0x8d,0x9a,

}s

static CK_BYTE keyval3[] = {
Oxaa ,0xaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
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Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
IE
static CK BYIE data3 || =
"Test Using Larger Than Block-Size Key - Hash Key First";
static CK BYTE et3[] = {
0x91,0x77,0xa0,0x5f,0xee,0xca,0xfa ,0x5c,
0Oxbb,0x14 ,0x8b,0x17,0x61,0x63,0x70,0xb5,
0xd5,0x9b,0x23,0x4c,0x56 ,0x7e,0x26,0x0d,
Oxda,0xe2,0x67,0x2a,0x5f,0xd3,0x45,0xfa ,

};
// CryptoPro 3411 HASH1 default Param Set
static CK BYIE oid [| = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01,
};
static CK_ATTRIBUTE key template|[] = {

{ CKA_VALUE, NULL PTR, 0 },

{ CKA_ CLASS, &oclass, sizeof(oclass) },

{ CKA_KEY TYPE, &key type, sizeof(key type)
{ CKA_SIGN, &ltrue, sizeof(ltrue) },

{ CKA_VERIFY, &ltrue, sizeof(ltrue) }

—

i

static CK BYTE data4 || = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, O0x6A, 0x68, 0x69, O0x6A, 0x6B,
0x69, 0x6A, 0x6B, 0x6C, 0x6A, 0x6B, 0x6C, 0x6D,
0x6B, 0x6C, 0x6D, O0x6E, 0x6C, 0x6D, 0x6E, 0x6F,
0x6D, O0x6E, O0x6F, 0x70, Ox6E, 0x6F, 0x70, 0x71,
0x0A

b

static CK_BYTE keyval 32[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66

h&

// For big—endian byte order

static CK BYTE et 32[] = {
0x52, 0x67, Oxfb, Oxab, Oxbf, 0x8c, 0x73, Oxaf,
0x26, 0x2c, Oxc2, Oxa0, 0x45, 0x61, 0x86, 0x2e,
0x28, Oxce, 0xd8, 0xe9, 0x6f, O0x0a, 0x85, 0xf8,
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0xf8, 0x8b, 0x59, 0x40, O0xb8, 0xf5, Ox4a, 0x56

¥

// For little —endian byte order

static CK BYTE et 32 le|] = {
Ox6e, 0x18, Oxbf, 0x2e, 0x66, O0xOc, 0x89, 0xb4,
0x85, 0xd7, 0x77, 0x25, 0x90, Ox4b, 0x9c, 0x7a,
Oxbb, 0x85, 0x0e, 0x87, 0x90, 0x09, Oxb5, Oxfa,
Oxee, 0x9a, 0x41, 0x92, Oxac, 0x81, 0xc8, 0x67

¥

static CK BYTE keyval 31[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65

Ik

// For big—endian byte order

static CK BYTE et 31| = {
0x98, 0x24, 0O0x2e, 0xd7, 0x01, 0x14, Oxc6, 0x94,
Oxbf, Oxfd, 0x10, 0x7b, O0x2f, Ox7e, Oxc3, 0xc7,
0x87, 0x14, 0x61, Oxaf, Ox7f, 0x39, O0xfd4, 0x05,
Oxe7, 0x2b, O0xfb, 0x63, 0x36, 0x15, Oxfl, Oxce

¥

// For little —endian byte order

static CK BYTE et 31 le[] = {
0xd7, Oxee, 0x31, 0x90, Oxa7, 0x8e, 0xd2, 0xd3,
0x25, 0xf7, Ox3c, O0xfb, Oxfc, Oxed4, 0x73, 0x54,
O0x11, 0x34, 0x2f, Oxbc, Ox17, 0x98, 0Oxc9, Oxea,
0x25, 0xb2, 0x8e, 0x90, O0xd3, Ox2c, 0x64, 0x16

iE

static CK BYTE keyval 33[] = {
0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38,
0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36,
0x37, 0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34,
0x35, 0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32,
0x0A

IF

static CK BYTE keyval 33 hash|] = {
0x10, Oxff, Oxed, 0x16, 0x36, Ox4d, Oxab, Ox3a,
0x07, 0xc9, Oxba, 0x00, OxOc, Oxb5, 0x55, 0x31,
Oxab, 0x53, Oxda, Oxf7, Oxlc, Ox1f, Oxfe, 0x31,
Oxad, 0x48, 0x81, Oxaf, Oxal, 0x31, Oxae, Oxbe

i

// For big—endian byte order

static CK BYTE et 33[] = {
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0x18, 0x8f, O0x6c¢, Oxc3, 0x3f, 0x19, Oxbe, O0xlb,
0x00, Oxa0, 0x67, 0x80, 0x90, Oxdb, 0Oxb2, 0x2b,
Oxb5a, Oxaa, 0xb3, Oxec, Oxde, 0x97, 0x5f, Ox6a,
Oxad, Oxeb, 0x2b, 0xf3, 0x39, 0x57, 0x72, Oxeb

¥

// For little —endian byte order

static CK BYTE et 33 le[| = {
Oxe5, 0x60, Ox6b, 0x35, 0x61, 0x72, 0x53, 0x9e,
0x69, 0x61, 0x67, Ox3a, 0x85, Oxaa, Oxad, 0xb7,
Oxe2, 0x99, 0x79, 0x06, 0x6d, 0x22, 0x13, 0x47,
Oxa4, Oxe0, Oxa6, Oxbe, Oxec, 0x0f, 0xd7, 0xb9

I

CK _BYTE xstate = NULL;
CK ULONG state len = 0;

key template|[0].pValue = keyval 32;

key template|[0].ulValueLen = sizeof(keyval 32);

rc = funcs—C CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK_ ATTRIBUIE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);

goto end;
}
mechanism—>pParameter = oid;
mechanism—>ulParameterLen = sizeof(oid);
rc = funcs—C _Signlnit (sess , mechanism, keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));

len = sizeof(value);

rc = funcs—C_Sign(sess, datad, sizeof(datad),
value , &len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 32 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
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rc = —2;
goto end;
}
if (memcmp(value, et 32 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —3;
goto end;

}

printf("Sign 32_le 0K\n");

rc = funcs—C _VerifylInit (sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_Verify(sess, datad, sizeof(datad),
value , len);

if (re != CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;

}

printf("Verify 32_le 0K\n");

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

key template [0].pValue = keyval 31;

key template [0].ulValueLen = sizeof(keyval 31);

rc = funcs—C_CreateObject (sess
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

// Ucnonbsyercs ymamdunBaeMblii HabOp mapaMeTpoB
mechanism—>pParameter = NULL;
mechanism—>ulParameterLen = 0;

rc = funcs—C _Signlnit(sess , mechanism, keyh);
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if (rc !'= CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));

len = sizeof(value);

rc = funcs—C_Sign(sess, datad, sizeof(datad),
value , &len);

if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 31 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —4;
goto end;

¥

if (memcmp(value, et 31 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —95;
goto end;

}

printf("Sign 31_le 0K\n");

rc = funcs—C _Verifylnit (sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_Verify(sess, datad, sizeof(datad),
value , len);

if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;

}

printf("Verify 31_le OK\n");

rc = funcs—C_ DestroyObject (sess, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;
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key template [0].pValue = keyval 33 hash;

key template|[0].ulValueLen = sizeof(keyval 33 hash);

rc = funcs—C_CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

mechanism—>pParameter = 0;
mechanism—>ulParameterLen = 0;
rc = funcs—C _Signlnit(sess, mechanism, keyh);
if (rec != CKR _OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));

len = sizeof(value);

rc = funcs—C _SignUpdate(sess , datad, 7);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _GetOperationState (sess , NULL, &state len);
if (rc != CKR OK) {
fprintf (stderr
"C_GetOperationState failed: Ox%x\n", rc);
goto end;
}
state = (CK BYTE x)malloc(state len);
rc = funcs—C _GetOperationState(sess, state, &state len);
if (rc !'= CKR OK) {
fprintf(stderr
"C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SetOperationState(sess, state, state len,
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CK INVALID HANDLE, keyh);
if (rc != CKR OK) {
fprintf (stderr
"C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SignUpdate(sess, data4d+7, sizeof(datad)—7);
if (rc != CKR OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C SignFinal(sess, value, &len);

if (rc != CKR_OK) {
fprintf(stderr, "C_SignFinal failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 33 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —6;
goto end;

¥

if (memcmp(value, et 33 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —T;
goto end;

}

printf("Sign 33_le multipart OK\n");

mechanism—>pParameter = 0;
mechanism—>ulParameterLen = 0;
rc = funcs—C _Signlnit(sess, mechanism, keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SetOperationState(sess, state, state len,
CK _INVALID HANDLE, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;
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}

rc = funcs—C _SignUpdate(sess, data4+7, sizeof(datad)—7);
if (rc != CKR_OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SignFinal(sess, value, &len);

if (rc != CKR OK) {
fprintf(stderr, "C_SignFinal failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 33 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —6;
goto end;

¥

if (memcmp(value, et 33 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —7;
goto end;

}

printf("Restored Sign 33_le multipart OK\n");

rc = funcs—C _Verifylnit (sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—>C _Verify(sess, datad, sizeof(datad), value, len);
if (rc !'= CKR OK) {

fprintf(stderr, "C_Verify failed: Ox%x\n", rc);

goto end;

}

printf("Verify 33_le 0K\n");

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
goto end;

}
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key template[0].pValue = keyval 33;

key template|[0].ulValueLen = sizeof(keyval 33);

rc = funcs—C_CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));
len = sizeof(value);
rc = funcs—C_Sign(sess, datad, sizeof(datad), value, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 33 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —8;
goto end;

¥

if (memcmp(value, et 33 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —9;
goto end;

}

rc = funcs—C _Verifylnit (sess, mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Verify(sess, datad, sizeof(datad), value, len);
if (rc != CKR OK) {
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fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

key template[0].pValue = keyvall;

key template|[0].ulValueLen = sizeof(keyvall);

rc = funcs—C_CreateObject (sess
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

mechanism—>pParameter = 0;
mechanism—>ulParameterLen = 0;

rc = funcs—C _Signlnit(sess , mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));
len = sizeof(value);
rc = funcs—C_ Sign(sess, datal, strlen(datal), value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(etl)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —10;
goto end;

}

if (memcmp(value, etl, len) != 0) {
fprintf(stderr, "Invalid value\n");
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rc = —11;
goto end;

}

rc = funcs—C _Verifylnit (sess, mechanism, keyh);

if (rc != CKR _OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—>C_Verify(sess, datal, strlen(datal), value, len);
if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;
¥
printf ("SUCCESS\n");
rc = CKR_OK;
end:
if (keyh != CK INVALID HANDLE) {
funcs—C DestroyObject (sess , keyh);

}

return rc;

}

FOCT P34.11-2012, 256 6ut

B mammOM mpumepe JgemMoHCTpUpyercsi reHepaidsi u nposepka HMAC mexaHu3MOM
CKM\_GOSTR3411\_12\_256_HMAC.

JIuctuar 3.10: ckm _gostr3411 12 256 _hmac.c

#include "test_common.h"

CK RV test crypto();
CK_RV test gost3411 12 256 hmac (CK_SESSION HANDLE sess);

int main(int argc, char xargv|[]) {
CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (re != CKR OK) {
fprintf(stderr , "test_main failed: Ox%x\n", rc);
return rc;

}
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rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK_RV test _crypto ()
{
CK RV rc, ret;
CK_ SESSION HANDLE hSession;
CK_MECHANISM INFO minfo;

rc = funcs—C_ OpenSession(Slotld
CKF RW_SESSION | CKF SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");

rc = funcs—C GetMechanismInfo (SlotId ,
CKM_GOSTR3411 12 256 HMAC, &minfo);
if (re != CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_GOSTR3411_12_256_HMAC "
"not supported ===========\n");
} else {
fprintf (stderr
"\n==================== CKM_GOSTR3411_12_256_HMAC "
"test ==================\n");

rc = test gost3411 12 256 hmac(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_GOSTR3411_12_256_HMAC failed, rc = Ox/%x\n",
rc);
} else {
fprintf(stderr
"CKM_GOSTR3411_12_256_HMAC test passed.\n");
}

}
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if( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf (stderr
"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
¥

out :

}

return rc;

CK_RV test gost3411 12 256 hmac(CK_SESSION HANDLE sess )

{

int rc = 0;

CK_BYTE value [256];

CK_ULONG len ;
CK_MECHANISM mechanism desc =
{CKM_GOSTR3411 12 256 HMAC, NULL, 0};
CK_MECHANISM_PTR mechanism = &mechanism desc;

CK_OBJECT HANDLE keyh = CK_ INVALID HANDLE;

static CK_OBJECT CLASS oclass = CKO SECRET KEY;
static CK_KEY TYPE key type = CKK GENERIC SECRET;
static CK BBOOL Itrue = CK TRUE;

static CK_BYTE keyvall [|] = {
0x0b ,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x0b ,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b ,
0x0b,0x0b,0x0b,0x0b,

b

static CK BYTE datal [| = "Hi There";

static CK BYIE etl || = {
0x79, 0x8b, 0xd0, 0x9e, O0xf7, Oxad, 0x67, 0x64,
Ox6a, 0x3b, 0x74, Oxfe, 0x48, 0xd7, 0x31, 0x73,
0x50, Oxa8, 0x6f, 0x07, O0x7d, 0x05, Oxef, 0x78,
Oxcb, 0xe9, Oxba, O0x3c, 0x9e, 0xf3, Oxad4, OxI1,

};

static CK BYTE keyval2 || = { ?J’,’e’ ,’f’ ’e’ };

static CK BYTE data2|[] = "what do ya want for nothing?";

static CK BYIE et2 || = {
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0x00,0x61,0x75,0x04,0x8e,0x45,0x72,0xac,
0x61,0x85,0xfa ,0xf5 ,0xff ,0xae,0x49,0x62,
0x97,0xf9,0x99,0x3f,0xfl ,0xab,0xb7,0x05,
Oxce ,0x43,0xda,0x09,0x51,0x56 ,0x8d,0x9a ,

}s

static CK BYTE keyval3 || = {
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,

¥

static CK BYTE data3 || =
"Test Using Larger Than Block-Size Key - Hash Key First';

static CK BYTE et3 || = {
0x91,0x77,0xa0,0x5f ,0xee ,0Oxca ,0xfa , 0xbc,
Oxbb,0x14,0x8b,0x17,0x61,0x63,0x70,0xb5,
0xd5,0x9b,0x23,0x4c,0x56 ,0x7e ,0x26 ,0x0d,
Oxda,0xe2,0x67,0x2a,0x5f,0xd3,0x45,0xfa ,

b

static CK_ATTRIBUTE key template[] = {
{ CKA VALUE, NULL PTR, 0 },
{ CKA_CLASS, &oclass, sizeof(oclass) },

{ CKA KEY TYPE, &key type, sizeof(key type) },
{ CKA_SIGN, &ltrue, sizeof(ltrue) },
{ CKA_VERIFY, &ltrue, sizeof(ltrue) }
b
static CK BYTE data4 || = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, Ox6A, 0x68, 0x69, 0x6A, 0x6B,
0x69, 0x6A, 0x6B, 0x6C, 0x6A, 0x6B, 0x6C, 0x6D,
0x6B, 0x6C, 0x6D, O0x6E, 0x6C, 0x6D, 0x6E, 0x6F,
0x6D, O0x6E, Ox6F, 0x70, Ox6E, 0x6F, 0x70, 0x71,
0x0A
b
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static CK BYTE keyval 32[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66

s

// For big—endian byte order

static CK BYTE et 32[] = {
0x52, 0x67, Oxfb, Oxab, Oxbf, 0x8c, 0x73, Oxaf,
0x26, 0x2c, Oxc2, Oxa0, 0x45, 0x61, 0x86, O0x2e,
0x28, Oxce, 0xd8, 0xe9, 0x6f, Ox0a, 0x85, 0xf8,
0xf8, 0x8b, 0x59, 0x40, O0xb8, O0xf5, Ox4a, 0x56

b

// For little —endian byte order

static CK BYTE et 32 le|] = {

Oxab, 0x42, 0x71, 0xd2, 0x71, 0xd0O, Oxbb, 0x78,
0x67, Oxbe, Oxe8, 0x10, 0x33, 0x7e, 0xbc, 0xd3,
Oxcf, Oxlc, 0x3c, 0x2b, 0x7d, 0x12, Oxdl, Oxdd,
0xfl, Oxec, 0x31, 0xf9, Oxfc, 0x00, 0x5b, Oxe2,

b

static CK BYTE keyval 31[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65

e

// For big—endian byte order

static CK BYTE et 31| = {
0x98, 0x24, 0x2e, 0xd7, 0x01, 0x14, Oxc6, 0x94,
Oxbf, Oxfd, 0x10, O0x7b, O0x2f, Ox7e, Oxc3, 0xc7,
0x87, 0x14, 0x61, Oxaf, Ox7f, 0x39, O0xfd4, 0x05,
0xe7, 0x2b, O0xfb, 0x63, 0x36, 0x15, Oxfl, Oxce

b

// For little —endian byte order

static CK BYTE et 31 le|] = {

0x04, 0x9a, Oxe0, Oxf4, Oxa2, Oxba, Oxac, 0x75,
0x82, 0xd5, Oxbd, 0x46, Ox45, 0x47, 0x17, 0x71,
Oxec, 0x77, Oxbc, 0x24, Oxa2, 0xb8, 0xbc, 0xbd,
Oxaa, 0xb3, O0x0c, Oxb6, 0x85, 0x50, Ox4c, 0x9c,

};
static CK BYTE keyval 33[] = {
0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38,
0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36,
0x37, 0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34,
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0x35, 0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32,
0x0A
I
static CK BYTE keyval 33 hash|| = {
0x72, 0Oxc3, 0x40, Oxch, 0x8f, Oxbb, 0x9d, 0x91,
Oxdf, 0x95, Ox7c, Oxff, OxOa, 0x87, Oxaa, 0x45,
Oxde, 0xd3, 0xb9, 0x78, 0x12, Oxe8, 0x41, 0xc9,
Oxd4, 0x97, 0x7f, 0Oxd0, Oxe2, 0xd8, Oxea, 0Oxb4,

b

// For big—endian byte order

static CK BYTE et 33 [] = {
0x18, 0x8f, O0x6c¢, Oxc3, 0x3f, 0x19, Oxbe, O0xlb,
0x00, Oxa0, 0x67, 0x80, 0x90, Oxdb, 0xb2, 0x2b,
Oxb5a, Oxaa, 0xb3, Oxec, Oxde, 0x97, 0x5f, Ox6a,
Oxad, Oxeb, 0x2b, 0xf3, 0x39, 0x57, 0x72, Oxeb

¥

// For little —endian byte order

static CK BYTE et 33 le|[|] = {

Oxbb, 0x9c, 0x11, Ox4a, 0x86, Oxbe, 0x3f, Oxlb,
Oxec, 0x2a, 0xd9, 0x68, 0x3a, 0x11, 0x14, Oxaf,
0x8f, 0x6d, Oxed, Oxla, 0x71, Oxde, Oxab, 0x41,
0x01, 0x71, 0x3c, 0x9d, Oxc7, 0x89, 0x32, 0xlb,

s

CK _BYTE xstate = NULL;

CK ULONG state len = 0;

key template|[0].pValue = keyval 32;

key template|[0].ulValueLen = sizeof(keyval 32);

rc = funcs—C CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK_ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof (value));
len = sizeof(value);
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rc = funcs—C_Sign(sess, datad, sizeof(datad),
value , &len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 32 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —2;
goto end;

}

print _hex(value, len);

if (memcmp(value, et 32 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —3;
goto end;

}

printf("Sign 32_le 0K\n");

rc = funcs—C _Verifylnit (sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Verify(sess, datad, sizeof(datad),
value, len);

if (rec != CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;

}

printf("Verify 32_le O0K\n");

rc = funcs—>C_DestroyObject (sess , keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

key template|[0].pValue = keyval 31;
key template [0].ulValueLen = sizeof(keyval 31);
rc = funcs—C_CreateObject (sess
key template, sizeof(key template)/sizeof (CK ATTRIBUTE) ,
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&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (re != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));

len = sizeof(value);

rc = funcs—C_Sign(sess, datad, sizeof(datad),
value , &len);

if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 31 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —4;
goto end;

}

print hex(value, len);

if (mememp(value, et 31 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
Ic = —9o;
goto end;

}

printf("Sign 31_le O0K\n");

rc = funcs—C _Verifylnit (sess, mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_Verify(sess, datad, sizeof(datad),
value, len);

if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
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goto end;

}

printf("Verify 31_le 0K\n");

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

key template[0].pValue = keyval 33;

key template|[0].ulValueLen = sizeof(keyval 33);

rc = funcs—C_CreateObject (sess
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));
len = sizeof(value);
rc = funcs—C_Sign(sess, datad, sizeof(datad), value, &len);
if (re != CKR OK) {
fprintf(stderr, "C_Sign failed: O0x%x\n", rc);
goto end;

}

if (len != sizeof(et 33 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —8;
goto end;

}

print _hex(value, len);

if (mememp(value, et 33 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —9;
goto end;
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}

rc = funcs—C _Verifylnit (sess, mechanism, keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—>C _Verify(sess, datad, sizeof(datad), value, len);
if (rc != CKR OK) {

fprintf(stderr, "C_Verify failed: Ox%x\n", rc);

goto end;

}

rc = funcs—C_DestroyObject (sess, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf("keyval_33_hash multipart test\n");

key template [0].pValue = keyval 33 hash;

key template|[0].ulValueLen = sizeof(keyval 33 hash);

rc = funcs—C_CreateObject (sess
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

mechanism—>pParameter = 0;
mechanism—>ulParameterLen = 0;
rc = funcs—C _Signlnit(sess, mechanism, keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));
len = sizeof(value);
rc = funcs—C _SignUpdate(sess , datad, 7);
if (rc != CKR OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
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goto end;

}

rc = funcs—C _GetOperationState (sess , NULL, &state len);
if (rc !'= CKR OK) {
fprintf(stderr
"C_GetOperationState failed: Ox%x\n", rc);
goto end;
}
state = (CK_BYTE x)malloc(state len);
rc = funcs—C _GetOperationState(sess , state, &state len);
if (rc != CKR OK) {
fprintf(stderr
"C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—>C _SetOperationState (sess, state, state len,
CK_INVALID HANDLE, keyh);
if (rc != CKR OK) {
fprintf (stderr
"C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SignUpdate(sess, datad4+7, sizeof(datad)—7);
if (rc !'= CKR OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_SignFinal(sess, value, &len);

if (rc != CKR OK) {
fprintf(stderr, "C_SignFinal failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 33 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —6;
goto end;

¥

print _hex(value, len);

if (memcmp(value, et 33 le, len) != 0) {
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fprintf(stderr, "Invalid value\n");
rc = —7;
goto end;

}

printf("Sign 33_le multipart O0K\n");

mechanism—>pParameter = 0;
mechanism—>ulParameterLen = 0;
rc = funcs—>C _Signlnit(sess, mechanism, keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C SetOperationState(sess, state, state len,
CK_INVALID HANDLE, keyh);

if (rec != CKR _OK) {
fprintf(stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SignUpdate(sess , datad+7, sizeof(datad)—7);
if (rc !'= CKR OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SignFinal(sess, value, &len);

if (rec != CKR OK) {
fprintf(stderr, "C_SignFinal failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 33 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —0;
goto end;

}

print _hex(value, len);

if (memcmp(value, et 33 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —T;
goto end;

}
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printf("Restored Sign 33_le multipart OK\n");

rc = funcs—C _Verifylnit (sess, mechanism, keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—>C _Verify(sess, datad, sizeof(datad), value, len);
if (rc != CKR OK) {

fprintf(stderr, "C_Verify failed: Ox%x\n", rc);

goto end;

}

printf("Verify 33_le 0K\n");

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf("keyval_33 singlepart test\n");

key template|[0].pValue = keyval 33;

key template[0].ulValueLen = sizeof(keyval 33);

rc = funcs—C CreateObject (sess ,
key template, sizeof(key template)/sizeof (CK ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—>C _Signlnit(sess , mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));
len = sizeof(value);
rc = funcs—C_Sign(sess, datad, sizeof(datad), value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;
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}

if (len != sizeof(et 33 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —§;
goto end;

}

print _hex(value, len);

if (memcmp(value, et 33 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —9;
goto end;

}

printf("keyval_33 singlepart sign O0K\n");

rc = funcs—C _Verifylnit(sess, mechanism, keyh);

if (rec != CKR _OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—>C_Verify(sess, datad, sizeof(datad), value, len);
if (rc !'= CKR OK) {

fprintf(stderr, "C_Verify failed: Ox%x\n", rc);

goto end;

}

printf("keyval_33 singlepart verify OK\n");

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
goto end;

}

printf("keyvall singlepart sign test\n");

key template[0].pValue = keyvall;

key template|[0].ulValueLen = sizeof(keyvall);

rc = funcs—C CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK_ ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}
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rc = funcs—>C _Signlnit(sess , mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof (value));
len = sizeof(value);
rc = funcs—C _ Sign(sess, datal, strlen(datal), value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(etl)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —10;
goto end;

}

print hex(value, len);

if (memcmp(value, etl, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —11;
goto end;

}

printf("keyvall singlepart sign 0K\n");

rc = funcs—C_Verifylnit (sess, mechanism, keyh);

if (re != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—>C_Verify(sess, datal, strlen(datal), value, len);
if (rc !'= CKR OK) {

fprintf(stderr, "C_Verify failed: Ox%x\n", rc);

goto end;

}

printf("keyvall singlepart verify O0K\n");
printf ("SUCCESS\n");
rc = CKR OK;

end :
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if (keyh != CK INVALID HANDLE) {
funcs—C DestroyObject (sess , keyh);

}

return rc;

}

roCT P34.11-2012, 512 6ur

B mannoM npumepe jgeMmoncrpupyercs reneparust u nposepka HMAC mexanumsmom
CKM\_GOSTR3411\_12\_512_HMAC.

JIucrunr 3.11: ckm_gostr3411 12 512 hmac.c

#include "test_common.h"

CK RV test crypto();
CK_RV test gost3411 12 512 hmac (CK_SESSION HANDLE sess);

int main(int argc, char xargv|[]) {

CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (rc !'= CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rec != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK_ RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C_OpenSession(Slotld
CKF_RW_SESSION | CKF_SERIAL_ SESSION,
NULL PTR, NULL PTR, &hSession);

if (rc != CKR OK) {
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fprintf (stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");

rc = funcs—C _GetMechanismInfo(SlotId ,
CKM_GOSTR3411 12 512 HMAC, &minfo);
if (rc != CKR OK) {
fprintf (stderr

"\n======== Mechanism CKM_GOSTR3411_12_512_HMAC "
"not supported ===========\n");
} else {
fprintf (stderr ,
"\n==================== CKM_GOSTR3411_12_512_HMAC "
"test ==================\n");

rc = test gost3411 12 512 hmac(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_GOSTR3411_12_512_HMAC failed, rc = Ox%x\n",
re);
} else {
fprintf (stderr
"CKM_GOSTR3411_12_512_HMAC test passed.\n");
}

}

if( (ret = funcs—C CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with O0x%x\n", ret);
rc = ret;
¥
else {
fprintf(stderr, "C_CloseSession success\n");
¥
out:

return rc;

}

CK_ RV test gost3411 12 512 hmac(CK _SESSION HANDLE sess )
{

int rc = 0;
CK_BYTE value [512];
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CK ULONG len ;
CK_MECHANISM mechanism desc =
{CKM_GOSTR3411 12 512 HMAC, NULL, 0};
CK_MECHANISM_PTR mechanism = &mechanism desc;

CK_OBJECT HANDLE keyh = CK_ INVALID HANDLE;

static CK_OBJECT CLASS oclass = CKO_SECRET KEY;
static CK_KEY TYPE key type = CKK GENERIC SECRET;
static CK_BBOOL ltrue = CK TRUE;

static CK BYTE keyvall [|] = {
0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x0b,0x0b ,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x0b,0x0b,0x0b,0x0b

b

static CK BYTE datal [|] = "Hi There";

static CK BYIE etl || = {
0x86, 0xb6, Oxal, Ox6b, Oxfa, 0x9f, 0x19, 0x74,
Oxaf, 0xf6, Oxcc, Oxd7, Oxfa, O0x3f, 0x83, 0x5f,
0x0b, 0xd8, 0x50, 0x39, 0x5bd, 0x60, 0x84, Oxef,
Oxc4, 0x7b, 0x9d, Oxda, 0x86, Oxla, 0x2c, Oxdf,
0x0d, Oxca, 0xf9, 0x59, O0x16, 0x07, 0x33, 0xd5,
0x26, 0x9f, 0x65, 0x67, 0x96, 0x6d, 0xd7, O0xa9,
0xf9, 0x32, Oxa7, 0x7c, 0xd6, O0xf0, 0x80, 0x01,
0x2c¢, 0xd4, 0x76, 0xfl, 0xc2, Oxcc, 0x31, Oxbb,

}s

static CK BYIE keyval2 || = { ?J’,’e’ ,7f’ ’e’ };
static CK_BYTE data2[] = "what do ya want for nothing?";
static CK BYTE et2[] = {

0x00,0x61,0x75,0x04,0x8e,0x45,0x72,0xac,
0x61,0x85,0xfa ,0xf5 ,0xff ,0xae,0x49,0x62,
0x97,0xf9 ,0x99,0x3f,0xfl ,0xab,0xb7,0x05,
Oxce ,0x43,0xda,0x09,0x51,0x56,0x8d,0x9a
0x00,0x61,0x75,0x04,0x8e,0x45,0x72,0xac,
0x61,0x85,0xfa ,0xf5 ,0xff ,0xae,0x49,0x62,
0x97,0xf9 ,0x99,0x3f,0xfl ,0xab,0xb7,0x05,
Oxce ,0x43,0xda,0x09,0x51,0x56,0x8d,0x9a,

}s

static CK BYTE keyval3|[] = {
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
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Oxaa ,0xaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
¥
static CK_BYTE data3 [] =
"Test Using Larger Than Block-Size Key - Hash Key First";
static CK BYTE et3 || = {
0x91,0x77,0xa0,0x5f ,0xee,0xca,0xfa ,0x5c,
0xbb,0x14,0x8b,0x17,0x61,0x63,0x70,0xb5,
0xd5,0x9b,0x23,0x4c,0x56,0x7e,0x26,0x0d,
Oxda ,0xe2,0x67,0x2a,0x5f,0xd3,0x45,0xfa ,
0x91,0x77,0xa0,0x5f,0xee,0xca,0xfa ,0x5c,
0xbb,0x14,0x8b,0x17,0x61,0x63,0x70,0xb5,
0xd5,0x9b,0x23 ,0x4c,0x56,0x7e,0x26,0x0d,
Oxda,0xe2,0x67,0x2a,0x5f,0xd3,0x45,0xfa ,
¥
static CK_ATTRIBUTE key template[] = {
{ CKA VALUE, NULL PTR, 0 },
{ CKA CLASS, &oclass, sizeof(oclass) },
{ CKA_KEY TYPE, &key type, sizeof(key type)
{ CKA_SIGN, &ltrue, sizeof(ltrue) },
{ CKA_VERIFY, &ltrue, sizeof(ltrue) }

—

¥

static CK_BYTE data4 [] = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, O0x6A, 0x68, 0x69, 0x6A, 0x6B,
0x69, 0x6A, 0x6B, 0x6C, 0x6A, 0x6B, 0x6C, 0x6D,
0x6B, 0x6C, 0x6D, 0Ox6E, 0x6C, 0x6D, 0x6E, 0x6F,
0x6D, Ox6E, O0x6F, 0x70, Ox6E, Ox6F, 0x70, 0x71,
0x0A

¥

static CK_BYTE keyval 32[| = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66

b
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// For big—endian byte order

static CK BYTE et 32| = {
0x52, 0x67, Oxfb, Oxab, Oxbf, O0x8c, 0x73, Oxaf,
0x26, 0x2c, Oxc2, Oxa0, 0x45, 0x61, 0x86, 0x2e,
0x28, Oxce, 0xd8, 0xe9, 0x6f, OxOa, 0x85, 0xf8,
0xf8, 0x8b, 0x59, 0x40, O0xb8, 0xf5, Oxda, 0x56,
0x52, 0x67, Oxfb, Oxab, Oxbf, 0x8c, 0x73, Oxaf,
0x26, 0x2c, Oxc2, Oxa0, 0x45, 0x61, 0x86, 0x2e,
0x28, Oxce, 0xd8, 0xe9, O0x6f, OxOa, 0x85, 0xf8,
0xf8, 0x8b, 0x59, 0x40, 0xb8, 0xf5, Ox4a, 0x56

};
// For little —endian byte order
static CK BYTE et 32 le[] = {

0x35, 0xe2, 0x38, 0x6f, Oxel, 0xbd, Oxcf, 0x24,
Oxac, 0x0d, Oxfd, 0x10, Oxfc, O0x8c, 0x12, 0xd4,
0x5b, 0x0b, 0x45, 0xd4, Oxac, 0x19, Oxed, 0x17,
Oxa4, 0xf3, 0x99, 0x08, Oxel, 0x76, 0xbd, 0xb4,
0x63, Oxab, 0x51, 0x6c, Oxaa, 0x65, 0xbe, Ox8a,
Oxae, Oxal, Oxe9, Oxc8, 0x32, 0x6b, 0x39, 0x8d,
0x3a, 0x90, 0x3f, Oxb6, 0x06, 0x7e, O0x4f, 0x30,
0xa9, 0x9c, O0xld, 0xb3, 0xb7, 0xf2, 0x6e, Oxbl,

b

static CK BYTE keyval 31[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65

h&

// For big—endian byte order

static CK BYTE et 31[] = {
0x98, 0x24, 0x2e, 0xd7, 0x01, 0x14, Oxc6, 0x94,
Oxbf, Oxfd, 0x10, 0x7b, 0x2f, 0x7e, 0Oxc3, OxcT7,
0x87, 0x14, 0x61, Oxaf, O0x7f, 0x39, Oxf4, 0x05,
Oxe7, 0x2b, Oxfb, 0x63, 0x36, 0x15, Oxfl, Oxce,
0x98, 0x24, 0x2e, 0Oxd7, 0x01, Ox14, Oxc6, 0x94,
Oxbf, Oxfd, 0x10, 0x7b, 0x2f, Ox7e, Oxc3, 0xc7,
0x87, 0x14, 0x61, Oxaf, O0x7f, 0x39, Oxf4d, 0x05,
Oxe7, 0x2b, Oxfb, 0x63, 0x36, 0x15, Oxfl, Oxce

h&

// For little —endian byte order

static CK BYTE et 31 le[] = {

0x78, Oxab, Oxbl, Oxed4, Oxe8, 0x75, 0x59, 0x8b,
Oxch, 0xf2, 0x2d, O0x4f, 0x92, 0x0b, 0xe3d, 0x76,
0xa9, Oxbc, 0x68, 0xcb, 0x59, Oxfa, Oxbd, 0Oxbl,
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0x62, 0x4d,
0x06, Oxfd,
0x85, 0x3e,
0x85, 0xd6,
0x59, 0x0d,
0x37, 0x38,
0x35, 0x36,
0x33, 0x34,
0x31, 0x32,
Oxab5, 0x3a,
0x55, 0x31,
Oxfe, 0x31,
Oxae, Oxbe
Oxbe, 0xlb,
0xb2, 0x2b,
0x5f, Oxb6a,
0x72, Oxeb,
Oxbe, 0xlb,
0xb2, 0x2b,
0x5f, Ox6a,
0x72, Oxeb
Oxae, 0Oxe2,
Ox1f, 0xdl,
Oxbc, 0x3d,
0x09, Oxal,
0x53, Oxla,
Oxcd, 0x43,
0x03, Oxb5a,
0xb7, Oxle,

0x67, Oxcd, 0x78, Ox4de, 0x75, 0x27,
0x59, 0x2d, 0x75, 0x2a, 0x99, Oxfd,
0x1d, OxcO, 0x66, Oxff, Ox3a, 0xc8,
0x86, 0x71, 0x8b, 0x26, 0xd8, 0x0d,
Oxda, Oxb3, 0x12, 0x2c, 0x47, Oxe4,
b
static CK BYTE keyval 33[] = {
0x31, 0x32, 0x33, 0x34, 0x35, 0x36,
0x39, 0x30, 0x31, 0x32, 0x33, 0x34,
0x37, 0x38, 0x39, 0x30, 0x31, 0x32,
0x35, 0x36, 0x37, 0x38, 0x39, 0x30,
0x0A
b
static CK BYTE keyval 33 hash|[| = {
0x10, Oxff, Oxed, O0x16, 0x36, 0x4d,
0x07, 0xc9, Oxba, 0x00, 0xOc, 0xb5,
Oxab, 0x53, Oxda, O0xf7, Oxlc, Ox1f,
Oxad, 0x48, 0x81, Oxaf, Oxal, 0x31,
}s
// For big—endian byte order
static CK BYTE et 33[] = {
0x18, 0x8f, 0x6c¢c, 0xc3, 0x3f, 0x19,
0x00, Oxa0, 0x67, 0x80, 0x90, Oxdb,
0x5a, Oxaa, 0xb3, Oxec, Oxde, 0x97,
Oxab, Oxeb, 0x2b, 0xf3, 0x39, 0x57,
0x18, 0x8f, Ox6c, Oxc3, 0x3f, 0x19,
0x00, Oxa0, 0x67, 0x80, 0x90, Oxdb,
0Oxb5a, Oxaa, 0xb3, Oxec, Oxde, 0x97,
Oxab, Oxeb, 0x2b, 0xf3, 0x39, 0x57,
}s
// For little —endian byte order
static CK BYTE et 33 le[] = {
0x25, 0x39, 0x76, 0x8a, Oxa6, Oxad,
Oxa6, O0xb7, 0xb8, 0xb7, 0x9c, 0x85,
Oxce, Oxla, Oxe7, Ox4b, 0x3c, Oxab,
0x6e, Oxeb, 0xbe, Oxef, 0x2b, 0x66,
0xb5f, 0x22, 0Oxb6, 0x85, 0x9f, O0xf7,
Oxdf, 0xd0, Ox6b, Oxbd, Oxba, Oxel,
0x5c, 0x8f, Oxdc, 0x81, 0x86, 0x0a,
0x52, 0x9c, 0x38, Oxda, 0x22, 0x16,

}s

CK BYTE xstate = NULL;

CK _ULONG state len

0;
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key template|[0].pValue = keyval 32;
key template[0].ulValueLen = sizeof(keyval 32);
rc = funcs—C CreateObject (sess ,
key template
sizeof (key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;
if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));

len = sizeof(value);

rc = funcs—C_Sign(sess, datad, sizeof(datad),
value , &len);

if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 32 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —2;
goto end;

}

print hex(value, len);

if (memcmp(value, et 32 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —3;
goto end;

}

printf("Sign 32_le 0K\n");

rc = funcs—C _Verifylnit (sess, mechanism, keyh);

if (re != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}
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rc = funcs—C_Verify(sess, datad, sizeof(datad),
value , len);

if (rec != CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;

}

printf("Verify 32_le OK\n");

rc = funcs—C DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

key template|[0].pValue = keyval 31;
key template|[0].ulValueLen = sizeof(keyval 31);
rc = funcs—C CreateObject (sess ,
key template
sizeof (key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;
if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));

len = sizeof(value);

rc = funcs—C_Sign(sess, datad, sizeof(datad),
value , &len);

if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 31 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —4;
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goto end;

}

print hex(value, len);

if (memcmp(value, et 31 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —9y;
goto end;

}

printf("Sign 31_le O0K\n");

rc = funcs—C _VerifylInit (sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_Verify(sess, datad, sizeof(datad),
value , len);

if (re != CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;

}

printf("Verify 31_le O0K\n");

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

key template [0].pValue = keyval 33;
key template [0].ulValueLen = sizeof(keyval 33);
rc = funcs—C_CreateObject (sess
key template,
sizeof (key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;
if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—>C _Signlnit(sess , mechanism, keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
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goto end;

}

memset (value ,0,sizeof(value));
len = sizeof(value);
rc = funcs—C_Sign(sess, data4, sizeof(datad), value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 33 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —8;
goto end;

}

print _hex(value, len);

if (memcmp(value, et 33 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —9;
goto end;

}

rc = funcs—C _Verifylnit (sess, mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_Verify(sess, datad, sizeof(datad), value, len);
if (rc != CKR OK) {

fprintf(stderr, "C_Verify failed: Ox%x\n", rc);

goto end;

}

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

key template|[0].pValue = keyvall;
key template [0].ulValueLen = sizeof(keyvall);
rc = funcs—C_CreateObject (sess
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key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));
len = sizeof(value);

rc = funcs—C_ Sign(sess, datal, strlen(datal), value, &len);

if (rec != CKR _OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(etl)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —10;
goto end;

}

print hex(value, len);

if (memcmp(value, etl, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —11;
goto end;

¥

rc = funcs—C _Verifylnit (sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C Verify(sess, datal, strlen(datal), value, len);

if (re != CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;

}
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printf ("SUCCESS\n");
rc = CKR_OK;
end:
if (keyh != CK_INVALID HANDLE) {
funcs—C DestroyObject (sess , keyh);
¥

return rc;

}

3.3.6 lNeHepauus knto4yesoi napobl, LI n ee nposepka
FOCT P34.11-94 v TOCT P34.10-2001

B nanmom mpumepe IeMOHCTPUPYETCS MPUMEHEHNE MEXAHU3MOB [IJIsi TEHEPAITUN KJTIO-
4eBoil mapsl, reneparuu u nposepku I — CKM_GOSTR3410_KEY_PAIR_GEN, CKM_GOSTR3410
u CKM_GOSTR3410_WITH_GOSTR3411. [lepBniit Mexanu3m paboTaeT ¢ TOTOBBIM JTAl2KeCTOM
IIO/IIINCBHIBAEMBIX JAHHBIX, & BTOPON CaM I'€eHepUPYeT 3TOT JalzKeCT AJIA MOJINACH.

Jlmeruar 3.12: ckm  gostr3410 with gostr341l.c

#include "test_common.h"

CK RV test crypto();
CK_ RV test gost3410 with gost3411(CK _SESSION HANDLE sess) ;

int main(int argc, char xargv|[]) {
CK RV rc¢ = CKR OK;

rc = test main(argc, argv);

if (re != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()
{

CK RV rc, ret;
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CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo ;

rc = funcs—C_ OpenSession(Slotld
CKF RW _ SESSION | CKF SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession);
if (rc != CKR OK) {
fprintf (stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);

goto out;
}
fprintf(stderr, "C_OpenSession success\n");
re funcs—C Login(hSession ,

CKU_USER, wuser pin, strlen (user pin));
if (re != CKR OK) {
fprintf(stderr
"ERROR call to C_Login failed, rc = 0x%x\n", rc);
goto out close;
}
fprintf(stderr, "C_Login success\n");
rc = funcs—C _GetMechanismInfo(Slotld ,
CKM_GOSTR3410 WITH GOSTR3411, &minfo);
if (rc != CKR OK) {
fprintf (stderr

"\n======== Mechanism CKM_GOSTR3410_WITH_GOSTR3411 "
"not supported ===========\n");
} else {
fprintf(stderr
"\n==================== CKM_GOSTR3410_WITH_GOSTR3411 "
"test ==================\n")

rc = test gost3410 with gost3411(hSession);
if (rc != CKR OK) {
fprintf (stderr
"ERROR, CKM_GOSTR3410_WITH_GOSTR3411 failed, rc = O0x%x\n

n
Y

rc);
} else {
fprintf(stderr
"CKM_GOSTR3410_WITH_GOSTR3411 test SUCCESS\n");
}
}

out close:
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if( (ret = funcs—C CloseSession(hSession)) != CKR OK ) {
fprintf(stderr, "Error: C_CloseSession failed with Ox%x\n",
ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");

}

out:
return rc;

CK RV test gost3410 with gost3411 (CK SESSION HANDLE sess)
{
CK RV rc;
CK_BYTE value [256];
CK _ULONG len ;
CK_ OBJECT HANDLE pub key = CK INVALID HANDLE;
CK_OBJECT HANDIE priv_key = CK INVALID HANDLE;
CK MECHANISM mechanism desc =
{CKM_GOSTR3410 WITH GOSTR3411, NULL, 0};
CK_MECHANISM hash mechanism desc = {CKM_ GOSTR3411, NULL, 0};
CK_MECHANISM mechanism 3410 desc = {CKM_GOSTR3410, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;
CK_MECHANISM PTR hash mechanism = &hash mechanism desc;
CK_MECHANISM PTR mechanism 3410 = &mechanism 3410 desc;
CK_MECHANISM mechanism gen desc =
{CKM_GOSTR3410 KEY PAIR GEN, NULL, 0};
CK_MECHANISM PTR mechanism gen = &mechanism gen desc;

static CK BBOOL ltrue = CK TRUE;
static CK BBOOL lfalse = CK_FALSE;

static CK BYTE gostR3410params || = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01 };
static CK BYTE gostR3411lparams || = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01 };

static CK BYTE data || = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, O0x6A, 0x68, 0x69, 0x6A, 0x6B,
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0x69, 0x6A, 0x6B, 0x6C, 0x6A, 0x6B, 0x6C, 0x6D,
0x6B, 0x6C, 0x6D, 0Ox6E, 0x6C, 0x6D, 0x6E, 0x6F,
0x6D, O0x6E, Ox6F, 0x70, Ox6E, 0x6F, 0x70, 0x71,

0x0A

}5

static CK BYTE data hash || = {
0xc8, 0x77, Oxc2, Oxdl, Ox7f, Oxd3, 0x99, 0x2e,
Ox7a, 0x97, Oxchb, 0x67, 0x07, Oxdf, 0x57, 0xcO,
0x5b, Oxdc, 0xf2, 0x17, 0x34, Ox6a, 0x69, 0x2f,
0x6b, 0x9a, Oxad, Oxcd, 0x47, 0xa8, 0x2f, 0xd2

s

static CK_ATTRIBUTE pub_template[] = {

{ CKA_VERIFY, &ltrue, sizeof(CK BBOOL) },

{ CKA_ GOSTR3410PARAMS,

gostR3410params, sizeof(gostR3410params) },
{ CKA_ GOSTR3411PARAMS,

gostR3411params, sizeof(gostR3411params) },

};
static CK_ATTRIBUTE priv_template [| = {
{ CKA_SIGN, &ltrue, sizeof(CK BBOOL) },
};
//
memset (value ,0,sizeof(value));
hash mechanism—>pParameter = gostR3411params;
hash mechanism—>ulParameterLen = sizeof(gostR3411params);
rc = funcs—C _DigestInit(sess, hash mechanism) ;

if (rc != CKR OK) {
fprintf (stderr

"%4d: C_DigestInit failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
len = sizeof(value);
rc = funcs—C Digest(sess, data, sizeof(data), value, &len);

if (re != CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;
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}

if (len != sizeof(data_ hash)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;

}

if (memcmp(value, data hash, len) != 0) {
fprintf(stderr
"%4d: Invalid result value\n", LINE );

return —2;

}

//

memset (value ,0,sizeof(value));

rc = funcs—C_DigestInit(sess, hash mechanism);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox%x\n", LINE | rc);
return rc;

}

rc = funcs—C_ DigestUpdate(sess, data, 39);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DigestUpdate failed, rc = Ox)x\n", LINE | rc);
return rc;

}

rc = funcs—>C_DigestUpdate(sess, data + 39, sizeof(data) —
39);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n", LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C _ DigestFinal(sess, value, &len);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_DigestFinal failed, rc = Ox%x\n", LINE | rc);

return rc;
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}

if (len != sizeof(data_ hash)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;
}
if (memcmp(value, data hash, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

rc = funcs—C_GenerateKeyPair(sess , mechanism gen,
pub_template, sizeof(pub template)/sizeof(CK ATTRIBUTE) ,
priv_template, sizeof(priv_template)/sizeof(CK_ATTRIBUTE) ,
&pub  key, &priv_key);
if (rec != CKR _OK) {
fprintf(stderr
"%4d: C_GenerateKeyPair failed, rc = Ox%x\n", LINE | rc
)
return rc;

}

fprintf(stderr, "C_GenerateKeyPair O0K\n");

rc = funcs—C _Signlnit(sess, mechanism 3410, priv_key);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_SignInit failed, rc = Ox%x\n", LINE | rc);
return rc;

}

fprintf(stderr, "C_SignInit CKM_GOSTR3410 0K\n");

len = sizeof(value);
rc = funcs—C_Sign(sess ,
data hash, sizeof(data hash), value, &len);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_Sign failed, rc = Ox%x\n", LINE | rc);
return rc;

}

fprintf(stderr, "C_Sign 0K\n");

printf ("SIGNATURE:\n");
print _hex(value, len);
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rc = funcs—C _Verifylnit(sess, mechanism 3410, pub key);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_VerifyInit failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
fprintf(stderr, "C_VerifyInit CKM_GOSTR3410 OK\n");
rc = funcs—C_Verify (sess
data hash, sizeof(data hash), value, len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_Verify failed, rc = Ox%x\n", LINE | rc);
return rc;

}

fprintf(stderr, "C_Verify O0K\n");

rc = funcs—C_Verifylnit(sess, mechanism, pub key);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_VerifyInit failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
fprintf(stderr, "C_VerifyInit CKM_GOSTR3410_WITH_GOSTR3411 0K\

n'");

rc = funcs—C VerifyUpdate(sess, data, 39);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_VerifyUpdate failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
rc = funcs—>C_VerifyUpdate (sess, data+39, sizeof(data)—39);
if (rec != CKR OK) {
fprintf(stderr

"%4d: C_VerifyUpdate failed, rc = Ox)x\n", LINE | rc);
return rc;
¥
rc = funcs—C VerifyFinal(sess, value, len);

if (rc != CKR OK) {
fprintf(stderr
"%4d: C_VerifyFinal failed, rc = Ox%x\n", LINE | rc);
return rc;

}
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fprintf(stderr, "C_VerifyFinal O0K\n");

rc = funcs—C_Verifylnit (sess, mechanism, pub key);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_VerifyInit failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
fprintf(stderr, "C_VerifyInit CKM_GOSTR3410_WITH_GOSTR3411 0K\
1’1") 2

rc = funcs—C _ Verify(sess, data, sizeof(data), value, len);
if (rc != CKR OK) {
fprintf (stderr ,
"%4d: C_Verify failed, rc = Ox%x\n", LINE | rc);
return rc;

}

fprintf(stderr, "C_Verify O0K\n");

rc = funcs—>C _Signlnit(sess , mechanism, priv_key);
if (rc !'= CKR OK) {
fprintf(stderr ,
"%4d: C_SignInit failed, rc = Ox%x\n", LINE |, rc);
return rc;

}

fprintf(stderr, "C_SignInit CKM_GOSTR3410_WITH_GOSTR3411 OK\n"

)

rc = funcs—C_SignUpdate(sess, data, 39);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_SignUpdate failed, rc = Ox%x\n", LINE | rc);
return rc;
}
rc = funcs—C _SignUpdate(sess, data+39, sizeof(data)—39);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_SignUpdate failed, rc = Ox%x\n", LINE | rc);
return rc;

}
len = sizeof(value);
rc = funcs—C _SignFinal(sess, value, &len);

if (rc != CKR OK) {
fprintf(stderr

AMC‘JC%?%‘OIOT 136




I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

"%4d: C_SignFinal failed, rc = Ox%x\n", LINE | rc);
return rc;

}

fprintf(stderr, "C_SignFinal OK\n");

printf ("SIGNATURE:\n");
print hex(value, len);

rc = funcs—C _VerifylInit(sess, mechanism 3410, pub_ key);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_VerifyInit failed, rc = Ox%x\n", LINE | rc);
return rc;

}

fprintf(stderr, "C_VerifyInit CKM_GOSTR3410 OK\n");

rc = funcs—C _Verify(sess,
data hash, sizeof(data hash), value, len);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_Verify failed, rc = Ox%x\n", LINE | rc);
return rc;

}

fprintf(stderr, "C_Verify O0K\n");

rc = funcs—>C _Signlnit(sess, mechanism, priv_key);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_SignInit failed, rc = Ox%x\n", LINE |, rc);
return rc;
}

fprintf(stderr, "C_SignInit CKM_GOSTR3410_WITH_GOSTR3411 0K\n"

IE

len = sizeof(value);
rc = funcs—C _ Sign(sess, data, sizeof(data), value, &len);
if (rc != CKR_OK) {
fprintf(stderr
"%4d: C_Sign failed, rc = Ox%x\n", LINE | rc);
return rc;
}

fprintf(stderr, "C_Sign 0K\n");

printf ("SIGNATURE:\n");
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print hex(value, len);

rc = funcs—C_ Verifylnit (sess, mechanism 3410, pub key);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_VerifyInit failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
fprintf(stderr, "C_VerifyInit CKM_GOSTR3410 OK\n");
rc = funcs—C_Verify(sess,
data_hash, sizeof(data hash), value, len);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_Verify failed, rc = Ox%x\n", LINE | rc);

return rc;

}

fprintf(stderr, "C_Verify O0K\n");

rc = funcs—C_DestroyObject (sess, priv_key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE
return rc;
¥
rc = funcs—C DestroyObject (sess, pub_ key);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);

rc);

N

return rc;

}

return rc;

rOCT P34.11-2012 v FOCT P34.10-2012, 256 6ut

[Tockombky pasmep maitizkecta ['OCT P34.11-2012 coBriajiaer ¢ pazmepoM jraiijizkecta
I'OCT P34.11-94, a TOCT P34.10-2001 u TOCT P34.10-2012 (256 6ur) — 10 dakru-
YeCKM OJIMHAKOBBIE AJTOPUTMBI, TO TEHEPAINN KJIIOYEBOH Maphl, TEHEPAIns U MPOBEp-
ka DI npousBossTest B manuoM ciydae Tak ke, Kak jjisi ['OCT P34.11-94 u 'OCT
P34.10-2001.

Jlucruar 3.13: ckm_ gostr3410 _with _gostr3411 12 256.c
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#include "test_common.h"

CK RV test crypto();
CK_RV test gost3410 with gost3411 12 256 (CK_SESSION HANDLE sess)

)

int main(int argc, char xargv|]|) {

CK RV rc = CKR OK;

rc = test main(arge, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (re != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C _OpenSession(Slotld ,
CKF RW_SESSION | CKF SERIAL SESSION,
NULL_PTR, NULL_ PTR, &hSession);
if (rc != CKR OK) {
fprintf(stderr ,
"ERROR call to C_OpenSession failed, rc = Ox%x\n",

rc);
goto out;
¥
fprintf(stderr, "C_OpenSession success\n");
rc = funcs—C _ Login(hSession ,

CKU_USER, wuser pin, strlen (user pin));
if (rc != CKR OK) {
fprintf (stderr
"ERROR call to C_Login failed, rc

0x%x\n", rc);

ANMCECH

codot 139



I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

goto out close;
¥
fprintf(stderr, "C_Login success\n");
rc = funcs—C_GetMechanismInfo (Slotld ,
CKM_GOSTR3410 WITH GOSTR3411 12 256, &minfo);
if (re != CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_GOSTR3410_WITH_GOSTR3411_12_256 "
"not supported ===========\n");
} else {
fprintf(stderr
"\n==================== CKM_GOSTR3410_WITH_GOSTR3411_12_256 "
"test ==================\n");

rc = test gost3410 with gost3411 12 256 (hSession);
if (rc != CKR_OK) {
fprintf(stderr
"ERROR, CKM_GOSTR3410_WITH_GOSTR3411_12_256 failed, "
"rc = 0x%x\n", rc);
} else {
fprintf(stderr
"CKM_GOSTR3410_WITH_GOSTR3411_12_256 test SUCCESS\n");

}
}

out close:
if( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with O0x%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
¥
out:

return rc;

}

CK_RV test gost3410 with gost3411 12 256 (CK_SESSION HANDLE sess)

{
CK RV rc;
CK_BYTE value [256];
CK_ULONG len ;
CK_OBJECT HANDLE pub key = CK INVALID HANDLE;
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CK_OBJECT HANDLE priv_key = CK INVALID HANDLE;
CK_MECHANISM mechanism desc =

{CKM_GOSTR3410 WITH GOSTR3411 12 256, NULL, 0};
CK_MECHANISM hash mechanism desc = {CKM GOSTR3411 12 256,
NULL, 0};
CK_MECHANISM mechanism 3410 desc = {CKM_GOSTR3410, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;
CK_MECHANISM PTR hash mechanism = &hash mechanism desc;
CK_MHECHANISM PTR mechanism 3410 = &mechanism 3410 desc;
CK_ MECHANISM mechanism gen desc =

{CKM_GOSTR3410_KEY PAIR_GEN, NULL, 0};
CK_MECHANISM PTR mechanism gen = &mechanism gen desc;

static CK BBOOL Itrue = CK TRUE;
static CK BBOOL lfalse = CK_ FALSE;

static CK BYTE gostR3410params || = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01
IE
static CK_BYTE gostR3411params || = {
0x06, 0x08, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x02
i
static CK BYTE data || = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, O0x6A, 0x68, 0x69, 0x6A, 0x6B,
0x69, 0x6A, 0x6B, 0x6C, 0x6A, 0x6B, 0x6C, 0x6D,
0x6B, 0x6C, 0x6D, O0x6E, 0x6C, 0x6D, O0x6E, Ox6F,
0x6D, Ox6E, 0x6F, 0x70, Ox6E, O0x6F, 0x70, 0x71,
0x0A
b
static CK BYTE data hash || = {

Oxe0, 0x05, 0x24, Oxb6, 0x9d, 0xb2, 0x79, Oxbc,
0x63, 0xf0, O0xd9, 0x0d, 0x40, Oxel, 0x82, 0x3d,
Oxdl, 0x9f, Ox7a, 0xd6, 0x49, 0x8e, 0x72, 0x45,
Oxab, 0x21, 0x74, 0x03, 0x70, Ox3a, 0x38, 0Ox2e,

};
static CK_ATTRIBUTE pub template || = {
{ CKA_VERIFY, &ltrue, sizeof(CK BBOOL) },
{ CKA_GOSTR3410PARAMS,
AMCECH
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gostR3410params, sizeof(gostR3410params) },
{ CKA_ GOSTR3411PARAMS,
gostR3411params, sizeof(gostR3411lparams) },

}s

static CK_ATTRIBUTE priv_template [] = {
{ CKA_SIGN, &ltrue, sizeof(CK BBOOL) },
}s

//

memset (value ,0,sizeof(value));

// hash mechanism—>pParameter = gostR3411lparams;
// hash mechanism—>ulParameterLen = sizeof (gostR3411lparams):;
rc = funcs—C DigestInit(sess, hash mechanism);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C Digest(sess, data, sizeof(data), value, &len);
if (rc != CKR_OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(data hash)) {
fprintf(stderr ,
"%4d: Invalid result length: %d\n", LINE |, len);
return —1;

}

print _hex(value, len);

if (memcmp(value, data_ hash, len) != 0) {
fprintf(stderr
"%4d: Invalid result value\n", LINE );

return —2;

}

//
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memset (value ,0,sizeof(value));

rc = funcs—C DigestInit(sess, hash mechanism) ;
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox%x\n", LINE | rc);
return rc;

}

rc = funcs—C _ DigestUpdate(sess, data, 39);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n", LINE | rc);
return rc;

}

rc = funcs—C_DigestUpdate(sess, data + 39, sizeof(data) —
39);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n", LINE |, rc);
return rc;

}

len = sizeof(value);
rc = funcs—C DigestFinal(sess, value, &len);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DigestFinal failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(data hash)) {
fprintf (stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;
}
if (memcmp(value, data hash, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

rc = funcs—C_ GenerateKeyPair(sess , mechanism gen,
pub_template, sizeof(pub template)/sizeof (CK ATTRIBUTE) ,
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priv_template, sizeof(priv_template)/sizeof(CK ATTRIBUTE) ,
&pub key, &priv_key);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_GenerateKeyPair failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;

}

fprintf(stderr, "C_GenerateKeyPair OK\n");

rc = funcs—C _Signlnit(sess, mechanism 3410, priv_key);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_SignInit failed, rc = Ox%x\n", LINE |, rc);
return rc;

}

fprintf(stderr, "C_SignInit CKM_GOSTR3410 O0K\n");

len = sizeof(value);
rc = funcs—C_Sign(sess ,
data hash, sizeof(data hash), value, &len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_Sign failed, rc = Ox%x\n", LINE | rc);
return rc;

}

fprintf(stderr, "C_Sign 0K\n");

printf("SIGNATURE:\n");
print _hex(value, len);

rc = funcs—C_ Verifylnit (sess, mechanism 3410, pub key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_VerifyInit failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
fprintf(stderr, "C_VerifyInit CKM_GOSTR3410 OK\n");
rc = funcs—C _Verify(sess,
data hash, sizeof(data hash), value, len);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_Verify failed, rc = Ox%x\n", LINE | rc);
return rc;
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}

fprintf(stderr, "C_Verify O0K\n");

rc = funcs—C _Verifylnit(sess, mechanism, pub_ key);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_VerifyInit failed, rc = Ox%x\n", LINE | rc);
return rc;
}
fprintf (stderr ,
"C_VerifyInit CKM_GOSTR3410_WITH_GOSTR3411_12_256 OK\n”);

rc = funcs—C_VerifyUpdate(sess, data, 39);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_VerifyUpdate failed, rc = Ox%x\n",
__LINE | rc);
return rc;
¥
rc = funcs—C_VerifyUpdate (sess, data+39, sizeof(data)—39);
if (rc !'= CKR OK) {
fprintf(stderr ,
"%4d: C_VerifyUpdate failed, rc = OxZ%x\n",
__LINE_ | rc);
return rc;
}
rc = funcs—C_VerifyFinal(sess, value, len);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_VerifyFinal failed, rc = Ox%x\n", LINE | rc);
return rc;

}

fprintf(stderr, "C_VerifyFinal 0K\n");

rc = funcs—C _Verifylnit(sess, mechanism, pub_ key);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_VerifyInit failed, rc = Ox%x\n", LINE | rc);
return rc;

}

fprintf(stderr
"C_VerifyInit CKM_GOSTR3410_WITH_GOSTR3411_12_256 0K\n");

rc = funcs—C_Verify(sess, data, sizeof(data), value, len);
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if (re != CKR OK) {
fprintf(stderr
"%4d: C_Verify failed, rc = Ox%x\n", LINE | rc);
return rc;

}

fprintf(stderr, "C_Verify O0K\n");

rc = funcs—C _Signlnit(sess, mechanism, priv_key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_SignInit failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
fprintf (stderr
"C_SignInit CKM_GOSTR3410_WITH_GOSTR3411_12_256 OK\n");

rc = funcs—C_SignUpdate(sess , data, 39);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_SignUpdate failed, rc = Ox%x\n", LINE | rc);
return rc;
}
rc = funcs—C_SignUpdate(sess, data+39, sizeof(data)—39)
if (rc != CKR OK) {
fprintf (stderr

"%4d: C_SignUpdate failed, rc = Ox%x\n", LINE | rc);
return rc;
}
len = sizeof(value);
rc = funcs—C _SignFinal(sess, value, &len);

if (rc != CKR OK) {
fprintf (stderr
"%4d: C_SignFinal failed, rc = Ox%x\n", LINE | rc);
return rc;

}

fprintf(stderr, "C_SignFinal O0K\n");

printf ("SIGNATURE:\n");
print _hex(value, len);

rc = funcs—C _ Verifylnit (sess , mechanism 3410, pub key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_VerifyInit failed, rc

Ox%x\n", LINE | rc);
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return rc;

}

fprintf(stderr, "C_VerifyInit CKM_GOSTR3410 OK\n");

rc = funcs—C Verify (sess
data hash, sizeof(data hash), value, len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_Verify failed, rc = Ox%x\n", LINE | rc);
return rc;

}

fprintf(stderr, "C_Verify O0K\n");

rc = funcs—C _Signlnit(sess, mechanism, priv_key);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_SignInit failed, rc = Ox%x\n", LINE | rc);
return rc;

}

fprintf(stderr, "C_SignInit CKM_GOSTR3410_WITH_GOSTR3411 OK\n"

)

len = sizeof(value);
rc = funcs—C_Sign(sess, data, sizeof(data), value, &len);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_Sign failed, rc = Ox%x\n", LINE | rc);
return rc;

}

fprintf(stderr, "C_Sign 0K\n");

printf ("SIGNATURE:\n");
print _hex(value, len);

rc = funcs—C _Verifylnit(sess, mechanism 3410, pub key);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_VerifyInit failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
fprintf(stderr, "C_VerifyInit CKM_GOSTR3410 OK\n");
rc = funcs—C_Verify (sess
data hash, sizeof(data hash), value, len);
if (rc != CKR OK) {
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fprintf (stderr
"%4d: C_Verify failed, rc = Ox%x\n", ILINE | rc);
return rc;

}

fprintf(stderr, "C_Verify O0K\n");

rc = funcs—>C_DestroyObject (sess , priv_key);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);

return rc;
}
rc = funcs—C_DestroyObject (sess , pub_key);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);

return rc;

}

return rc;

rOCT P34.11-2012 v FOCT P34.10-2012, 512 6urt

B nmanHOM nIpuMepe JeMOHCTPUPYETCs IPUMEHEHNE JIBYX MEXaHU3MOB JIJIsSI T€HEPaIlnu
n upoepku DI — CKM_GOSTR3410_512 u CKM_GOSTR3410_WITH_GOSTR3411_12_512.
[TepBolit MexaHn3M paboOTAET C TOTOBBIM JAi?KECTOM ITOIIUCHIBAEMBIX JTAHHBIX, & BTOPOM
caM IeHepupyeT 3TOT JaKeCT JJIsl IIOJIINCH.

JImctuar 3.14: ckm  gostr3410 with gostr3411 12 512.c

#include "test_common.h"

CK_RV test _crypto();
CK_RV test gost3410 with gost3411 12 512 (CK_SESSION HANDLE sess )

9

int main(int argc, char xargv|[]) {
CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (re != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}
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rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK_RV test _crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo ;

rc = funcs—C_ OpenSession(Slotld
CKF RW_SESSION | CKF SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");

rc = funcs—C Login(hSession, CKU USER, user pin, strlen (
user_pin));
if (re != CKR OK) {
fprintf(stderr
"ERROR call to C_Login failed, rc = 0x%x\n", rc);
goto out close;
¥
fprintf(stderr, "C_Login success\n");
rc = funcs—C _GetMechanismInfo (SlotId ,
CKM_GOSTR3410 WITH GOSTR3411 12 512, &minfo):
if (rc != CKR OK) {
fprintf (stderr

"\n======== Mechanism CKM_GOSTR3410_WITH_GOSTR3411_12_512 "
"not supported ===========\n");
} else {
fprintf(stderr
"\n==================== CKM_GOSTR3410_WITH_GOSTR3411_12_512 "
"test ==================\n");

rc = test gost3410 with gost3411 12 512 (hSession);
if (rc != CKR OK) {
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fprintf (stderr
"ERROR, CKM_GOSTR3410_WITH_GOSTR3411_12_512 failed, "
"rc = 0x%x\n", rc);
} else {
fprintf(stderr
"CKM_GOSTR3410_WITH_GOSTR3411_12_512 test SUCCESS\n”);
}

}

out close:
if( (ret = funcs—C CloseSession(hSession)) != CKR OK ) {
fprintf (stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
}
out :

return rc;

}

CK_RV test gost3410 with gost3411 12 512 (CK_SESSION HANDLE sess)
{
CK RV rc;
CK_BYTE value [256];
CK _ULONG len ;
CK_OBJECT HANDLE pub_key = CK_ INVALID HANDLE;
CK OBJECT HANDLE priv_key = CK INVALID HANDLE;
CK_MECHANISM mechanism desc =
{CKM_GOSTR3410 WITH GOSTR3411 12 512, NULL, 0};
CK_MECHANISM hash mechanism desc = {CKM _ GOSTR3411 12 512,
NULL, 0};
CK_MECHANISM mechanism 3410 desc = {CKM_ GOSTR3410 512, NULL,
0};
CK_MECHANISM_PTR mechanism = &mechanism desc;
CK_MECHANISM PTR hash mechanism = &hash mechanism desc;
CK_MECHANISM PTR mechanism 3410 = &mechanism 3410 desc;
CK_MECHANISM mechanism gen desc =
{CKM_GOSTR3410 512 KEY PAIR_ GEN, NULL, 0};
CK_MECHANISM PTR mechanism gen = &mechanism gen desc;

static CK BBOOL ltrue = CK TRUE;
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static CK BBOOL lfalse = CK FALSE;

static CK BYTE gostR3410params || = {
0x06, 0x09, 0Ox2a, 0x85, 0x03, 0x07, 0x01, 0x02, 0x01, 0x02,
0x01 };
static CK BYTE gostR3411params || = {
0x06, 0x08, 0Ox2a, 0x85, 0x03, 0x07, 0x01, O0x01, 0x02, 0x03
}s
static CK_BYTE data|[] = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, Ox6A, 0x68, 0x69, 0x6A, 0x6B,
0x69, O0x6A, 0x6B, 0x6C, 0x6A, 0x6B, 0x6C, 0x6D,
0x6B, 0x6C, 0x6D, 0x6E, 0x6C, 0x6D, 0x6E, 0x6F,
0x6D, 0x6E, 0x6F, 0x70, 0x6E, Ox6F, 0x70, 0x71,
0x0A
}s
static CK BYTE data hash|[] = {

0x89, 0x8c, 0xd4, 0xf2, 0x23, 0x32, 0xf6, Ox2f,
0x2b, Oxae, 0x32, Oxaf, 0x46, Oxcl, Oxld, Oxde,
0x64, 0x13, Oxff, 0x89, Oxaa, Oxd4, Oxeb, 0x53,
Oxb4, Oxa2, 0xd8, 0x85, Ox4b, 0x0Oe, 0xf0O, Oxel,
0xd2, Oxbe, 0x75, 0x01, Oxec, 0x40, 0Ox2e, 0x98,
0x2a, 0xb2, 0x95, 0xb8, Oxec, 0x25, 0x72, Oxe8,
0xa8, 0x0d, Oxla, Oxe3d, Oxbf, Oxff, 0x17, 0x85,
Oxad, Oxcc, 0x42, 0x8f, Ox4f, Oxbb, 0x76, 0xOb,

}s

static CK_ATTRIBUTE pub_template[] = {

{ CKA_VERIFY, &ltrue, sizeof(CK BBOOL) },

{ CKA_ GOSTR3410PARAMS,

gostR3410params, sizeof(gostR3410params) },
{ CKA_ GOSTR3411PARAMS,

gostR3411params, sizeof(gostR3411params) },

&
static CK_ATTRIBUTE priv_template [| = {
{ CKA_SIGN, &ltrue, sizeof(CK BBOOL) },
};
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//

memset (value ,0,sizeof(value));

// hash mechanism—>pParameter gostR3411params;
// ~hash mechanism—>ulParameterLen = sizeof (gostR3411params):;
rc = funcs—C_DigestInit(sess, hash mechanism) ;

if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DigestInit failed, rc = Ox%x\n", LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C Digest(sess, data, sizeof(data), value, &len);
if (rc != CKR_OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(data hash)) {
fprintf(stderr ,
"%4d: Invalid result length: %d\n", LINE | len);
return —1;

}

print _hex(value, len);

if (memcmp(value, data_ hash, len) != 0) {
fprintf(stderr
"%4d: Invalid result value\n", LINE );

return —2;

}

//

memset (value ,0,sizeof (value));

rc = funcs—C_ DigestInit(sess, hash mechanism) ;
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox%x\n", LINE | rc);
return rc;

}

rc = funcs—C _ DigestUpdate(sess, data, 39);
if (rc != CKR OK) {
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fprintf (stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n", LINE | rc);
return rc;

}

rc = funcs—C_DigestUpdate(sess, data + 39, sizeof(data) —
39);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n", LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C DigestFinal(sess, value, &len);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DigestFinal failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(data hash)) {
fprintf (stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;
}
if (memcmp(value, data hash, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

rc = funcs—C_ GenerateKeyPair(sess , mechanism gen,
pub_template, sizeof(pub template)/sizeof (CK ATTRIBUTE) ,
priv_template, sizeof(priv_template)/sizeof(CK ATTRIBUTE) ,
&pub  key, &priv_key);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_GenerateKeyPair failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

fprintf(stderr, "C_GenerateKeyPair OK\n");

rc = funcs—C _Signlnit(sess, mechanism 3410, priv_key);
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if (re != CKR OK) {
fprintf(stderr
"%4d: C_SignInit failed, rc = Ox%x\n", LINE |, rc);
return rc;

}

fprintf(stderr, "C_SignInit CKM_GOSTR3410_512 0K\n");
len = sizeof(value);

rc = funcs—C_Sign(sess ,

data hash, sizeof(data hash), value, &len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_Sign failed, rc = Ox%x\n", LINE | rc);
return rc;

}

fprintf(stderr, "C_Sign 0K\n");

printf ("SIGNATURE:\n");
print _hex(value, len);

rc = funcs—C_ Verifylnit (sess, mechanism 3410, pub key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_VerifyInit failed, rc = Ox%x\n",
__LINE | rc);
return rc;
}
fprintf(stderr, "C_VerifyInit CKM_GOSTR3410_512 0K\n");
rc = funcs—C_Verify (sess,
data hash, sizeof(data hash), value, len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_Verify failed, rc = Ox%x\n", LINE | rc);
return rc;

}

fprintf(stderr, "C_Verify O0K\n");

rc = funcs—C_Verifylnit (sess, mechanism, pub key);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_VerifyInit failed, rc = Ox%x\n", LINE | rc);
return rc;

}

fprintf(stderr
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"C_VerifyInit CKM_GOSTR3410_WITH_GOSTR3411_12_512 0K\n");

rc = funcs—C VerifyUpdate(sess, data, 39);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_VerifyUpdate failed, rc = Ox%x\n", LINE | rc);
return rc;
}
rc = funcs—C_VerifyUpdate(sess, data+39, sizeof(data)—39);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_VerifyUpdate failed, rc = Ox)x\n", LINE | rc);
return rc;
}
rc = funcs—C _ VerifyFinal(sess, value, len);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_VerifyFinal failed, rc = Ox%x\n", LINE | rc);
return rc;

}

fprintf(stderr, "C_VerifyFinal O0K\n");

rc = funcs—C_Verifylnit(sess, mechanism, pub key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_VerifyInit failed, rc = Ox%x\n", LINE | rc);
return rc;
}
fprintf(stderr ,
"C_VerifyInit CKM_GOSTR3410_WITH_GOSTR3411_12_512 0K\n");

rc = funcs—C _Verify(sess, data, sizeof(data), value, len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_Verify failed, rc = Ox%x\n", LINE | rc);
return rc;

}

fprintf(stderr, "C_Verify O0K\n");

rc = funcs—>C _Signlnit(sess , mechanism, priv_key);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_SignInit failed, rc = Ox%x\n", LINE |, rc);
return rc;

AMCSCE?%‘CIOT 155




I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

}

fprintf(stderr
"C_SignInit CKM_GOSTR3410_WITH_GOSTR3411_12_512 OK\n");

rc = funcs—C SignUpdate(sess, data, 39);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_SignUpdate failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
rc = funcs—C _SignUpdate(sess, data+39, sizeof(data)—39)
if (rec != CKR OK) {
fprintf(stderr

"%4d: C_SignUpdate failed, rc = Ox%x\n", LINE | rc);
return rc;
}
len = sizeof(value);
rc = funcs—C _SignFinal(sess, value, &len);

if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_SignFinal failed, rc = Ox%x\n", LINE | rc);
return rc;

}

fprintf(stderr, "C_SignFinal OK\n");

printf ("SIGNATURE:\n");
print hex(value, len);

rc = funcs—C_Verifylnit(sess, mechanism 3410, pub key);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_VerifyInit failed, rc = Ox%x\n", LINE | rc);
return rc;

}

fprintf(stderr, "C_VerifyInit CKM_GOSTR3410_512 0K\n");

rc = funcs—C_Verify (sess,
data hash, sizeof(data hash), value, len);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_Verify failed, rc = Ox%x\n", LINE | rc);
return rc;

}

fprintf(stderr, "C_Verify O0K\n");
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rc = funcs—C _Signlnit(sess , mechanism, priv_key);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_SignInit failed, rc = Ox%x\n", LINE |, rc);
return rc;

¥
fprintf(stderr
"C_SignInit CKM_GOSTR3410_WITH_GOSTR3411_12_512 OK\n");
len = sizeof(value);
rc = funcs—C_Sign(sess, data, sizeof(data), value, &len);

if (rc != CKR OK) {
fprintf (stderr ,
"%4d: C_Sign failed, rc = Ox%x\n", LINE | rc);
return rc;

}

fprintf(stderr, "C_Sign 0K\n");

printf ("SIGNATURE:\n");
print hex(value, len);

rc = funcs—C _Verifylnit (sess, mechanism 3410, pub key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_VerifyInit failed, rc = Ox%x\n", LINE | rc);
return rc;
}
fprintf(stderr, "C_VerifyInit CKM_GOSTR3410_512 0K\n");
rc = funcs—C_Verify(sess,
data hash, sizeof(data hash), value, len);
if (rc != CKR OK) {
fprintf(stderr ,
"%4d: C_Verify failed, rc = Ox%x\n", LINE | rc);
return rc;

}

fprintf(stderr, "C_Verify O0K\n");

rc = funcs—C_DestroyObject (sess, priv_key);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;

}
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rc = funcs—C DestroyObject (sess, pub_ key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;

}

return rc;

3.3.7 leHepauus kntoYen coraacoBaHus

B nammbx mpumepax B IBYX CECCUSIX CHAYAJ A T€HEPUPYIOTCS KJIIOUEBbIE AP, 8 3aTEM
[IEPEKPECTHO TEHEPUPYIOTCS U CPABHUBAIOTCS KJIFOUHU coryiacoBanus 1o ajropurmy VKO.

roCT P34.10-2001

JImctunr 3.15: ckm  gostr3410 key derive.c

#include "test_common.h"
int main(int argc, charx argv|])

{
CK RV rvResult;

#ifdef WIN32
HMODULE hPkcsLib = NULL;
HMODULE hPkecsLib2 = NULL;

#else
void *hPkcsLib = NULL;
void *xhPkcsLib2 = NULL;

#endif
CK C_ GetFunctionList pcGetFunctionList = 0;
CK C_ GetFunctionList pcGetFunctionList2 = 0;
CK_FUNCTION LIST PTR Pkcsl1FuncList = NULL;
CK_FUNCTION LIST PTR Pkcsl1FuncList2 = NULL;

CK_SLOT ID PTR pSlotList = NULL;
CK_SLOT ID PTR pSlotList2 = NULL;
CK_SLOT 1D Slotld ;

CK_SLOT ID SlotId2;

CK_ ULONG ulSlotCount ;
CK_ULONG ulSlotCount?2;
CK_SLOT INFO SlotInfo ;

CK_SESSION HANDLE hSession ;
CK_SESSION HANDLE hSession?2;
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CK_UTFSCHAR PTR pcUserPIN = (CK_UTFSCHAR PTR)"01234567"
CK_ULONG ulPinLength = 8; // PIN length

CK_UTFSCHAR PTR pcUserPIN2 = (CK UTFSCHAR PTR)"01234567
CK_ULONG ulPinLength2 = 8; // PIN length

CK _BBOOL blTrue = CK TRUE,
blFalse = CK FALSE;

CK _ULONG ulKeyType Gost2001 = CKK GOSTR3410,
ulKeyType Gost28147 = CKK GOST28147,
ulClass  PubKey = CKO_PUBLIC KEY,
ulClass PriKey = CKO PRIVATE KEY,
ulClass SecKey = CKO_SHCRET KEY;

// PAR ECC XchA OID

CK_BYTE gostR3410params || = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x24, 0x00
}s
// PAR HASH 1 OID
CK_BYTE gostR3411params || = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
}s
/ / PAR CIPHER A OID
CK_BYTE gost28147params A || = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
}s
/ / PAR CIPHER B OID
CK_BYTE gost28147params || = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02
b

// ltemplate for GOST R 34.10—2001 public key
CK_ATTRIBUTE caGOST _PublicKeyTemplate [| =

{

{CKA_TOKEN, &blTrue , sizeof (CK_BBOOL)
}

{CKA_ PRIVATE, &blFalse , sizeof (CK BBOOL)
}

{CKA GOSTR3410 PARAMS, gostR3410params, sizeof(
gostR3410params) },

{CKA_GOSTR3411 PARAMS, gostR3411lparams, sizeof(
gostR3411params) },
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{CKA GOST28147 PARAMS, gost28147params A, sizeof(
gost28147params A) },

}s

// ltemplate for GOST R 34.10—2001 private key
CK_ATTRIBUTE caGOST _PrivateKeyTemplate [| =

{

{CKA_TOKEN, &blTrue , sizeof (CK_BBOOL)
}

{CKA_PRIVATE, &blTrue , sizeof (CK_BBOOL)
}

{CKA_DERIVE, &blTrue , sizeof (CK_BBOOL) } ,

}s

// ltemplate for derive key
CK_ATTRIBUTE caDeriveKey [| =

{
{CKA_CLASS, &ulClass SecKey, sizeof(CK ULONG) },
{CKA_KEY TYPE, &ulKeyType Gost28147, sizeof (CK ULONG) },
{CKA_TOKEN, &blFalse sizeof (CK_BBOOL) },
{CKA_SENSITIVE, &blFalse , sizeof (CK_BBOOL) }
{CKA_ EXTRACTABLE, &blTrue, sizeof (CK_BBOOL) } ,
{CKA ENCRYPT,  &blTrue, sizeof (CK_BBOOL) },
{CKA_DECRYPT, &blTrue, sizeof (CK_BBOOL) },

{CKA GOST28147TPARAMS, gost28147params A, sizeof
gost28147params A) },

}s

CK_ULONG
ulPubKeyCount =
sizeof (caGOST _PublicKeyTemplate) /sizeof (CK_ATTRIBUTE) ,
ulPriKeyCount =
sizeof (caGOST _PrivateKeyTemplate) /sizeof (CK_ATTRIBUTE) ,
ulDeriveKeyCount =
sizeof (caDeriveKey) /sizeof (CK_ ATTRIBUTE) ;

CK_OBJECT HANDLE
hSendPubKey = 0, // handle to public key of
sender
hSendPriKey = 0, // handle to private key of
sender
hRecpPubKey = 0, // handle to public key of
recipient
hRecpPriKey = 0, // handle to private key of
recipient
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hSendDH Key = 0, // Diffy—Hellman key of the

sender

hRecpDH Key = 0; // Diffy—Hellman key of the

recipient

CK_MECHANISM

cmKeyGenMechanism, // mechanism for key pair

genaration
cmDeriveMechanism; // mechanism for key
derivation

CK_ULONG

CK_BYTE PTR
pbSecretKeyParam = NULL,
pbSend PubKeyValue = NULL,
pbRecp PubKeyValue = NULL,
pbSend PriKeyValue = NULL,
pbRecp PriKeyValue = NULL,
pbSendDH Key Value = NULL,
pbRecpDH Key Value = NULL;

CK_ATTRIBUTE
caSecretKeyParam =
{CKA GOST28147PARAMS, pbSecretKeyParam, 0},
caSend PubKeyValue = {CKA VALUE,
pbSend PubKeyValue, 0},
caSend PriKeyValue = {CKA VALUE,
pbSend PriKeyValue, 0},
caRecp PubKeyValue = {CKA VALUE,
pbRecp PubKeyValue, 0},
caRecp PriKeyValue = {CKA VALUE,
pbRecp PriKeyValue, 0},

SendDH Key Value = {CKA VALUE, pbSendDH Key Value, 0},
RecpDH Key Value = {CKA VALUE, pbRecpDH Key Value, 0};

// parameters for derivation mechanism
CK_ GOSTR3410 DERIVE PARAMS PTR DeriveParams;
// UKM must be non—zero by RFC 4357
CK_ULONG ulUKMLen = 8;
CK BYTE fixed ukm [8] = {
0x9D, 0x23, 0x98, 0xCO, 0x12, 0x31, 0x2A, O0x8E
};
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char *TextBlock =
"This text block will be encrypted and the cipher text will be

decrypted.";

CK_ULONG ulDataSize = 0; // size of text data

CK BYTE PTR pbCipherText = NULL; // encrypted data

CK_ULONG ulCipherSize = 0; // size of encrypted
data

CK_BYTE PTR pbDecryptedText = NULL; // decrypted data

CK_ ULONG ulDecryptedDataSize = 0; // size of decrypted
data

CK CHAR xapi path = PKCS11 API PATH;

CK_UTFS8CHAR xuser pin = "01234567";

CK ULONG slot num = 0;

CK_CHAR #api_path2 — PKCS11_API PATH;
CK_UTFS8CHAR *user pin2 = "01234567";

CK _ULONG slot num2 = 0;

SYSTEMTIME 1, 2

CK_ ULONG diff/*, min_time, max_time, avg_timex*/;

printf("Starting CKM_GOSTR3410_KEY_DERIVE test\n");

for (i=1; i<(CK_ULONG)argc; i++) {

if (strcmp("-api", argv[i]) = 0) {
41 ;
api_path = argv|i];
} else if (strcmp("-slot", argv|[i]) = 0) {
++i ;
slot _ num = atoi(argv|[i]);
} else if (strcmp("-user_pin", argv|[i]) = 0) {
41 ;
user pin = argv|i];
}
¥
api_ path2 = api path;
user pin2 = user pin;
slot num2 = slot num;

Hifdef WIN32
hPkesLib = LoadLibrary (api_ path);
#else
hPkesLib = dlopen (api_path, RILD NOW) ;
#endif
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if ( hPkesLib — NULL ) {
printf(
"Can’t load PKCS#11 API library. "
"Check API library path.\n");
Hifndef WIN32
printf("dlerror: %s\n", dlerror());
Hendif
return —1;
}
#ifdef WIN32
pcGetFunctionList =
(CK_C_GetFunctionList) GetProcAddress (
hPkcsLib ,"C_GetFunctionList");
#else
pcGetFunctionList =
(CK_C_GetFunctionList)dlsym (
hPkesLib,"C_GetFunctionList");
#endif

// get PKCS #11 function list

rvResult = pcGetFunctionList(&Pkesl1FuncList);

printf("Load PKCS #11 function list result: Ox%x\n", rvResult
)

if (rvResult != CKR OK) return rvResult;

// initialize Cryptoki

rvResult = PkcsllFuncList—C Initialize (NULL) ;
printf("Initialize Cryptoki result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

// get slot list

rvResult = PkcsllFuncList—C GetSlotList (CK_FALSE, NULL, &
ulSlotCount ) ;

printf("Get slot list result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

if (ulSlotCount > 0)
{ // allocate memory for slot list
pSlotList = (CK _SLOT ID PTR) malloc(
ulSlotCount * sizeof(CK SLOT ID));

rvResult =
Pkcsl1FuncList—C _GetSlotList (
CK_FALSE, pSlotList , &ulSlotCount);
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if (rvResult != CKR OK) return rvResult;
printf("Slot count: %d\n", ulSlotCount);

}

else return -3;

// get information about sender and recipient slots.
for (1=0; i<ulSlotCount; 4+i)
{

rvResult = Pkcsl1FuncList—C _GetSlotInfo(pSlotList[i], &
SlotInfo);

if (rvResult = CKR OK)

{ // if a token is present in this slot

if ((SlotInfo.flags & CKF TOKEN PRESENT) —
CKF TOKEN PRESENT)

{
SlotIld = pSlotList|i];
break;

}
}
}
if (i>=ulSlotCount) {

printf("No slots with token present\n");
return —3;

}

printf("Slot ID: %d\n", Slotld);

// open session for slot with ID = SlotId|[0]
rvResult = PkcsllFuncList—C_OpenSession (Slotld ,
(CKF_SERIAL SESSION | CKF_RW_SESSION) ,
NULL,
07
&hSession) ;
printf("Open session result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

// user login

rvResult = Pkcsl1FuncList—C_Login(hSession ,
CKU_USER,
user pin
strlen (user pin));

printf("Login result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

ANMCECH

codpt 164




I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

// load library PKCS #11
#ifdef WIN32
hPkesLib2 = LoadLibrary (api_ path2);
#else
hPkesLib2 = dlopen (api path2, RILD NOW);
#endif
if ( hPkesLib2 — NULL ) {
printf("Can’t load PKCS#11 API library. "
"Check API library path.\n");
#ifndef WIN32
printf("dlerror: %s\n", dlerror());
#endif
return FALSE;
}
#ifdef WIN32
pcGetFunctionList2 =
(CK_C_GetFunctionList) GetProcAddress (
hPkcsLib2 ,"C_GetFunctionList");
#else
pcGetFunctionList2 =
(CK_C_GetFunctionList ) dlsym (
hPkcsLib2 ,"C_GetFunctionList");
#endif

// get PKCS #11 function list
rvResult pcGetFunctionList2(&Pkcsl1FuncList2) ;
printf("Load PKCS #11 function list result: Ox%x\n", rvResult)

if (rvResult != CKR OK) return rvResult;

// initialize Cryptoki
rvResult = Pkesl1FuncList2—C Initialize (NULL) ;
printf("Initialize Cryptoki result: Ox%x\n", rvResult);
if (rvResult != CKR OK &&

rvResult != CKR_CRYPTOKI ALREADY INITIALIZED) return
rvResult ;

// get slot list

rvResult = Pkesl1FuncList2—C GetSlotList (CK_FALSE, NULL, &
ulSlotCount2);

printf("Get slot list result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

if (ulSlotCount2 > 0)
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{ // allocate memory for slot list
pSlotList2 =
(CK_SLOT ID PTR) malloc(
ulSlotCount2 * sizeof (CK SLOT ID));

rvResult =
Pkcsl1FuncList2—C _GetSlotList (CK_FALSE,
pSlotList2 , &ulSlotCount2);

if (rvResult != CKR OK) return rvResult;
printf("Slot count: %d\n", ulSlotCount2);

}

else return -3;

// get information about sender and recipient slots.
for (1=0; i<ulSlotCount2; ++i)
{
rvResult = Pkcsl1FuncList2—C _GetSlotInfo (
pSlotList2[i], &SlotInfo);
if (rvResult =— CKR_OK)
{ // if a token is present in this slot
if ((SlotInfo.flags & CKF TOKEN PRESENT) —
CKF_ TOKEN PRESENT)

{
SlotId2 = pSlotList2|[i];
break ;
}
}

}
if (i>=ulSlotCount2) {

printf("No slots with token present\n");
return —3;

}

printf("Slot ID 2: %d\n", Slotld2);
{
CK_TOKEN INFO tinfo ;
rvResult = Pkcsl1FuncList2—C GetTokenInfo(pSlotList2[i], &
tinfo ) ;
if (rvResult != CKR OK) {
printf("Can’t get token infoln");
return —4;

}
}
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// open session for slot with ID = SlotId2[0]
rvResult = Pkecsl1FuncList2—C OpenSession(SlotId2 ,
(CKF_SERIAL SESSION | CKF_RW_SESSION) ,
NULL,
0,
&hSession2);
printf("Open session result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

// User login may return CKR USER ALREADY LOGGED IN
// if the same token used for recipient.
rvResult = Pkcsl1FuncList2—C_Login(hSession2 ,
CKU_USER,
user pin2
strlen (user pin2));
printf("Login result: Ox%x\n", rvResult);
if (rvResult != CKR OK &&
rvResult != CKR USER ALREADY LOGGED IN) return rvResult;

// generate sender key pair with GOST R 34.10—-2001
printf("Generate key pair of sender\n");
printf (" mechanism type: CKM_GOSTR3410_KEY_PAIR_GEN\n");

cmKeyGenMechanism . mechanism = CKM GOSTR3410 KEY PAIR GEN;
cmKeyGenMechanism . pParameter = NULL;
cmKeyGenMechanism . ulParameterLen = 0;
rvResult = Pkcsl1FuncList—C_GenerateKeyPair (hSession
&ecmKeyGenMechanism ,
caGOST _PublicKeyTemplate ,
ulPubKeyCount ,
caGOST _PrivateKeyTemplate ,
ulPriKeyCount ,
&hSendPubKey ,
&hSendPriKey ) ;
printf (" generate sender key pair: result: Ox%x\n", rvResult

)5
if (rvResult != CKR _OK) return rvResult;

printf (" sender public key handle: %d\n",
(unsigned long)hSendPubKey) ;
printf (" sender private key handle: %d\n",

(unsigned long)hSendPriKey) ;
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// generate recipient key pair with GOST R 34.10-2001
printf("Generate key pair of recipient\n");
printf (" mechanism type: CKM_GR3410_KEY_PAIR_GEN\n");

rvResult = Pkcsl1FuncList2—C GenerateKeyPair (hSession2 ,
&emKeyGenMechanism ,
caGOST _PublicKeyTemplate ,
ulPubKeyCount ,
caGOST PrivateKeyTemplate ,
ulPriKeyCount ,
&hRecpPubKey
&hRecpPriKey) ;
printf (" generate recipient key pair: result: OxY%x\n",
rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" recipient public key handle: %d\n",
(unsigned long)hRecpPubKey) ;
printf(" recipient private key handle: %d\n",

(unsigned long)hRecpPriKey) ;

// get value of sender public key
printf("Get value of sender public key\n");

rvResult = Pkesl1FuncList—C_GetAttributeValue (hSession
hSendPubKey ,
&caSend PubKeyValue,
1);
if (rvResult — CKR OK)
{
caSend PubKeyValue.pValue =
(CK_BYTE PTR) malloc (caSend PubKeyValue.ulValueLen) ;
rvResult = Pkcsl1FuncList—C _GetAttributeValue (hSession
hSendPubKey ,
&caSend PubKeyValue
1);
}
printf (" Get sender public key value: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;

pbSend PubKeyValue = (CK_BYTE PTR) caSend PubKeyValue.pValue;
printf (" Sender public key value: ");
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for (1=0; i<caSend PubKeyValue.ulValueLen; ++1i)
printf("%x ", pbSend PubKeyValue[i]);
printf("\n");

// get value of recipient public key
printf("Get value of recipient public key\n");
rvResult = Pkcsl1FuncList2—>C _GetAttributeValue (hSession2 ,
hRecpPubKey ,
&caRecp PubKeyValue,
1);
if (rvResult = CKR OK)
{
caRecp PubKeyValue.pValue =
(CK_BYTE PTR) malloc (caRecp PubKeyValue.ulValueLen);
rvResult = Pkcsl1FuncList2—C _GetAttributeValue (hSession2 ,
hRecpPubKey ,
&caRecp PubKeyValue,
1);
}

printf (" Get recipient public key value: result: Ox%x\n",
rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" Recipient public key value: ");
pbRecp PubKeyValue = (CK _BYTE PTR) caRecp PubKeyValue.pValue;

for (1=0; i<caRecp PubKeyValue.ulValueLen; ++i)
printf("%x ", pbRecp PubKeyValue|i]);
printf("\n");

// fill parameters for derivation mechanism
DeriveParams = (CK_GOSTR3410 DERIVE PARAMS PTR)
malloc (sizeof (CK_GOSTR3410 DERIVE PARAMS) ) ;

DeriveParams—>kdf = CKD_CPDIVERSIFY KDF;
DeriveParams—>pPublicData = (CK BYTE PTR) caRecp PubKeyValue.

pValue;
DeriveParams—>ulPublicDataLen = caRecp PubKeyValue.ulValuelLen;
DeriveParams—pUKM = fixed ukm;
DeriveParams—ulUKMLen = sizeof (fixed ukm);

cmDeriveMechanism . mechanism = CKM GOSTR3410 DERIVE;
cmDeriveMechanism . pParameter = DeriveParams;
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cmDeriveMechanism . ulParameterLen = sizeof(
CK_GOSTR3410 DERIVE PARAMS) ;

printf("Derive Diffie-Hellman key\n");
printf (" derivation mechanism: CKM_GOSTR3410_DERIVE\n");

// derive Diffi —Hellman key of sender
printf(" derive Diffie-Hellman key for sender\n");
GetSystemTime(&t1) ;
rvResult = Pkcsl1FuncList—C_DeriveKey (hSession ,
&cmDeriveMechanism ,
hSendPriKey ,
caDeriveKey ,
ulDeriveKeyCount ,
&hSendDH_ Key) ;
GetSystemTime(&t2) ;
diff = process time(tl, t2);
fprintf(stderr, "C_DeriveKey time: %1d msec\n", diff );
printf(" derive key result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf(" sender’s Diffie-Hellman key handle: %d\n",
(unsigned long)hSendDH Key) ;

// get value of sender derived key
printf("Get value of sender derived key\n");
rvResult = PkcsllFuncList—C GetAttributeValue (hSession ,
hSendDH Key,
&SendDH _Key Value,
1);
if (rvResult =— CKR_OK)
{
SendDH Key Value.pValue =
(CK_BYTE PTR) malloc (SendDH Key Value.ulValueLen);
rvResult = PkesllFuncList—C GetAttributeValue (hSession ,
hSendDH _Key,
&SendDH  Key Value,
1)

}

printf (" Get sender derived key value: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;
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pbSendDH_Key_Value = (CK_BYTE PTR) SendDH_Key_Value.pValue;
printf (" Sender derived key value: ");

for (1=0; i<SendDH Key Value.ulValueLen; ++i)
printf("%x ", pbSendDH Key Value|i]);
printf("\n");

// derive Diffi —Hellman key of recipient

printf(" derive Diffie-Hellman key for recipient\n");
DeriveParams—>pPublicData = (CK BYTE PTR) caSend PubKeyValue.
pValue;

DeriveParams—>ulPublicDatalLen = caSend PubKeyValue.ulValuelLen;

rvResult = Pkcsl1FuncList2—>C DeriveKey(hSession2 ,
&cmDeriveMechanism ,
hRecpPriKey ,
caDeriveKey ,
ulDeriveKeyCount ,
&hRecpDH _ Key) ;
printf (" derive key result: 0x%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf(" recipient’s Diffie-Hellman key handle: %d\n",
(unsigned long)hRecpDH Key) ;

// get value of recipient derived key
printf("Get value of recipient derived key\n");
rvResult = PkesllFuncList2—C GetAttributeValue (hSession2 ,
hRecpDH Key,
&RecpDH  Key Value,
1);
if (rvResult =— CKR_OK)
{
RecpDH Key Value.pValue =
(CK_BYTE PTR) malloc (RecpDH Key Value.ulValueLen);
rvResult = Pkcsl1FuncList2—C _GetAttributeValue (hSession2 ,
hRecpDH Key,
&RecpDH  Key Value,
1);

}

printf (" Get recipient derived key value: result: Ox%x\n",
rvResult);
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if (rvResult != CKR _OK) return rvResult;
pbRecpDH Key Value = (CK BYTE PTR) RecpDH Key Value.pValue;
printf (" Recipient derived key value: ");
for (i=0; i<RecpDH_ Key Value.ulValueLen; +4+i)
printf("%x ", pbRecpDH Key Value[i]);

printf("\n");

// Sender and recipient DH key values must be equal
if (RecpDH Key Value.ulValueLen != SendDH Key Value.ulValueLen

) A

printf("Sender and recipient DH keys are of different length
\Il");

return —1;

}

for (1=0; i<RecpDH Key Value.ulValueLen; ++i) {
if (pbRecpDH Key Value[i] != pbSendDH Key Value[i]) {

printf(
"Sender and recipient KEK keys "
"are different at position %d\n", i);

return —1;

}
}

printf("Sender and recipient KEK keys are equal\n");
printf("CKM_GOSTR3410_KEY_DERIVE test SUCCESS\n");
rvResult = PkcsllFuncList—C _DestroyObject (hSession ,

hSendPubKey) ;

printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = PkecsllFuncList—C _DestroyObject (hSession ,
hSendPriKey) ;

printf(" C_DestroyObject result: Ox%x\n", rvResult);

rvResult = PkcsllFuncList2—C DestroyObject (hSession2 ,

hRecpPubKey) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = Pkcsl1FuncList2—C DestroyObject (hSession2 ,
hRecpPriKey) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);

rvResult = PkecsllFuncList—C _DestroyObject (hSession ,
hSendDH _Key) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);
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rvResult = PkcsllFuncList2—C DestroyObject (hSession2 ,
hRecpDH Key) ;

printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = Pkesl1FuncList—C_Logout(hSession) ;
printf("Sender logout result: Ox%x\n", rvResult);

// User logout may return CKR USER NOT LOGGED IN

// if the same token used for recipient.

rvResult = Pkcsl1FuncList2—C_Logout (hSession2);
printf("Recipient logout result: Ox%x\n", rvResult);

// Close session

rvResult = Pkcsl1FuncList—C _CloseSession(hSession);
printf("Sender close session result: Ox%x\n", rvResult);

rvResult = Pkesl1FuncList2—C _CloseSession (hSession2);

printf("Recipient close session result: Ox%x\n", rvResult);

return 0;

FOCT P34.10-2012, 256 6ut

Jlmcrunar 3.16: ckm  gostr3410 12 256 key derive.c

#include "test_common.h"
int main(int argc, charx argv|])

{
CK RV rvResult;

#ifdef WIN32
HMODULE hPkcsLib = NULL;
HMODULE hPkcsLib2 = NULL;

#else
void #*hPkcsLib = NULL;
void *hPkcsLib2 = NULL;

#endif
CK C_ GetFunctionList pcGetFunctionList = 0;
CK C_ GetFunctionList pcGetFunctionList2 = 0;
CK_FUNCTION LIST PTR Pkecsl1FuncList = NULL;
CK_FUNCTION LIST PTR Pkecsl1FuncList2 = NULL;

CK SLOT ID PTR pSlotList = NULL;
CK SLOT ID PTR pSlotList2 = NULL;
CK_SLOT ID SlotId ;
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CK_SLOT ID Slot1d2;
CK_ULONG ulSlotCount ;
CK ULONG ulSlotCount?2 ;
CK_SLOT INFO SlotInfo;

CK_SESSION HANDLE hSession ;
CK_SESSION HANDLE hSession?2 ;

CK_UTFSCHAR, PTR pcUserPIN = (CK UTFS8CHAR, PTR)"01234567"
CK_ ULONG ulPinLength = 8; // PIN length

CK_UTFSCHAR PTR pcUserPIN2 = (CK_UTFSCHAR PTR)"01234567
CK_ ULONG ulPinLength2 = 8; // PIN length

CK BBOOL blTrue = CK TRUE,
blFalse = CK_FALSE;
CK_ULONG ulKeyType Gost2001 = CKK_ GOSTR3410,
ulKeyType Gost28147 = CKK GOST28147,
ulClass PubKey = CKO_ PUBLIC KEY,
ulClass PriKey = CKO_PRIVATE KEY,
ulClass SecKey = CKO_ SHECRET KEY;
// PAR ECC XchA OID
CK_BYTE gostR3410params || = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x24, 0x00

}s
// PAR 3411-2012-256 OID
CK_BYTE gostR3411params || = {
0x06, 0x08, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x02

)

}
// PAR CIPHER A OID
CK_BYTE gost28147params A || = {
0x06 , 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
}.

// PAR CIPHER B OID

CK_BYTE gost28147params B[] = {
0x06, 0x07, O0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02

Ir5

// PAR CIPHER Z OID

CK_BYTE gost28147params_ Z || = {
0x06, 0x09, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x02, 0x05, 0x01,
0x01

i

// Korma saxppiteii kmod 256 6uT, TO TOJBKO HO 3HAYEHUIO

// arpubyra CKA GOSTR3411 PARAMS moxHO paszobpaTbcs,
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// KakKoil aJropuTM JuBepCHbUKAIUNA HYKHO NPUMEHSITH

// nJst pe3yJbTUDPYHIIETO KJIOYA .
CK_ATTRIBUTE caGOST PublicKeyTemplate [| =

{
{CKA TOKEN, &blTrue , sizeof (CK BBOOL) },
{CKA_PRIVATE, &blFalse | sizeof (CK_BBOOL) },

{CKA GOSTR3410 PARAMS,

gostR3410params , sizeof(gostR3410params)},
{CKA_GOSTR3411 PARAMS,

gostR3411params, sizeof(gostR3411params)},
{CKA_GOST28147 PARAMS,

gost28147params A, sizeof(gost28147params A)},

};

CK_ATTRIBUTE caGOST PrivateKeyTemplate || =

{

{CKA_ TOKEN, &blTrue , sizeof (CK BBOOL) },
{CKA_PRIVATE, &blTrue , sizeof (CK_BBOOL) },
{CKA_DERIVE, &blTrue , sizeof (CK_BBOOL) } ,

}s

// ltemplate for derive key
CK_ATTRIBUTE caDeriveKey [| =

{
{CKA_ CLASS, &ulClass SecKey, sizeof(CK ULONG) },
{CKA_KEY TYPE, &ulKeyType Gost28147, sizeof (CK ULONG) },
{CKA TOKEN, &blFalse sizeof (CK_BBOOL) },
{CKA_SENSITIVE, &blFalse , sizeof (CK_BBOOL) } ,
{CKA EXTRACTABLE, &blTrue, sizeof (CK BBOOL) },
{CKA_ENCRYPT,  &blTrue, sizeof (CK_BBOOL) },
{CKA DECRYPT, &blTrue, sizeof (CK_BBOOL) },
{CKA_GOST28147PARAMS,
gost28147params A, sizeof(gost28147params A)},
}s
CK_ULONG
ulPubKeyCount =
sizeof (caGOST _PublicKeyTemplate) /sizeof (CK_ ATTRIBUTE) ,
ulPriKeyCount =
sizeof (caGOST PrivateKeyTemplate)/sizeof (CK_ATTRIBUTE) ,
ulDeriveKeyCount =

sizeof (caDeriveKey) /sizeof (CK ATTRIBUIE) ;

CK_OBJECT HANDLE
hSendPubKey = 0, // handle to public key of

sender
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hSendPriKey = 0, // handle to private key of
sender
hRecpPubKey = 0, // handle to public key of
recipient
hRecpPriKey = 0, // handle to private key of
recipient
hSendDH Key = 0, // Diffy—Hellman key of the
sender
hRecpDH_Key = 0; // Diffy —Hellman key of the
recipient
CK_MECHANISM
cmKeyGenMechanism, // mechanism for key pair
genaration
cmDeriveMechanism; // mechanism for key
derivation

CK_ULONG

CK_BYTE PTR
pbSecretKeyParam = NULL,
pbSend PubKeyValue = NULL,
pbRecp PubKeyValue NULL,
pbSend PriKeyValue = NULL,
pbRecp PriKeyValue = NULL,
pbSendDH Key Value = NULL,
pbRecpDH Key Value = NULL;

CK_ATTRIBUTE
caSecretKeyParam =
{CKA_ GOST28147PARAMS, pbSecretKeyParam, 0},
caSend PubKeyValue =
{CKA_VALUE, pbSend PubKeyValue, 0},
caSend PriKeyValue =
{CKA VALUE, pbSend PriKeyValue, 0},
caRecp PubKeyValue =
{CKA VALUE, pbRecp PubKeyValue, 0},
caRecp PriKeyValue =
{CKA VALUE, pbRecp PriKeyValue, 0},
SendDH Key Value = {CKA VALUE, pbSendDH Key Value, 0},
RecpDH _Key Value = {CKA VALUE, pbRecpDH Key Value, 0};

// parameters for derivation mechanism
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CK_ GOSTR3410 DERIVE PARAMS PTR DeriveParams;
// UKM must be non—zero by RFC 4357
CK ULONG ulUKMLen = 8;
CK_BYTE fixed ukm [8] = {
0x9D, 0x23, 0x98, 0xCO, 0x12, 0x31, 0x2A, 0xSE

};
char *TextBlock =
"This text block will be encrypted and the cipher text will be

decrypted.";

CK_ULONG ulDataSize = 0; // size of text data

CK _BYTE PITR pbCipherText = NULL; // encrypted data

CK_ ULONG ulCipherSize = 0; // size of encrypted
data

CK_BYTE PTR pbDecryptedText = NULL; // decrypted data

CK_ULONG ulDecryptedDataSize = 0; // size of decrypted
data

CK CHAR *api_ path = PKCS11 API PATH,;

CK_UTF8CHAR x*user pin = "01234567";

CK_ULONG slot num = 0;

CK_CHAR xapi_path2 = PKCS11_API PATH;

CK UTFSCHAR xuser pin2 = "01234567";

CK _ULONG slot num2 = 0;

SYSTEMTIME tl, t2;

CK_ ULONG diff/*, min_time, max_time, avg_timex*/;

printf("Starting CKM_GOSTR3410_KEY_DERIVE (2012_256) test\n");

for (i=1; i<(CK ULONG)argc; i++) {

if (stremp("-api", argv[i]) = 0) {
++i
api_path = argv|[i];
} else if (stremp("-slot", argv[i]) = 0) {
41 ;
slot_num = atoi(argv|i]);
} else if (strcmp("-user_pin", argv|[i]) = 0) {
41 ;
user _pin = argv|[i];
}
}
api_path2 = api_ path;
user pin2 = user pin;
slot num2 = slot num;
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#ifdef WIN32
hPkecsLib = LoadLibrary (api_ path);
#else
hPkesLib = dlopen (api path, RILD NOW);
#endif
if ( hPkesLib — NULL ) {
printf(
"Can’t load PKCS#11 API library. "
"Check API library path.\n");
#ifndef WIN32
printf("dlerror: %s\n", dlerror());
#endif
return —1;
¥
#ifdef WIN32
pcGetFunctionList =
(CK_C_GetFunctionList) GetProcAddress (
hPkesLib ,"C_GetFunctionList");
#else
pcGetFunctionList =
(CK_C_GetFunctionList ) dlsym (
hPkesLib,"C_GetFunctionList");
#endif

// get PKCS #11 function list

rvResult = pcGetFunctionList(&Pkecsl1FuncList);
printf("Load PKCS #11 function list result: Ox%x\n", rvResult

)3

if (rvResult != CKR OK) return rvResult;

// initialize Cryptoki

rvResult = Pkcsl1FuncList—C Initialize (NULL) ;
printf("Initialize Cryptoki result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

// get slot list
rvResult =

Pkcsl1FuncList—C GetSlotList (CK_FALSE, NULL, &ulSlotCount ) ;
printf("Get slot list result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

if (ulSlotCount > 0)

{ // allocate memory for slot list
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pSlotList = (CK SLOT ID PTR) malloc(
ulSlotCount x* sizeof(CK_SLOT ID));

rvResult =
Pkcsl1FuncList—C GetSlotList (
CK_FALSE, pSlotList , &ulSlotCount);

if (rvResult != CKR OK) return rvResult;
printf("Slot count: %d\n", ulSlotCount);

}

else return -3;

// get information about sender and recipient slots.
for (1=0; i<ulSlotCount; ++i)
{
rvResult
Pkcsl1FuncList—C _GetSlotInfo(pSlotList[i], &SlotInfo);
if (rvResult = CKR_OK)
{ // if a token is present in this slot
if ((SlotInfo.flags & CKF _TOKEN PRESENT) —
CKF_ TOKEN PRESENT)
{

SlotId = pSlotList|i];
break ;

}
}

}
if (i>=ulSlotCount) {

printf("No slots with token present\n");
return —3;

}

printf("Slot ID: %d\n", Slotld);

// open session for slot with ID = SlotId [0]
rvResult = Pkcsl1FuncList—C_ OpenSession(Slotld ,
(CKF_SERIAL SESSION | CKF_RW_SESSION) ,
NULL,
0,
&hSession) ;
printf("Open session result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

// user login
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rvResult
CKU_USER,
user pin
strlen (user pin));
printf("Login result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;
// load library PKCS #11
#ifdef WIN32
hPkesLib2 = LoadLibrary (api_path2);
#else
hPkesLib2 = dlopen (api_path2, RILD NOW) ;
#endif
if ( hPkesLib2 — NULL ) {
printf("Can’t load PKCS#11 API library. "
"Check API library path.\n");
Hifndef WIN32
printf("dlerror: %s\n", dlerror());
#endif
return FALSE;
}
#ifdef WIN32
pcGetFunctionList2 =
(CK_C_GetFunctionList) GetProcAddress (
hPkcsLib2 ,"C_GetFunctionList");
#else
pcGetFunctionList2 =
(CK_C_GetFunctionList ) dlsym (
hPkcsLib2 ,"C_GetFunctionList");
#endif

Pkcsl1FuncList—C Login(hSession

// get PKCS #11 function list
rvResult
printf("Load PKCS #11 function list result:

if (rvResult != CKR OK) return rvResult;

// initialize Cryptoki
rvResult

printf("Initialize Cryptoki result: Ox%x\n"
if (rvResult != CKR OK &&

)

pcGetFunctionList2(&Pkesl1FuncList2) ;

0x%x\n", rvResult)

Pkcsl1FuncList2—C Initialize (NULL) ;

, rvResult);

rvResult = CKR CRYPTOKI ALREADY INITIALIZED)

return rvResult;

// get slot list
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rvResult =
Pkecs11FuncList2—C _GetSlotList (CK_FALSE, NULL, &ulSlotCount2

)5
printf("Get slot list result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

if (ulSlotCount2 > 0)
{ // allocate memory for slot list
pSlotList2 =
(CK_SLOT ID PTR) malloc(
ulSlotCount2 * sizeof (CK SLOT ID));

rvResult =
Pkcsl1FuncList2—C GetSlotList (CK_FALSE,
pSlotList2 , &ulSlotCount2);

if (rvResult != CKR OK) return rvResult;
printf("Slot count: %d\n", ulSlotCount2);

}

else return -3;

// get information about sender and recipient slots.
for (1=0; i<ulSlotCount2; ++i)
{
rvResult = Pkcsl1FuncList2—C GetSlotInfo (
pSlotList2[i], &SlotInfo);
if (rvResult = CKR_OK)
{ // if a token is present in this slot
if ((SlotInfo.flags & CKF TOKEN PRESENT) —
CKF_TOKEN PRESENT)

{
SlotId2 = pSlotList2[i];
break ;
}
}
}
if (i>=ulSlotCount2) {

printf("No slots with token present\n");
return —3;

}
printf("Slot ID 2: %d\n", Slotld2);
{
CK TOKEN INFO tinfo ;
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rvResult = Pkcsl1FuncList2—C GetTokenInfo(pSlotList2[i], &
tinfo);
if (rvResult != CKR OK) {

printf("Can’t get token info\n");

return —4;

}
}

// open session for slot with ID = SlotId2[0]
rvResult = Pkesl1FuncList2—C_ OpenSession (SlotId2 ,
(CKF_SERIAL SESSION | CKF RW SESSION) ,
NULL,
0,
&hSession2);
printf("Open session result: Ox%x\n", rvResult);
if (rvResult != CKR _OK) return rvResult;

// User login may return CKR_USER ALREADY LOGGED IN
// if the same token used for recipient.
rvResult = Pkecsl1FuncList2—>C Login(hSession2 ,
CKU_USER,
user pin2
strlen (user pin2));
printf("Login result: Ox%x\n", rvResult);
if (rvResult != CKR OK &&
rvResult != CKR_USER ALREADY LOGGED IN) return rvResult;

// generate sender key pair with GOST R 34.10—-2001
printf("Generate key pair of sender\n");
printf (" mechanism type: CKM_GOSTR3410_KEY_PAIR_GEN\n");

cmKeyGenMechanism . mechanism = CKM_ GOSTR3410 KEY PAIR GEN;
cmKeyGenMechanism . pParameter = NULL;
cmKeyGenMechanism . ulParameterLen = 0;
rvResult = Pkcsl1FuncList—C GenerateKeyPair (hSession ,
&emKeyGenMechanism ,
caGOST PublicKeyTemplate ,
ulPubKeyCount ,
caGOST PrivateKeyTemplate ,
ulPriKeyCount ,
&hSendPubKey ,
&hSendPriKey ) ;
printf (" generate sender key pair: result: Ox%x\n", rvResult

IE

ANMCECH

codpt 182




I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

if (rvResult != CKR _OK) return rvResult;

printf (" sender public key handle: %d\n",
(unsigned long)hSendPubKey) ;
printf (" sender private key handle: %d\n",

(unsigned long)hSendPriKey) ;

// generate recipient key pair with GOST R 34.10—2001
printf("Generate key pair of recipient\n");
printf (" mechanism type: CKM_GR3410_KEY_PAIR_GEN\n");

rvResult = Pkecsl1FuncList2—C GenerateKeyPair(hSession2 ,
&emKeyGenMechanism
caGOST PublicKeyTemplate ,
ulPubKeyCount ,
caGOST _PrivateKeyTemplate ,
ulPriKeyCount ,
&hRecpPubKey ,
&hRecpPriKey) ;
printf(" generate recipient key pair: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;

printf(" recipient public key handle: %d\n",
(unsigned long)hRecpPubKey) ;
printf (" recipient private key handle: %d\n",

(unsigned long)hRecpPriKey) ;

// get value of sender public key
printf("Get value of sender public key\n");

rvResult = Pkcsl1FuncList—C_GetAttributeValue (hSession
hSendPubKey ,
&caSend PubKeyValue
1);
if (rvResult =— CKR OK)
{
caSend PubKeyValue.pValue =
(CK_BYTE PTR) malloc (caSend PubKeyValue.ulValueLen) ;
rvResult = PkesllFuncList—C GetAttributeValue (hSession ,
hSendPubKey ,
&caSend PubKeyValue,
1);
¥
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printf (" Get sender public key value: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;

pbSend PubKeyValue = (CK BYTE PTR) caSend PubKeyValue.pValue;
printf(“ Sender public key value: ") ;

for (i=0; i<caSend PubKeyValue.ulValueLen; ++i)
printf("%x ", pbSend PubKeyValue|i]) ;
printf("\n");

// get value of recipient public key
printf("Get value of recipient public key\n");
rvResult = Pkecsl1FuncList2—C GetAttributeValue(hSession2 ,
hRecpPubKey ,
&caRecp PubKeyValue,
1);
if (rvResult = CKR_OK)
{
caRecp PubKeyValue.pValue =
(CK_BYTE PTR) malloc (caRecp PubKeyValue.ulValueLen) ;
rvResult = Pkcsl1FuncList2—C GetAttributeValue(hSession2 ,
hRecpPubKey ,
&caRecp PubKeyValue,
1);
}

printf (" Get recipient public key value: result: Ox%x\n",
rvResult);
if (rvResult != CKR OK) return rvResult;

printf(" Recipient public key value: ");
pbRecp PubKeyValue = (CK_BYTE PTR) caRecp PubKeyValue.pValue;

for (i=0; i<caRecp PubKeyValue.ulValueLen; ++i)
printf("%x ", pbRecp PubKeyValue|i]);
printf("\n");

// fill parameters for derivation mechanism
DeriveParams = (CK GOSTR3410 DERIVE PARAMS PTR)
malloc (sizeof (CK_GOSTR3410 DERIVE PARAMS) ) ;
DeriveParams—kdf = CKD_CPDIVERSIFY KDF,
DeriveParams—>pPublicData = (CK _BYTE PIR) caRecp PubKeyValue.
pValue;
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DeriveParams—>ulPublicDatalLen = caRecp PubKeyValue.ulValuelLen;
DeriveParams—pUKM = fixed ukm;
DeriveParams—ulUKMLen = sizeof (fixed ukm);

cmDeriveMechanism . mechanism = CKM_GOSTR3410 DERIVE;
cmDeriveMechanism . pParameter = DeriveParams;
cmDeriveMechanism . ulParameterLen = sizeof(

CK_GOSTR3410 DERIVE PARAMS) ;

printf("Derive Diffie-Hellman key\n");
printf(" derivation mechanism: CKM_GOSTR3410_DERIVE\n");

// derive Diffi —Hellman key of sender
printf (" derive Diffie-Hellman key for sender\n");
GetSystemTime(&t1) ;
rvResult = Pkcsl1FuncList—C DeriveKey (hSession ,
&cmDeriveMechanism
hSendPriKey ,
caDeriveKey ,
ulDeriveKeyCount ,
&hSendDH_ Key) ;
GetSystemTime(&t2) ;
diff = process time(tl, t2);
fprintf(stderr, "C_DeriveKey time: %1d msec\n", diff );
printf (" derive key result: 0x%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" sender’s Diffie-Hellman key handle: %d\n",
(unsigned long)hSendDH Key) ;

// get value of sender derived key
printf("Get value of sender derived key\n");
rvResult = PkcsllFuncList—C_GetAttributeValue (hSession
hSendDH Key,
&SendDH  Key Value,
1);
if (rvResult = CKR OK)
{
SendDH Key Value.pValue =
(CK_BYTE PTR) malloc (SendDH Key Value.ulValueLen);
rvResult = PkesllFuncList—C GetAttributeValue (hSession ,
hSendDH _Key,
&SendDH  Key Value,

1);
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}

printf (" Get sender derived key value: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR _OK) return rvResult;

pbSendDH Key Value = (CK_BYTE PTR) SendDH_ Key Value.pValue;
printf(" Sender derived key value: ");

for (1=0; i<SendDH Key Value.ulValueLen; ++i)
printf("%x ", pbSendDH Key Value|[il]);
printf("\n");

// derive Diffi—Hellman key of recipient

printf (" derive Diffie-Hellman key for recipient\n");
DeriveParams—>pPublicData = (CK BYTE PTR) caSend PubKeyValue.
pValue;

DeriveParams—>ulPublicDatalLen = caSend PubKeyValue.ulValueLen;

rvResult = Pkcsl1FuncList2—C _DeriveKey (hSession2 ,
&cmDeriveMechanism |
hRecpPriKey ,
caDeriveKey ,
ulDeriveKeyCount ,
&hRecpDH  Key ) ;
printf (" derive key result: 0x%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" recipient’s Diffie-Hellman key handle: %d\n",
(unsigned long)hRecpDH_Key) ;

// get value of recipient derived key
printf("Get value of recipient derived key\n");
rvResult = PkesllFuncList2—C GetAttributeValue (hSession2 ,
hRecpDH Key,
&RecpDH  Key Value,
1);
if (rvResult = CKR _OK)
{
RecpDH Key Value.pValue =
(CK_BYTE _PTR) malloc (RecpDH_ Key Value.ulValueLen);
rvResult = Pkcsl1FuncList2—C _GetAttributeValue (hSession2 ,
hRecpDH Key,
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&RecpDH  Key Value,
1);
}

printf (" Get recipient derived key value: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;

pbRecpDH Key Value = (CK_BYTE PTR) RecpDH Key Value.pValue;
printf (" Recipient derived key value: ");
for (i=0; i<RecpDH_ Key Value.ulValueLen; +4+i)

printf("%x ", pbRecpDH Key Value|i]);

printf("\n");

// Sender and recipient DH key values must be equal
if (RecpDH Key Value.ulValueLen != SendDH Key Value.ulValueLen

) A
printf("Sender and recipient DH keys are of different length
\n");
return —1;
}
for (1=0; i<RecpDH_ Key Value.ulValueLen; ++i) {
if (pbRecpDH Key Value[i| != pbSendDH Key Value|i]) {
printf(
"Sender and recipient KEK keys "
"are different at position %d\n", i);
return —1;
}
}

printf("Sender and recipient KEK keys are equal\n");
printf("CKM_GUSTR3410_KEY_DERIVE test SUCCESS\n”);
rvResult = Pkecsl1FuncList—C_ DestroyObject (hSession ,
hSendPubKey) ;

printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = PkecsllFuncList—C _DestroyObject (hSession ,
hSendPriKey) ;

printf(" C_DestroyObject result: Ox%x\n", rvResult);

rvResult = PkcsllFuncList2—C DestroyObject (hSession2 ,
hRecpPubKey) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);
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rvResult = Pkecsl1FuncList2—C DestroyObject (hSession2 ,
hRecpPriKey) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);

rvResult = Pkcsl1FuncList—C_ DestroyObject (hSession ,
hSendDH _Key) ;
printf(" C_DestroyObject result: O0x%x\n", rvResult);

rvResult = Pkcsl1FuncList2—>C DestroyObject (hSession2 ,
hRecpDH Key) ;

printf(" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = Pkesl1FuncList—C_Logout(hSession) ;
printf("Sender logout result: Ox%x\n", rvResult);

// User logout may return CKR USER NOT LOGGED IN

// if the same token used for recipient.

rvResult = Pkcsl1FuncList2—C_Logout(hSession2);
printf("Recipient logout result: Ox%x\n", rvResult);

// Close session

rvResult = Pkcsl1FuncList—C CloseSession (hSession);
printf("Sender close session result: Ox%x\n", rvResult);

rvResult = Pkcsl1FuncList2—C _CloseSession (hSession2);
printf("Recipient close session result: Ox%x\n", rvResult);

printf(“CKM_GOSTR3410_KEY_DERIVE (2012_256) test SUCCESS\n“);
return 0;

rOCT P34.10-2012, 512 6ur

Jlucrunar 3.17: ckm_gostr3410 12 512 key derive.c

#include "test_common.h"
int main(int argc, charx argv]|])

{
CK RV rvResult;
#ifdef WIN32
HMODULE hPkcsLib = NULL;
HMODULE hPkcsLib2 = NULL;
#else
void #*hPkecsLib = NULL;
void *hPkcsLib2 = NULL;
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#endif
CK C_ GetFunctionList pcGetFunctionList = 0;
CK_ C_ GetFunctionList pcGetFunctionList2 = 0;
CK_FUNCTION LIST PTR Pkcsl1FuncList = NULL;
CK_FUNCTION LIST PTR Pkecsl1FuncList2 = NULL;

CK _SLOT ID PTR pSlotList = NULL;
CK _SLOT ID PTR pSlotList2 = NULL;
CK_SLOT ID SlotId;

CK_SLOT 1D SlotId2;

CK_ ULONG ulSlotCount ;
CK_ULONG ulSlotCount?2 ;
CK_SLOT INFO SlotInfo ;

CK_SESSION HANDLE hSession ;
CK_SESSION HANDLE hSession2;

CK_UTFS8CHAR PTR pcUserPIN = (CK_UTFSCHAR PTR)"01234567"
CK_ULONG ulPinLength = 8; // PIN length

CK_UTF8CHAR_PTR pcUserPIN2 = (CK_UTFSCHAR PTR)"01234567
CK_ULONG ulPinLength2 = 8§; // PIN length

CK _BBOOL blTrue = CK_ TRUE,
blFalse = CK FALSE;

CK ULONG ulKeyType Gost2001 = CKK GOSTR3410,
ulKeyType Gost28147 = CKK GOST28147,
ulClass PubKey = CKO_ PUBLIC KEY,
ulClass PriKey = CKO PRIVATE KEY,
ulClass SecKey = CKO _SHECRET KEY;

// PAR 512 A OID

CK_BYTE gostR3410params || = {

0x06, 0x09, Ox2a, 0x85, 0x03, 0x07, 0x01, 0x2, 0x01, 0x02, O
x01

Ik
// PAR 3411-2012-512 OID
CK_BYTE gostR3411params || = {
0x06, 0x08, Ox2a, 0x85, 0x03, 0x07, 0x01, O0x01, 0x02, 0x03
}.

// PAR CIPHER A OID
CK_BYTE gost28147params_A[] = {
0x06 , 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
}s
// PAR CIPHER B OID
CK_BYTE gost28147params || = {
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0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02

}s
CK_ATTRIBUTE caGOST _PublicKeyTemplate || =
{
{CKA TOKEN, &blTrue , sizeof (CK BBOOL)
}s
{CKA_ PRIVATE, &blFalse | sizeof (CK_BBOOL)
}

{CKA_GOSTR3410 PARAMS, gostR3410params, sizeof(
gostR3410params) },

{CKA_GOSTR3411 PARAMS, gostR3411lparams, sizeof(
gostR3411params) },

{CKA_ GOST28147 PARAMS, gost28147params_ A, sizeof(
gost28147params_ A) },

C}I;{_ATTRIBUTE caGOST PrivateKeyTemplate [| =

}CKA*TOKEN, &blTrue , sizeof (CK_BBOOL)
}{7CKA_PRIVATE, &blTrue , sizeof (CK_BBOOL)
}{CKA_DERIVE, &blTrue , sizeof (CK_BBOOL) } ,

};

// ltemplate for derive key
CK_ATTRIBUTE caDeriveKey || =

{
{CKA_ CLASS, &ulClass SecKey, sizeof(CK ULONG) },
{CKA_KEY TYPE, &ulKeyType Gost28147, sizeof (CK ULONG) },
{CKA_TOKEN, &blFalse sizeof (CK_BBOOL) },
{CKA_SENSITIVE, &blFalse , sizeof (CK_BBOOL) } ,
{CKA_EXTRACTABLE, &blTrue, sizeof (CK_BBOOL) }
{CKA_ENCRYPT,  &blTrue, sizeof (CK_BBOOL) },
(CKA_DECRYPT,  &blTrue, sizeof (CK_BBOOL) }

{CKA_GOST28147PARAMS, gost28147params A, sizeof(
gost28147params A) },

}s

CK_ULONG
ulPubKeyCount =
sizeof (caGOST _PublicKeyTemplate) /sizeof (CK_ATTRIBUTE) ,
ulPriKeyCount =
sizeof (caGOST _PrivateKeyTemplate) /sizeof (CK_ATTRIBUTE) ,
ulDeriveKeyCount =
sizeof (caDeriveKey) /sizeof (CK ATTRIBUIE) ;
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CK_OBJECT HANDLE
hSendPubKey = 0, // handle to public key of
sender
hSendPriKey = 0, // handle to private key of
sender
hRecpPubKey = 0, // handle to public key of
recipient
hRecpPriKey = 0, // handle to private key of
recipient
hSendDH Key = 0, // Diffy—Hellman key of the
sender
hRecpDH Key = 0; // Diffy —Hellman key of the
recipient
CK_MECHANISM
cmKeyGenMechanism, // mechanism for key pair
genaration
cmDeriveMechanism; // mechanism for key
derivation

CK_ULONG

CK _BYTE PTR
pbSecretKeyParam = NULL,
pbSend PubKeyValue = NULL,
pbRecp PubKeyValue = NULL,
pbSend PriKeyValue NULL,
pbRecp PriKeyValue = NULL,
pbSendDH Key Value = NULL,
pbRecpDH Key Value = NULL;

CK_ATTRIBUTE
caSecretKeyParam =
{CKA GOST28147PARAMS, pbSecretKeyParam, 0},

caSend PubKeyValue = {CKA VALUE,
pbSend PubKeyValue, 0},

caSend PriKeyValue = {CKA VALUE,
pbSend PriKeyValue, 0},

caRecp PubKeyValue = {CKA VALUE,
pbRecp PubKeyValue, 0},

caRecp PriKeyValue = {CKA VALUE,
pbRecp PriKeyValue, 0},
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SendDH Key Value = {CKA VALUE, pbSendDH Key Value, 0},
RecpDH Key Value {CKA_VALUE, pbRecpDH Key Value, 0};

// parameters for derivation mechanism
CK_GOSTR3410_DERIVE PARAMS PTR DeriveParams;
// UKM must be non—zero by RFC 4357
CK ULONG ulUKMLen = 16;
CK BYTE fixed ukm|[16] = {
0x9d, 0x23, 0x98, OxcO, O0x12, 0x31, Ox2a, 0x8e,
0x23, 0xf4, Oxca, Oxdd, 0x03, Oxa8, 0x17, 0x97,

};
char x*TextBlock =
"This text block will be encrypted and the cipher text will be

decrypted.";

CK_ULONG ulDataSize = 0; // size of text data

CK BYTE PTR pbCipherText = NULL; // encrypted data

CK_ULONG ulCipherSize = 0; // size of encrypted
data

CK_BYTE PTR pbDecryptedText = NULL; // decrypted data

CK_ULONG ulDecryptedDataSize = 0; // size of decrypted
data

CK CHAR xapi path = PKCS11 API PATH;

CK_ UTFS8CHAR xuser pin = "01234567";

CK ULONG slot num = 0;

CK_CHAR #api_path2 — PKCS11_API PATH;
CK_UTFS8CHAR *user pin2 = "01234567";

CK _ULONG slot num2 = 0;

SYSTEMTIME 1, 2

CK_ ULONG diff/*, min_time, max_time, avg_timex*/;

printf("Starting CKM_GOSTR3410_12_DERIVE (2012_512) test\n");

for (i=1; i<(CK_ULONG)argc; i++) {

if (stremp("-api", argv|[i|) =— 0) {
41 ;
api_path = argv|i];

} else if (strcmp("-slot", argv|[i]) = 0) {
++i ;
slot _ num = atoi(argv|[i]);

} else if (strcmp("-user_pin", argv|[i]) = 0) {
41 ;
user pin = argv|i];

¥
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}

api_ path2 = api path;
user pin2 = user pin;
slot num2 = slot num;

Hifdef WIN32
hPkesLib = LoadLibrary (api_ path);

#else
hPkesLib = dlopen (api_path, RILD NOW) ;
#endif
if ( hPkesLib — NULL ) {
printf(

"Can’t load PKCS#11 API library. "
"Check API library path.\n");
Hifndef WIN32
printf("dlerror: %s\n", dlerror());
#endif
return —1;
}
#ifdef WIN32
pcGetFunctionList =
(CK_C_GetFunctionList) GetProcAddress (
hPkcsLib ,"C_GetFunctionList");
#else
pcGetFunctionList =
(CK_C_GetFunctionList ) dlsym (
hPkesLib,"C_GetFunctionList");
#endif

// get PKCS #11 function list

rvResult = pcGetFunctionList(&Pkesl1FuncList) ;

printf("Load PKCS #11 function list result: Ox%x\n", rvResult
)

if (rvResult != CKR OK) return rvResult;

// initialize Cryptoki

rvResult = PkcsllFuncList—C Initialize (NULL) ;
printf("Initialize Cryptoki result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

// get slot list
rvResult = PkcsllFuncList—C GetSlotList (CK_FALSE, NULL, &
ulSlotCount ) ;
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printf("Get slot list result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

if (ulSlotCount > 0)
{ // allocate memory for slot list
pSlotList = (CK_SLOT ID_PTR) malloc(
ulSlotCount * sizeof(CK SLOT ID));

rvResult =
Pkcsl1FuncList—C _GetSlotList (
CK_FALSE, pSlotList , &ulSlotCount);

if (rvResult != CKR OK) return rvResult;
printf("Slot count: %d\n", ulSlotCount);

}

else return -3;

// get information about sender and recipient slots.
for (1=0; i<ulSlotCount; 4+i)
{

rvResult = Pkcsl1FuncList—C _GetSlotInfo(pSlotList[i], &
SlotInfo);

if (rvResult = CKR OK)

{ // if a token is present in this slot

if ((SlotInfo.flags & CKF TOKEN PRESENT) —
CKF TOKEN PRESENT)

{
SlotIld = pSlotList|1i];
break;

}
}
}
if (i>=ulSlotCount) {

printf("No slots with token present\n");
return —3;

}

printf("Slot ID: %d\n", SlotlId);

// open session for slot with ID = Slotld [0]
rvResult = Pkcsl1FuncList—C_OpenSession(Slotld ,
(CKF_SERIAL_SESSION | CKF RW_SESSION)

NULL,
0,
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&hSession) ;

printf("Open session result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

// user login

rvResult = Pkcsl1FuncList—C_Login(hSession ,

CKU_USER,
user pin
strlen (user pin));
printf("Login result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;
// load library PKCS #11
sifdef WIN32
hPkesLib2 = LoadLibrary (api_ path2);
#else
hPkesLib2 = dlopen (api path2, RILD NOW);
#endif
if ( hPkesLib2 — NULL ) {

printf("Can’t load PKCS#11 API library. "

"Check API library path.\n");
#ifndef WIN32
printf("dlerror: %s\n", dlerror());
#endif
return FALSE;
}
#ifdef WIN32
pcGetFunctionList2 =
(CK_C_GetFunctionList) GetProcAddress (
hPkcsLib2 ,"C_GetFunctionList");
#else
pcGetFunctionList2 =
(CK_C_GetFunctionList ) dlsym (
hPkcsLib2 ,"C_GetFunctionList");
#endif

// get PKCS #11 function list

rvResult = pcGetFunctionList2(&Pkcsl1FuncList2);
printf("Load PKCS #11 function list result: Ox%x\n", rvResult)

if (rvResult != CKR OK) return rvResult;

// initialize Cryptoki

rvResult = Pkcsl1FuncList2—C Initialize (NULL) ;
printf("Initialize Cryptoki result: Ox%x\n", rvResult);
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if (rvResult != CKR OK &&

rvResult != CKR_CRYPTOKI ALREADY INITIALIZED) return
rvResult ;

// get slot list

rvResult = PkesllFuncList2—C GetSlotList (CK_FALSE, NULL, &
ulSlotCount2);

printf("Get slot list result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

if (ulSlotCount2 > 0)
{ // allocate memory for slot list
pSlotList2 =
(CK_SLOT ID PTR) malloc(
ulSlotCount2 * sizeof (CK SLOT ID));

rvResult =

Pkcsl1FuncList2—C _GetSlotList (CK_FALSE,
pSlotList2 , &ulSlotCount2);

if (rvResult != CKR OK) return rvResult;
printf("Slot count: %d\n", ulSlotCount2);

}

else return -3;

// get information about sender and recipient slots.
for (1=0; i<ulSlotCount2; ++i)
{
rvResult = Pkcsl1FuncList2—C _GetSlotInfo (
pSlotList2[i], &SlotInfo);
if (rvResult =— CKR_OK)
{ // if a token is present in this slot
if ((SlotInfo.flags & CKF TOKEN PRESENT) —
CKF_TOKEN PRESENT)
{
Slotld2 = pSlotList2[i];
break ;
}
}
}
if (i>=ulSlotCount2) {
printf("No slots with token present\n");
return —3;

}
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printf("Slot ID 2: %d\n", Slotld2);
{
CK_TOKEN INFO tinfo ;
rvResult = Pkcsl1FuncList2—C GetTokenInfo(pSlotList2[i], &
tinfo ) ;
if (rvResult != CKR OK) {
printf("Can’t get token infoln");
return —4;

}
}

// open session for slot with ID = SlotId2[0]
rvResult = Pkcsl1FuncList2—C OpenSession(SlotId2 ,
(CKF_SERIAL SESSION | CKF_RW_SESSION) ,
NULL,
0,
&hSession2);
printf("Open session result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

// User login may return CKR USER ALREADY LOGGED IN
// if the same token used for recipient.
rvResult = Pkcsl1FuncList2—C_Login(hSession2 ,
CKU_USER,
user pin2
strlen (user pin2));
printf("Login result: Ox%x\n", rvResult);
if (rvResult != CKR OK &&
rvResult != CKR USER ALREADY LOGGED IN) return rvResult;

// generate sender key pair with GOST R 34.10—-2012 (512)
printf("Generate key pair of sender\n");
printf (" mechanism type: CKM_GOSTR3410_512_KEY_PAIR_GEN\n");

cmKeyGenMechanism . mechanism = CKM_ GOSTR3410 512 KEY PAIR GEN;
cmKeyGenMechanism . pParameter = NULL;
cmKeyGenMechanism . ulParameterLen = 0;
rvResult = Pkcsl1FuncList—C_GenerateKeyPair (hSession
&ecmKeyGenMechanism ,
caGOST _PublicKeyTemplate ,
ulPubKeyCount ,
caGOST _PrivateKeyTemplate ,
ulPriKeyCount ,
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&hSendPubKey ,

&hSendPriKey ) ;
printf (" generate sender key pair: result: Ox%x\n", rvResult
)
if (rvResult != CKR OK) return rvResult;

printf(" sender public key handle: %d\n",
(unsigned long)hSendPubKey) ;
printf(" sender private key handle: %d\n",

(unsigned long)hSendPriKey) ;

// generate recipient key pair with GOST R 34.10—-2012 (512)
printf("Generate key pair of recipient\n");
printf (" mechanism type: CKM_GR3410_512_KEY_PAIR_GEN\n");

rvResult = Pkcsl1FuncList2—C GenerateKeyPair(hSession2 ,
&emKeyGenMechanism ,
caGOST _PublicKeyTemplate ,
ulPubKeyCount ,
caGOST PrivateKeyTemplate ,
ulPriKeyCount ,
&hRecpPubKey
&hRecpPriKey) ;
printf(" generate recipient key pair: result: OxY%x\n",
rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" recipient public key handle: %d\n",
(unsigned long)hRecpPubKey) ;
printf (" recipient private key handle: %d\n",

(unsigned long)hRecpPriKey) ;

// get value of sender public key
printf("Get value of sender public key\n");

rvResult = PkesllFuncList—C GetAttributeValue (hSession ,
hSendPubKey ,
&caSend PubKeyValue,
1);
if (rvResult = CKR_OK)
{
caSend PubKeyValue.pValue =
(CK_BYTE PTR) malloc (caSend PubKeyValue.ulValueLen) ;
rvResult = Pkecsl1FuncList—C _GetAttributeValue (hSession
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hSendPubKey ,
&caSend PubKeyValue,
1);
}
printf (" Get sender public key value: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;

pbSend PubKeyValue = (CK_BYTE PTR) caSend PubKeyValue.pValue;
printf (" Sender public key value: ");

for (i=0; i<caSend PubKeyValue.ulValueLen; ++1i)
printf("%x ", pbSend PubKeyValue[i]);
printf("\n");

// get value of recipient public key
printf("Get value of recipient public key\n");
rvResult = Pkcsl1FuncList2—>C GetAttributeValue (hSession2 ,
hRecpPubKey ,
&caRecp PubKeyValue,
1);
if (rvResult = CKR OK)
{
caRecp PubKeyValue.pValue =
(CK_BYTE PTR) malloc (caRecp PubKeyValue.ulValueLen);
rvResult = Pkcsl1FuncList2—C _GetAttributeValue (hSession2 ,
hRecpPubKey ,
&caRecp PubKeyValue,
1);

}

printf(" Get recipient public key value: result: Ox%x\n",
rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" Recipient public key value: ");
pbRecp PubKeyValue = (CK BYTE PTR) caRecp PubKeyValue.pValue;

for (1=0; i<caRecp_ PubKeyValue.ulValueLen; ++i)
printf("%x ", pbRecp PubKeyValue|i]);
printf("\n");

// fill parameters for derivation mechanism
DeriveParams = (CK_GOSTR3410 DERIVE PARAMS PTR)
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malloc (sizeof (CK_GOSTR3410 DERIVE PARAMS) ) ;
DeriveParams—kdf = CKD_CPDIVERSIFY KDF,
DeriveParams—>pPublicData = (CK BYTE PTR) caRecp PubKeyValue.
pValue;
DeriveParams—>ulPublicDataLen = caRecp PubKeyValue.ulValuelLen;
DeriveParams—pUKM = fixed ukm;
DeriveParams—ulUKMLen = sizeof (fixed ukm);

cmDeriveMechanism . mechanism = CKM GOSTR3410 12 DERIVE;
cmDeriveMechanism . pParameter = DeriveParams;
cmDeriveMechanism . ulParameterLen = sizeof (

CK_GOSTR3410 DERIVE PARAMS) ;

printf("Derive Diffie-Hellman key\n");
printf (" derivation mechanism: CKM_GOSTR3410_DERIVE\n");

// derive Diffi —Hellman key of sender
printf (" derive Diffie-Hellman key for sender\n");
GetSystemTime(&t1) ;
rvResult = Pkecsl1FuncList—C DeriveKey(hSession ,
&cmDeriveMechanism
hSendPriKey ,
caDeriveKey ,
ulDeriveKeyCount ,
&hSendDH_ Key) ;
GetSystemTime(&t2) ;
diff = process time(tl, t2);
fprintf(stderr, "C_DeriveKey time: %1d msec\n", diff );
printf(" derive key result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf(" sender’s Diffie-Hellman key handle: %d\n",
(unsigned long)hSendDH Key) ;

// get value of sender derived key
printf("Get value of sender derived key\n");
rvResult = Pkcsl1FuncList—C_GetAttributeValue (hSession
hSendDH Key,
&SendDH  Key Value,
1);
if (rvResult = CKR _OK)
{
SendDH Key Value.pValue =
(CK_BYTE PTR) malloc (SendDH Key Value.ulValueLen);
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rvResult = Pkcsl1FuncList—C_GetAttributeValue (hSession
hSendDH _Key,
&SendDH  Key Value,
1);

}

printf(" Get sender derived key value: result: Ox’%x\n",
rvResult) ;

if (rvResult != CKR OK) return rvResult;

pbSendDH Key Value = (CK _BYTE PTR) SendDH Key Value.pValue;

printf (" Sender derived key value: ");

for (1=0; i<SendDH Key Value.ulValueLen; ++i)
printf("%x ", pbSendDH Key Value[i]);

printf("\n");

// derive Diffi —Hellman key of recipient

printf (" derive Diffie-Hellman key for recipient\n");
DeriveParams—>pPublicData = (CK BYTE PIR) caSend PubKeyValue.
pValue;

DeriveParams—>ulPublicDatalLen = caSend PubKeyValue.ulValuelLen;

rvResult = Pkcsl1FuncList2—C_DeriveKey (hSession2 ,
&cmDeriveMechanism ,
hRecpPriKey ,
caDeriveKey ,
ulDeriveKeyCount ,
&hRecpDH  Key ) ;
printf(" derive key result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" recipient’s Diffie-Hellman key handle: %d\n",
(unsigned long)hRecpDH Key) ;

// get value of recipient derived key

printf("Get value of recipient derived key\n");

rvResult = Pkcsl1FuncList2—C _GetAttributeValue (hSession2 ,
hRecpDH _Key,
&RecpDH  Key Value,
1);

if (rvResult = CKR_OK)

{
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RecpDH Key Value.pValue =
(CK_BYTE PTR) malloc (RecpDH Key Value.ulValueLen):;
rvResult = Pkcsl1FuncList2—C_GetAttributeValue (hSession2 ,
hRecpDH Key,
&RecpDH  Key Value,
1);
}

printf(" Get recipient derived key value: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;

pbRecpDH Key Value = (CK_BYTE PTR) RecpDH Key Value.pValue;
printf (" Recipient derived key value: ");
for (i=0; i<RecpDH_ Key Value.ulValueLen; +4+i)

printf("%x ", pbRecpDH Key Value[i]);

printf("\n");

// Sender and recipient DH key values must be equal
if (RecpDH Key Value.ulValueLen != SendDH Key Value.ulValuelen

) A
printf("Sender and recipient DH keys are of different length
\Il");
return —1;
}

for (1=0; i<RecpDH_ Key Value.ulValueLen; ++i) {
if (pbRecpDH Key Value[i| != pbSendDH Key Value[i]) {

printf(
"Sender and recipient KEK keys "
"are different at position %d\n", i);

return —1;

}
}

printf("Sender and recipient KEK keys are equal\n");
printf ("CKM_GOSTR3410_12_DERIVE test SUCCESS\n");
rvResult = Pkcsl1FuncList—C_ DestroyObject (hSession ,
hSendPubKey) ;

printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = PkcsllFuncList—C _ DestroyObject (hSession ,
hSendPriKey) ;

printf (" C_DestroyObject result: Ox%x\n", rvResult);
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rvResult = Pkecsl1FuncList2—C DestroyObject (hSession2 ,
hRecpPubKey) ;

printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = PkcsllFuncList2—C DestroyObject (hSession2 ,
hRecpPriKey) ;

printf (" C_DestroyObject result: Ox%x\n", rvResult);

rvResult = PkcsllFuncList—C _ DestroyObject (hSession ,
hSendDH_Key) ;
printf(" C_DestroyObject result: Ox%x\n", rvResult);

rvResult = Pkesl1FuncList2—C DestroyObject (hSession2 ,
hRecpDH _Key) ;

printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = Pkcsl1FuncList—C_Logout(hSession);
printf("Sender logout result: Ox%x\n", rvResult);

// User logout may return CKR_USER NOT LOGGED IN

// if the same token used for recipient.

rvResult = Pkcsl1FuncList2—C_ Logout(hSession2);
printf("Recipient logout result: Ox%x\n", rvResult);

// Close session

rvResult = Pkesl1FuncList—C _CloseSession (hSession);
printf("Sender close session result: Ox%x\n", rvResult);

rvResult = Pkcsl1FuncList2—C _CloseSession (hSession2);
printf("Recipient close session result: Ox%x\n", rvResult);

printf("CKM_GOSTR3410_12_DERIVE (2012_256) test SUCCESS\n“);
return 0;

3.3.8 LWudposarue no NOCT 28147-89

B manHO# mporpaMme JeMOHCTPUPYETCsST CUMMETPUIHOE MG POBAHUE ¢ TOMOIIBIO Me-
xaHu3Ma CKM_GOST28147 ¢ paznuunbiMu mnpegonpeeieaabimu B RFC 4357 mabopamu
rmapaMerpoB. B 0HOM U3 IPUMEPOB HCIIOJIB3YETCsI TAKXKe HOBBII Habop napamerpos "Z"
(1.2.643.7.1.2.5.1.1), pexomennosanusiii TK 26 B kadecrBe ymamausaemoro [10]. Bame-
THM, 9TO JjIsl TECTOBOI'O HaDOpa MapaMeTpoB IMHU(MPOBAHUST MCIIOJIb3yEeTCsT PEXKUM TaM-
mupoBanus CNT, a juisi ocTajbHBIX — PEXKUM raMMUPOBaHus ¢ 0bpaTHoit cs3pio OFB.
Kpome Toro, B 1aHHOM TIpuMepe JIEMOHCTPUPYETCS COXPaHEHUE / BOCCTAHOBJIEHUE TTPOMe-
JKYTOYHOT'O COCTOSTHUS KOHTEKCTa MnudPOBAHUS B JIByX CECCUSX.

Pasmep cocrostaust KOHTEKCTa MTU(POBAHNS 3aBUCUT OT PEAJIUBAINY U B PA3HBIX BEPCHU-
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AX 6I/I6JII/IOTGKI/I MOZKET OKa3aTbCdA Pa3/IMYHBIM, IIOTOMY HE CJIEAYET HaJdedThCd Ha CbI/IK—
CUPOBAHHBII pa3mep Oydepa Mpu COXPAHEHUU STOTO COCTOSIHUS C IIOMOINBIO (DYHKIUU
C_GetOperationState.

JImcruar 3.18: ckm  gost28147.c

#include "test_common.h"

CK RV test crypto();
CK_RV test gost28147 (CK_SESSION HANDLE sess , CK_ SESSION HANDLE

sess2);

int main(int argc, char xargv|]|) {

CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession, hSession2;
CK_MECHANISM INFO minfo;

rc = funcs—C_OpenSession(Slotld ,
CKF _RW_SESSION | CKF_ SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession);
if (re != CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;
}
fprintf(stderr, "C_OpenSession success\n");
rc = funcs—C_OpenSession(Slotld ,
CKF RW_SESSION | CKF_ SERIAL SESSION,
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NULL PTR, NULL PTR, &hSession2);
if (rc != CKR OK) {
fprintf (stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession 2 success\n");

rc = funcs—C_GetMechanismInfo(SlotId , CKM GOST28147, &minfo) ;
if (rc != CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_GO0ST28147 not supported ===========\n"
)
} else {
fprintf(stderr
W\p==================== CKM_GOST28147 test ==================\p"
)

rc = test gost28147 (hSession, hSession2);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_GO0ST28147 failed, rc = Ox%x\n", rc);
} else {
fprintf(stderr, "CKM_GOST28147 test passed.\n");
}

}

if( (rc = funcs—C CloseSession (hSession2)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession 2 failed with Ox%x\n", rc);
¥
else {
fprintf(stderr, "C_CloseSession 2 success\n");
¥

if( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf (stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
}
out:
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return rc;

¥
CK_RV test gost28147 (CK_SESSION HANDLE sess , CK_SESSION HANDLE
sess2 )
{
CK RV rc¢ = CKR OK;
CK ULONG len, state len;
CK_BYTE value[1024]|, value2[1024];
CK_OBJECT HANDLE keyh = CK INVALID HANDLE;
CK BYTE xstate;
CK_MECHANISM mechanism desc = {CKM GOST28147, NULL, 0};
CK_MECHANISM_PTR mechanism = &mechanism desc;
static CK BBOOL ltrue = CK TRUE;
static CK BBOOL lfalse = CK FALSE;
static CK_OBJECT CLASS oclass = CKO SECRET KEY;
static CK_OBJECT CLASS param oclass = CKO _DOMAIN PARAMETERS;
static CK KEY TYPE key type = CKK GOST28147;
static CK BYTE key[] = {
0xc3,0x73,0x0c,0xb5c,0xbc,0xca ,0xcf ,0x91,
0Oxb5a ,0xc2,0x92,0x67,0x6f,0x21,0xe8,0xbd,
Ox4e ,0xf7 ,0x53,0x31,0xd9,0x40,0x5e,0x5f,
Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11,
b
static CK BYTE data || = {
0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,
0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,
}s
static CK_BYTE data2[200];
//par_cipher 0
static CK BYTE oidl || = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x00,
I
static CK BYTE etl || = {
0x08,0x79,0x76,0x86,0xee ,0xbb,0x99,0xe7,
0x7f,0xa3 ,0x75,0=xff ,0x6b,0x7c,0x27,0x6f,
};
//par_cipher A
static CK BYTE oid2 || = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01,
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}s

static CK BYIE et2 || = {
0x49,0x11,0%x96 ,0x11,0xad,0x19,0x12,0x52 ,
0x7c,0x49 ,0x5f ,0x23 ,0xb9,0%x23,0x62,0xd9 ,

}s
//par_cipher B
static CK BYTE oid3 || = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, OxIf, 0x02,
}s
static CK BYTE et3 || = {

Oxab ,0x45,0x07,0xb4,0x96 ,0xc5,0x5b,0xfd ,
0x61,0x16 ,0x64 ,0x9d ,0x43 ,0x87 ,0x42,0x53,

b
//par_cipher C
static CK_BYIE oid4 || = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x03,
}s
static CK BYIE et4 [| = {

0x98 ,0x7c ,0x0c,0x18,0x3c,0x64 ,0xd5,0x4b,
0x75,0x8e,0xaf ,0x67,0x52,0x87,0x15,0x7b,

}s
//par_cipher D
static CK BYIE oid5 || = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x04,
}s
static CK BYIE et5 || = {

Oxa2 ,0x4c,0x7c,0x4e,0x91 ,0xed ,0x19,0x8c,
Oxdc,0xfb ,0x1f,0x07,0x5¢c,0x80,0xf6 ,0xad,

}s
//par_cipher Z (TC 26 A)
static CK BYTE o0id6 || = {
0x06, 0x08, Ox2a, 0x85, 0x07, 0x01, 0x02, 0x05, 0x01, 0x01,
}s
static CK BYIE et6 || = {

Oxea, 0x2f, 0x3f, 0x5f, Oxdb, 0x6f, 0x19, 0x01,
Oxba, 0x3d, 0x01, Oxcd, Ox2c, 0x64, 0x6d, Oxch,

}s

static CK_ATTRIBUTE key template|[] = {
{ CKA_CLASS, &oclass, sizeof(oclass) },
{ CKA_KEY TYPE, &key type, sizeof(key type) },
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{ CKA_GOST28147PARAMS, oidl, sizeof(oidl) },
{ CKA_ ENCRYPT, &ltrue, sizeof(CK BBOOL) },

{ CKA DECRYPT, &ltrue, sizeof(CK BBOOL) },

{ CKA_VALUE, key, sizeof(key) }

s
static CK_BYTE ivec [8] = {1};

printf("Zero Data\n");
printf("Param Set 0\n");
rc = funcs—C_CreateObject (sess
key template, sizeof(key template)/sizeof (CK ATTRIBUTE), &
keyh) ;
if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

mechanism—>pParameter = ivec;
mechanism—>ulParameterLen = sizeof(ivec);
rc = funcs—C _Encryptlnit(sess , mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr , "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C_ Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR_OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

goto end;

}

CHECK(value, len, etl);

rc = funcs—>C_DestroyObject (sess , keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf("Param Set A\n");

key template[2].pValue = 0id2;

key template|[2].ulValueLen = sizeof(0id2);
rc = funcs—C_CreateObject (sess
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key template, sizeof(key template)/sizeof(CK ATTRIBUTE), &
keyh) ;
if (rc !'= CKR OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);

goto end;

}

rc = funcs—C _Encryptlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

goto end;

}

CHECK(value, len, et2);

rc = funcs—C DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf("Param Set B\n");
key template[2].pValue = 0id3;
key template|[2].ulValueLen = sizeof(0id3);
rc = funcs—C_CreateObject (sess
key template
sizeof (key template)/sizeof(CK ATTRIBUTE), &keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_ Encryptlnit(sess, mechanism, keyh);

if (re != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}
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len = sizeof(value);
rc = funcs—C_ Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR_OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

goto end;

}

CHECK(value , len, et3);

rc = funcs—>C_DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
goto end;

}

printf("Param Set C\n");
key template[2].pValue = oid4;
key template[2].ulValueLen = sizeof(oid4);
rc = funcs—>C_CreateObject (sess
key template,
sizeof (key template)/sizeof(CK ATTRIBUTE), &keyh);
if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Encryptlnit(sess, mechanism, keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C _ Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR OK) {

fprintf(stderr , "C_Encrypt failed: Ox%x\n", rc);

goto end;

}

CHECK(value, len, etd);

rc = funcs—C DestroyObject (sess , keyh);
if (rc != CKR OK) {
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fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf("Param Set D\n");
key template[2].pValue = o0id5;
key template |2].ulValueLen = sizeof(o0idb);
rc = funcs—C_CreateObject (sess ,
key template ,
sizeof (key template)/sizeof(CK ATTRIBUTE), &keyh):;
if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _ Encryptlnit(sess, mechanism, keyh);

if (rec != CKR _OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C_ Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

goto end;

}

CHECK(value , len, et5);

rc = funcs—>C_DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
goto end;

}

printf("Param Set Z\n");
key template[2].pValue = 0id6;
key template|[2].ulValueLen = sizeof(0id6);
rc = funcs—C CreateObject (sess ,
key template
sizeof (key template)/sizeof(CK_ ATTRIBUTE), &keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
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goto end;

}

rc = funcs—C_Encryptlnit(sess , mechanism, keyh):;

if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C _ Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

goto end;

}

CHECK(value, len, et6);

rc = funcs—C_ DestroyObject (sess, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf("Two Sessions With Get/SetOperationState\n");

printf("Random Data\n");
rc = funcs—C_GenerateRandom( sess, data2, sizeof(data2) );
if (rec != CKR OK) {
fprintf(stderr, "C_GenerateRandom failed: Ox%x\n", rc);
goto end;

}

printf("Param Set B\n");
key template[2].pValue = 0id3;
key template|[2].ulValueLen = sizeof(0id3);
rc = funcs—C_CreateObject (sess
key template
sizeof (key template)/sizeof(CK_ATTRIBUTE), &keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}
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rc = funcs—C_ Encryptlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C_ EncryptUpdate(sess, data2, 192, value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
goto end;

}

// Save session operation state
state len = 0;
rc = funcs—C GetOperationState (sess, NULL, &state len);
state = malloc(state len);
if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;
¥
rc = funcs—C _GetOperationState(sess , state, &state len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

// Restore saved operation state to other session

rc = funcs—C _SetOperationState(sess2 , state, state len
keyh , CK_ INVALID HANDLE) ;

if (rc != CKR OK) {
fprintf(stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

memcpy (value2 , value, sizeof(value));

free (state);

state len = 0;

rc = funcs—C _GetOperationState(sess2 , NULL, &state len);

if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

state = malloc(state len);
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rc = funcs—C GetOperationState (sess2, state, &state len);
if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

free(state);

state len = 0;

rc = funcs—C _GetOperationState (sess , NULL, &state len);

if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

¥

state = malloc(state len);

rc = funcs—C _GetOperationState(sess, state, &state len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SetOperationState(sess, state, state len,
keyh , CK INVALID HANDLE) ;

if (rc != CKR OK) {
fprintf(stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

// Continue operations in first session
len = sizeof(value) — 192;
rc = funcs—C_EncryptUpdate(sess ,
data2 + 192, sizeof(data2) — 192, value + 192, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
goto end;

}

// Continue restored operations in second session
len = sizeof(value2) — 192;
rc = funcs—C _ EncryptUpdate (sess2 ,
data2 + 192, sizeof(data2) — 192, value2 + 192, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
goto end;

}
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// Finalize operations in first session
len = sizeof(value) — sizeof(data2);
rc = funcs—C EncryptFinal(sess, value + sizeof(data2), &len);
if (re != CKR OK) {

fprintf(stderr, "C_EncryptFinal failed: Ox%x\n", rc);

goto end;

}

memcpy (value2 ;, value, sizeof(value));

free(state);

state len = 0;

rc = funcs—C GetOperationState (sess2 , NULL, &state len);

if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

¥

state = malloc(state len);

rc = funcs—C _GetOperationState (sess2 , state , &state len);

if (re != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

// Finalize operations in second session
len = sizeof(value2) — sizeof(data2);
rc = funcs—C _ EncryptFinal(sess2, value2 + sizeof(data2), &len
)5
if (rc != CKR OK) {
fprintf(stderr, "C_EncryptFinal failed: Ox%x\n", rc);
goto end;

}
// len = 0

rc = funcs—C_ Decryptlnit(sess2 , mechanism, keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);

goto end;
¥
len = sizeof(data2);
rc = funcs—C_ Decrypt(sess2, value2, len, value, &len);

if (rc != CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
goto end;
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}

CHECK(value , len, data2);

rc = funcs—C Decryptlnit(sess2, mechanism, keyh);

if (rc != CKR _OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
goto end;

}

len = 192;
rc = funcs—C_ DecryptUpdate (sess2, value2, 192, value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);
goto end;
}
len = sizeof(value2)—192;
rc = funcs—C_ DecryptUpdate (sess2 ,
value2+192, sizeof(value2)—192, value+192, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);
goto end;
}
len = sizeof(value2);
rc = funcs—C DecryptFinal(sess2, value+tsizeof(value2), &len);
if (rec != CKR OK) {
fprintf(stderr, "C_DecryptFinal failed: Ox%x\n", rc);
goto end;

}

// len =— 0
len = sizeof(data2);
CHECK(value , len, data2);

rc = funcs—C _Decryptlnit(sess , mechanism, keyh);
if (rc !'= CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
goto end;
¥
free (state);
state len = 0;
rc = funcs—C _GetOperationState (sess , NULL, &state len);
if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
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goto end;

¥

state = malloc(state len);

rc = funcs—C _GetOperationState(sess, state, &state len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—>C_ DecryptUpdate(sess, value2, 192, value, &len);

if (re != CKR OK) {
fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);
goto end;

¥

free(state);

state len = 0;

rc = funcs—C GetOperationState (sess, NULL, &state len);

if (rec != CKR _OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

state = malloc(state len);

rc = funcs—C _GetOperationState(sess , state, &state len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

¥

rc = funcs—C_DecryptUpdate (sess ,
value2+192, sizeof(value2)—192, value+192, &len);

if (rec != CKR OK) {
fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);
goto end;

¥

free (state);

state len = 0;

rc = funcs—C _GetOperationState (sess , NULL, &state len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

¥

state = malloc(state len);

rc = funcs—C _GetOperationState(sess, state, &state len);

if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;
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}

rc = funcs—C _ DecryptFinal(sess, value+sizeof(value2), &len);
if (rc !'= CKR OK) {

fprintf(stderr, "C_DecryptFinal failed: Ox%x\n", rc);

goto end;

}

free (state);

// len =— 0
len = sizeof(data2);
CHECK(value , len, data2);

printf ("SUCCESS\n");
rc = CKR_OK;
end:
if (keyh != CK_INVALID HANDLE) {
funcs—C _DestroyObject (sess , keyh);

}

return rc;

}

3.3.9 Ludposatune B pexume ECB

s mudpoBanus B pexkume mpoctoit 3amerbl KCB B crangapre onpeielieH crernuaib-
HbIfl Mexann3Mm CKM_G0S28147_ECB. B mpumepe ckm_gost28147_ecb jemoHCTpUpYeTC
ero ucrosb3oBanne. 3amernm, aro corinacHo RFC 4357(8], B obbekTax mapaMerpos Jo-
MeHa MOI'YT ObITh 3a/aHbl ToJIbKO pexkuMbl mudposanus CNT(0), CFB(1) win CBC(2).

JImcruar 3.19: ckm  gost28147 ecb.c

#include "test_common.h"

CK RV test crypto();
CK RV test gost28147 ecb (CK_SESSION HANDLE sess) ;

int main(int argc, char xargv|[]) {
CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}
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rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK_RV test _crypto ()
{
CK RV rc, ret;
CK_ SESSION HANDLE hSession;
CK_MECHANISM INFO minfo;

rc = funcs—C_ OpenSession(Slotld
CKF RW_SESSION | CKF SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;
¥
fprintf(stderr, "C_OpenSession success\n");
/ *
// log in as normal user
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));

if (rc != CKR_OK) {
fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n",
PG) ¢
goto out_close;

}

fprintf (stderr, "C_Login success\n");

*/

rc = funcs—C_GetMechanismInfo(Slotld , CKM_ GOST28147 ECB, &

minfo) ;

if (rc != CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_GOST28147_ECB not supported
=====esss=-\nt);
} else {
fprintf(stderr
"\n==================== CKM_GOST28147_ECB test
)
ANMCECH

codpt 219




I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

rc = test gost28147 ecb(hSession);
if (rc != CKR OK) {
fprintf (stderr
"ERROR CKM_GOST28147_ECB failed, rc = Ox%x\n", rc);
} else {
fprintf(stderr, "CKM_GOST28147_ECB test passed.\n");
}

}

if( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf(stderr
"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;

}

else {
fprintf(stderr, "C_CloseSession success\n");

}

out :

}

CK RV test gost28147 ecb(CK SESSION HANDLE sess)
{

return rc;

int rc = 0;

CK_BYTE value [256];

CK _ULONG len ;

CK_OBJECT HANDLE keyh = CK_ INVALID HANDLE;
CK_MECHANISM mechanism desc = {CKM_GOST28147 ECB, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;

static CK BBOOL ltrue = CK TRUE;

static CK BBOOL lfalse = CK_FALSE;

static CK_OBJECT CLASS oclass = CKO_ SECRET KEY;
static CK_KEY TYPE key type = CKK GOST28147;

static CK BYIE key || = {
0xc3,0x73,0x0c,0x5¢c,0xbc,0xca,0xcf,0x91,
0xba ,0xc2,0x92,0x67,0x6f,0x21,0xe8 ,0xbd,
Ox4e ,0xf7 ,0x53,0x31,0xd9,0x40,0x5e,0x5f,
0xla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11};

// Hauuble njst nmmdpoBaHusi B OJOYHBIX PEXKUMAX JIOJDKHBI IOCTYyHaTh HAa
BXO]T

// mopuusiMu , JJIMHA KOTOPBIX KpaTHa pa3MmMepy O0JIOKa, T.e. 8—Mu.
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static CK BYTE data || = {
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,

}s

static CK_BYTE oidl || = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxlf, 0x00 };
static CK BYTE etl[] = {

0xf4 ,0xeb5,0x5¢,0xfl ,0xf0 ,0xb5,0xd6,0x29,

0xf4 ;0xe5,0x5¢c,0xfl ,0xf0,0xb5,0xd6,0x29 };

static CK BYTE oid2 || = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01 };
static CK BYTE et2 || = {

0xd8 ,0xea ,0xd4,0xbd,0xb6,0xb5,0x43,0x26 ,
0xd8,0xea ,0xd4,0xbd,0xb6,0xb5,0x43,0x26 };

static CK BYTE o0id3[] = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02 };
static CK BYTE et3[] = {

0x7b,0x18 ,0xc6,0x12,0x5d,0xfd ,0xe0,0x80,
0x7b,0x18,0xc6 ,0x12,0x5d,0xfd ,0xe0,0x80 };

static CK BYIE oid4 || = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x03 };
static CK BYIE et4 [| = {
0x3d ,0xac,0xa3,0x01,0x9c,0xee ,0x92,0x14 ,
0x3d,0xac,0xa3,0x01,0x9c,0xee,0x92,0x14 };

static CK BYTE oid5[] = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x04 };
static CK BYTE et5[] = {

0x6b,0x63,0x55,0xec ,0x8c,0x78,0x62,0x46 ,
0x6b ,0x63,0x55,0xec ,0x8¢,0x78,0x62,0x46 };

static CK_ATTRIBUTE key template|[] = {
{ CKA_CLASS, &oclass, sizeof(oclass) },
{ CKA KEY TYPE, &key type, sizeof(key type) },
{ CKA_GOST28147PARAMS, oidl, sizeof(oidl) },
{ CKA ENCRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA_DECRYPT, &ltrue, sizeof(CK_BBOOL) },
{ CKA_VALUE, key, sizeof(key) }
}s
CK_BYTE dummy [8];
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CK ULONG dummy len = 0;

CK_BYTE key to wrap|[] = {

Oxc2, 0x8f, 0xf3, Oxed, 0x3a, Oxe2, 0x72, 0xd2,
0x41, 0x10, Oxff, 0x88, 0x3b, 0Oxbc, 0x16, 0x2b,
0x51, 0xd9, Ox4d, Ox4d, Oxdb, Ox1f, 0x67, OxOa,
0x58, 0x95, 0x40, 0xf2, 0x54, 0x97, 0x4d, 0x61,

};
CK_BYTE wrapping key[| = {
0x28, Oxff, 0x2f, Oxbd, 0x65, Oxle, 0x31, 0x25,
Oxef, Oxa6, Ox4c, Oxdd, 0x91, 0x78, 0Oxdl, 0x89,
0x55, 0x96, Oxe0, Ox3c, O0x7f, 0x9d, Oxeb, 0xe9,
Oxab, 0x9d, O0xb5a, 0x9a, 0x2b, Oxlc, 0x6f, 0x6c¢c,
};
CK_BYTE wrapped key[] = {
0xb6, Oxa6, 0xf7, 0x09, 0x52, 0x09, Oxea, Oxfd,
0x78, Oxa3, 0x4d, Oxbd, 0x0Oc, Oxbd, 0x35, 0xc2,
0x5f, Oxee, 0x6c, 0xfO0, 0x17, Oxa2, 0xd8, 0x02,
0x5b, 0x36, 0xf5, Oxb3, 0xd8, 0x0a, Oxca, 0x87,
};
CK_ATTRIBUTE wrapping key template[] = {
{ CKA VALUE, wrapping key, sizeof(wrapping key) },
{ CKA_ CLASS, &oclass, sizeof(oclass) },
{ CKA_KEY TYPE, &key type, sizeof(key type) },
{ CKA_ GOST28147PARAMS, o0id2, sizeof(o0id2) },
{ CKA_SIGN, &ltrue, sizeof(CK BBOOL) },
{ CKA_VERIFY, &ltrue, sizeof(CK BBOOL) },
¥

rc = funcs—C_CreateObject (sess
wrapping key template
sizeof (wrapping key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _Encryptlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;
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}

// Hauuble mis nmdpoBaHuss B OJOYHBIX PEXKUMAX JOJDKHBI MOCTYyHaTh HAa
BXO/I
// mopuusME , JJIMHA KOTOPBIX KpaTHa pa3MmMepy O0JIOKa, T.e. 8—Mu.
len = sizeof(value);
rc = funcs—C_EncryptUpdate (sess ,
key to wrap, sizeof(key to wrap), value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_EncryptFinal (sess , dummy, &dummy len) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptFinal failed: Ox%x\n", rc);
return rc;

}

CHECK(value, len, wrapped key);

rc = funcs—>C_DestroyObject (sess , keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
return rc;

}

rc = funcs—C_CreateObject (sess
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rec != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_ Encryptlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

// Hauubie njst nmdpoBaHuss B OJOYHBIX PEXKUMAX JIOJDKHBI OCTYyHaTh HA
BXO/I

// mopuusiMu , JJIMHA KOTOPBIX KpaTHa pa3MmMepy O0JIOKa, T.e. 8—Mu.

len = sizeof(value);

rc = funcs—C_ EncryptUpdate(sess, data, sizeof(data), value, &
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len);

if (rc != CKR OK) {

fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_EncryptFinal (sess , dummy, &dummy len);

if (rc != CKR OK) {
fprintf(stderr, "C_EncryptFinal failed: Ox%x\n", rc);
return rc;

}

CHECK(value, len, etl);

rc = funcs—C_ Decryptlnit(sess, mechanism, keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ Decrypt(sess, value, len, value, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value, len, data);

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

key template[2].pValue = 0id2;

key template|[2].ulValueLen = sizeof(0id2);

rc = funcs—C_CreateObject (sess
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_ Encryptlnit(sess, mechanism, keyh);
if (rc != CKR OK) {

AMCQCCIQCIOT 224




I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);
rc = funcs—C _Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}

CHECK(value, len, et2);

rc = funcs—C_ Decryptlnit(sess, mechanism, keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ Decrypt(sess, value, len, value, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value, len, data);

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

key template[2].pValue = 0id3;

key template|[2].ulValueLen sizeof (0id3);

rc = funcs—C_CreateObject (sess
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_ Encryptlnit(sess, mechanism, keyh);
if (rc != CKR OK) {
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fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);
rc = funcs—C _Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}

CHECK(value, len, et3);

rc = funcs—C_ Decryptlnit(sess, mechanism, keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ Decrypt(sess, value, len, value, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value, len, data);

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

key template[2].pValue = oid4;

key template|[2].ulValueLen sizeof (0id4);

rc = funcs—C_CreateObject (sess
key template, sizeof(key template)/sizeof(CK ATTRIBUTE), &

keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_ Encryptlnit(sess, mechanism, keyh);
if (rc != CKR OK) {
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fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);
rc = funcs—C _Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}

CHECK(value, len, etd);

rc = funcs—C_ Decryptlnit(sess, mechanism, keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ Decrypt(sess, value, len, value, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value, len, data);

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

key template[2].pValue = o0id5;

key template|[2].ulValueLen sizeof (0id5);

rc = funcs—C_CreateObject (sess
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_ Encryptlnit(sess, mechanism, keyh);
if (rc != CKR OK) {
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fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);
rc = funcs—C _Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}

CHECK(value, len, eth);

rc = funcs—C_ Decryptlnit(sess, mechanism, keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ Decrypt(sess, value, len, value, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value , len, data);

rc = funcs—C_ DestroyObject (sess , keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

return rc;

3.3.10 Wiundposarue B pexxume CBC

B janHOM npuMepe JIeMOHCTPHUPYETCsi He TOJIBKO COOCTBEHHO MM(MPOBAHUE B PEKUME
crerierns 61okoB CBC, HO 1 opraHu3alyst 3Toro mudpoBaHusl ¢ IIOMOIIBI0 00BEKTa, Ta-
pamerpos joMeHa. 3ameruM, 9To corsiacio RFC 4357(8|, B o6bekTax mapaMeTpos JJOMEHa
MoryT 6bITh 3azanbl pexkuMbl mudposanuss CNT(0), CFB(1) wiu CBC(2).

JImcrunar 3.20: ckm  gost28147 cbe.c
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#include "test_common.h"

CK_RV test _crypto();
CK RV test gost28147 cbc(CK SESSION HANDLE sess);

int main(int argc, char xargv|]|) {
CK RV rc = CKR OK;

rc = test main(arge, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc !'= CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()

{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C _ OpenSession(Slotld ,
CKF RW_SESSION | CKF_ SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession);

if (re != CKR OK) {
fprintf(stderr ,

"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;
}
fprintf(stderr, "C_OpenSession success\n");
/%
// log in as normal user
rc = funcs->C_Login (
hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc !'= CKR_OK) {
fprintf (stderr,
"ERROR call to C_Login failed, rc = Ox%x\n", rc);
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goto out_close;
}
fprintf (stderr, "C_Login success\n");

*/

rc = funcs—C_GetMechanismInfo(Slotld , CKM GOST28147, &minfo ) ;
if (rc != CKR OK) {
fprintf (stderr

"\n======== Mechanism CKM_GO0ST28147 not supported ===========\n"
)
} else {
fprintf (stderr
"\n==================== CKM_GOST28147 CBC test
==================\n");

rc = test_ gost28147 cbc(hSession);
if (rc != CKR OK) {

fprintf(stderr

"ERROR CKM_GOST28147 CBC failed, rc = Oxkx\n", rc);

} else {

fprintf(stderr , "CKM_GOST28147 CBC test passed.\n");
}

}

if ( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf (stderr

"Error: C_CloseSession failed with O0x%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");

}

out:
return rc;

// B manHOM TecTe mIpoBepseTCs He TOJbKO COGCTBeHHO HmbpOBaHUE
// B pexume CBC, HO m opranusanus 3TOro nmdpoBaHUs C IIOMOIIBIO
// obbekTa mapamMeTpPOB JOMEHA .
CK RV test gost28147 cbc(CK SESSION HANDLE sess)
{
int rc = 0;
CK BYTE value [256];
CK _ULONG len ;
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CK_OBJECT HANDLE keyh = CK INVALID HANDLE;
CK_MECHANISM mechanism desc = {CKM GOST28147, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;

static CK BBOOL Itrue = CK TRUE;

static CK BBOOL lfalse = CK_ FALSE;

static CK_OBJECT CLASS oclass = CKO_SECRET KEY;

static CK_OBJECT CLASS dp class = CKO DOMAIN PARAMETERS;
static CK_KEY TYPE key type = CKK GOST28147;

static CK BYIE key || = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,

};
static CK BYIE iv || = {

0x90, 0x4B, 0x9C, 0x7A, 0xBB, 0x85, O0xOE, 0x87,
¥

// Hauubie njst ntmdpoBaHusi B OJOYHBIX PEXKUMAX J10JLKHbI
// mocTymaTh Ha BXOJ HOPIHUSMHA, JJIMHA KOTOPBIX
// KparhHa pa3smepy 6J0Ka, T.e. 8—Mmu GaiiTam.
// Magmuar B LCC me paboraer, mo3TOMy €ro OpraHU3alus
// moJDKHA TPOU3BOJUTHCS HA HPUKJIIAJHOM YDOBHE .
static CK BYTE data || = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, Ox6a, 0x68, 0x69, Ox6a, 0x6b,
0x69, O0x6a, 0x6b, Ox6c, Ox6a, 0x6b, Ox6c, 0x6d,
0x6b, 0x6c¢c, 0x6d, Ox6e, Ox6c, 0x6d, Ox6e, 0x6f,
0x6d, Ox6e, O0x6f, 0x70, Ox6e, 0x6f, 0x70, 0x71,
0x0a ,
// PKCS#5 padding bytes
0x07, 0x07, 0x07, 0x07, 0x07, 0x07, 0x07,

I
static CK BYIE etl || = {
0xC2, 0xE2, 0x9F, 0x15, 0x98, 0x47, 0x87, 0x97,
0x91, 0x85, 0x29, 0x8D, 0x28, 0xBB, 0x37, 0x54,
0xBC, 0x8E, 0x77, 0xC3, 0x82, 0x72, 0x4D, 0x60,
0x0B, 0x09, 0x0C, OxEC, 0x2A, 0x26, 0x95, O0xE5,
0xBF, 0x13, 0x01, OxFA, 0x09, 0x51, OxBE, O0x6F,
0x81, 0x73, 0xAB, 0xF3, 0xCB, 0x11, 0x20, 0xBS,
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0x61, Ox5F, 0xA8, 0x5B, 0xFO, 0x75, 0xB3, 0x98,
0x4B,
// encrypted PKCS#5 padding bytes
0x62, 0x89, 0x18, 0xBC, 0x34, 0xDE, 0xC8,
}s
static CK_ATTRIBUTE key template|[] = {
{ CKA_ CLASS, &oclass, sizeof(oclass) },
{ CKA KEY TYPE, &key type, sizeof(key type) },
{ CKA_GOST28147PARAMS, NULL, 0 },
{ CKA VALUE, key, sizeof(key) },
{ CKA ENCRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA_DECRYPT, &ltrue, sizeof(CK BBOOL) },
};

const CK_OBJECT CLASS oc_dp = CKO DOMAIN PARAMETERS;

CK_ATTRIBUTE t_find dp|[| = {

{CKA_ CLASS, (CK_VOID PTR)&oc dp, sizeof(oc dp)},
{CKA_KEY TYPE, &key type, sizeof(key type)},
{CKA_OBJECT ID, NULL, 0},

}s

// ®aktuueckun 3To Habop mapamerpoB A uz RFC 4357,
// B KOoTOpoM pexum nmdposanus usmenen ua CBC.

CK_BYTE dp cbe|] =

{
0x30, 0x53,

0x04 , 0x40,
// +4 (rabauna 3amen)
0x93, Oxee, 0xb3, Oxlb, 0x67, 0x47, Oxba, Oxda,
0x3e, Ox6a, Oxld, O0x2f, 0x29, O0x2c, 0x9c, 0x95,
0x88, 0Oxbd, 0x81, 0x70, Oxba, 0x31, 0xd2, Oxac,
Ox1f, 0xd3, 0xf0, Ox6e, 0x70, 0x89, 0xOb, 0x08,
Oxab, 0xcO, Oxe7, 0x86, 0x42, 0xf2, 0x45, Oxc2,
Oxe6, 0xbb, 0x29, 0x43, Oxfc, Oxad, 0x34, 0x59,
Oxcb, 0x0f, Oxc8, Oxfl, 0x04, 0x78, Ox7f, 0x37,
Oxdd, 0x15, Oxae, Oxbd, Oxbl, 0x96, 0x66, Oxed,

0x02, 0x01,
// +70 (mode: 0—CNT, 1-CFB, 2—CBC)
0x02,

0x02, 0x01, 0x40,

0x30, 0x09,
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0xOe,

// +84 (key meshing: 0—Null, 1-CryptoPro)
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0x01,

};
CK ULONG uldp cbc = sizeof(dp cbc);
// OID u mazBanume He sBJisiorcsi npegonpejgeneHnsimu B LCC
CK_BYTE oid cbc|[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, Ox41
}s
CK CHAR xdp label =

"id-Gost28147 -89-CryptoPro-A-ParamSet -CBC" ;

CK_ATTRIBUTE t_dp cbec|] = {
{CKA CLASS, &dp class, sizeof(dp class)},
{CKA TOKEN, &lfalse , sizeof(lfalse)},
{CKA_KEY TYPE, &key type, sizeof(key type)},
{CKA_OBJECT ID, oid cbc, sizeof(oid cbc)},
{CKA_ VALUE, dp cbc, uldp cbc},
{CKA_LABEL, dp label, strlen(dp_ label)+1},

};

CK_OBJECT HANDLE hDP CBC = CK_ INVALID HANDLE;

rc = funcs—C CreateObject(sess, t dp cbc,
sizeof (t_dp_ cbc)/sizeof(CK_ ATTRIBUTE) ,
&hDP CBC) ;
if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

// Ecaun 6l 00beKT mapamMeTpoB JOMeHa He ObLl CO3JaH,

// To caenmyiamasi omeparus Co3daHus Kmoda Aas Takoro OID

// 3aBepnmiachb Obl ¢ ONMOKOIL.

key template[2].pValue oid cbc;

key template|[2].ulValueLen = sizeof(oid cbc);

rc = funcs—C _ CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);

goto end;
¥
fprintf(stderr, "CBC domain parameters object created\n");
mechanism—>pParameter = iv;
mechanism—>ulParameterLen = sizeof(iv);
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rc = funcs—C_ Encryptlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

fprintf(stderr, "Plain text to encrypt:\n");
print _hex(data, sizeof(data));
// Hauubie njst ntmdpoBaHus B OJOYHBIX PEXKUMAX J1OJLKHbI
// mocTymaTh Ha BXOJ HOPIHUSMHA, JJIHHA KOTOPBIX
// KparHa pa3mepy 6JoKa, T.e. 8—Mu.
len = sizeof(value);
rc = funcs—C _ Encrypt(sess, data, sizeof(data), value, &len);
if (re != CKR OK) {
fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);
goto end;
¥
if (len != sizeof(etl)) {
fprintf(stderr, "Invalid ciphertext length: %d\n", len);
rc = —1;
goto end;
}
if (memcmp(value, etl, len) != 0) {
fprintf(stderr, "Invalid ciphertext\n");

fprintf(stderr, "CBC encryption result 0K\n");

print hex(value, len);

rc = funcs—C_ Decryptlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_ Decrypt(sess, value, len, value, &len);
if (rc != CKR_OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
goto end;

}

fprintf(stderr , "Decrypted text:\n");
print _hex(value, len);

if (len != sizeof(data)) {
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fprintf(stderr, "Invalid decrypted text length: %d\n", len);

rc = —3;
goto end;

}

if (memcmp(value, data, len) != 0) {
fprintf(stderr, "Invalid decrypted text\n");
rc = —4;
goto end;

}

fprintf(stderr, "CBC decryption result 0K\n");

end:
if (keyh != CK_INVALID HANDLE) {
funcs—C DestroyObject (sess , keyh);
¥
if (hDP_CBC != CK INVALID HANDLE) {
funcs—C DestroyObject (sess , hDP_CBC) ;
}

return rc;

}

3.3.11 WudposaHue B pexxume CNT

Mexanuszma CKM_GOST28147_CNT B cranmapre Her. Pexxum CN'T peasnmsyercs cpei-
CTBAMHU CTAHJIAPTa BECHMa 3aMBICJIOBATHIM 00pPa30M Uepe3 CIEIUAJIbHBIN 00bEKT mapa-
MEeTPOB jioMeHa Jjist MexaHu3ma CKM_GOST28147. 3amerum, 4TO pekuM mudpoBaHUs
CNT HeobxomuM IsT TOIJEPKKHA POCCUICKOro mudp-cbioTa st mporokoaa TLS. B
npoekte LS11SW mecrammaprabiii Mmexann3m CKM_GOST28147_CNT tak:ke J00aBJI€H I
ynobcTBa ucnoJsib3oBaHusA. B npumepe ckm_gost28147_cnt JeMOHCTPUDPYIOTCS pPa3JIMy-

Hble crtocobn! mudposanus B pexkume CNT.

Jluctunr 3.21: ckm  gost28147 cnt.c

#include "test_common.h"

CK RV test crypto();
CK RV test gost28147 cnt (CK_SESSION HANDLE sess) ;

int main(int argc, char xargv|[]) {

CK RV rc¢ = CKR OK;

rc — test main(argc, argv);
if (rc != CKR_OK) {
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fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc !'= CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C _OpenSession(Slotld ,
CKF RW_SESSION | CKF SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession);
if (rc !'= CKR OK) {
fprintf(stderr ,
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;
¥
fprintf(stderr, "C_OpenSession success\n");
/%
// log in as normal user
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));

if (rc !'= CKR_O0K) {
fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n",
rc);
goto out_close;
}
fprintf (stderr, "C_Login success\n");
*/

rc = funcs—C _ GetMechanismInfo(Slotld , CKM GOST28147, &minfo);
if (rec != CKR OK) {
fprintf(stderr
"\n======== Mechanism CKM_GOST28147 not supported ===========\n"

fprintf(stderr
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W\p==================== CKM_GOST28147 CNT test
==================\n") ;
rc = test gost28147 cnt(hSession);
if (rc != CKR_OK) {
fprintf(stderr
"ERROR CKM_GOST28147 CNT failed, rc = Ox%x\n", rc);
} else {
fprintf(stderr, "CKM_GOST28147 CNT test passed.\n");

}
}

if( (ret = funcs—C CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
¥
else {
fprintf(stderr, "C_CloseSession success\n");

}

out:
return rc;

// Ihdpposanune B pexkume CNT MoxkeT ObITh peain30BaHO JABYMs CIOCOOaMm

u:

// — ¢ nomompo Hecrangapraoro mexanumsma CKM GOST28147 CNT;

// — ¢ ucmoJb30BaHWEM HECTAHIAPTHLIX MapaMeTpOB JgoMeHa (KakK B Tec
re CBC) .

CK RV test gost28147 cnt (CK_SESSION HANDLE sess)
{
int rc = 0;
CK ULONG len, state len, dummy len;
CK_OBJECT HANDLE keyh = CK_INVALID HANDLE;
CK_BYTE xstate;
CK BYTE iv [|] = {
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,

hi
_ MECHANISM mechanism desc = {CKM_GOST28147, iv, sizeof(iv)
};
CK_MECHANISM PTR mechanism = &mechanism desc;
CK_MECHANISM mechanism desc_cnt = {CKM_ GOST28147 CNT, iv
sizeof (iv) };
CK_MECHANISM_PTR mechanism cnt = &mechanism desc cnt;

AMCQC%MCIOT 237




I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

static CK BBOOL ltrue = CK TRUE;

static CK BBOOL lfalse = CK FALSE;

static CK_OBJECT CLASS oclass = CKO SECRET KEY;
static CK_KEY TYPE key type = CKK GOST28147;

static CK_BYTE key [] = {
0xc3,0x73,0x0c,0x5c,0xbc,0xca ,0xcf,0x91,
0x5a,0xc2,0x92,0x67,0x6f,0x21,0xe8,0xbd,
Ox4e ,0xf7 ,0x53,0x31,0xd9,0x40,0x5e,0x5f,
Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11};
static CK BYTE data || = {
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
i
CK_BYTE value [32];
CK_BYTE buf[32];

static CK BYTE oidl[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x00 };
static CK BYTE oid cntl[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x40 };
static CK BYIE etl || = {

0x75, Oxea, 0Oxe3d, 0x45, 0xb5, 0x12, Oxac, 0x47,
Oxe5, Oxe6, 0x33, 0x04, Oxe0, O0xb9, 0x99, Oxa6 };

static CK BYTE oid2 || = {

0x06 , 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01 };

static CK_BYTE oid_cnt2[] = {

0x06, 0x07, O0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x41 };
static CK BYIE et2 || = {

Oxd4, 0x7d, Oxab, Oxaa, Ox4b, 0x49, 0x3a, 0x8d,
0xd6, Oxeb, Oxb6, 0x17, 0xd6, Oxad, Oxfd, 0x31 };

static CK BYTE oid3 || = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxlf, 0x02 };
static CK BYTE oid cnt3 || = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxlf, 0x42 };
static CK BYIE et3 || = {

0x22, 0xb3, 0x6e, 0x02, O0x7b, 0x03, Oxab, Ox6a,
0x5f, 0x23, 0xf4, Oxbd, 0x63, Ox6e, 0x03, Ox1f };

static CK BYTE oid4 [] = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x03 };
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static CK BYTE oid cnt4 || = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x43 };
static CK BYTE etd [| = {

0xfl, 0x26, Oxfc, Ox4d, 0x20, Oxdb, Oxe2, Oxcd,
Oxe8, Oxlc, O0x7e, 0x10, Oxed, 0x27, 0x07, OxeO };

static CK BYTE oid5 || = {

0x06, 0x07, 0Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x04 };
static CK BYTE oid cnth[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x44 };
static CK BYIE et5 || = {

Oxfd, 0x65, 0x30, Oxa2, Oxe2, 0x93, Oxfe, Oxcl,
Oxfe, 0x71, Oxc5, 0x79, 0x3d, 0x20, 0x66, 0x73 };

static CK_ATTRIBUTE key template|[] = {
{ CKA_ CLASS, &oclass, sizeof(oclass) },
{ CKA_KEY TYPE, &key type, sizeof(key type) },
{ CKA_GOST28147PARAMS, NULL, 0 },
{ CKA VALUE, key, sizeof(key) },
{ CKA_ ENCRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA_DECRYPT, &ltrue, sizeof(CK BBOOL) },
};
static CK_OBJECT CLASS dp class = CKO_ DOMAIN PARAMETERS;
const CK_OBJECT CLASS oc_dp — CKO DOMAIN PARAMETERS;

CK_ATTRIBUTE t_find dp|[| = {

{CKA_ CLASS, (CK_VOID PTR)&oc dp, sizeof(oc dp)},
{CKA_KEY TYPE, &key type, sizeof(key type)},
{CKA_OBJECT ID, NULL, 0},

};

// ®akrudecku 310 Habop mapamerpoB A m3 RFC 4357,
// B KOoTOpoM pexuMm nmdpoBanus udmenen ua CNT.

CK_BYTE dp cnt|[] =

{
0x30, 0x53,
0x04, 0x40,
// +4 (rabauna 3amen)
0x93, Oxee, 0xb3, Oxlb, 0x67, 0x47, Oxba, Oxda,
0x3e, Ox6a, Oxld, O0x2f, 0x29, O0x2c, 0x9c, 0x95,
0x88, Oxbd, 0x81, 0x70, Oxba, 0x31, 0xd2, Oxac,
Ox1f, 0xd3, 0xf0, Ox6e, 0x70, 0x89, 0xOb, 0x08,
Oxab, 0xcO, Oxe7, 0x86, 0x42, 0xf2, 0x45, Oxc2,
Oxe6, 0xbb, 0x29, 0x43, Oxfc, Oxad, 0x34, 0x59,
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Oxcb, 0x0f, Oxc8, Oxfl, 0x04, 0x78, Ox7f, 0x37,
Oxdd, 0x15, Oxae, Oxbd, Oxbl, 0x96, 0x66, Oxed,

0x02, 0x01,
// +70 (mode: 0—CNT, 1-CFB, 2—CBC)
0x00 ,

0x02, 0x01, 0x40,

0x30, 0x09,

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, O0xOe,
// +84 (key meshing: 0—Null, 1-CryptoPro)
0x01 ,
};
CK ULONG uldp cnt = sizeof(dp cnt);
// Dror OID u naszBanue He sBJsiorcst npempoupenenennsmu B LCC,
// a MCHONb3YITCS JJsi ONpeJeJeHus JOMOJHUTEJNbHBIX HapaMeTpPOB JI0

MeHa .
CK_BYTE oid cnt|[] = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x42};
CK CHAR xdp_ label = "id-Gost28147-89-CryptoPro-A-ParamSet-CNT"
CK_ATTRIBUTE t dp cnt|[] = {

{CKA_CLASS, &dp class, sizeof(dp class)},
{CKA TOKEN, &lfalse , sizeof(lfalse)},
{CKA_KEY TYPE, &key type, sizeof(key type)},
{CKA OBIJECT ID, oid cnt, sizeof(oid cnt)},
{CKA_VALUE, dp cnt, uldp cnt},

{CKA LABEL, dp label, strlen(dp label)+1},
{CKA_ COPYABLE, &ltrue, sizeof(ltrue)}

5

CK _BYTE dp value[4096];
CK ULONG uldp value = sizeof(dp value);

CK_ATTRIBUTE t dp value = {
CKA_VALUE, dp value, sizeof(dp_ value)
};

CK_ATTRIBUTE t copy dp cnt[] = {
{CKA_TOKEN, &lfalse , sizeof(lfalse)},
{CKA OBJECT ID, NULL, 0},

{CKA_ VALUE, dp value, 0},

i
CK_OBJECT HANDLE hDP_CNT;
CK_ULONG ulCB = 0;
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key template[2].pValue = oidl;
key template|[2].ulValueLen = sizeof(oidl);
rc = funcs—C_CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK ATTRIBUTE), &
keyh) ;
if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_ Encryptlnit(sess, mechanism cnt, keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);

rc = funcs—C_ EncryptUpdate(sess, data, 4, value, &len);

if (rc != CKR OK) {
fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
return rc;

¥

// Save partial encryption result

memcpy ( buf , value, 4);

state len = 0;

rc = funcs—C GetOperationState (sess, NULL, &state len);

if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

state = malloc(state len);

rc = funcs—C _GetOperationState(sess , state, &state len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SetOperationState(sess, state, state len,
keyh , CK_INVALID HANDLE) ;

if (re != CKR OK) {
fprintf(stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

}
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rc = funcs—C_ EncryptUpdate (sess ,
data+4, sizeof(data)—4, value+4, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
return rc;
¥
rc = funcs—C _ EncryptFinal(sess, value+tsizeof(data), &
dummy len) ;
if (rc != CKR OK) {
fprintf(stderr, "C_EncryptFinal failed: Ox%x\n", rc);
return rc;

}

len = sizeof(data);
CHECK(value, len, etl);

rc = funcs—C _Decryptlnit(sess, mechanism cnt, keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—>C_ DecryptUpdate(sess, value, 7, value, &len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);
return rc;

}

printf("len = %d, Decryption buffer:\n", len);

print _hex(value, sizeof(value));

rc = funcs—C_DecryptUpdate (sess ,
value+7, sizeof(data)—7, value+7, &len);

if (rc != CKR OK) {
fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);
return rc;

¥

printf("len = %d, Decryption buffer:\n", len);

print hex(value, sizeof(value));

rc = funcs—C_DecryptFinal (sess
valuetsizeof(data), &lummy len);

if (rec != CKR OK) {
fprintf(stderr, "C_DecryptFinal failed: Ox%x\n", rc);
return rc;

}

len = sizeof(data);

printf("len = %d, Decrypted data:\n", len);
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print hex(value, len);
printf("Decryption buffer:\n");
print hex(value, sizeof(value));

CHECK(value, len, data);

// Restore partial encryption result

memcpy (value , buf, 4);

rc = funcs—C _SetOperationState(sess, state, state len,
keyh , CK INVALID HANDLE) ;

if (rc != CKR OK) {
fprintf(stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_ EncryptUpdate (sess
data+4, sizeof(data)—4, value+4, &len);

if (rec != CKR _OK) {
fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ EncryptFinal (sess ,
value+sizeof(data), &dummy len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptFinal failed: Ox%x\n", rc);
return rc;

¥

len = sizeof(data);

CHECK(value, len, etl);

rc = funcs—C_ DestroyObject (sess, keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;
}
key template[2].pValue = 0id2;
key template[2].ulValueLen = sizeof(0id2);
rc = funcs—C_CreateObject (sess
key template, sizeof(key template)/sizeof(CK ATTRIBUTE), &
keyh) ;
if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}
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rc = funcs—C_ Encryptlnit(sess, mechanism cnt, keyh);
if (r¢ = CKR_FUNCTION NOT SUPPORTED) ({
fprintf (stderr
"Non-standard parameter set 0ID not supported for CKM_GOST28147\
n");
} else {
len = sizeof(value);
rc = funcs—C_ Encrypt(sess, data, sizeof(data), value, &len)
if (rc != CKR OK) {
fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);
return rc;

}
CHECK(value, len, et2);

rc = funcs—>C _Decryptlnit(sess , mechanism cnt, keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_ Decrypt(sess, value, len, value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value , len, data);

¥

rc = funcs—>C_DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;

}

// Tenepb To ke camoe, HO C HCHOJb30BAHUEM CECCHOHHOTO 00bEKTa
// mapameTpoB jgomeHa ¢ HecTaHgapTHbM OID.
dp_cnt[70] = 0x00; // CNT mode

rc = funcs—C_CreateObject (sess ,
t _dp_cnt, sizeof(t dp cnt)/sizeof(CK ATTRIBUTE) ,
&hDP CNT) ;

if (rc != CKR OK) {
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fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

key template|[2].pValue = oid cnt;
key template|[2].ulValueLen = sizeof(oid cnt);

rc = funcs—C CreateObject (sess ,

key template, sizeof(key template)/sizeof(CK ATTRIBUIE), &
keyh) ;

if (rc != CKR OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _Encryptlnit(sess , mechanism, keyh);
if (rc¢ = CKR_FUNCTION NOT SUPPORTED) {
fprintf(stderr
"Non-standard parameter set O0ID not supported for CKM_GOST28147\
n");
} else {
len = sizeof(value);
rc = funcs—C _ Encrypt(sess, data, sizeof(data), value, &len)
if (rc != CKR OK) {
fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);
return rc;

}
CHECK(value, len, et2);

rc = funcs—>C _Decryptlnit(sess , mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_ Decrypt(sess, value, len, value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value , len, data);
}
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rc = funcs—C DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;

}

key template[2].pValue = 0id3;
key template|[2].ulValueLen = sizeof(0id3);

rc = funcs—C_CreateObject (sess

key template, sizeof(key template)/sizeof (CK ATTRIBUTE), &
keyh) ;

if (rc != CKR OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_ Encryptlnit(sess, mechanism cnt, keyh);
if (re != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_ Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR_OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}

CHECK(value , len, et3);

rc = funcs—>C _Decryptlnit(sess , mechanism cnt, keyh);
if (rc !'= CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ Decrypt(sess, value, len, value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}
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CHECK(value, len, data);

rc = funcs—C_ DestroyObject (sess , keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;

}

key template[2].pValue = oid4;
key template[2].ulValueLen = sizeof(o0id4);
rc = funcs—C_CreateObject (sess
key template, sizeof(key template)/sizeof(CK ATTRIBUTE), &
keyh) ;
if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ Encryptlnit(sess, mechanism cnt, keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}

CHECK(value, len, etd);

rc = funcs—C_ Decryptlnit(sess, mechanism cnt, keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ Decrypt(sess, value, len, value, &len);
if (re != CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}
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CHECK(value, len, data);

rc = funcs—C DestroyObject (sess , keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;

}

key template[2].pValue = o0id5;
key template|[2].ulValueLen = sizeof(0id5);

rc = funcs—C CreateObject (sess ,

key template, sizeof(key template)/sizeof (CK ATTRIBUTE), &
keyh) ;

if (rc != CKR OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _Encryptlnit(sess , mechanism cnt, keyh);
if (rc !'= CKR OK) {
fprintf(stderr , "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_ Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR_OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}

CHECK(value, len, eth);

rc = funcs—C _ Decryptlnit(sess , mechanism cnt, keyh);
if (rc !'= CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ Decrypt(sess, value, len, value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;
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}

CHECK(value, len, data);

rc = funcs—C_DestroyObject (sess, keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;

}

end :
return rc;

3.3.12 leHepauus MMUTOBCTABKMU

B nmanmnom npumepe UMUTOBCTaBKa NeHEPUPYETCsT PA3INIHBIMU CIIOCOOAME U C Pa3JINd-
HBIMHU ITapaMeTpaMH C IIOMOIIbI0 Mexanu3Mma CKM_GOST28147_MAC.

T'eneparust UMUTOBCTABKHY - 9TO KOHTEKCTHAS OIEPAIUsl B CECCUU, TIOITOMY €€ ITpoMe-
JKYTOYHOE COCTOSIHUE MOXKET OBITh COXPAHEHO UM BOCCTAHOBJICHO (DYHKITUSIMU
C_GetOperationState, C_SetOperationState. Jlannas BO3MOXKHOCTbL BeCbMa I0JIE3HA
JUIS TIOJIJIEPXKKE TIPOoTOKOJIa pykoroxkarus (handshake) B SSL/TLS.

SaMeTnM, YTO KJIIOU, UCIIOJIb3yeMblii B KOHTEKCTE TeHepallii UMIUTOBCTABKH, PACCMaT-
pHUBaeTcs, KaK KJII0Y ay TeHTUPUKAIINN, & He KaK K049 IMuPOBAHNS, 1 II03TOMY 33JaeTCs
B nocsiesineM napamerpe dyukiun C_SetOperationState.

Paszmep cocrosiHust KOHTEKCTa TeHepallii UMUTOBCTABKU 3aBUCHT OT PEAJIM3AIUN U B
Pa3HBbIX BepCcUAX OMOJMOTEKH MOXKET OKA3aThCH PA3JIUYIHBIM, IIO9TOMY HE CJIEyeT HaJle-
AThCs Ha (PUKCUPOBAHHBIN pa3Mep Oydepa Mpu COXpaHEHUH ITOI'0 COCTOSTHHUSA C ITOMOIIHIO
dyukmuun C_ GetOperationState.

Jlucrunr 3.22: ckm  gost28147 mac.c

#include "test_common.h"

CK RV test crypto();
CK RV test gost28147 mac (CK_SESSION HANDLE sess) ;

int main(int argc, char xargv|[]) {
CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}
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rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK_RV test _crypto ()
{
CK RV rc, ret;
CK_ SESSION HANDLE hSession;
CK_MECHANISM INFO minfo;

rc = funcs—C_ OpenSession(Slotld
CKF RW_SESSION | CKF SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;
¥
fprintf(stderr, "C_OpenSession success\n");
/ *
// log in as normal user
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));

if (rc != CKR_OK) {
fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n",
PG) ¢
goto out_close;

}

fprintf (stderr, "C_Login success\n");

*/

rc = funcs—C_GetMechanismInfo(SlotId , CKM GOST28147 MAC, &

minfo) ;

if (rc != CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_GOST28147_MAC not supported
=====esss=-\nt);
} else {
fprintf(stderr
"\n==================== CKM_GOST28147_MAC test
)
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rc = test gost28147 mac(hSession);
if (rc != CKR OK) {

fprintf (stderr

"ERROR CKM_GOST28147_MAC failed, rc = Ox%x\n", rc);

} else {

fprintf(stderr, "CKM_GOST28147_MAC test passed.\n");
}

}

if ( (ret = funcs—C_CloseSession(hSession)) != CKR OK ) {
fprintf(stderr
"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;

}

else {
fprintf(stderr, "C_CloseSession success\n");
¥

out :

}

CK RV test gost28147 mac (CK SESSION HANDLE sess)
{

return rc;

CK RV rc¢ = CKR OK;

CK_BYTE value[128];

CK _ULONG len ;

CK_OBJECT HANDLE keyh = CK_ INVALID HANDLE;
CK_MECHANISM mechanism desc = {CKM_ GOST28147 MAC, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;

static CK_OBJECT CLASS oclass = CKO SECRET KEY;
static CK_KEY TYPE key type = CKK GOST28147;
static CK BBOOL Itrue = CK TRUE;

static CK_BBOOL lfalse = CK_FALSE;

static CK BYIE key || = {
0xB2,0x4C,0x23,0x32,0xE5,0x97 ,0xAD,0x26 ,
0x39,0xB9,0x1A,0xD4,0xDF,0x4E,0x40,0x61 ,
0xAA,0x38 ,0xDD,0xFE,0x32 ,0xE9,0xD3,0xED,
0x4A ,0xC6,0xEE,0x08 ,0x57 ,0x5A ,0x6A ,0xAB

¥

static CK BYTE data[64];

static CK BYTE key2[] = {
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0xc3,0x73,0x0c,0xbc,0xbc,0xca ,0xcf ,0x91,
0xb5a ,0xc2,0x92,0x67,0x6f,0x21,0xe8 ,0xbd,
Ox4e ,0xf7 ,0x53,0x31,0xd9,0x40,0x5e,0x5f,
Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11

}5

static CK _BYTE data2[2697];

// CryptoPro gost28147 B Param Set

static CK BYTE oidl[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02
}s
static CK BYTE etl || = { 0xf6, Ox6a, 0x39, Oxde };
static CK_ATTRIBUTE key template|[] = {

{ CKA_VALUE, key, sizeof(key) },
{ CKA_ CLASS, &oclass, sizeof(oclass) },
{ CKA_KEY TYPE, &key type, sizeof(key type) },
{ CKA_ GOST28147PARAMS, oidl, sizeof(oidl) },
{ CKA_SIGN, &ltrue, sizeof(CK BBOOL) },
{ CKA_VERIFY, &ltrue, sizeof(CK BBOOL) },
}s
static CK BYTIE ivec[8] = {0};

// S—Terra CSP plug—in test data

static CK BYTE data5 || = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65

}s

static CK BYTE key5 || {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66

s
// CryptoPro gost28147 A Param Set (default)
static CK BYTE oid5[| = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
¥
static CK BYTE ivech || = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37
}s
static CK_ATTRIBUTE key templateb|[] = {

{ CKA_VALUE, keyb5, sizeof(key5) },
{ CKA_ CLASS, &oclass, sizeof(oclass) },
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{ CKA KEY TYPE, &key type, sizeof(key type) },
{ CKA_GOST28147PARAMS, oid5, sizeof(o0id5) },

{ CKA_SIGN, &ltrue, sizeof(CK BBOOL) },

{ CKA_VERIFY, &ltrue, sizeof(CK BBOOL) },

I¥
static CK BYIE et5 || = {
// 0x77, 0xb9, 0x86, Oxba // with zero iv
Oxa3d, Oxcd, 0xb6, 0x64
}s
static CK BYTE data_ short || = {
0x12, 0x00, Oxae, Ox6d, Oxch, 0x87, O0xb0, 0x3f,
b
static CK BYTE et short|[|] = { Oxab, 0x66, 0x40, 0x04 };
static CK BYTE et short 4[| = { 0xd2, Oxbc, Oxfb, Oxe7 };

CK BYTE *state = NULL;
CK _ULONG state len = 0;

CK BYTE key to wrap[] = {
0x58, Ox4c, 0x3f, Oxce, 0xb56, Oxb3, 0x96, 0xdO,
0x8c, 0xfl, Oxbf, 0x60, Oxfc, 0x84, Oxaf, 0x6d,
Oxbf, Oxle, 0Ox6c¢c, 0Ox6d, Oxa7, Ox9a, Oxd7, Ox4f,
Oxca, 0x0e, Oxb5c, 0x9d, 0x3d, 0Oxb2, Oxa2, 0xb9,

Jis

CK_BYTE wrapping iv|[] = {
0x56, Oxfa, 0x7d, 0x54, O0xb2, 0x90, O0x2c, 0x41,
};

CK BYTE wrapping key || = {
0x3c, 0x34, 0x7c, Oxe7, Oxd5, 0x60, 0x83, 0Ox3a,
Oxb4, 0x8f, 0xd5, 0xb0, Oxec, 0x6d, 0xd7, 0x29,
0x63, 0x9f, 0x64, 0x95, 0xb5, Oxdb, 0x3e, 0x12,
0x9e, 0x77, 0x0f, Oxe3, 0x40, Oxce, Oxcd, 0x3a,

}s

CK_BYTE wrapped key [] = {
Oxdb, 0x46, 0x42, O0x7a, 0x12, 0x77, Oxd6, Oxdd,
0x8a, 0xd6, 0x35, O0x2f, Ox46, 0x98, 0x09, 0x9b,
0x60, Oxb3, 0x40, 0x58, 0x2b, Oxce, Oxla, 0x99,
0x72, Oxda, Ox6c, Oxa2, Ox4c, O0xfO, Oxcl, 0OxcT7,

}s

CK_BYTE wrapped mac|[] = {
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0x36, 0xb3, 0x73, 0x20,
}s

CK_ATTRIBUTE wrapping key template|] = {
{ CKA VALUE, wrapping key, sizeof(wrapping key) },
{ CKA_CLASS, &oclass, sizeof(oclass) },
{ CKA KEY TYPE, &key type, sizeof(key type) },
{ CKA_ GOST28147TPARAMS, oid5, sizeof(oidb) },
{ CKA_SIGN, &ltrue, sizeof(CK BBOOL) },
{ CKA_VERIFY, &ltrue, sizeof(CK BBOOL) },
};
CK CHAR str[4096];

keyh — CK_INVALID HANDLE;
print bytes(key, sizeof(key), str);
fprintf(stderr, "key:\n%s\n", str);

rc = funcs—C CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK_ ATTRIBUIE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Signlnit (sess, mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
memset (data, Oxd4, sizeof(data));
print_bytes(data, sizeof(data), str);
fprintf(stderr , "data:\n%s\n", str);
rc = funcs—C _ Sign(sess, data, sizeof(data), value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;
}
print bytes(etl, sizeof(etl), str);
fprintf(stderr, "etl MAC:\n%s\n", str);
print bytes(value, len, str);
fprintf(stderr, "value MAC:\n%s\n", str);
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CHECK(value, len, etl);

rc = funcs—C_DestroyObject (sess, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}
keyh — CK INVALID HANDLE;

rc = funcs—C CreateObject (sess ,
key templateb, sizeof(key template5)/sizeof(CK ATTRIBUTE) ,
&keyh) ;
if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

mechanism—>pParameter = ivech;
mechanism—>ulParameterLen = sizeof(ivech);
rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C_Sign(sess, datab, sizeof(datab), value, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_Sign failed: Ox%x\n", rc);

goto end;

}

CHECK(value, len, eth);

len = sizeof(value);

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SignUpdate(sess, datab, 5);
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if (rc !'= CKR OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _GetOperationState(sess , NULL, &state len);

if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

¥

state = (CK_BYTE x)malloc(state len);

rc = funcs—C GetOperationState (sess, state, &state len);

if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SetOperationState(sess, state, state len,
CK_INVALID HANDLE, keyh);

if (re != CKR OK) {
fprintf(stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SignUpdate(sess, datab+5, sizeof(datab)—5);
if (rc !'= CKR OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SignFinal(sess, value, &len);

if (rc != CKR OK) {
fprintf(stderr, "C_SignFinal failed: Ox%x\n", rc);
goto end;

}

CHECK(value, len, eth);

rc = funcs—C_SetOperationState(sess, state, state len,
CK_INVALID HANDLE, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

}
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rc = funcs—C_SignUpdate(sess , datab+5, sizeof(datab)—>5);
if (rc != CKR OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SignFinal(sess, value, &len);

if (re != CKR OK) {
fprintf(stderr, "C_SignFinal failed: Ox%x\n", rc);
goto end;

}

CHECK(value, len, eth);

free(state);
state = NULL;

mechanism—>pParameter = NULL;
mechanism—>ulParameterLen = 0;

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C_Sign(sess
data short, sizeof(data short), value, &len);
if (re != CKR OK) {
fprintf(stderr, "C_Sign failed: O0x%x\n", rc);
goto end;

}

CHECK(value, len, et short);

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C_Sign(sess ,
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data short, sizeof(data short)—4, value, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_Sign failed: Ox%x\n", rc);

goto end;

}

CHECK(value, len, et short 4);

end:
if (keyh != CK INVALID HANDLE) {
funcs—C DestroyObject (sess , keyh);

}

return rc;

}

3.3.13 PKCS#8 u BbiBOg, OTKPbITOrO KJO4a NO 3aKPbITOMY

Hexkoropsie nonosiauTebabie Mexanu3Mbl LS11SW we onpeesienst B ctanmapre PKCS#11,
a J1006aBJIEHbI, UCXO/s U3 HOTPEOHOCTEH pelleHnus HEKOTOPBIX NPAaKTUYecKuxX 3ajad. B
JIAHHOM IIpUMepE 3aKPBITHIN KJII0Y MuPYeTcsi Ha MapOJie U YIIAKOBBIBAETCS B CTPYKTY-
py PKCS+#8 ¢ moMoInpio JOMOJHITETLHOTO MEXAHU3MA,
CKM_GO0ST28147_PKCS8_KEY_WRAP. 3a07HO JEMOHCTPUPYETCS BO3MOXKHOCTH BBIBOJIA OT-
KPBITOI'O KJIIOUa [0 3aKPBITOMY JAPYTUM JIOTOJHATEBHBIM MEXAHU3MOM -
CKM_GOSTR3410_PUBLIC_KEY_DERIVE. 3amerum, uto B crangapre PKCS#11 orcyrcTBy-
€T BO3MOYKHOCTH ITOJIYYUTh OTKPBITHIA KJIOY 10 3aKpbiToMy, X0Tst B ajaropurme ['OCT
P34.10-2001 nmenHO TaK M cO3/aeTcs KJIOUeBasd MMapa. B HEKOTOPBIX MPUKJIATHBIX 3303~
YaX BBIBOJ OTKPBITOIO KJIIOUA 0 3aKPBITOMY BCE K€ MPUXOIUTCS JeJIaTh, IIOTOMY UTO
BO BXOJHBIX JIAHHBIX IIPUCYTCTBYET TOJIBKO 3aKPBITHIN KJIIOY.

Jluctunr 3.23: ckm  gost28147 pkes8 key wrap.c

#include "test_common.h"

CK RV test_crypto();
CK_RV test gost28147 pkes8 key wrap (CK _SESSION HANDLE sess);

int main(int argc, char xargv|[]) {

CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;
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}

rc = test crypto();

if (rc !'= CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()
{
CK RV rc;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

printf(
"CKM_GO0ST28147_PKCS8_KEY_WRAP "
"and CKM_GOSTR3410_PUBLIC_KEY_DERIVE test\n");

rc = funcs—C_GetMechanismInfo(SlotId ,
CKM_GOSTR3410 KEY PAIR GEN, &minfo);
if (rc != CKR OK) {
fprintf (stderr
"Mechanism CKM_GOSTR3410_KEY_PAIR_GEN not supported\n");
return rc;
}
rc = funcs—C _ GetMechanismInfo (SlotId ,
CKM_GOST28147 PKCS8 KEY WRAP, &minfo) ;
if (rec != CKR OK) {
fprintf(stderr
"Mechanism CKM_GOST28147_PKCS8_KEY_WRAP not supported\n");
return rc;
}
rc = funcs—C_ GetMechanismInfo(Slotld ,
CKM_GOSTR3410 PUBLIC_ KEY DERIVE, &minfo) ;
if (re != CKR OK) {
fprintf(stderr
"Mechanism CKM_GOSTR3410_PUBLIC_KEY_DERIVE not supported\n
")
return rc;

}

rc = funcs—C _OpenSession (Slotld ,
CKF RW_SESSION | CKF_ SERIAL SESSION,
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NULL PTR, NULL PTR, &hSession);
if (rc != CKR OK) {
fprintf (stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

}

rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));
if (rc !'= CKR_OK) A

fprintf (stderr, "ERROR call to C_Login failed, rc = O0x%x\n
", re);

goto out_close;

*/
rc = test gost28147 pkces8 key wrap(hSession);

if (rc != CKR OK) {
fprintf(stderr
"CKM_GOST28147_PKCS8_KEY_WRAP and
CKM_GOSTR3410_PUBLIC_KEY_DERIVE "
"test failed, rc = Ox%x\n",
re);
} else {
printf(
"CKM_GO0ST28147_PKCS8_KEY_WRAP and
CKM_GOSTR3410_PUBLIC_KEY_DERIVE "
"test SUCCESS\n");

}

funcs—C CloseSession (hSession);
out:

return rc;
}

CK RV test gost28147 pkes8 key wrap (CK SESSION HANDLE sess)
{

int rc = 0;

char str[4096];

CK_BYTE value [1024];

CK_ULONG len ;

CK_OBJECT HANDILE pub key = CK INVALID HANDLE;

CK OBJECT HANDLE priv_key = CK INVALID HANDLE;

CK_OBJECT HANDLE unw _priv_key = CK INVALID HANDLE;
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CK_OBJECT HANDIE der pub key = CK INVALID HANDLE;
CK_OBJECT HANDLE cipher key = CK INVALID HANDLE;
CK_MECHANISM mechanism desc =
{CKM_GOST28147 PKCS8 KEY WRAP, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;
CK_MECHANISM mechanism der desc =
{CKM_GOSTR3410 PUBLIC_KEY DERIVE, NULL, 0};
CK_MECHANISM_PTR mechanism der = &mechanism der desc;
CK_ MECHANISM mechanism gen 256 desc =
{CKM_GOSTR3410 KEY PAIR GEN, NULL, 0};
CK_MECHANISM PTR mechanism gen 256 = &mechanism gen 256 desc

CK_MECHANISM mechanism gen 512 desc =
{CKM_GOSTR3410 512 KEY PAIR GEN, NULL, 0};
CK_MECHANISM PTR mechanism gen 512 = &mechanism gen 512 desc

)

static CK BBOOL ltrue = CK TRUE;
static CK BBOOL lfalse = CK FALSE;
static const CK_OBJECT CLASS oclass pub = CKO_PUBLIC KEY;
static const CK OBJECT CLASS oclass priv = CKO PRIVATE KEY;
static CK_KEY TYPE key type 256 = CKK GOSTR3410;
static CK KEY TYPE key type 512 = CKK GOSTR3410 512;
// PAR 256 A OID
static CK BYTE gostR3410 256 params A[] = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01
};

// PAR 512 A OID

CK_BYTE gostR3410 512 params A[] = {
0x06 , 0x09, Ox2a, 0x85, 0x03, 0x07, 0x01, 0x2, 0x01, 0x02, O
x01

}s
// PAR HASH 1 OID
static CK BYTE gostR3411 94 params|[| = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
}s
// PAR 3411-2012—-256 OID
CK_BYTE gostR3411 2012 256 params|[]| = {
0x06, 0x08, Ox2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x02
5
// PAR 3411-2012-512 OID
CK_BYTE gostR3411 2012 512 params|| = {
0x06, 0x08, 0Ox2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x03
5
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// PAR CIPHER A OID
static CK BYTE gost28147params A [| = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01

};
/ *
typedef struct CK_GO0ST28147_PKCS8_KEY_WRAP_PARAMS {
CK_CHAR_PTR pPassword;
CK_ULONG ulPasswordLen;
CK_BYTE_PTR pHashPar0ID;
CK_ULONG ulHashParOIDLen;
CK_BYTE_PTR pSalt;
CK_ULONG ulSaltLen;
CK_ULONG ulIterCount;
CK_BYTE_PTR pCipherPar0ID;
CK_ULONG ulCipherParOIDLen;
CK_BYTE_PTR pIV;
CK_ULONG ulIVLien;
} CK_GO0ST28147_PKCS8_KEY_WRAP_PARAMS;
*/
CK_GOST28147 PKCS8 KEY WRAP PARAMS params;
static CK BYIE salt [| = {
0x12, 0x34, 0x56, 0x78, 0x78, 0x56, 0x34, 0x26
}s
static CK ULONG iter = 2048;
static CK BYIE iv || = {
0x12, 0x34, 0x56, 0x78, 0x78, 0x5H6, 0x34, Oxab
};

// Use UTF—8 password
static CK_UTFS8CHAR PTR password = "4444";
static CK ULONG password len = 4;
CK_ATTRIBUTE pub_ 2001 256 template[] = {
{ CKA_ GOSTR3410PARAMS,
gostR3410 256 params A, sizeof(gostR3410 256 params A) },
{ CKA_ GOSTR3411PARAMS,
gostR3411 94 params, sizeof(gostR3411 94 params) },
};
CK_ATTRIBUTE pub 2012 256 template|[] = {
{ CKA_GOSTR3410PARAMS,
gostR3410 256 params A, sizeof(gostR3410 256 params A) },
{ CKA_GOSTR3411PARAMS,
gostR3411 2012 256 params, sizeof(gostR3411 2012 256 params)
}
};
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CK_ATTRIBUTE pub 2012 512 template|] = {
{ CKA_ GOSTR3410PARAMS,
gostR3410 512 params A, sizeof(gostR3410 512 params A) },
{ CKA_GOSTR3411PARAMS,
gostR3411 2012 512 params, sizeof(gostR3411 2012 512 params)

I
};
// Template for token private key generation.
CK_ATTRIBUTE priv_template [| = {

{ CKA EXTRACTABLE, &ltrue , sizeof(ltrue) },
{ CKA_ SENSITIVE, &ltrue, sizeof(ltrue) }
}s
// Additional attributes for token unwrapped private key
generation .
CK_ATTRIBUTE unw_256 template|[] = {
{ CKA_ CLASS, (CK VOID PTR)&oclass priv, sizeof(oclass priv)
}

};
CK_ATTRIBUTE unw 512 template|] = {
{ CKA_ CLASS, (CK VOID PTR)&oclass priv, sizeof(oclass priv)

CKA KEY TYPE, &key type 256, sizeof(key type 256) }

}

}15
CK_ATTRIBUTE pub 2001 256 der template[] = {
{ CKA_CLASS, (CK VOID PTR)&oclass pub, sizeof(oclass pub
) 1
{ CKA_KEY TYPE, &key type 256, sizeof(key type 256) },
{ CKA_ GOSTR3410PARAMS,
gostR3410 256 params A, sizeof(gostR3410 256 params A) },
{ CKA_GOSTR3411PARAMS,
gostR3411 94 params, sizeof(gostR3411 94 params) },
5
CK_ATTRIBUTE pub_ 2012 256 der template[] = {
{ CKA_CLASS, (CK VOID PTR)&oclass pub, sizeof(oclass pub

CKA KEY TYPE, &key type 512, sizeof(key type 512) }

) ¥,
{ CKA_KEY TYPE, &key type 256, sizeof(key type 256) },
{ CKA_ GOSTR3410PARAMS,
gostR3410 256 params A, sizeof(gostR3410 256 params A) },
{ CKA_ GOSTR3411PARAMS,
gostR3411 2012 256 params, sizeof(gostR3411 2012 256 params)

s
}s
CK_ATTRIBUTE pub 2012 512 der template || = {
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{ CKA_ CLASS, (CK VOID PTR)&oclass pub, sizeof(oclass pub
) 1,
{ CKA_KEY TYPE, &key type 512, sizeof(key type 512) },
{ CKA_GOSTR3410PARAMS,
gostR3410 512 params A, sizeof(gostR3410 512 params A) },
{ CKA_GOSTR3411PARAMS,
gostR3411 2012 512 params, sizeof(gostR3411 2012 512 params)

}

b
// llpm ymakoBkKe Ha BBIXOJ€ JOJ/DKHA IOJYYUTHCs CTPYKTypa TAaKOTO B
nna:
static CK BYTE pr key bag|] = {
/] 0
0x30, 0x81, OxaT7,
/] 3
0x30, Ox5c,
/] 5
0x06 , 0x09,
0x2a, 0x86, 0x48, 0x86, 0xf7, 0x0d, 0x01, 0x05, 0x0d,
// 16
0x30, 0Ox4f,
// 18
0x30, Ox2e,
// 20
0x06 , 0x09,
0x2a, 0x86, 0x48, 0x86, O0xf7, 0x0d, 0x01, 0x05, OxOc,
// 31
0x30, 0x21,
// 33
0x04, 0x08,
// 35 — salt
0x12, 0x34, 0x56, 0x78, 0x78, 0x56, 0x34, 0
x26 ,
// 43
0x02, 0x02,
// 45 — iter (2048)
0x08 , 0x00,
/] 4T
0x30, Ox11,
// 49
0x06 , 0x06

0x2a, 0x85, 0x03, 0x02, 0x02, O0xOa,
/) 57 — oid_3411 par (may be 0x05, 0x00)
0x06 , 0x07,
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//
//

//
//
//

//

//
//

//

0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01,

66
0x30, 0x1d,
68
0x06 , 0x06
0x2a, 0x85, 0x03, 0x02, 0x02, 0x15,
76
0x30, 0x13,
78
0x04, 0x08,
80 — iv
0x12, 0x34, 0x56, 0x78, 0x78, 0xb56, 0x34,
Oxab ,
88 — oid 28147 par
0x06 , 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01,
97
0x04, 0x47,
99 — encr pr_ key

0x46, 0x5c, 0xc8, 0x21, Oxcd, Oxcc, O0xb8, 0x99,
0x53, Oxa7, 0x72, Oxda, 0x20, O0x0f, 0x3d, Oxd5,
Oxab, 0x59, 0x11, 0x6f, Ox4f, 0x8a, 0x75, 0x9b,
0xf4 , Oxdl, 0x91, 0x7e, 0x9d, O0x2f, 0x79, Oxab,
0x95, 0xb8, 0x54, 0Oxe2, 0x5b, 0x21, 0x61, Oxa8,
Oxe7, 0x2b, 0x58, 0xbb, Oxe2, 0x10, 0xd0, 0xdS8,
Oxbb, 0xd4, 0x04, Oxdc, 0x06, Ox4c, 0x60, 0x14,
0x60, 0x12, 0xdl, Oxfl, Oxb2, Oxbf, 0x39, 0xf7,
0xc8, 0x35, 0x16, Oxc4d, Oxea, 0Oxe9, 0xb6
170
¥
// BameTum, 9YTO HpH pacmakKoBKe BO BXOJHOI CTPYKType JOILyCKaeTC
s
// mcnoasszoBanme 0x05, 0x00 Bmecro oid 3411 par. CoorBeTcTBeHH
07
// nauHa TAKON YKOPOYEHHOI CTPYKTypbl Oyjer MeHbile Ha 7 OalTOB.

// GOSTR3410—2001
rc = funcs—>C _GenerateKeyPair(sess , mechanism gen 256,
pub_ 2001 256 template,
sizeof (pub_ 2001 256 template)/sizeof(CK ATTRIBUTE) ,
priv_template, sizeof(priv_template)/sizeof (CK ATTRIBUTE) ,
&pub_ key, &priv_key);
if (rc != CKR OK) {
fprintf(stderr, "C_GenerateKeyPair failed, rc = Ox%x\n", rc)
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)

goto end;
}
params . pPassword = password;
params. ulPasswordLen = strlen (password) ;
params . pHashParOID = gostR3411 94 params;
params.ulHashParOIDLen = sizeof(gostR3411 94 params);
params.pSalt = salt;

params. ulSaltLen sizeof(salt);
params. ullterCount iter;
params . pCipherParOID = gost28147params A ;
params . ulCipherParOIDLen sizeof (gost28147params A);
params.plV = iv;
params . ullVLen

sizeof (iv);
mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);
rc = funcs—C_ WrapKey(sess , mechanism ,
CK_INVALID HANDLE, priv_key, value, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_WrapKey failed, rc =
goto end;

0x%x\n", rc);

}

print bytes(value, len, str);
printf ("PKCS#8:\n%s\n", str);
/%

0x30,
0x30,

0x81,

Oxa’7,

0xbc,

0x06,

0x2a,

0x30,

0x09,
0x86 ,
0x4f ,

0x48,

0x30,

0x2e,

0x06 ,

0x2a,

0x30,

0x09,

0x21,

0x86,

0x86,

0x48, 0x86,

0xf7,

0x04,

0x12,

0x02,

0x08,
0x34,
0x02,

0x08,
0x30,
0x06,

0x00,

Ox11,

0x06 ,

0x56,

0x78,

0x0d, 0x01, 0x05, 0x0d,

0xf7, 0x0d, 0x01, 0x05, 0xOc

0x78, 0x56, 0x34, 0x26,
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0x2a, 0x85, 0x03, 0x02, 0x02, 0xO0a,
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01,
0x30, Oxid,
0x06, 0x06,
0x2a, 0x85, 0x03, 0x02, 0x02, 0x15,
0x30, 0x13,
0x04, 0x08,
0x12, 0x34, 0x56, 0x78, 0x78, 0x56, 0x34, Oxab,
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, O0x1f, 0x01,
0x04, 0x47,
0x95, 0x44, 0x39, 0xe9, Oxce, 0Oxbb, 0x56, 0x29,
Oxfa, 0x08, O0xf2, Oxab, 0x09, 0x81, 0x44, Oxca,
O0xe0O, 0x56, Oxc7, 0x60, Oxe2, Oxbc, Oxbd, Ox3c,
Oxdd, Oxlc, 0x13, 0xf8, O0xfl, 0xe8, 0xd3, 0xf4,
0x98, 0xf0, Ox2e, 0x3c, Oxal, 0x7d, Oxfe, 0x35,
Oxee, Oxcf, Oxc4, Oxaf, Oxad, 0x93, 0x89, 0x48,
Oxeb, 0xf2, 0x25, Oxbf, Oxe7, 0x61, 0x01, 0x8f,
0x50, 0x62, 0x08, 0x9b, Oxad, 0x9e, Oxcb, 0x42,
Oxce, 0x17, 0x81, Oxc4, Oxea, 0xe9, 0xb6,
*/
mechanism—>pParameter = password;
mechanism—>ulParameterLen = strlen (password);
rc = funcs—C_ UnwrapKey(sess , mechanism, CK INVALID HANDLE,
value , len ,
unw_ 256 template, sizeof(unw_ 256 template)/sizeof
CK_ATTRIBUTE) ,
&unw_priv_key);
if (rc != CKR OK) {
fprintf(stderr, "C_UnwrapKey failed, rc = Ox%x\n", rc);

goto end;
// Tosydaem OTKDBITBIl KJIOY IO 3aKPBITOMY
rc = funcs—C_ DeriveKey(sess , mechanism der, unw_priv_key,

pub_ 2001 256 der template,
sizeof (pub_ 2001 256 der_ template)/sizeof (CK_ ATTRIBUTE) ,
&der pub key);
if (re != CKR OK) {
fprintf(stderr, "C_DeriveKey failed, rc = Ox%x\n", rc);
goto end;
}
// Hnsi npoBepKH pPacIakKoBAaHHOTO KJ/IOYa HYKHO YTO—HHUOYIb MM II0J
nucaTh
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// W HPOBEPHUTH MOJIUCH OTKPHITHIM KJIOIOM .
{
CK_MECHANISM mechanism sign = {CKM_ GOSTR3410, NULL, 0};
// HonnuceBaewmeri naipkect (32 OGaiira)
CK_BYTE pData[32] = {
0x4D, 0x89, 0x9E, 0x48, 0xC5, 0x39, 0x64, 0xDI1,
0x78, 0xB4, 0x6D, 0x58, 0x40, O0xbF, 0x62, O0x8F,
0xA4, 0x46, 0x4C, 0xDC, 0x73, 0x75, 0xBO, OxE5,
0x2E, 0x91, OxFB, 0x64, 0x9C, 0x06, O0xAB, 0x75
};
CK ULONG ulDatal.en = 32;
CK _BYTE pSignatureData [64];
CK ULONG signatureDatalLen = 64;

rc = funcs—C _Signlnit(sess , &mechanism sign,
unw_priv_key);
if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed, rc = 0x%x\n", rc);
goto end;
}
rc = funcs—C_Sign(sess
pData, ulDatalen, pSignatureData, &signatureDatalen) ;
if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed, rc = Ox%x\n", rc);
goto end;

}

rc = funcs—C _Verifylnit(sess, &mechanism sign, pub_ key)
if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed, rc = O0x%x\n", rc);
goto end;
}
rc = funcs—C_ Verify(sess ,
pData, ulDatalen, pSignatureData, signatureDatalen);
if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed, rc = Ox%x\n", rc);
goto end;

}

rc = funcs—C _Verifylnit(sess, &mechanism sign,
der _pub_key);
if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed, rc = O0x%x\n", rc);
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goto end;

}
rc = funcs—C Verify(sess
pData, ulDatalen, pSignatureData, signatureDatalLen);
if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed, rc = Ox%x\n", rc);
goto end;

}
}

funcs—C DestroyObject (sess , der pub key);

funcs—C DestroyObject (sess , unw_priv_key) ;
funcs—C DestroyObject (sess , pub_ key);
funcs—C _DestroyObject (sess , priv_key);

// GOSTR3410—2012—-256

rc = funcs—>C_GenerateKeyPair(sess , mechanism gen 256,
pub 2012 256 template,
sizeof (pub_ 2012 256 template)/sizeof(CK ATTRIBUTE) ,

priv_template, sizeof(priv_template)/sizeof (CK ATTRIBUTE) ,

&pub_ key, &priv_key);
if (rc !'= CKR OK) {

fprintf(stderr , "C_GenerateKeyPair failed, rc = Ox%x\n", rc)

)

goto end;
¥
params . pPassword = password;
params . ulPasswordLen = strlen (password) ;

params . pHashParOID = gostR3411 2012 256 params;
params.ulHashParOIDLen = sizeof(gostR3411 2012 256 params):;
params.pSalt = salt;
params.ulSaltLen = sizeof(salt);
params. ullterCount = iter;
params . pCipherParOID = gost28147params A ;
params . ulCipherParOIDLen = sizeof(gost28147params_ A);
params.plV = iv;
params.ullVLen = sizeof(iv);

mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);
rc = funcs—C_ WrapKey(sess , mechanism ,
CK_INVALID HANDLE, priv_key, value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_WrapKey failed, rc = 0x%x\n", rc);
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goto end;

}

print bytes(value, len, str);
printf ("PKCS#8:\n%s\n", str);

/ *
0x30, 0x81, Oxab,
0x30, 0Oxbd,
0x06, 0x09, O0x2a, 0x86, 0x48, 0x86, 0xf7, 0x0d, 0x01, 0x05
, 0x0d,
0x30, 0x50,
0x30, 0x2f,
0x06, 0x09, Ox2a, 0x86, 0x48, 0x86, 0xf7, 0x0d, 0x01,
0x05, 0xOc,
0x30, 0x22,
0x04, 0x08,
0x12, 0x34, 0xb56, 0x78, 0x78, 0xb6, 0x34, 0x26,
0x02, 0x02,
0x08, 0x00,
0x30, 0x12,
0x06, 0x06, 0x2a, 0x85, 0x03, 0x02, 0x02, 0x0a,
0x06, 0x08, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x01, O
x02, 0x02,
0x30, Ox1d,
0x06, 0x06, 0x2a, 0x85, 0x03, 0x02, 0x02, 0x15,
0x30, 0x13,
0x04, 0x08,
0x12, 0x34, 0xb6, 0x78, 0x78, 0xb6, 0x34, Oxab,
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, O0x1f, 0x01
0x04, Ox4a,
0x68, 0x7f, 0x0d, 0x40, Oxbc, 0x97, Oxe6, 0x83,
0x83, Oxdf, O0x4b, 0x9e, Oxff, 0x60, 0x64, Oxbd,
0xb3, Oxea, Oxfe, 0x6b, 0xb2, 0x00, Oxc7, 0x78,
0x80, 0x13, Oxc7, 0x61, 0x45, 0x76, 0x30, 0xb3,
0xb5d, Oxfl, Oxcf, Oxdc, 0xf3, 0xd9, Oxdd, 0x50,
0x7d, Ox7a, Ox2c, 0x87, 0x06, O0x2f, 0x28, Oxdb,
Oxle, 0x94, 0Oxe3d, Oxab, 0x9f, 0x0Oa, 0x75, 0x09,
0xd3, 0xf9, Ox2e, Oxbe, Oxc6, Oxbl, 0xf4, 0x9c,
0x92, 0xc9, Oxa4, 0x35, 0xd6, 0x6c, 0x25, 0xc7,
Oxbc, Oxcf,
*/
mechanism—>pParameter = password;
mechanism—>ulParameterLen = strlen (password);
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rc = funcs—C_UnwrapKey(sess , mechanism, CK INVALID HANDLE,
value , len,
unw_ 256 template,
sizeof (unw_ 256 _template)/sizeof (CK_ATTRIBUTE) ,
&unw_priv_key) ;
if (rc != CKR _OK) {
fprintf(stderr, "C_UnwrapKey failed, rc = Ox%x\n", rc);
goto end;
}
// TlomydaeM OTKPBITHIA KJIOY HO 3aKPLITOMY
rc = funcs—>C _ DeriveKey(sess , mechanism der, unw_priv_key,
pub 2012 256 der template,
sizeof (pub_ 2012 256 der template)/sizeof (CK ATTRIBUTE) ,
&der pub_ key);
if (rec != CKR OK) {
fprintf(stderr, "C_DeriveKey failed, rc = Ox%x\n", rc);
goto end;
}
// s mpoBepk:m pacmakOBAHHOTO KJIOYa HYKHO YTO—HHOYIb UM IO
NUCaTh
// W UPOBEPHUTH MOJNUCH OTKPBITHIM KJIOIOM .
{
CK_MECHANISM mechanism sign =
// HonnuceBaewmeri naiimpkect (32 OGair
CK_BYTE pData|32] = {
0x4D, 0x89, 0x9E, 0x48, 0xC5, 0x39, 0x64, 0xDI,
0x78, 0xB4, 0x6D, 0x58, 0x40, Ox5F, 0x62, Ox8F,
0xA4, 0x46, 0x4C, 0xDC, 0x73, 0x75, 0xB0O, OxE5,
0x2E, 0x91, OxFB, 0x64, 0x9C, 0x06, 0xAB, 0x75

}s

{CKM_GOSTR3410, NULL, 0};
a)

CK ULONG ulDatal.en = 32;
CK BYTE pSignatureData[64];
CK ULONG signatureDatalLen = 64;

rc = funcs—C _Signlnit(sess , &mechanism sign,
unw_priv_key);
if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed, rc = Ox%x\n", rc);
goto end;

}
rc = funcs—C_Sign(sess ,
pData, ulDatalen, pSignatureData, &signatureDatalen);
if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed, rc = Ox%x\n", rc);
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goto end;

}

rc = funcs—C _Verifylnit(sess, &mechanism sign, pub_ key)
if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed, rc = Ox%x\n", rc);
goto end;
}
rc = funcs—C_Verify(sess,
pData, ulDatalen, pSignatureData, signatureDatalen);
if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed, rc = O0x%x\n", rc);
goto end;

}

rc = funcs—C _Verifylnit(sess, &mechanism sign,
der _pub_key);
if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed, rc = Ox%x\n", rc);
goto end;
¥
rc = funcs—C Verify(sess,
pData, ulDatalen, pSignatureData, signatureDatalen);
if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed, rc = Ox%x\n", rc);
goto end;
}
}

funcs—C DestroyObject(sess , der pub key);

funcs—C DestroyObject (sess , unw_priv_key) ;
funcs—C DestroyObject (sess , pub_ key);
funcs—C DestroyObject (sess , priv_key);

// GOSTR3410—2012—-512
rc = funcs—C GenerateKeyPair (sess , mechanism gen 512,
pub 2012 512 template,
sizeof (pub_ 2012 512 template)/sizeof (CK ATTRIBUTE) ,
priv_template, sizeof(priv_template)/sizeof(CK_ ATTRIBUTE) ,
&pub_ key, &priv_key);
if (rc != CKR OK) {
fprintf(stderr , "C_GenerateKeyPair failed, rc = Ox%x\n", rc)

goto end;
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}
params . pPassword = password;
params. ulPasswordLen = strlen (password);

params . pHashParOID = gostR3411 2012 512 params;
params.ulHashParOIDLen = sizeof(gostR3411 2012 512 params);
params.pSalt = salt;
params.ulSaltLen = sizeof(salt);
params. ullterCount = iter;
params . pCipherParOID = gost28147params_A ;
params . ulCipherParOIDLen = sizeof(gost28147params A);
params.plV = iv;
params.ullVLen = sizeof(iv);

mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);
rc = funcs—C_WrapKey(sess , mechanism
CK_INVALID HANDLE, priv_key, value, &len);
if (re != CKR OK) {
fprintf(stderr, "C_WrapKey failed, rc = Ox%x\n", rc);

goto end;
¥
print bytes(value, len, str);
printf ("PKCS#8:\n%s\n", str);
/%
0x30, 0x81, Oxcd,
0x30, 0Oxbd,
0x06, 0x09, 0Ox2a, 0x86, 0x48, 0x86, 0xf7, 0x0d, 0x01, 0x05
, 0x0d,
0x30, 0x50,
0x30, 0x2f,
0x06, 0x09, Ox2a, 0x86, 0x48, 0x86, O0xf7, 0x0d, 0x01,
0x05, 0xOc,
0x30, 0x22,
0x04, 0x08,
0x12, 0x34, 0xb6, 0x78, 0x78, 0xb6, 0x34, 0x26,
0x02, 0x02,
0x08, 0x00,
0x30, 0x12,
0x06, 0x06, 0Ox2a, 0x85, 0x03, 0x02, 0x02, 0x0a,
0x06, 0x08, 0Ox2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02,
0x03,
0x30, Ox1d,
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0x06, 0x06, 0O0x2a, 0x85, 0x03, 0x02, 0x02, 0x15,
0x30, 0x13,
0x04, 0x08,
0x12, 0x34, 0xb6, 0x78, 0x78, 0xb6, 0x34, Oxab,
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01,
0x04, Ox6c¢c,
0x68, O0xbd, 0x0d, 0x40, Oxbc, 0x97, 0xd8, 0x83,
0x73, 0x78, 0x9a, 0x75, O0x9a, Oxal, 0x44, Oxf1l,
0x80, 0x83, 0x05, 0x32, Oxla, 0x83, 0x36, 0x03,
0x9e, 0x76, 0x41, 0xb8, 0x56, 0x10, 0x25, Ox6c,
0x65, 0x83, 0xa8, 0x46, 0xdb5, Oxlb, 0xb0, 0x04,
0x41, O0x5c, 0x13, 0x91, 0x76, Oxlc, 0x85, 0x59,
0x6b, Ox1d, 0x8d, 0xc8, Oxde, 0x93, 0x2e, 0x22,
Oxlc, Ox5c, Oxec, Oxaf, Ox1f, O0xb7, 0x7b, 0x63,
Oxab, 0x72, Ox1f, 0x29, 0xd6, 0x07, O0xf6, Oxdf,
0x8d, 0x69, Oxed, 0x49, 0x35, Oxfb, 0x71, Oxda,
0xb7, O0x4b, 0x17, 0x8c, Oxae, Oxbd, Oxcf, 0x62,
0xd2, Oxe6, Oxdb, 0x4d, O0x7c, 0x47, 0x46, 0x82,
Oxdb, 0x0Oc, Oxcd, Oxbb, 0xOa, OxcO, 0xd8, 0x42,
0x58, 0x77, Oxe7, OxTe,
*/
mechanism—>pParameter = password ;
mechanism—>ulParameterLen = strlen (password) ;
rc = funcs—C_ UnwrapKey(sess , mechanism, CK INVALID HANDLE,
value, len,
unw_512 template, sizeof(unw_512 template)/sizeof
CK_ATTRIBUTE) ,
&unw_priv_key) ;
if (rec != CKR OK) {
fprintf(stderr, "C_UnwrapKey failed, rc = 0x%x\n", rc);

goto end;
// TlonydaeM OTKpDBITHIA KJIOY O 3aKPbITOMY
rc = funcs—C_ DeriveKey(sess , mechanism der, unw_ priv_key,

pub_ 2012 512 der template,
sizeof (pub_ 2012 512 der template)/sizeof (CK ATTRIBUTE) ,
&der pub_ key) ;
if (rc !'= CKR OK) {
fprintf(stderr, "C_DeriveKey failed, rc = Ox%x\n", rc);
goto end;
}
// st npoBepKHM pacnakoBAHHOTO KJIOYa HYKHO YTO—HUOY/b UM IO
nucaTh
// W NpOBEPUTH IMOJIKCH OTKPHITHM KJIOIOM .
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{

CK_MECHANISM mechanism _sign = {CKM_ GOSTR3410 512, NULL,
0};
// HonnuceBaewmeri naiipkect (64 OGaiira)

CK_BYTE pData || = {
0x4D, 0x89, 0x9E, 0x48, 0xCh5, 0x39, 0x64, 0xDI1,
0x78, 0xB4, 0x6D, 0x58, 0x40, O0xbF, 0x62, O0x8F,
0xA4, 0x46, 0x4C, 0xDC, 0x73, 0x75, 0xB0O, OxE5,
0x2E, 0x91, O0xFB, 0x64, 0x9C, 0x06, O0xAB, 0x75,
0x4D, 0x89, 0x9E, 0x48, 0xCh5, 0x39, 0x64, 0xD1,
0x78, 0xB4, 0x6D, 0x58, 0x40, O0x5F, 0x62, Ox8F,
0xA4, 0x46, 0x4C, 0xDC, 0x73, 0x75, 0xBO, O0xE5,
0x2E, 0x91, OxFB, 0x64, 0x9C, 0x06, 0xAB, 0x75,

¥

CK ULONG ulDatalLen = 64;

CK _BYTE pSignatureData [128];

CK ULONG signatureDatalLen = 128;

rc = funcs—C _Signlnit(sess, &mechanism sign,
unw_priv_key) ;
if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed, rc = 0x%x\n", rc);
goto end;
¥
rc = funcs—C_Sign(sess
pData, ulDatalen, pSignatureData, &signatureDatalen);
if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed, rc = Ox%x\n", rc);
goto end;

}

rc = funcs—C_Verifylnit (sess , &mechanism sign, pub key)
if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed, rc = O0x%x\n", rc);
goto end;
}
rc = funcs—C Verify(sess
pData, ulDatalen, pSignatureData, signatureDatalLen);
if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed, rc = Ox%x\n", rc);
goto end;

}
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rc = funcs—C _ Verifylnit(sess, &mechanism sign,
der pub_key);
if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed, rc = O0x%x\n", rc);
goto end;

¥
rc = funcs—C _Verify(sess,
pData, ulDatalen, pSignatureData, signatureDatalen);
if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed, rc = O0x%x\n", rc);
goto end;

}
}

funcs—C DestroyObject (sess, der pub key);

funcs—C DestroyObject (sess , unw_priv_key) ;
funcs—C DestroyObject (sess , pub_ key);
funcs—C _DestroyObject (sess , priv_key);

printf ("SUCCESS\n");
end :

return rc;

3.3.14 Wudposanue kntoyvenn no FOCT 28147-89

B nannom npumepe ceKpeTHBIN KU MU@PYETCs Ha KJ0Ye COIVIACOBAHUS MEXaHU3-
MoM CKM_GOST28147 _KEY_WRAP. PesynbraroMm mmudpoBaHus sBIASETCS 3amndpOBaHHBIN
B pEXKMMe IPOCTOH 3aMEHBI K04, COIMPOBOXK/IAEMbIII IMUTOBCTABKON MCXOJHOTO 3HAYE-
Husl kioda (Bcero 36 GaittoB), kak omnpejeneHo B [8] m.6. Ilpu srom, 3nauenne UKM
[IepeJIaeTCsl MEXaHU3My B KadeCcTBE IapaMerpa, a B Pe3yJbTUPYIOILYI0 CTPYKTYPY He
BKJIIOYAETCS.

JImctunr 3.24: ckm  gost28147 key wrap.c

#include "test_common.h"
int main(int argc, charx argv|])

{
CK RV rvResult;
#ifdef WIN32
HMODULE hPkcsLib = NULL;
HMODULE hPkcsLib2 = NULL;
#else
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void *hPkcsLib = NULL;
void *xhPkcsLib2 = NULL;

#endif
CK C_ GetFunctionList pcGetFunctionList = 0;
CK_ C_ GetFunctionList pcGetFunctionList2 = 0;
CK_FUNCTION LIST PTR Pkcsl1FuncList = NULL;
CK_FUNCTION LIST PTR Pkecsl1FuncList2 = NULL;

CK_SLOT ID PTR pSlotList = NULL;
CK SLOT ID PTR pSlotList2 = NULL;
CK_SLOT ID Slotld ;

CK_SLOT ID SlotId2;

CK_ ULONG ulSlotCount ;
CK_ULONG ulSlotCount?2 ;
CK_ULONG i

CK_SLOT INFO SlotInfo ;

CK_SLOT INFO SlotInfo2 ;

CK_SESSION HANDLE hSessionSend , hSessionRecp;

CK UTF8CHAR PTR pcUserPIN = (CK_UTFS8CHAR PTR)"01234567";
CK_ ULONG ulPinLength = 8; // PIN length
CK_BYTE pbPlainText || =

"This is plaintext for ecryption and decryption";
CK_ULONG ulPlainTextSize = sizeof(pbPlainText);
CK_BYTE PTR pbCipherText = NULL;
CK_ULONG ulCipherSize = 0;
CK_BYTE PIR pbDecryptedText = NULL;
CK_ULONG ulDecryptedSize = 0;

/**********************************************************/

CK_BBOOL blTrue = CK_TRUE,
blFalse = CK FALSE;
CK _ULONG ulKeyType Gost2001 = CKK GOSTR3410,
ulKeyType Gost28147 = CKK GOST28147,
ulKeyType Gost3411 = CKK GOSTR3411,
ulClass  PubKey = CKO_ PUBLIC KEY,
ulClass PriKey = CKO PRIVATE KEY,
ulClass SecKey = CKO_SECRET KEY,
ulClass Domain = CKO DOMAIN PARAMETERS;
// PAR ECC A OID
CK BYTE gostR3410params[] = {

0x01

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x23,
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}s
// PAR HASH 1 OID
CK_BYTE gostR3411params || = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01

)

}

// PAR CIPHER A OID

CK_BYTE gost28147params A [] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01

}s
// PAR CIPHER B OID
CK_BYTE gost28147params || = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02
}s

// template for GOST R 34.10—2001 public key
CK_ATTRIBUTE caGOST _PublicKeyTemplate [| =

{
{CKA_TOKEN, &blFalse | sizeof (CK_BBOOL)
}

}

{CKA GOSTR3410 PARAMS, gostR3410params, sizeof(
gostR3410params) },

{CKA GOSTR3411 PARAMS, gostR3411lparams, sizeof(
gostR3411params) },

{CKA_ GOST28147 PARAMS, gost28147params A, sizeof(
gost28147params_A) },

};
// template for GOST R 34.10—2001 private key

CK_ATTRIBUTE caGOST _PrivateKeyTemplate || =

{CKA_PRIVATE, &blFalse | sizeof (CK_BBOOL)

{
{CKA_TOKEN, &blFalse sizeof (
CK BBOOL) },
{CKA_PRIVATE, &blFalse sizeof (
CK_BBOOL) },
{CKA_DERIVE, &blTrue , sizeof (
CK BBOOL) },
// {CKA_EXTRACTABLE, &blTrue sizeof (CK_BBOOL) },
};
// template for secret GOST key
CK_ATTRIBUTE caGOST SecretKeyTemplate [| =
{
{CKA_CLASS, &ulClass _SecKey , sizeof (CK_ULONG) },
{CKA KEY TYPE, &ulKeyType Gost28147, sizeof (CK ULONG) },
{CKA_PRIVATE, &blFalse sizeof (CK_BBOOL) },
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{CKA ENCRYPT, &blTrue, sizeof (CK _BBOOL) },
{CKA_ DECRYPT, &blTrue, sizeof (CK_BBOOL) },
{CKA_WRAP, &blTrue, sizeof (CK BBOOL) },

{CKA_ EXTRACTABLE, &blTrue, sizeof (CK_BBOOL) },

{CKA GOST28147 PARAMS, gost28147params A, sizeof(
gost28147params_A) },
¥
// template for derive key
CK_ ATTRIBUTE caDeriveKey [| =

{

{CKA_ CLASS, &ulClass _SecKey , sizeof (CK_ULONG) },
{CKA KEY TYPE, &ulKeyType Gost28147, sizeof(CK ULONG) },
{CKA_ ENCRYPT, &blTrue, sizeof (CK_BBOOL) },
{CKA DECRYPT, &blTrue, sizeof (CK _BBOOL) },

{CKA_WRAP, &blTrue, sizeof(CK BBOOL) },
{CKA UNWRAP, &blTrue, sizeof(CK BBOOL) },
{CKA_GOST28147 PARAMS, gost28147params_ A, sizeof(
gost28147params A) },
b
CK _ULONG  ulPubKeyCount

sizeof (caGOST _PublicKeyTemplate) /sizeof (CK_ATTRIBUTE) ,

ulPriKeyCount =
sizeof (caGOST PrivateKeyTemplate)/sizeof (CK_ATTRIBUTE) ,
ulSecKeyCount =
sizeof (caGOST _SecretKeyTemplate)/sizeof (CK ATTRIBUTE) ,
ulDeriveKeyCount =
sizeof (caDeriveKey) /sizeof (CK ATTRIBUTE) ;

CK_OBJECT HANDLE hKeyForWU = 0, // key which will be wrapped

and unwrapped

hSendPubKey = 0, // handle to public key of

sender

hSendPriKey = 0, // handle to private key of

sender

hRecpPubKey = 0, // handle to public key of

recipient

hRecpPriKey = 0, // handle to private key of

recipient

hSendDH Key = 0, // Diffy—Hellman key of the

sender

hRecpDH _Key = 0, // Diffy —Hellman key of the

recipient

hUnwrappedSendKey = 0, // unwrapped key of

the sender

hUnwrappedRecpKey = 0; // unwrapped key of
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the recipient

CK_MECHANISM cmKeyGenMechanism, // mechanism for key pair
genaration

cmWrapMechanism , // mechanism for key wrap
/unwrap

cmDeriveMechanism, // mechanism for key
derivation

cmCryptMechanism; // mechanism for encrypt/
decrypt
CK _BYTE PTR pbWrappedKeySend ; // wrapped key
CK_ ULONG ulWrappedKeyLen , // length of wrapped key
i
CK_BYTE PTR pbSecretKeyParam = NULL,

pbSend PubKeyValue = NULL,
pbRecp PubKeyValue = NULL,
pbSend PriKeyValue = NULL,
pbRecp PriKeyValue = NULL,
pbSecret Key Value = NULL,
pbSendDH Key Value = NULL,
pbRecpDH Key Value = NULL;

CK_BYTE PIR  pbImitValue = NULL;
CK_ULONG ullmitSize = 0;
CK_KEY TYPE  keyType = 0;
CK_ATTRIBUTE
caSecretKeyParam = {CKA GOST28147 PARAMS, pbSecretKeyParam
0},
// template for value of sender public key
caSend PubKeyValue = {CKA VALUE, pbSend PubKeyValue, 0},
caSend PriKeyValue = {CKA VALUE, pbSend PriKeyValue, 0},
// template for value of recipient public key
caRecp PubKeyValue = {CKA VALUE, pbRecp PubKeyValue, 0},
caRecp PriKeyValue = {CKA VALUE, pbRecp PriKeyValue, 0},
caSecret Key Value = {CKA VALUE, pbSecret Key Value, 0},
caKeyType = {CKA_KEY TYPE, &keyType, sizeof(keyType)},
SendDH Key Value = {CKA VALUE, pbSendDH Key Value, 0},
RecpDH Key Value = {CKA VALUE, pbRecpDH Key Value, 0};
// parameters for derivation mechanism
CK_GOSTR3410 DERIVE PARAMS PTR DeriveParams;
// UKM must be non—zero by RFC4357
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CK_BYTE UKM[8] = {0x28,0xaf,0xc5,0x50,0x9d,0x0c,0x74,0xb3 };
CK_ULONG ulUKMLen = 8;

// parameters for wrapping mechanism

CK_BYTE pWraplV [| = {

0x56, Oxfa, 0x7d, 0xb4, Oxb2, 0x90, O0x2c, 0x41
}
CK _BYTE iv || = {

0x37, O0x2a, 0x7f, 0x00, Ox2c, Oxea, 0x7d, 0x39
}s

CK CHAR xapi path = PKCS11 API PATH;
CK_UTFSCHAR xuser pin = "01234567";
CK_ULONG slot _num = 0;

CK CHAR xapi path2 = PKCS11 API PATH;
CK_UTFS8CHAR xuser pin2 = "01234567";
CK _ULONG slot num2 = 0;

printf("Starting CKM_GO0ST28147_KEY_WRAP test\n");

for (i=1; i<(CK ULONG)argc; i++) {

if (strcmp("-api", argv[i]) = 0) {
41 ;
api_path = argv|i];
} else if (stremp("-slot", argv[i]) = 0) {
41 ;
slot_num = atoi(argv|i]);
} else if (strcmp("-user_pin", argv|[i]) = 0) {
41
user _pin = argv|[i];
}
}
api_ path2 = api path;
user pin2 = user pin;
slot num2 = slot num;

sifdef WIN32
hPkesLib = LoadLibrary (api_ path);

#else
hPkesLib = dlopen (api_ path, RILD NOW);
#endif
if ( hPkesLib — NULL ) {
printf(
"Can’t load PKCS#11 API library. "
AMCECU
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"Check API library path.\n");
#Hifndef WIN32
printf("dlerror: %s\n", dlerror());
#endif
return —1;
}
Hifdef WIN32
pcGetFunctionList
(CK_C_GetFunctionList) GetProcAddress (
hPkesLib ,"C_GetFunctionList");
#else
pcGetFunctionList
(CK_C_GetFunctionList ) dlsym (
hPkesLib ,"C_GetFunctionList");
#endif

// get PKCS #11 function list
rvResult = pcGetFunctionList(&Pkecsl1FuncList);
printf("Load PKCS #11 function list result: Ox%x\n", rvResult)

if (rvResult != CKR OK) return rvResult;

// initialize Cryptoki

rvResult = Pkcsl1FuncList—C Initialize (NULL) ;
printf("Initialize Cryptoki result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

/) get slot list

rvResult = Pkcsl1FuncList—C GetSlotList (
CK_FALSE, NULL, &ulSlotCount);

printf("Get slot list result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

if (ulSlotCount > 0)
{ // allocate memory for slot list
pSlotList = (CK_SLOT ID PTR) malloc(
ulSlotCount x sizeof(CK_SLOT ID));

rvResult =
Pkcsl1FuncList—C GetSlotList (CK_FALSE,
pSlotList , &ulSlotCount);

if (rvResult != CKR OK) return rvResult;
printf("Slot count: %d\n", ulSlotCount);
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}

else return -3;

// get information about sender and recipient slots.
for (1=0; i<ulSlotCount; ++i)

{
rvResult = Pkcsl1FuncList—C GetSlotInfo(pSlotList[i], &
SlotInfo);
if (rvResult =— CKR_OK)
{ // if a token is present in this slot
if ((SlotInfo.flags & CKF TOKEN PRESENT) —
CKF TOKEN PRESENT)

{
SlotId = pSlotList|i];
break ;

}
}
}
if (i >= ulSlotCount) {
printf("No slots with token present\n");
return —3;

}

printf("Slot ID: sender %d\n", Slotld);

// load library PKCS #11
#ifdef WIN32
hPkesLib2 = LoadLibrary (api_ path2);
#else
hPkesLib2 = dlopen (api path2, RILD NOW);
#endif
if ( hPkesLib2 — NULL ) {
printf("Can’t load PKCS#11 API library. "
"Check API library path.\n");
#Hifndef WIN32
printf("dlerror: %s\n", dlerror());
#endif
return FALSE;
}

#ifdef WIN32
pcGetFunctionList2 =
(CK_C_GetFunctionList) GetProcAddress (
hPkcsLib2 ,"C_GetFunctionList");
#else
pcGetFunctionList2 =
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(CK_C_GetFunctionList)dlsym (
hPkecsLib2 ,"C_GetFunctionList");
#endif

// get PKCS #11 function list
rvResult = pcGetFunctionList2(&Pkecsl1FuncList2);
printf("Load PKCS #11 function list result: Ox%x\n", rvResult)

if (rvResult != CKR OK) return rvResult;

// initialize Cryptoki
rvResult = Pkesl1FuncList2—C _Initialize (NULL) ;
printf("Initialize Cryptoki result: Ox%x\n", rvResult);
if (rvResult != CKR OK && rvResult

= CKR_CRYPTOKI ALREADY INITTALIZED) return rvResult;

// get slot list
rvResult =
Pkesl1FuncList2—C_GetSlotList (CK_TRUE, NULL, &ulSlotCount2)
printf("Get slot list result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

if (ulSlotCount2 > 0)
{ // allocate memory for slot list
pSlotList2 = (CK _SLOT ID PTR) malloc(
ulSlotCount2 % sizeof(CK SLOT ID));

rvResult =
Pkcsl1FuncList2—C _GetSlotList (
CK_TRUE, pSlotList2 , &ulSlotCount2);

if (rvResult != CKR OK) return rvResult;
printf("Slot count: %d\n", ulSlotCount2);

}

else return -3;

// get information about sender and recipient slots.
j =0
for (1=0; i<ulSlotCount2; ++i)
{
rvResult = Pkesl1FuncList2—C _GetSlotInfo (
pSlotList2[i], &SlotInfo2);
if (rvResult = CKR OK)
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{ // if a token is present in this slot
if ((SlotInfo2.flags & CKF TOKEN PRESENT)
— CKF_TOKEN_PRESENT)
{

SlotId2 = pSlotList2[i];
break ;

}
}

}
if (i >= ulSlotCount2) {

printf("No slots with token present\n");
return —3;

}

printf("Slot ID: recipient %d\n", SlotId2);

// open session for slot with ID = SlotId|[0]
rvResult = Pkcsl1FuncList—C_OpenSession(Slotld ,
(CKF_SERIAL SESSION | CKF RW SESSION) ,
NULL,
07
&hSessionSend) ;
printf("Sender open session result: Ox%x\n", rvResult);
if (rvResult != CKR _OK) return rvResult;
// open session for slot with ID = SlotlId|[1]
rvResult = Pkecsl1FuncList2—C OpenSession(SlotId2 ,
(CKF_SERIAL_ SESSION | CKF _RW_SESSION) ,
NULL,
0,
&hSessionRecp) ;
printf("Recipient open session result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

cmKeyGenMechanism . mechanism = CKM_GOST28147 KEY GEN;

cmKeyGenMechanism . pParameter = NULL; //gost28147params A ;

cmKeyGenMechanism . ulParameterLen = 0; //sizeof (
gost28147params A);

// generate secret key which will be wrapped and unwrapped

printf(

"Sender generate key for wrapping and unwrapping (hKeyForWU)
\nu) ’
printf (" mechanism type: CKM_GOST28147_KEY_GEN\n");

rvResult = Pkcsl1FuncList—C _GenerateKey (hSessionSend ,
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&cemKeyGenMechanism ,
caGOST SecretKeyTemplate ,
ulSecKeyCount ,
&hKeyForWU) ;
printf (" Sender generate key hKeyForWU "
"for wrapping and unwrapping: result: Ox%x\n",
rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" key handle: %d\n", (unsigned long)hKeyForWU) ;
{
CK BYTE value [32];
CK_ATTRIBUTE attr get|] = {
{CKA VALUE, NULL, 0},
};
attr get [0].pValue = value;
attr _get |0].ulValueLen = sizeof(value);
rvResult = PkesllFuncList—C _GetAttributeValue (
hSessionSend , hKeyForWU
attr _get , sizeof(attr get)/sizeof (CK_ATTRIBUTE) ) ;
printf (" key to wrap:\n");
print hex(value, attr get|[0].ulValueLen);
}
printf(" wrapping IV:\n");
print hex (pWraplV, sizeof (pWraplV));

// generate sender key pair with GOST R 34.10—2001
printf("Generate key pair of sender\n");
printf (" mechanism type: CKM_GOSTR3410_KEY_PAIR_GEN\n");

cmKeyGenMechanism . mechanism = CKM_GOSTR3410 KEY PAIR GEN;
cmKeyGenMechanism . pParameter = NULL;

cmKeyGenMechanism . ulParameterLen = 0;
rvResult = Pkesl1FuncList—C GenerateKeyPair (hSessionSend
&emKeyGenMechanism ,
caGOST _PublicKeyTemplate ,
ulPubKeyCount ,
caGOST _PrivateKeyTemplate
ulPriKeyCount ,
&hSendPubKey ,
&hSendPriKey) ;
printf (" generate sender key pair: result: Ox%x\n",
rvResult) ;

if (rvResult != CKR OK) return rvResult;
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printf (" sender public key handle: %d\n",
(unsigned long)hSendPubKey) ;
printf (" sender private key handle: %d\n",

(unsigned long)hSendPriKey) ;

// generate recipient key pair with GOST R 34.10—2001
printf("Generate key pair of recipient\n");
printf (" mechanism type: CKM_GR3410_KEY_PAIR_GEN\n");

rvResult = Pkesl1FuncList2—>C GenerateKeyPair (hSessionRecp ,
&cecmKeyGenMechanism ,
caGOST PublicKeyTemplate ,
ulPubKeyCount ,
caGOST _PrivateKeyTemplate
ulPriKeyCount ,
&hRecpPubKey ,
&hRecpPriKey) ;
printf(" generate recipient key pair: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;

printf (" recipient public key handle: %d\n",
(unsigned long)hRecpPubKey) ;
printf (" recipient private key handle: %d\n",

(unsigned long)hRecpPriKey) ;

// get value of sender public key
printf("Get value of sender public key\n");

rvResult = Pkcsl1FuncList—C_GetAttributeValue( hSessionSend,
hSendPubKey ,
&caSend PubKeyValue,
1);

if (rvResult =— CKR OK)

caSend PubKeyValue.pValue =
(CK_BYTE PTR) malloc (caSend PubKeyValue.ulValueLen):;
rvResult Pkcsl1FuncList—C _GetAttributeValue (hSessionSend ,
hSendPubKey ,
&caSend PubKeyValue,

1);

}
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printf (" Get sender public key value: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;

pbSend PubKeyValue = (CK_BYTE PTR) caSend PubKeyValue.pValue;
printf (" Sender public key value: \n");
print _hex (pbSend PubKeyValue, caSend PubKeyValue.ulValueLen):;

// get value of recipient public key

printf("Get value of recipient public key\n");

rvResult = PkcsllFuncList2—C GetAttributeValue (hSessionRecp ,
hRecpPubKey ,
&caRecp PubKeyValue,
1);

if (rvResult = CKR _OK)

caRecp PubKeyValue.pValue =
(CK_BYTE PTR) malloc (caRecp PubKeyValue.ulValueLen);
rvResult = Pkcsl1FuncList2—C _GetAttributeValue (hSessionRecp
hRecpPubKey ,
&caRecp PubKeyValue,
1);
}

printf (" Get recipient public key value: result: Ox%x\n",
rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" Recipient public key value: \n");
pbRecp PubKeyValue = (CK_BYTE PTR) caRecp PubKeyValue.pValue;
print _hex (pbRecp PubKeyValue, caRecp PubKeyValue.ulValueLen):;

// fill parameters for derivation mechanism
DeriveParams = (CK_GOSTR3410 DERIVE PARAMS PTR)
malloc (sizeof (CK_GOSTR3410 DERIVE PARAMS) ) ;

DeriveParams—kdf = CKD_CPDIVERSIFY KDF,
DeriveParams—>pPublicData = (CK BYTE PTR) caRecp PubKeyValue.

pValue;
DeriveParams—>ulPublicDataLen = caRecp PubKeyValue.ulValueLen;
DeriveParams—pUKM = UKM;
DeriveParams—ulUKMLen = ulUKMLen;

cmDeriveMechanism . mechanism = CKM_GOSTR3410 DERIVE;
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cmDeriveMechanism . pParameter = DeriveParams;
cmDeriveMechanism . ulParameterLen = sizeof (

CK_GOSTR3410 DERIVE PARAMS) ;

printf("Derive Diffie-Hellman key\n");
printf (" derivation mechanism: CKM_GOSTR3410_DERIVE\n");

// derive Diffi —Hellman key of sender
printf (" derive Diffie-Hellman key for sender\n");
rvResult = Pkcsl1FuncList—C_DeriveKey (hSessionSend ,
&cmDeriveMechanism ,
hSendPriKey ,
caDeriveKey ,
ulDeriveKeyCount ,
&hSendDH_ Key) ;
printf (" derive key result: 0x%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf(" sender’s Diffie-Hellman key handle: %d\n",
(unsigned long)hSendDH Key) ;
{
CK_BYTE value [32];
CK_ATTRIBUTE attr get|[] = {
{CKA_VALUE, NULL, 0},
}s
attr _get |0].pValue = value;
attr get [0].ulValueLen = sizeof(value);
rvResult = Pkcsl1FuncList—C _GetAttributeValue (hSessionSend ,
hSendDH Key,
attr get, sizeof(attr get)/sizeof (CK ATTRIBUIE));
printf (" sender KEK:\n");
print _hex(value, attr get[0].ulValueLen);

}

// derive Diffi —Hellman key of recipient

printf (" derive Diffie-Hellman key for recipient\n");
DeriveParams—>pPublicData = (CK BYTE PTR) caSend PubKeyValue.
pValue;

DeriveParams—>ulPublicDatalLen = caSend PubKeyValue.ulValueLen;

rvResult = PkcsllFuncList2—C_ DeriveKey(hSessionRecp ,
&cmDeriveMechanism ,
hRecpPriKey ,
caDeriveKey ,
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ulDeriveKeyCount ,

&hRecpDH  Key) ;
printf (" derive key result: 0x%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" recipient’s Diffie-Hellman key handle: %d\n",
(unsigned long)hRecpDH Key) ;
{
CK_BYTE value [32];
CK_ATTRIBUTE attr get[] = {
{CKA_VALUE, NULL, 0},
}s
attr _get |0].pValue = value;
attr get [0].ulValueLen = sizeof(value);
rvResult = Pkcsl1FuncList2—C _GetAttributeValue (hSessionRecp
, hRecpDH Key,
attr get, sizeof(attr get)/sizeof (CK ATTRIBUIE));
printf (" recipient KEK:\n");
print _hex(value, attr get[0].ulValueLen);

}

// wrap key hKeyForWU with sender Diffi —Hellman key

hSendDH Key

// Bnecws mcunoassyercs UKM B kadecrBe IV B coorBercrBum ¢ RFC
4357
cmWrapMechanism . mechanism = CKM_ GOST28147 KEY WRAP;
cmWrapMechanism . pParameter = UKM;
cmWrapMechanism . ulParameterLen = ulUKMLen;

printf("Wrap key hKeyForWU with sender Diffi-Hellman key\n");

rvResult = Pkcsl1FuncList—C_ WrapKey(hSessionSend ,
&emWrapMechanism |
hSendDH Key,
hKeyForWU
NULL,
&ulWrappedKeyLen) ;
if (rvResult =— CKR OK)

pbWrappedKeySend = (CK_BYTE PTR) malloc (ulWrappedKeyLen) ;
rvResult = PkesllFuncList—C_ WrapKey(hSessionSend ,
&cmWrapMechanism ,
hSendDH Key,
hKeyForWU
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pbWrappedKeySend ,
&ulWrappedKeyLen) ;

¥

printf (" wrap result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

printf(" wrapped key:\n");
print _hex (pbWrappedKeySend, ulWrappedKeyLen) ;

printf ("Unwrap key hUnwrappedRecpKey "

rvResult = Pkcsl1FuncList2—C UnwrapKey(hSessionRecp ,
&emWrapMechanism |
hRecpDH Key,
pbWrappedKeySend ,
ulWrappedKeyLen ,
caGOST _SecretKeyTemplate ,
ulSecKeyCount ,
&hUnwrappedRecpKey) ;
printf(" unwrap key: result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" key handle (hUnwrappedRecpKey): %d\n",
(unsigned long)hUnwrappedRecpKey) ;
{
CK _BYTE value [32];
CK_ATTRIBUTE attr get|[] = {
{CKA VALUE, NULL, 0},
}s
attr _get [0].pValue = value;
attr _get [0].ulValueLen = sizeof(value);

rvResult = Pkcsl1FuncList2—C GetAttributeValue (
hSessionRecp , hUnwrappedRecpKey ,
attr get, sizeof(attr get)/sizeof(CK ATTRIBUIE));
printf (" recipient unvrapped key:\n");
print hex(value, attr get|[0].ulValueLen);

}

printf("Sender encrypt with hKeyForWU:\n");
cmCryptMechanism . mechanism = CKM GOST28147;

// unwrap wrapped key with recipient Diffie —Hellman key

"from pbWrappedKeySend with recipient Diffie-Hellman key\n")
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cmCryptMechanism . pParameter = iv;
cmCryptMechanism . ulParameterLen = sizeof(iv);
printf (" mechanism type: CKM_GOST28147\n");

printf (" plain text:\n%s\n", pbPlainText);
print hex (pbPlainText, strlen (pbPlainText));

rvResult = PkcsllFuncList—C Encryptlnit(hSessionSend ,
&cemCryptMechanism ,
hKeyForWU) ;

printf(" encrypt initialization result: Ox%x\n", rvResult);

if (rvResult — CKR OK)

rvResult = Pkcsl1FuncList—C Encrypt(hSessionSend ,
pbPlainText ,
ulPlainTextSize ,
NULL,
&ulCipherSize) ;

if (rvResult = CKR OK)
printf (" cipher size: %d\n", ulCipherSize);

pbCipherText = (CK BYTE PTR)
malloc (ulCipherSize * sizeof (CK BYTE)) ;
rvResult = Pkcsl1FuncList—C Encrypt(hSessionSend
pbPlainText ,
ulPlainTextSize ,
pbCipherText ,
&ulCipherSize) ;

}
}

else return rvResult;
printf (" encrypt result: Ox%x\n", rvResult);
if (rvResult != CKR _OK) return rvResult;

printf (" cipher text: \n");
print hex (pbCipherText, ulCipherSize);

printf("Recipient decrypt with hUnwrappedRecpKey:\n");
rvResult = Pkesll1FuncList2—C Decryptlnit (hSessionRecp ,
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&cemCryptMechanism ,
hUnwrappedRecpKey) ;
printf (" decrypt initialization result: Ox%x\n", rvResult);

if (rvResult =— CKR OK)

rvResult = Pkesl1FuncList2—>C_ Decrypt(hSessionRecp ,
pbCipherText ,
ulCipherSize ,
NULL,
&ulDecryptedSize) ;

if (rvResult = CKR_OK)
printf (" decrypted text size: %d\n", ulDecryptedSize);

pbDecryptedText = (CK BYTE PIR)
malloc (ulDecryptedSize x sizeof(CK BYIE));
rvResult = Pkesl1FuncList2—C_ Decrypt(hSessionRecp ,
pbCipherText ,
ulCipherSize ,
pbDecryptedText ,
&ulDecryptedSize) ;

}
}

else return rvResult;
printf(" decrypt result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf(" decrypted text: \n");
print _hex (pbDecryptedText, ulDecryptedSize);

if (ulDecryptedSize != ulPlainTextSize) {
fprintf(stderr, "Invalid decrypted text size\n");
return —1;

}

if (memcmp(pbDecryptedText, pbPlainText, ulPlainTextSize) !=

0) {
fprintf(stderr, "Invalid decrypted text\n");
return —1;
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}

printf ("CKM_GOST28147_KEY_WRAP test SUCCESS\n");

rvResult =

Pkecsl1FuncList—C_ DestroyObject (hSessionSend , hKeyForWU) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult =

Pkecsl1FuncList—C DestroyObject (hSessionSend , hSendPubKey) ;
printf(" C_DestroyObject result: O0x%x\n", rvResult);
rvResult =

Pkcsl1FuncList—C DestroyObject (hSessionSend , hSendPriKey) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult =

Pkcsl1FuncList2—C_ DestroyObject (hSessionRecp , hRecpPubKey) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult =

Pkecs11FuncList2—C_ DestroyObject (hSessionRecp , hRecpPriKey) ;
printf(" C_DestroyObject result: O0x%x\n", rvResult);
rvResult =

Pkcsl1FuncList—C DestroyObject (hSessionSend , hSendDH Key) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult =

Pkcsl1FuncList2—C_ DestroyObject (hSessionRecp , hRecpDH Key) ;
printf(" C_DestroyObject result: Ox%x\n", rvResult);
rvResult =

Pkecs11FuncList2—C_ DestroyObject (hSessionRecp
hUnwrappedRecpKey) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = Pkcsl1FuncList—C _CloseSession (hSessionSend);
printf("Sender close session result: Ox%x\n", rvResult);

rvResult = Pkcsl1FuncList2—C_CloseSession (hSessionRecp) ;
printf("Recipient close session result: Ox%x\n", rvResult);

printf ("SUCCESS\n");
return 0;

3.3.15 Ludposanue kntouein no rOCT P34.10-2001

B mamnom mpumepe memoHcTpuUpyeTcs mudpoBaHUe CEKPETHOIO KJII0Ua MEXaHU3MOM
CKM_GOSTR3410_KEY_WRAP. 3amudpoBaHHBIA K0T IPEJICTABICH B BHUIE TPAHCIOPTHOMN
DER-crpyxrypsr, coorBercrrytomieii ASN.1 tuy GostR3410-KeyTransport, onpeesen-
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Hoii B [9] 11.4.2. Tlapamerpsl mudpoBaHusi EPeAIOTC MEXAaHU3MY B CTPYKTYPe
CK_GOSTR3410_KEY_WRAP_PARAMS.

JIncruur 3.25: ckm  gostr3410 key wrap.c

#include "test_common.h"

CK_RV test _crypto();
CK RV test gost3410 key wrap(CK SESSION HANDLE sess ) ;

int main(int argc, char xargv||) {
CK RV rc = CKR OK;

rc = test main(arge, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc !'= CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C_OpenSession(Slotld ,
CKF RW_SESSION | CKF SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession);
if (re != CKR OK) {
fprintf(stderr ,
"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");

rc = funcs—C_Login(hSession ,
CKU_USER, wuser pin, strlen(user pin));
if (rc != CKR OK) {
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fprintf(stderr, "ERROR call to C_Login failed, rc = Ox)x\n",
rc);
goto out close;

}

fprintf(stderr, "C_Login success\n");

rc = funcs—C_GetMechanismInfo (Slotld ,
CKM_GOSTR3410 KEY WRAP, &minfo) ;

if (rc != CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_GOSTR3410_KEY_WRAP "
"not supported ===========\n");
} else {
fprintf(stderr
W\p==================== CKM_GOSTR3410_KEY_WRAP "
"test ==================\n");

rc = test gost3410 key wrap(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_GOSTR3410_KEY_WRAP failed, rc = Ox%x\n",
rc);
} else {
fprintf(stderr , "CKM_GOSTR3410_KEY_WRAP test passed.\n");
}
}

out close:
if ( (ret = funcs—C CloseSession(hSession)) != CKR OK ) {

fprintf (stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
}
out:
return rc;
}
CK_RV test gost3410 key wrap (CK SESSION HANDLE sess)
{
CK RV rc;
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CK_BYTE sxwrapped = NULL;

CK_BYTE xunwrapped = NULL;

CK ULONG len ;

CK_OBJECT HANDLE send pub key = CK INVALID HANDLE;

CK OBJECT HANDLE send priv_key = CK INVALID HANDLE;

OBJECT HANDLE recp pub key = CK INVALID HANDLE;

OBJECT HANDLE recp priv_key = CK INVALID HANDLE;

~OBJECT HANDLE cipher key = CK INVALID HANDLE;

N - unwrapped cipher key = CK INVALID HANDLE;
_ATTRIBUTE attr ;

CK_MECHANISM mechanism desc = {CKM_GOSTR3410 KEY WRAP, NULL,
0};

CK_MECHANISM_PTR mechanism = &mechanism desc;

CK_MECHANISM mechanism gen desc =
{CKM_GOSTR3410_KEY PAIR_ GEN, NULL, 0};

CK_MECHANISM PTR mechanism gen = &mechanism gen desc;
CK_MECHANISM mechanism gen desc 512 =
{CKM_GOSTR3410 512 KEY PAIR GEN, NULL, O0};

CK_MECHANISM PTR mechanism gen 512 = &mechanism gen desc 512

9

%f%
%;
:

static CK_BBOOL ltrue = CK TRUE;
static CK BBOOL lfalse = CK FALSE;
static CK_OBJECT CLASS oclass = CKO SECRET KEY;
static CK_OBJECT CLASS oclass pub = CKO_ PUBLIC KEY;
static CK_OBJECT CLASS oclass priv = CKO_ PRIVATE KEY;
static CK_KEY TYPE wrapping key type 256 = CKK GOSTR3410;
static CK_KEY TYPE wrapping key type 512 = CKK_ GOSTR3410 512;
static CK_KEY TYPE wrapped key type = CKK GOST28147;
// PAR ECC A OID
static CK BYTE gostR3410params A || = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01

5
// PAR ECC XA OID
static CK BYTE gostR3410params XA [] = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x24, 0x00
}s
// PAR 512 A OID
static CK BYTE gostR3410 2012 512 params || = {

0x06, 0x09, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x2, 0x01, 0x02, 0
x01

i

// PAR HASH 1 OID

static CK BYTE gostR3411params || = {
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0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01

}15
// PAR 3411-2012—256 OID
static CK BYTE gostR3411 2012 256 params|[| = {
0x06, 0x08, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x02
}s
// PAR 3411-2012—512 OID
static CK BYTE gostR3411 2012 512 params|[]| = {
0x06, 0x08, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x03
}s
// PAR CIPHER A OID
static CK BYTE gost28147params A [| = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
}s
// PAR CIPHER B OID
static CK BYTE gost28147params B[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02
b

// Cipher key value

static CK BYTE cipher key val[] = {
0xc3,0x73,0x0c,0x5c,0xbc,0xca ,0xcf,0x91,
0Oxb5a ,0xc2,0x92,0x67,0x6f,0x21,0xe8,0xbd,
Ox4e ,0xf7 ,0x53,0x31,0xd9,0x40,0x5e,0x5f,
Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11

}s

// Template for cipher key generation
static CK_ATTRIBUTE cipher template[] = {
{ CKA_VALUE, cipher key val, sizeof(cipher key wval) },
{ CKA TOKEN, &lfalse , sizeof(lfalse) },
{ CKA_SENSITIVE, &lfalse , sizeof(lfalse) },
{ CKA EXTRACTABLE, &ltrue, sizeof(ltrue) }
{ CKA_ENCRYPT, &ltrue, sizeof(ltrue) },
{ CKA DECRYPT, &ltrue, sizeof(ltrue) },
{ CKA WRAP, &ltrue, sizeof(ltrue) },
{ CKA_UNWRAP, &ltrue, sizeof(ltrue) },
{ CKA CLASS, &oclass, sizeof(oclass) },
{ CKA_ GOST28147TPARAMS,
gost28147params A, sizeof(gost28147params A) },
{ CKA KEY TYPE, &wrapped key type, sizeof(wrapped key type)
}
}s
static CK BYTE ukm || = {

9
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0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,

0x09, 0x0a, O0xOb, 0x0c, 0x0d, 0x0Oe, 0x0f, 0x10,

};
// Boobme—ro npu ynakoske 3Hadenume UKM mospkHo 6birh paBubnM NULL
// dTOOBI CreHepUpOBAJIOCH CJydailHOe 3HaYEHHE .
// Ho wmbl 31ech ucmonb3yeM GUKCUPOBAHHOE 3Ha4YeHHE , 4TOObI yOemur
bCH ,
// dTO UMEHHO OHO HMCHOJIb3YeTCs M IONajJaeT B Pe3yJbTUDPYIIIYID CTP
YKTYDY -
static CK_GOSTR3410 KEY WRAP PARAMS params = {

gost28147params A, sizeof(gost28147params A),

ukm, 8§,

CK_INVALID HANDLE // Generate and use temporary ephemeral
key pair
};
// Key pair labels
static CK BYTE priv_label [| = "Private Key LISSI 5312";
static CK BYTE pub label|[] = "Public Key LISSI 5312";

// Templates for key pair generation.
// Template for token public key generation and search.
static CK_ATTRIBUTE pub_template 2001 ][] = {

{ CKA LABEL, pub_ label, sizeof(pub label) — 1 },

{ CKA TOKEN, &ltrue, sizeof(ltrue) },

{ CKA_ GOSTR3410PARAMS,

gostR3410params A, sizeof(gostR3410params A) },

{ CKA_ GOSTR3411PARAMS,

gostR3411params, sizeof(gostR3411params) },

{ CKA_ WRAP, &ltrue, sizeof(ltrue) },

{ CKA ENCRYPT, &ltrue, sizeof(CK BBOOL) },

{ CKA_CLASS, &oclass pub, sizeof(oclass pub) },

{ CKA_KEY TYPE,

&wrapping key type 256, sizeof(wrapping key type 256) },
I
static CK_ATTRIBUTE pub template 2012 256 [] = {

{ CKA LABEL, pub_ label, sizeof(pub label) — 1 },

{ CKA TOKEN, &ltrue, sizeof(ltrue) },

{ CKA_ GOSTR3410PARAMS,

gostR3410params A, sizeof(gostR3410params A) },

{ CKA_ GOSTR3411PARAMS,

gostR3411 2012 256 params, sizeof(gostR3411 2012 256 params)

I
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{ CKA WRAP, &ltrue, sizeof(ltrue) },
{ CKA_ENCRYPT, &ltrue , sizeof(CK BBOOL) },
{ CKA CLASS, &oclass pub, sizeof(oclass pub) },
{ CKA_KEY TYPE,
&wrapping key type 256, sizeof(wrapping key type 256) },
};
static CK_ATTRIBUTE pub template 2012 512[] = {
{ CKA LABEL, pub_label, sizeof(pub label) — 1 },
{ CKA_TOKEN, &ltrue, sizeof(ltrue) },
{ CKA_ GOSTR3410PARAMS,
gostR3410 2012 512 params, sizeof(gostR3410 2012 512 params)
IE
{ CKA_GOSTR3411PARAMS,
gostR3411 2012 512 params, sizeof(gostR3411 2012 512 params)
s
{ CKA WRAP, &ltrue, sizeof(ltrue) },
{ CKA_ENCRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA CLASS, &oclass pub, sizeof(oclass pub) },
{ CKA KEY TYPE,
&wrapping key type 512, sizeof (wrapping key type 512) },
};
// Template for token private key generation and search.
static CK_ATTRIBUTE priv_template 256 [] = {
{ CKA_LABEL, priv_label, sizeof(priv_label) — 1 },
{ CKA TOKEN, &ltrue, sizeof(ltrue) },
{ CKA_ EXTRACTABLE, &ltrue, sizeof(ltrue) },
{ CKA SENSITIVE, &lfalse , sizeof(lfalse) },
{ CKA_DERIVE, &ltrue, sizeof(ltrue) },
{ CKA_UNWRAP, &ltrue, sizeof(ltrue) },
{ CKA_DECRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA_CLASS, &oclass priv, sizeof(oclass priv) },
{ CKA KEY TYPE,
&wrapping key type 256, sizeof(wrapping key type 256) },
};
static CK_ATTRIBUTE priv_template 2012 512 [] = {
{ CKA LABEL, priv_label, sizeof(priv_label) — 1 },
{ CKA TOKEN, &ltrue, sizeof(ltrue) },
{ CKA EXTRACTABLE, &ltrue, sizeof(ltrue) },
{ CKA_SENSITIVE, &lfalse , sizeof(lfalse) }
{ CKA_ DERIVE, &ltrue, sizeof(ltrue) },
{ CKA_UNWRAP, &ltrue, sizeof(ltrue) },
{ CKA DECRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA CLASS, &oclass priv, sizeof(oclass priv) },
{ CKA_KEY TYPE,

)
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&wrapping key type 512, sizeof(wrapping key type 512) },
}15
// Buffer for public key value
static CK BYTE pub_ value[128];

// Template for public key object creation
static CK_ATTRIBUTE new pub template|[] = {
{ CKA CLASS, &oclass pub, sizeof(oclass pub) },
{ CKA_KEY TYPE,
&wrapping key type 256, sizeof(wrapping key type 256) },
{ CKA_GOSTR3410PARAMS,
gostR3410params A, sizeof(gostR3410params A) },
{ CKA_GOSTR3411PARAMS,
gostR3411params, sizeof(gostR3411lparams) },
{ CKA_WRAP, &ltrue, sizeof(CK BBOOL) },
{ CKA ENCRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA_ VALUE, pub_ value, 64 }
iE
static CK_ATTRIBUTE new_ pub template 2012 256 [] = {
{ CKA_CLASS, &oclass pub, sizeof(oclass pub) },
{ CKA KEY TYPE,
&wrapping key type 256, sizeof(wrapping key type 256) },
{ CKA_ GOSTR3410PARAMS,
gostR3410params A, sizeof(gostR3410params A) 1},
{ CKA GOSTR3411PARAMS,
gostR3411 2012 256 params, sizeof(gostR3411 2012 256 params)
(E
{ CKA_WRAP, &ltrue, sizeof(CK BBOOL) },
{ CKA ENCRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA_VALUE, pub_ value, 64 }
i
static CK_ATTRIBUTE new pub template 2012 512[] = {
{ CKA_CLASS, &oclass pub, sizeof(oclass pub) },
{ CKA KEY TYPE,
&wrapping key type 512, sizeof(wrapping key type 512) },
{ CKA_ GOSTR3410PARAMS,
gostR3410 2012 512 params, sizeof(gostR3410 2012 512 params)
(E
{ CKA_ GOSTR3411PARAMS,
gostR3411 2012 512 params, sizeof(gostR3411 2012 512 params)
T
{ CKA_WRAP, &ltrue, sizeof(CK BBOOL) },
{ CKA ENCRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA_VALUE, pub_ value, 128 }
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};
// Session public key object handle
CK_OBJECT HANDLE new pub key = CK INVALID HANDLE;
/ *
// TK 26 3akpHTHI KI0OY DONydaTelsd
30 49
02 01 00
30 1F
06 08 2A 85 03 07 01 01 01 O1
30 13
06 07 2A 85 03 02 02 24 00
06 08 2A 85 03 07 01 01 02 02

04 23
02 21
00
*/
CK_BYTE tc26 priv_key value|]| = {
0x01, 0xB4, 0x2C, 0x61, O0xAl, OxAE, OxEF, 0x62,
0xCE, 0xB9, 0x90, O0x3F, 0x8B, 0x56, 0x24, 0xB3,
0x91, Ox9E, OxEC, O0xEC, 0x43, O0x7F, O0x8A, 0x85,
0x12, O0xCA, Ox7E, 0x43, 0xD0, 0x2E, 0x54, 0xE3,
i
// TK 26 KeyTransport
CK BYTE tc26 data|] = {
0x30, 0x81, O0xA9,
0x30, 0x28,
0x04, 0x20,
0x10, Ox8A, 0x8B, 0xF9, 0x80, 0x51, 0x42, OxAE,
0xF9, 0x1F, 0xOE, 0xD5, 0xAD, 0xE6, 0xDD, 0x3A,
0x5B, 0x4E, 0x6C, 0x01, 0x4D, 0xBB, 0x93, 0x28,
0xC0, 0x31, 0xE8, 0x06, 0x49, 0x76, OxF2, 0x95,
0x04, 0x04,
0xAB, 0x49, 0x7F, 0x56,
0xA0, 0x7D,
0x06, 0x09, O0x2A, 0x85, 0x03, 0x07, 0x01, 0x02, 0x05, O
x01, 0x01,
0xA0, 0x66,
0x30, Ox1F,
0x06, 0x08, 0x2A, 0x85, 0x03, 0x07, 0x01, 0x01, 0x01
, 0x01,
0x30, 0x13,
0x06, 0x07, O0x2A, 0x85, 0x03, 0x02, 0x02, 0x24, 0
x00 ,
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0x06, 0x08, 0x2A, 0x85, 0x03, 0x07, 0x01, 0Ox01, O
x02, 0x02,
0x03, 0x43, 0x00,
0x04 , 0x40,
0xB4, 0x83, 0xB2, 0xBC, 0xC3, 0x57, 0x27, 0x2E,
0xAC, 0x57, 0x80, OxOE, 0xC4, 0x9F, O0x5F, 0x9C,
0x1B, O0x2E, 0xB9, Ox7E, 0x78, 0x04, 0xB3, OxEA,
0x34, 0xBC, 0x93, 0x57, 0x67, Ox4E, 0x43, 0x0C,
0xCO, 0xF7, 0x58, 0x3E, 0x4C, 0x34, 0xEC, 0x11,
0xCB, 0xDE, 0xAA, 0x3A, 0xC8, 0xA7, 0xA0, OxFF,
0xEF, 0x1E, 0x3A, 0x0B, O0xFE, 0xAE, 0xCA, OxFD,
0xA7, 0x45, 0x4C, O0xED, 0x1A, 0xB0, 0x61, 0x3D,
0x04, 0x08,
0x0D, 0x91, 0x85, 0x60, 0x71, 0xCF, 0x59, O0x8F,
};
CK_ATTRIBUTE new priv_template [| = {
{ CKA_CLASS, &oclass_ priv, sizeof(oclass_ priv) },
{ CKA_KEY TYPE,
&wrapping key type 256, sizeof(wrapping key type 256) },
{ CKA_GOSTR3410PARAMS,
gostR3410params XA, sizeof(gostR3410params XA) },
{ CKA_GOSTR3411PARAMS,
gostR3411 2012 256 params, sizeof(gostR3411 2012 256 params)
}
{ CKA_SIGN, &ltrue, sizeof(CK BBOOL) },
{ CKA_ DECRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA DERIVE, &ltrue, sizeof(CK BBOOL) },
{ CKA VALUE, tc26 priv_key value, sizeof(tc26 priv_key value
)}
};
CK_OBJECT HANDIE hObject = CK INVALID HANDLE;
CK _ULONG ulObjectCount = 0;
SYSTEMTIME t1, t2;
CK_ULONG diff;
// B upumepax TK 26 npu nmbposanuu coobmenunit PKCSH#7
// mcuoab3oBaHa crTapas dyakius gusepcubukanuu VKO
// nas HOBBIX ajaropurmMoB 2012.
printf("================ TC 26 example ====================\n"

// Pacnakoska mammeix TK 26
rc = funcs—>C_CreateObject (sess
new priv_template,
sizeof (new priv_template)/sizeof (CK_ ATTRIBUTE) ,
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&recp priv_key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_CreateObject failed, rc = Ox%x\n", LINE | rc);

return rc;

}

mechanism—>pParameter = NULL;

mechanism—>ulParameterLen = 0;
rc = funcs—C_UnwrapKey(sess , mechanism ,
recp priv_key, tc26 data, sizeof(tc26 data), cipher template
+ 1,

sizeof (cipher template)/sizeof(CK ATTRIBUTE) — 1,
&unwrapped cipher key) ;
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_UnwrapKey failed, rc = Ox%x\n", LINE | rc);
return rc;

}

printf("Key unwrapped 0K\n");

printf("Cipher key to wrap:\n");
print _hex (cipher key wval, 32);

printf("================ GOSTR3410-2001 ====================\p
");
// GOSTR3410—2001
// Generate sender key pair objects
rc = funcs—>C_GenerateKeyPair(sess , mechanism gen,

pub template 2001, sizeof(pub template 2001)/sizeof (
CK_ATTRIBUTE) ,

priv_template 256, sizeof(priv_template 256)/sizeof
CK_ATTRIBUTE) ,

&send pub key, &send priv_key);
if (rc != CKR OK) {

fprintf (stderr

"%4d: C_GenerateKeyPair failed, rc = Ox%x\n", LINE | rc

)

return rc;
}
printf("Sender key pair generation OK\n");

// Generate recipient key pair objects
rc = funcs—C _GenerateKeyPair(sess , mechanism gen,
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pub template 2001, sizeof(pub template 2001)/sizeof (
CK_ATTRIBUTE) ,

priv_template 256, sizeof(priv_template 256)/sizeof(
CK_ATTRIBUTE) ,

&recp _pub_key, &recp priv_key);
if (re != CKR OK) {

fprintf(stderr

"%4d: C_GenerateKeyPair failed, rc = Ox%x\n", LINE | rc

)

return rc;

}

printf("Recipient key pair generation O0K\n");

// Get public key value
attr.type = CKA VALUE;
attr .pValue = pub_value;
attr.ulValueLen = sizeof(pub_value);
rc = funcs—C_ GetAttributeValue(sess, recp pub key, &attr, 1);
if (re != CKR OK) {

fprintf(stderr

"%4d: C_GetAttributeValue failed, rc = Ox%x\n", LINE |

rc);

return rc;

}

// Create session public key object from its value.
rc = funcs—C CreateObject(sess, new pub template,
sizeof (new pub_template)/sizeof(CK ATTRIBUIE) , &
new_ pub_key) ;
if (re != CKR OK) {
fprintf(stderr
"%4d: C_CreateObject failed, rc = Ox%x\n", LINE | rc);
return rc;

}

// Create cipher key object from its value
rc = funcs—C_CreateObject (sess, cipher template
sizeof (cipher template)/sizeof (CK ATTRIBUTE), &cipher key)

if (rc != CKR OK) {
fprintf(stderr

"%4d: C_CreateObject failed, rc = Ox%x\n", LINE | rc);
return rc;
}
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mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);

// avg time = 0;
// ~ max_time = 0;
// ~ min_time = OxFFFFFFFF;
/) for (i=0; i < 10; i++) {
// GetSystemTime(&t1) ;
params.pWrapOID = gost28147params A ;
params . ulWrapOIDLen = sizeof(gost28147params_A);
// Ucnonb30BaTh 3aKpPBITHII KJOY OTHPABUTEJIsI
// wmmm CK_INVALID HANDLE nnsi remepanuu 3sdeMepHOil KJHOU€BON Mmaphl

params.hKey = CK INVALID HANDLE; //send priv_key;
// Get wrapping key length only.
len = 0;
rc = funcs—C_WrapKey(sess , mechanism ,
new pub_ key, cipher key, NULL, &len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_WrapKey failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
// fprintf(stdout, "Wrapped key length = %d\n", len);
wrapped = malloc(len);

// Wrap cipher key with public key to the value buffer.
GetSystemTime(&t1) ;

rc = funcs—C_ WrapKey(sess , mechanism ,
new pub_key, cipher key, wrapped, &len);
GetSystemTime(&t2) ;

diff = process time(tl, t2);
fprintf(stderr, "C_WrapKey time: %1d msec\n", diff );
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_WrapKey failed, rc = Ox%x\n", LINE | rc);
return rc;
}
printf("Key wrapped OK\n");
print hex (wrapped, len);

/ *

// Be3 mupopManuu 06 OTKPHTOM KINYE NONXHA HONYUIUTHCH

ncgH,,
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// CTpPpyKTypa CIenyomero BHUZA:
0x30, 0x3f,
0x30, 0x28,
0x04, 0x20,
0x76, 0x9e, Oxcl, 0x2e, Oxb5c, 0x78, 0x66, Ox6a,
0x9f, 0x56, Ox4c, Oxfe, 0x79, 0x65, 0x79, Ox6e,
0x0e, 0x0Oe, Oxac, Oxd6, 0x36, 0x94, 0x9e, 0x39,
0xf3, Oxc4, Oxc6, 0x97, 0xc9, 0x15, 0x9a, Oxe3,
0x04, 0x04,
Oxe3, 0xd4, 0x3b, Oxf7,
0xa0, 0x13,
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, Oxi1f, 0x01,
0x04, 0x08,
0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,
// llpu reHepanuu sbeMepHO¥ KINIEBON IapH LONXKHA HNOINYIYUTHCH
// CTpPyKTypa Clenyomero BHIA:
0x30, 0x81, Oxa4,
0x30, 0x28,
0x04, 0x20,
0x65, 0x89, 0xd3, 0x41, 0x90, 0x9c, 0xb9, 0x03,
0x45, 0x92, 0x13, 0x84, 0x57, 0x9b, 0xb8, Ox4de,
0x82, 0x68, 0xb3, 0x7b, 0x80, 0x4f, 0x67, 0x15,
0x84, O0xfb, 0x90, 0Oxbd, 0x0d, 0x58, 0x95, 0x61,
0x04, 0x04,
0x42, 0x84, 0xb55, 0x80,
Oxa0, 0x78,
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, Oxi1f, 0x01,
0xa0, 0x63,
0x30, Oxlc,
0x06, 0x06,
0x2a, 0x85, 0x03, 0x02, 0x02, 0x13,
0x30, 0x12,
0x06, 0x07,
Ox2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01,
0x06, 0x07,
0Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01,
0x03, 0x43, 0x00,
0x04, 0x40,
0x0f, Ox1lb, 0xd3, 0x67, 0x4d, Oxed, 0x83, 0x22,
0x2a, Oxa0O, 0x23, Ox4c, 0x55, Ox7a, 0Ox8a, Oxcd,
0x71, 0x75, Ox11, 0x23, 0x67, 0x68, Oxcb, Oxfe,
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0xb8, 0x8f, 0x2d, Oxch5, 0x72, 0xb8, 0x3b, Ox6e,
Oxd2, 0x31, 0x38, Oxa6, Oxed4, Oxe3, 0x35, Oxbc,
0x6d, 0x07, Oxlb, 0x57, 0xf8, 0xd7, 0x18, Oxa6,
0x14, 0xf0, Oxe2, 0x3c, 0x65, 0x10, 0Ox5d, Oxa4,
0x44, Oxaa, Ox1d, Oxea, 0x47, 0x81, 0x3e, 0x98,
0x04, 0x08,
0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,

params . pWrapOID = NULL;
params . ulWrapOIDLen = 0;

// Wcnonb30BaTh OTKPBLITHII KJKOY OTIPABUTEJIsI
// mmm CK_INVALID HANDLE upu renepanuu 3deMepHONl KJIOIE€BOH Imapbl

params.hKey = CK INVALID HANDLE; //send pub key;

GetSystemTime(&t1) ;

// Unwrap cipher key with recipient private key from the

value buffer.

// Don’t use the first CKA VALUE attribute —
// it will be added as a result of C_UnwrapKey for cipher key.

rc = funcs—C_UnwrapKey(sess , mechanism ,

recp_priv_key, wrapped, len, cipher template + 1,

sizeof (cipher template)/sizeof (CK ATTRIBUTE) — 1,

&unwrapped cipher key) ;

GetSystemTime(&t2) ;

diff = process time(tl, t2);
fprintf(stderr, "C_UnwrapKey time: %1d msec\n", diff );
if (re != CKR OK) {

fprintf(stderr

"%4d: C_UnwrapKey failed, rc = Ox%x\n", LINE | rc);

return rc;
¥
free (wrapped) ;
wrapped = NULL;
printf("Key unwrapped 0K\n");

// Restore cipher key to the value buffer from the cipher key
object .

attr.type = CKA VALUE;

attr.pValue = NULL;

attr.ulValueLen = 0;

rc = funcs—C _GetAttributeValue(sess , unwrapped cipher key, &
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//
//
//
//
//

attr, 1);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_GetAttributeValue failed, rc = Ox%x\n", LINE |
re);
return rc;
}
len = attr.ulValueLen;
unwrapped = malloc(len);
attr .pValue = unwrapped;
rc = funcs—C _GetAttributeValue(sess , unwrapped cipher key, &
attr, 1);
if (rc != CKR OK) {
fprintf (stderr ,
"%4d: C_GetAttributeValue failed, rc = Ox%x\n", LINE |
re);
return rc;

}

len = attr.ulValueLen;
// Check cipher key value
if (len != sizeof(cipher key wval)) {
fprintf(stderr ,
"%4d: Invalid result length: %d\n", LINE | len);

return —1;

}

if (memcmp(unwrapped, cipher key wval, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", ILINE );
return —2;

}

free (unwrapped) ;

unwrapped = NULL;

printf ("Unwrapped key is equal to source key\n");

rc = funcs—C DestroyObject (sess , unwrapped cipher key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE
return rc;

}

rc);

—

GetSystemTime(&t2 ) ;
diff = process time(tl, t2);
avg time += diff;
if (diff < min_ time)
min_ time = diff;
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//
//
/)
//

n"

//
//
//

if (diff > max time)
diff;

max_time =
, avg time );
printf ("Minimum:
printf ("Maximum:
printf("\n");
// Destroy session public key
rc = funcs—C_DestroyObject (sess

if (re != CKR OK) {
fprintf(stderr

printf("10 GOST R34.10—-2001 Wrap/Unwrap operations:

%ld \n
%ld \n", min_ time )

%ld \n", max time )

new_ pub_key) ;

"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
}
// Destroy cipher key
rc = funcs—>C_DestroyObject (sess , cipher key);
if (rc !'= CKR OK) {
fprintf(stderr ,
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
rc = funcs—C_DestroyObject (sess, recp pub_ key);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
}
rc = funcs—C _ DestroyObject (sess , recp priv_key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
}
rc = funcs—C DestroyObject (sess, send pub key);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
rc = funcs—C_DestroyObject (sess , send priv_key);
AMCSCM
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if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;

// GOSTR3410—2012—-256
// Generate sender key pair objects
rc = funcs—C GenerateKeyPair (sess , mechanism gen,
pub _template 2012 256,
sizeof (pub template 2012 256)/sizeof (CK_ATTRIBUTE) ,
priv_template 256,
sizeof (priv_template 256)/sizeof (CK ATTRIBUTE) ,
&send pub key, &send priv_key);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_GenerateKeyPair failed, rc = Ox%x\n", LINE | rc
)
return rc;

}

printf("Sender key pair generation O0K\n");

// Generate recipient key pair objects
rc = funcs—>C_GenerateKeyPair(sess , mechanism gen,
pub_template 2012 256,
sizeof (pub_template 2012 256)/sizeof (CK_ATTRIBUTE) ,
priv_template 256,
sizeof (priv_template 256)/sizeof (CK_ATTRIBUTE) ,
&recp pub key, &recp priv_key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_GenerateKeyPair failed, rc = Ox%x\n", LINE | rc
)
return rc;

}

printf("Recipient key pair generation 0K\n");

// Get public key value

attr . type = CKA VALUE;

attr .pValue = pub_ value;
attr.ulValueLen = sizeof(pub_value);
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//
//
//
//
//

rc = funcs—C GetAttributeValue(sess, recp pub key, &attr, 1);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_GetAttributeValue failed, rc = Ox%x\n", LINE |
re);
return rc;

}

// Create session public key object from its value.
rc = funcs—C CreateObject(sess, new pub template 2012 256,
sizeof (new pub_ template 2012 256)/sizeof (CK_ATTRIBUTE) ,
&new pub key) ;
if (rc != CKR OK) {
fprintf (stderr ,
"%4d: C_CreateObject failed, rc = Ox%x\n", LINE | rc);
return rc;

}

// Create cipher key object from its value
rc = funcs—C_CreateObject (sess , cipher template ,
sizeof (cipher template)/sizeof(CK ATTRIBUTE), &cipher key)

)
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_CreateObject failed, rc = Ox%x\n", LINE | rc);
return rc;

}

mechanism—>pParameter = &params;

mechanism—>ulParameterLen = sizeof(params);
avg time = 0;
max_time = 0;

min time = OxFFFFFFFF;
for (i=0; i < 10; i++) {
GetSystemTime(&t1) ;
params .pWrapOID = gost28147params_A ;
params . ulWrapOIDLen = sizeof(gost28147params_ A);
// Ucnonb30BaTh 3aKPBITHIl KJHOY OTHPABUTEJIs
// mam CK_INVALID HANDLE nns remepanuu 3sdeMepHOl KJIOIE€BON Maphl

params.hKey = CK INVALID HANDLE; //send priv_key;
// Get wrapping key length only.

len = 0;

rc = funcs—C_ WrapKey(sess , mechanism ,
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new pub key, cipher key, NULL, &len);

if (rc != CKR OK) {
fprintf (stderr

"%4d: C_WrapKey failed, rc = Ox%x\n", LINE | rc);

return rc;

}

wrapped = malloc(len);

// fprintf(stdout, "Wrapped key length = %d\n", len);

// Wrap cipher key with public key to the value buffer.
GetSystemTime(&t1) ;

rc = funcs—C WrapKey(sess , mechanism,
new pub_ key, cipher key, wrapped, &len);
GetSystemTime(&t2) ;

diff = process time(tl, t2);
fprintf(stderr, "C_WrapKey time: %1d msec\n", diff );
if (re != CKR OK) {
fprintf(stderr
"%4d: C_WrapKey failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
printf("Key wrapped OK\n");
print _hex (wrapped, len);

/ *
// Bes mupopManum 06 OTKPHTOM KINUE HOIKHA NONYyIUTHCS
// CTpyKTypa Clenyomero BHZA:
0x30, 0x3f,
0x30, 0x28,
0x04, 0x20,
0x76, 0x9e, Oxcl, 0x2e, 0x5c, 0x78, 0x66, Ox6a,
0x9f, 0x56, Ox4c, Oxfe, 0x79, 0x65, 0x79, Ox6e,
0x0Oe, 0x0Oe, Oxac, Oxd6, 0x36, 0x94, 0x9% e, 0x39,
0xf3, Oxc4, Oxc6, 0x97, 0xc9, 0x15, 0x9a, Oxe3,
0x04, 0x04,
0xe3, 0xd4, 0x3b, O0xf7,
Oxa0, 0x13,
0x06, 0x07,
O0x2a, 0x85, 0x03, 0x02, 0x02, Oxi1f, 0x01,
0x04, 0x08,
0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,

// llpu reHepauuu sbeMepHON KINYEBOH mapH
// DONXHA NONYYUTHCSH CTPYKTypa CIeAybLero BULA:
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0x30, 0x81, 0xaT7,
0x30, 0x28,
0x04, 0x20,
0x78, 0x3e, Oxff, Oxba, O0x7c, 0xc9, 0x9d, Oxcb,
0x45, Ox1f, 0x42, 0x76, O0xc9, 0x37, 0x47, Oxa2,
0xb4, 0x97, Oxaa, 0x49, 0x05, 0x74, 0x86, 0xe9,
0xa9, 0x42, 0x88, Oxcb, 0x37, 0x67, 0x74, Oxfb,
0x04, 0x04,
0x9a, 0x7f, Oxcf, 0x45,
O0xa0, 0x7b,
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01,
0xa0, 0x66,
0x30, Ox1f,
0x06, 0x08,
0x2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x01, 0x01,
0x30, 0x13,
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01,
0x06, 0x08,
0x2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x02,
0x03, 0x43, 0x00,
0x04, 0x40,
Oxb4, 0xd9, 0x79, 0x33, 0x59, 0x89, Oxlc, O0x4b,
0x63, 0x2b, 0x96, 0x34, 0x69, O0x11l, 0x87, 0x67,
Ox4f, Oxad4, Oxdf, Oxf1l, Oxba, 0x43, 0xf2, 0xb8,
0x22, 0xd2, 0x96, Oxlb, Oxab, 0x48, Oxda, Oxff,
0x31, 0x9e, Oxfb5, 0x59, Oxc6, Oxdc, O0x4b, Ox4da,
Oxe6, 0xOb, 0x37, 0x63, Oxbc, 0xd3, 0x7f, 0x58,
0x12, Oxed, 0x19, 0x88, 0x49, O0xb6, 0x07, 0x08,
0x57, 0x9f, 0xa8, 0x2f, Ox1d, Oxbl, 0x05, 0x68,
0x04, 0x08,
0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,

params . pWrapOID = NULL;
params . ulWrapOIDLen = 0;

// Vcnonb30BaTh OTKPBITHIA KJIOY OTIPABUT EJIsI
// wmmu CK_INVALID HANDLE upu renepanuu 3deMepHOl KJHOIE€BON Mmapbl

params.hKey = CK_INVALID HANDLE; //send pub key;

GetSystemTime(&t1) ;
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// Unwrap cipher key with recipient private key from the
value buffer.
// Don’t use the first CKA VALUE attribute —
// it will be added as a result of C_ UnwrapKey for cipher key.
rc = funcs—C_UnwrapKey(sess , mechanism ,
recp_priv_key, wrapped, len, cipher template + 1,
sizeof (cipher template)/sizeof (CK ATTRIBUTE) — 1,
&unwrapped cipher key);
GetSystemTime(&t2) ;
diff = process time(tl, t2);
fprintf(stderr, "C_UnwrapKey time: %1d msec\n", diff );
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_UnwrapKey failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
free (wrapped) ;
wrapped = NULL;
printf("Key unwrapped 0K\n");

// Restore cipher key to the value buffer from the cipher key
object .
attr.type = CKA VALUE;
attr.ulValueLen = 0;
attr.pValue = NULL;
rc = funcs—C _GetAttributeValue(sess , unwrapped cipher key,
&Lattr , 1);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_GetAttributeValue failed, rc = Ox%x\n",
__LINE__ | rc);
return rc;
}
len = attr.ulValueLen;
unwrapped = malloc(len);
attr.pValue unwrapped ;
rc = funcs—C _GetAttributeValue(sess , unwrapped cipher key,
&Lattr , 1);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_GetAttributeValue failed, rc = Ox%x\n",
__LINE__ | rc);
return rc;

}
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len = attr.ulValueLen;
// Check cipher key value
if (len != sizeof(cipher key wval)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);

return —1;
}
if (mememp(unwrapped, cipher key wval, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;
¥
free (unwrapped) ;
unwrapped = NULL;
printf ("Unwrapped key is equal to source key\n");
rc = funcs—C_DestroyObject (sess , unwrapped cipher key);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

// GetSystemTime(&t2 ) ;

// diff = process time(tl, t2);
// avg_time 4= diff;

// if (diff < min time)

// min_time = diff;

// if (diff > max_time)

// max_time = diff;

/)
// printf("10 GOST R34.10—-2001 Wrap/Unwrap operations: %ld \n

", avg time );
// printf ("Minimum: %ld \n", min_ time )
// printf ("Maximum: %ld \n", max_time )

[/ printf("\n");

// Destroy session public key
rc = funcs—C _ DestroyObject (sess, new_ pub key);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
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}

// Destroy cipher key
rc = funcs—C DestroyObject (sess, cipher key);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
rc = funcs—>C_DestroyObject (sess, recp pub_ key);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
}
rc = funcs—>C_DestroyObject (sess , recp priv_key);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
}
rc = funcs—C DestroyObject (sess , send pub key);
if (rc != CKR OK) {
fprintf (stderr

"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
}
rc = funcs—C DestroyObject (sess , send priv_key);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
}
prlntf(“========:======= GOSTR3410-2012-512

// GOSTR3410—2012—512

// Generate sender key pair objects

rc = funcs—>C _GenerateKeyPair(sess , mechanism gen 512,
pub_template 2012 512,
sizeof (pub_template 2012 512)/sizeof (CK_ATTRIBUTE) ,
priv_template 2012 512,
sizeof (priv_template 2012 512)/sizeof (CK_ATTRIBUIE) ,
&send pub key, &send priv_key);

if (rc != CKR OK) {
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fprintf (stderr
"%4d: C_GenerateKeyPair failed, rc = Ox%x\n", [LINE | rc
)

return rc;
}
printf("Sender key pair generation OK\n");

// Generate recipient key pair objects
rc = funcs—>C _GenerateKeyPair(sess , mechanism gen 512,
pub_template 2012 512,
sizeof (pub_template 2012 512)/sizeof (CK_ATTRIBUTE) ,
priv_template 2012 512,
sizeof (priv_template 2012 512)/sizeof (CK_ATTRIBUTE) ,
&recp pub key, &recp priv_key);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_GenerateKeyPair failed, rc = Ox%x\n",
_LINE | rc);
return rc;

}

printf("Recipient key pair generation O0K\n");

// Get public key value
attr.type = CKA VALUE;
attr .pValue = pub_ value;
attr.ulValueLen = sizeof(pub_value);
rc = funcs—C GetAttributeValue(sess, recp pub key, &attr, 1);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_GetAttributeValue failed, rc = Ox%x\n",
__LINE__ | rc);
return rc;

}

// Create session public key object from its value.
rc = funcs—C CreateObject(sess, new pub template 2012 512,
sizeof (new pub_template 2012 512)/sizeof (CK_ATTRIBUTE) ,
&new pub_key) ;
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_CreateObject failed, rc = Ox%x\n",
__LINE__ | rc);
return rc;

}
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// Create cipher key object from its value
rc = funcs—C _ CreateObject(sess, cipher template,
sizeof (cipher template)/sizeof (CK _ATTRIBUTE) , &cipher key)

if (rc != CKR _OK) {
fprintf(stderr
"%4d: C_CreateObject failed, rc = Ox%x\n",
__LINE__ | rc);
return rc;

}

mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);

// avg time = 0;
// ~ max_time = 0;
// ~ min_time = OxFFFFFFFF;
/) for (i=0; i < 10; i++) {
// GetSystemTime(&t1) ;
params.pWrapOID = gost28147params_A ;
params . ulWrapOIDLen = sizeof(gost28147params_A);
// Ucnonb30BaTh 3aKpPBITHIl KJOY OTHPABUTEJIsI
// wmmm CK_INVALID HANDLE nnsi remepanuu 3deMepHOil KJIHOUE€BON Mmaphl

params.hKey = CK INVALID HANDLE; //send priv_key;
params.ulUKMLen = 16;
// Get wrapping key length only.
len = 0;
rc = funcs—C_ WrapKey(sess , mechanism ,
new_ pub_key, cipher key, NULL, &len);
if (rc != CKR OK) {
fprintf(stderr ,
"%4d: C_WrapKey failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
wrapped = malloc(len);
// fprintf(stdout, "Wrapped key length = %d\n", len);

// Wrap cipher key with public key to the value buffer.

GetSystemTime(&t1) ;

rc = funcs—C_WrapKey(sess , mechanism ,
new pub_ key, cipher key, wrapped, &len);
GetSystemTime(&t2) ;
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diff = process time(tl, t2);
fprintf(stderr, "C_WrapKey time: %1d msec\n", diff );
if (re != CKR OK) {
fprintf(stderr
"%4d: C_WrapKey failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
printf("Key wrapped OK\n");
print _hex (wrapped, len);

/*
// llpu oTcyTcTBUM HHPOpPMANUU 06 OTKPHTOM KINOUYE OTIPABUTEIH
// DONXHA NONYYUTHCH CTPYKTypa CIEeAybLero BULA:
0x30, 0x47,
// 3auudpoBaHHHN KIDY
0x30, 0x28,
0x04, 0x20,
Oxc7, O0xf7, Ox4a, 0x6d, Oxdc, 0x98, 0x20, 0x60,
0x0Oe, O0xb9, 0x0d, Oxfa, Ox2e, 0x85, 0x76, Oxec,
Oxed4, 0x2b, 0x18, 0x36, 0x95, 0x38, Oxa7, 0x74,
0x62, 0xf5, 0x23, 0x9b, 0x2d, 0x0d, O0xf4, 0x10,
0x04, 0x04,
0x5f, Oxf4, 0x84, 0x38,
// TapaMeTps wudppoBaHUA

0xa0, Ox1b,
// TapaMeTps anropuTMa WEPPOBAHUL
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, Oxi1f, 0x01,
// UKM
0x04, 0x10,

0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,
0x09, 0x0a, 0xOb, 0xOc, 0x0d, OxOe, 0x0f, 0x10,
// ELWHCTBEeHHOe OTIMYMe BapuaHTa 512 oT BapumanTa 256 - 3To 16
6aiiTos UKM.

// llpu reHepauuu sdpeMepHOH KINIEBOU IapH
// LONXHA HONIYyYUTHCH CTPYKTypa CIELyOIMEero BULA:
0x30, 0x81, 0xf5,
// BamudpoBaHHHN RI0Y
0x30, 0x28,
0x04, 0x20,
0xc3, 0Oxa3, 0x8f, Ox1f, 0x52, 0x03, Oxce, Oxcd,
Oxc7, 0x37, Oxde, Oxbl, 0xf3, 0xd8, Oxed, Oxe4d,
0x3e, 0x79, 0xd4, Oxeb, 0x28, 0x2f, Oxef, 0x99,
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0x95, Ox5e, 0xb2, 0xf9, 0x9f, 0x8a, 0x%9a, Oxdc,
0x04, 0x04,
0xb5, 0xd2, 0x31, 0xO0e,
// TapaveTps wudppoBaHUA
Oxa0, 0x81, 0xc8,
// TlapaMeTpH alTopuUTMa WMUPPOBAHUL
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, Oxi1f, 0x01,
// UHbopManus 06 OTKPHTOM KJINYe OTIPABUTEIH
Oxa0, 0x81, Oxaa,

0x30, 0x21,

0x06, 0x08,
0x2a, 0x85, 0x03, 0x07, 0x01, 0Ox01, 0x01, 0x02,

0x30, 0x15,
0x06, 0x09,

0x2a, 0x85, 0x03, 0x07, 0x01, 0x02, 0x01, 0x02, O
x01,
0x06, 0x08,
0x2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x03,
0x03, 0x81, 0x84, 0x00,

0x04, 0x81, 0x80,
0x76, 0x88, 0xbd, 0x7e, 0Ox6c, Oxal, OxOa, 0x3b,
O0xa0, 0Ox3a, Ox1lb, 0xd8, 0x44, 0x6d, Oxad, Ox3a,
0x8a, Oxec, 0x3d, 0x0d, Oxd1l, Ox7f, 0x78, 0xd7,
0x02, Oxdc, 0x57, 0x37, 0xcO, 0x9e, 0xcO, Oxeb,
0x2b, 0x68, Oxcb, 0x73, O0x5b, 0x97, 0x91, 0x46,
0x7b, 0x30, 0x47, 0x8f, 0x3e, 0x76, 0x45, 0x11,
O0xe0, 0x97, 0x83, 0Oxa0, 0x34, Oxcb, 0x38, Oxee,
0x95, 0x8b, 0x8b, Oxce, 0xf4, Oxbl, Oxad, 0x3d,
0x8a, Oxba, 0x2f, Oxbc, 0x93, 0x10, Oxb5, 0x2d,
0x6b, 0x91, 0x82, O0xf7, 0x0f, Ox4c, 0xd7, 0x62,
0x8f, 0x58, 0x2a, 0x2a, 0x9e, 0x2b, 0x9, 0x96,
Oxce, 0x89, 0x66, 0x49, O0xcO, 0xc8, 0x69, 0x3b,
0x1d, Oxdc, Ox6a, Oxba, 0x3c, Ox4a, Oxdf, Ox2e,
Oxad, 0Ox16, 0x96, 0x62, 0x42, Oxed4, 0xbd, Oxa9,
Oxbb, 0x85, 0x30, 0x37, 0xb0O, Oxe0, Oxca, 0Oxch,
0x2f, 0x30, 0x12, 0x58, Ox6¢c, 0x0Oe, 0xd5, 0x3b,

// UKM
0x04, 0x10,

0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,
0x09, 0x0a, 0xOb, 0xOc, 0x0d, OxOe, 0xO0f, 0x10,
*/

params . pWrapOID = NULL;
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params . ulWrapOIDLen = 0;

// Mcnonb30BaTh OTKPBITHIA KJHOY OTIPABUTEJIsI
// wmam CK_INVALID HANDLE npu renepanuu 3sdemMepHOil KJIOI€BOH MMapbl

params.hKey = CK_INVALID HANDLE; //send pub key;

GetSystemTime(&t1) ;

// Unwrap cipher key with recipient private key from the
value buffer.

// Don’t use the first CKA VALUE attribute —

// it will be added as a result of C UnwrapKey for cipher key.
rc = funcs—C_ UnwrapKey(sess , mechanism
recp_priv_key, wrapped, len, cipher template + 1,

sizeof (cipher template)/sizeof(CK_ATTRIBUTE) — 1,
&unwrapped cipher key) ;
GetSystemTime(&t2) ;
diff = process time(tl, t2);

fprintf(stderr, "C_UnwrapKey time: %1d msec\n", diff );

if (rc != CKR OK) {
fprintf (stderr

"%4d: C_UnwrapKey failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

free (wrapped) ;

wrapped = NULL;

printf("Key unwrapped 0K\n");

// Restore cipher key to the value buffer from the cipher key
object .
attr.type = CKA VALUE;
attr . ulValueLen = 0;
attr.pValue = NULL;
rc = funcs—C _GetAttributeValue(sess , unwrapped cipher key,
&attr , 1);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_GetAttributeValue failed, rc = Ox%x\n",
LINE | rc);
return rc;
}
len = attr.ulValuelLen;
unwrapped = malloc(len);
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attr.pValue unwrapped ;
rc = funcs—C _GetAttributeValue(sess , unwrapped cipher key,
&attr , 1);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_GetAttributeValue failed, rc = Ox%x\n",
_LINE | rc);
return rc;

}

len = attr.ulValueLen;

// Check cipher key value

if (len != sizeof(cipher key wval)) {
fprintf (stderr ,
"%4d: Invalid result length: %d\n", LINE | len);

return —1;

}

if (memcmp(unwrapped, cipher key wval, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

¥

free (unwrapped) ;

unwrapped = NULL;

printf ("Unwrapped key is equal to source key\n");

rc = funcs—>C_DestroyObject (sess , unwrapped cipher key);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

// GetSystemTime(&t2 ) ;

// diff = process time(tl, t2);
// avg_time 4= diff;

// if (diff < min time)

// min_time = diff;

// if (diff > max_time)

// max_time = diff;

/)

// printf("10 GOST R34.10—2001 Wrap/Unwrap operations: %ld \n
", avg time );

// printf ("Minimum: %ld \n", min_ time )
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// printf ("Maximum: %ld \n", max_time )

// printf("\n");

// Destroy session public key
rc = funcs—>C_DestroyObject (sess , new pub_key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
// Destroy cipher key
rc = funcs—C_DestroyObject (sess , cipher key);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
}
rc = funcs—C_DestroyObject (sess , recp pub key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE
return rc;
¥
rc = funcs—C _ DestroyObject (sess , recp priv_key);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
}
rc = funcs—>C_DestroyObject (sess, send pub_ key);
if (rc != CKR OK) {
fprintf(stderr ,
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
}
rc = funcs—>C_DestroyObject (sess , send priv_key);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;

}

printf ("SUCCESS\n");
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rc = CKR OK;

return rc;

}

3.3.16 leHepauus knto4a wndpoBaHnst Ha napone

ITpu pabotre ¢ TpancmopTHbM KOHTETHEpOM Tutta, PKCS#12 Tpebyercst reHepupoBaTh
KJIIo4 mudpoBaHus Ha mapoJe. B maHHOM HpuMepe 3TO JI€JIAETCH € IIOMOIIBIO JOMOJI-
HuTebHOro Mexanu3ma CKM_PKCS5_PBKD2, B COOTBETCTBHU C PEeKOMeHpanuaMu Pabowei
rpymmer TK 26.

Jluctunr 3.26: ckm  pkesb pbkd2.c

#include "test_common.h"

CK RV test crypto();
CK_RV test pkesh pbkd2 key gen(CK SESSION HANDLE sess);

int main(int argc, char xargv|[]) {
CK RV rc¢ = CKR OK;

rc = test _main(arge, argv);

if (rc != CKR_OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

¥

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK_RV test _crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession;
CK_MECHANISM INFO minfo ;

rc = funcs—C_OpenSession(Slotld
CKF RW _ SESSION | CKF SERIAL SESSION,
NULL PTR, NULL PTR, &hSession);
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if (rc !'= CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");
/ *
// log in as normal user
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));

if (rc !'= CKR_O0K) {
fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n",
rc);
goto out_close;
}
fprintf (stderr, "C_Login success\n");
*/

rc = funcs—C _GetMechanismInfo(SlotId , CKM_ PKCS5 PBKD2, &minfo
)
if (rc != CKR OK) {
fprintf (stderr

"\n======== Mechanism CKM_PKCS5_PBKD2 not supported ===========\
Il");
} else {
fprintf (stderr
W\p==================== CKM_PKCS5_PBKD2 test ==================\

rc = test pkesb pbkd2 key gen(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_PKCS5_PBKD2 failed, rc = Ox%x\n", rc);
} else {
fprintf(stderr, "CKM_PKCS5_PBKD2 test passed.\n");

}
}

if ( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with O0x%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
¥
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out :
return rc;

}

CK_RV test pkessh pbkd2 key gen(CK SESSION HANDLE sess)
{
CK RV rc = CKR OK;
CK_BYTE value [256];
CK _ULONG len ;
CK_MECHANISM mechanism desc = {CKM_PKCS5 PBKD2, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;

CK_OBJECT HANDLE key = CK INVALID HANDLE;
static CK BBOOL ltrue = CK TRUE;
static CK BBOOL lfalse = CK FALSE;
static CK_BYTE gost28147 A || = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
}s
CK OBJECT CLASS lclass = CKO SECRET KEY;
CK _KEY TYPE keyType = CKK GOST28147;
CK_CHAR label [] = "A GOST28147 secret key object";
CK_PKCS5 PBKD2 PARAMS params;
// CryptoPro gostR3411 HASHI Param Set
static CK BYTE gost 3411 94 par oid|[] = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
}s
static CK BYTE gost 3411 2012 256 oid|[]| = {
0x06, 0x08, 0Ox2a, 0x85, 0x03, 0x07, 0x01, O0x01, 0x02, 0x02
}s
static CK_BYTE gost 3411 2012 512 oid[]| = {
0x06, 0x08, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x03
5
CK_ATTRIBUTE attr ;

static CK BYTE saltl || =

{ 0x12, 0x34, 0x56, 0x78, 0x78, 0x56, 0x34 };

static CK ULONG iterl = 5;

static CK_UTFS8CHAR PTR passwordl = "password+";

static CK ULONG passwordl len = 9;

static CK BYTE etl[] = {
0x35,0x0e,0x07,0xch,0xb7,0xfc ,0xe8,0xe2,
0Oxa0,0xa8 ,0xdf,0xc3,0x92,0xc0,0x49,0x96,
Ox4c,0xbl,0x66,0x31,0x9b,0x58 ,0x6e,0x9f ,
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0x46 ,0x22,0x86,0x76,0x5d,0x63,0xdb,0xf3 ,

&
static CK BYTE salt2 || = {

Oxbf, 0xb2, 0xd3, 0x23, 0x3e, Oxe6, 0x21, 0xd8
IE

static CK ULONG iter2 = 2048;

static CK_UIFSCHAR PTR password2 = "1111";

static CK ULONG password2 len = 4;

static CK BYIE et2 || = {
0x76 ,0xfl ,0xf3 ,0x45,0x6b,0x43,0x48 ,0x99,
0xe0,0xfc ,0xda,0xf8 ,0x49,0xc2,0x68,0x46 ,
0x7b,0xd5,0x34 ,0x5b,0x25,0x09,0x74 ,0x4e,
0x0b,0x32,0x7b,0xb9,0xle,0x8f,0xfa ,0xla,

}s
static CK BYTE salt3 || = {

0x8C, 0x5B, 0x3E, OxE5, 0xCD, 0x27, OxFA, 0x28
b

static CK ULONG iter3 = 2048;
static CK UTFSCHAR PTR password3 = "4444";
static CK ULONG password3 len = 4;
static CK BYTE et3 || = {
0xDB, 0xD1, 0x28, 0x79, 0xF6, 0xFC, 0x2C, 0x0C,
0x8D, 0xC8, 0x06, 0x18, 0x15, 0xDB, 0xF9, 0x8B,
0x58, 0xA8, 0x9C, 0x3F, 0x55, 0x96, 0x13, 0xDC,
0xDB, 0x18, 0xD9, 0x0A, 0x84, 0xF2, 0x53, 0x8E,
b
static CK_BYTE salt4 [] = "salt";
static CK ULONG iterd4d = 1;
static CK_UIFSCHAR PTR password4 = "password";
static CK ULONG password4 len = 8;
static CK BYIE et4 [| = {
0x64, 0x77, O0x0a, O0xf7, O0xf7, 0x48, 0xc3, 0Oxbl,
0xc9, Oxac, 0x83, 0xld, Oxbc, Oxfd, 0x85, 0xc2,
0x61, Ox11, O0xb3, 0Ox0Oa, Ox8a, 0x65, 0x7d, Oxdc,
0x30, 0x56, 0xb8, 0x0c, Oxa7, 0x3e, 0x04, 0x0d,
I
static CK ULONG iterb = 4096;
static CK BYIE et5[] = {
Oxeb, 0x2d, Oxeb, 0x9a, 0x2d, Ox2a, Oxaf, 0xf4,
Oxe2, Oxac, 0x9d, 0x47, Oxad, Ox1f, 0x34, 0xc2,
0x03, 0x76, 0x59, Oxlc, 0x67, 0x80, O0x7f, 0x04,
0x77, Oxed, 0x25, 0x49, Oxdc, 0x34, Oxlb, Oxc7,

}s
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CK_ATTRIBUTE key template|[] = {
{ CKA_CLASS, &lclass , sizeof(lclass)},
{ CKA KEY TYPE, &keyType, sizeof(keyType) },
{ CKA _TOKEN, &lfalse , sizeof(lfalse) },
{ CKA_ LABEL, label, sizeof(label) },
{ CKA_ENCRYPT, &ltrue, sizeof(ltrue) },
{ CKA GOST28147 PARAMS,
gost28147 A, sizeof(gost28147 A) },
{ CKA_ SENSITIVE, &lfalse , sizeof(lfalse) },
{ CKA EXTRACTABLE, &ltrue , sizeof(ltrue) }

b
/ *
typedef struct CK_PKCS5_PBKD2_PARAMS {
CK_PKCS5_PBKDF2_SALT_SOURCE_TYPE saltSource;
CK_VOID_PTR
pSaltSourceData;
CK_ULONG
ulSaltSourceDatalen;
CK_ULONG iterations;
CK_PKCS5_PBKD2_PSEUDO_RANDOM_FUNCTION_TYPE prf;
CK_VOID_PTR pPrfData;
CK_ULONG ulPrfDatalen;
CK_UTF8CHAR_PTR pPassword;
CK_ULONG_PTR ulPasswordLen

} CK_PKCS5_PBKD2_PARAMS;
*/

params.saltSource = CKZ SALT SPECIFIED:;
params.pSaltSourceData = saltl;
params. ulSaltSourceDatalLen = sizeof(saltl);
params.iterations = iterl;
params. prf = CKP_PKCS5 PBKD2 HMAC GOSTR3411;
params.pPrfData = gost 3411 94 par oid;
params. ulPrfDatalLen = sizeof(gost 3411 94 par oid);
params . pPassword = passwordl ;
params . ulPasswordLen = &passwordl len;

mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);
rc = funcs—C GenerateKey(sess , mechanism,

key template ,

sizeof (key template)/sizeof(CK ATTRIBUTE) , &key):;
if (rc != CKR OK) {
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fprintf (stderr
"%4d: C_GenerateKey failed, rc = O0x%x\n",
__LINE | rc);

return rc;

}

attr . type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C GetAttributeValue(sess, key, &attr, 1);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_GetAttributeValue failed, rc = Ox¥%x\n",
__LINE | rc);
return rc;

}

len = attr.ulValueLen;

rc = funcs—C_DestroyObject (sess, key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DestroyObject failed, rc = 0x%x\n",
_ LINE | rc);
return rc;

}

CHECK(value, len, etl);

params.saltSource = CKZ SALT SPECIFIED:;

params.pSaltSourceData = salt2;
params. ulSaltSourceDatalLen = sizeof(salt2);
params.iterations = iter2;

params. prf = CKP_PKCS5 PBKD2 HMAC GOSTR3411;

params . pPrfData = gost 3411 94 par oid;

params. ulPrfDatalLen = sizeof(gost 3411 94 par oid);
params . pPassword = password?2;
params . ulPasswordLen = &password2 len;

mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);
rc = funcs—C GenerateKey(sess , mechanism,

key template ,

sizeof (key template)/sizeof(CK ATTRIBUTE) , &key):;
if (rc != CKR OK) {
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fprintf (stderr
"%4d: C_GenerateKey failed, rc = O0x%x\n",
__LINE | rc);

return rc;

}

attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C GetAttributeValue(sess, key, &attr, 1);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_GetAttributeValue failed, rc = Ox¥%x\n",
__LINE | rc);
return rc;

}

len = attr.ulValueLen;

rc = funcs—C_DestroyObject (sess, key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DestroyObject failed, rc = 0x%x\n",
_ LINE | rc);
return rc;

}

CHECK(value, len, et2);

params.saltSource = CKZ SALT SPECIFIED:;

params.pSaltSourceData = salt3;
params. ulSaltSourceDatalLen = sizeof(salt3);
params.iterations = iter3;

params. prf = CKP_PKCS5 PBKD2 HMAC GOSTR3411;
params.pPrfData = gost 3411 94 par oid;
params. ulPrfDatalLen = sizeof(gost 3411 94 par oid);
params . pPassword = password3;
params . ulPasswordLen = &password3 len;

mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);
rc = funcs—C GenerateKey(sess , mechanism,

key template ,

sizeof (key template)/sizeof(CK ATTRIBUTE) , &key):;
if (rc != CKR OK) {

AMCSCCIQCIOT 331




I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

fprintf (stderr
"%4d: C_GenerateKey failed, rc = O0x%x\n",
__LINE | rc);

return rc;

}

attr . type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C GetAttributeValue(sess, key, &attr, 1);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_GetAttributeValue failed, rc = Ox¥%x\n",
__LINE | rc);
return rc;

}

len = attr.ulValueLen;

rc = funcs—C_DestroyObject (sess, key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DestroyObject failed, rc = 0x%x\n",
_ LINE | rc);
return rc;

}
CHECK(value, len, et3);

params.saltSource = CKZ SALT SPECIFIED:;

params.pSaltSourceData = salt4;
params. ulSaltSourceDatalLen = strlen(salt4);
params.iterations = iter4;

params. prf = CKP_PKCS5 PBKD2 HMAC GOSTR3411;
params.pPrfData = gost 3411 2012 256 oid;

params . ulPrfDatalLen = sizeof(gost 3411 2012 256 oid);

params . pPassword = password4;
params . ulPasswordLen = &password4 len;

mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);
rc = funcs—C GenerateKey(sess , mechanism,

key template ,

sizeof (key template)/sizeof(CK ATTRIBUTE) , &key):;
if (rc != CKR OK) {
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fprintf (stderr
"%4d: C_GenerateKey failed, rc = Ox%x\n",
__LINE | rc);

return rc;

}

attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C GetAttributeValue(sess, key, &attr, 1);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_GetAttributeValue failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

len = attr.ulValueLen;

rc = funcs—C DestroyObject (sess , key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n",
__LINE | rc);

return rc;

}

CHECK(value, len, etd);

/ *
// BuIonHseTcsa mpuMepHO 13 CekKyHZ.
params.iterations = iterb;

mechanism->pParameter = &params;
mechanism->ulParameterlLen = sizeof (params) ;
rc = funcs->C_GenerateKey (sess, mechanism,
key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &
key) ;
if (rc != CKR_OK) {
fprintf (stderr,
"%4d: C_GenerateKey failed, rc = O0x%x\n",
return rc;

_LINE__, rc);

attr.type = CKA_VALUE;
attr.pValue = value;
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attr.ulValuelen = sizeof (value);
rc = funcs->C_GetAttributeValue (sess, key, &attr, 1);
if (rc != CKR_0K) {
fprintf (stderr,
"%4d: C_GetAttributeValue failed, rc = Ox%x\n", __LINE__,
PG) ¢
return rc;
}

len = attr.ulValuelen;

rc = funcs->C_DestroyObject(sess, key);

if (rc != CKR_0K) {
fprintf (stderr,
"%4d: C_DestroyObject failed, rc = Ox%x\n", __LINE__, rc);
return rc;
}
CHECK (value, len, etb);
*/
printf ("SUCCESS\n");
rc = CKR OK;

return rc;

}

3.3.17 TeHepauyusn kntoya ayteHTudmKaumMm Ha napose

Jonoyiaurenbabiit Mmexanu3m CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC BhIpabaThI-
BaeT Ha IapoJie TaK HA3bIBAEMbBIH KJII0Y ayTeHTUUKAIINN, 3HAYCHIHE KOTOPOI'O UCIOJIB3Y-
eTCsl JIIsT IPOBEPKU TeJIOCTHOCTH TpaHcopTHOro kKouTeitnepa PKCS#12. 3amerum, 1ro
Tako# ko4 uMeeT T CKK_GENERIC_SECRET.

Jluctunr 3.27: ckm pba_gostr3411 with gostr3411 hmac.c

#include "test_common.h"

CK RV test crypto();
CK_RV test pba gost3411 with gost3411 hmac (CK_ SESSION HANDLE
sess ) ;

int main(int argc, char xargv|]|) {
CK RV rc¢ = CKR OK;

rc = test main(arge, argv);
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if (rc !'= CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (re != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK_RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C_OpenSession (Slotld ,
CKF_RW_SESSION | CKF _SERIAL_SESSION,
NULL PTR, NULL PTR, &hSession);
if (rc != CKR OK) {
fprintf (stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;
}
fprintf(stderr, "C_OpenSession success\n");
/%
// log in as normal user
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));

if (rc !'= CKR_O0K) {
fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n",
PG) ¢
goto out_close;

}

fprintf (stderr, "C_Login success\n");

*/
rc = funcs—C_GetMechanismInfo (Slotld ,
CKM_ PBA GOSTR3411 WITH GOSTR3411 HMAC, &minfo) ;
if (rc != CKR OK) {
fprintf(stderr
"\n======== Mechanism CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC "
"not supported ===========\n");
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} else {
fprintf(stderr
"\n==================== CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC "
"test ==================\n");

rc = test pba gost3411 with gost3411 hmac(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC failed, "
"rc = O0x%x\n",
re);
} else {
fprintf (stderr
"CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC test passed.\n");
}
}

if ( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf(stderr, "Error: C_CloseSession failed with Ox%x\n",
ret);
rc = ret;

}

else {
fprintf(stderr, "C_CloseSession success\n");

}

out :

}

CK_RV test pba gost3411 with gost3411 hmac (CK_ SESSION HANDLE
sess)
{

return rc;

int rc = 0;
CK_BYTE value [256];
CK _ULONG len ;
CK_MECHANISM mechanism desc =
{CKM_PBA GOSTR3411 WITH GOSTR3411 HMAC, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;
CK_OBJECT HANDLE key = CK INVALID HANDLE;
static CK BBOOL ltrue = CK TRUE;
static CK BBOOL lfalse = CK FALSE;
CK_ GOSTR3411 PBE PARAMS params;
CK_ATTRIBUTE attr ;
CK_KEY TYPE key type = 0;
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// CryptoPro gostR3411 A Param Set
static CK BYTE oid default [|] = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01,
};
// Real PKCS#12 params and ethalon
static CK BYTE salt4 || = {
0xDF, 0x7C, 0x5C, 0x10, 0xA4, 0xD5, 0x22, 0x62,
¥
static CK ULONG iterd4d = 2048;

// Use UTF—8 password here
// Converting from UTF-8 to UTF-16 in soft token

static CK _UTF8CHAR password4 [| = {0x34, 0x34, 0x34, 0x34};
static CK ULONG password4 len = 4;
static CK BYTE etl4 || = {

0x93, 0x88, 0x91, Ox11, 0x20, 0x43, 0xC4, 0xDI,
0xCA, 0x23, 0x82, OxEF, 0x86, Ox4A, 0x67, 0x31,
0xBD, 0x29, OxEF, 0x82, 0x94, 0xDD, 0x23, 0x50,
0x63, 0x0B, 0xCB, Oxl1E, O0xbA, 0xC9, 0x06, 0xC3,
}s
static CK_ATTRIBUTE key template|[] = {
{ CKA_SENSITIVE, &lfalse , sizeof(lfalse) }
{ CKA EXTRACTABLE, &ltrue, sizeof(ltrue) }

}s

)

params.pOID = oid default;
params.ulOIDLen = sizeof(oid default);
params.pSalt = salt4;
params.ulSaltLen = sizeof(salt4d);
params. ullteration = iter4;
params . pPassword = password4;
params . ulPasswordLen = password4 len;
mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);
/) Mexanusm CKM_ PBA GOSTR3411 WITH GOSTR3411 HMAC seipabaTtbiBaeT
// Ha mapoJie Tak Ha3blBaeMblil KJIOY ayTeHTHDUKAINH ,
// 3HaYeHHE KOTOPOTO HUCHOJb3yeTCs JJisi NPOBEPKH I€JOCTHOCTHU
// TpancnoprHoro KoHTeiHepa PKCS#12.
rc = funcs—C GenerateKey(sess , mechanism,
key template,
sizeof (key template)/sizeof(CK ATTRIBUTE), &key);
if (re != CKR OK) {
fprintf(stderr, "C_GenerateKey failed: O0x%x\n", rc);
goto end;
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attr.type = CKA KEY TYPE;
attr.pValue = &key type;
attr.ulValueLen = sizeof(key type);
rc = funcs—C _GetAttributeValue(sess, key, &attr, 1);
len = attr.ulValueLen;
if (key type != CKK GENERIC SECRET) {
fprintf(stderr
"Key type Ox%x != CKK_GENERIC_SECRET\n", key type);
rc = —1;
goto end;
}
attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C _GetAttributeValue(sess, key, &attr, 1);
if (re != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
goto end;

}

len = attr.ulValuelLen;

printf("Generated PBA key value:\n");
print hex(value, len);

CHECK(value, len, etl4);

printf ("SUCCESS\n");
rc = CKR_OK;
end :
if (key != CK_INVALID HANDLE) {
funcs—C DestroyObject (sess , key);
¥

return rc;

}

3.3.18 MexaHusmbl gna TLS

B LS11SW nomauepKuBaioTcs JOIOJHUTEIbHBIE MEXAHU3MBI Il HOIIEPXKKY IIPOTOKO-
ja TLS:
CKM_TLS_GOST_PRF,
CKM_TLS_GOST_PRE_MASTER_KEY_GEN,
CKM_TLS_GOST_MASTER_KEY_DERIVE u
CKM_TLS_GOST_KEY_AND_MAC_DERIVE.
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Huke npuBoguTcst npuMepsl, JeMOHCTPUPYIOIINE IPUMEHEHNE STHX MEXaHU3MOB.
CKM_TLS GOST_PRF

JImctuar 3.28: ckm_ tls gost prf.c

#include "test_common.h"

CK RV test_ crypto();
CK RV test tls prf(CK SESSION HANDLE sess) ;

int main(int argc, char xargv|]|) {

CK RV rc = CKR OK;

rc = test main(arge, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo ;

rc = funcs—C _OpenSession(Slotld ,
CKF RW_SESSION | CKF SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;
}
fprintf(stderr, "C_OpenSession success\n");
/%

// log in as normal user
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rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));

if (rc != CKR_0K) {
fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n",
?E) &
goto out_close;
+
fprintf (stderr, "C_Login success\n");
*/

rc = funcs—C_ GetMechanismlInfo(SlotId , CKM TLS GOST PRF, &
minfo) ;
if (rc != CKR OK) {

fprintf (stderr ,

"\n======== Mechanism CKM_TLS_GOST_PRF not supported
======ss==-\n');
} else {
fprintf(stderr
"\n==================== CKM_TLS_GOST_PRF test
==================\n");

rc = test tls prf(hSession);
if (rc != CKR OK) {
fprintf (stderr
"ERROR CKM_TLS_GOST_PRF failed, rc = Ox%x\n", rc);

} else {
fprintf(stderr , "CKM_TLS_GOST_PRF test passed.\n");
}

}

if ( (ret = funcs—C_CloseSession(hSession)) != CKR OK ) {
fprintf(stderr
"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;

}

else {
fprintf(stderr, "C_CloseSession success\n");

}

out:
return rc;

CK RV test tls prf(CK SESSION HANDLE sess)
{

AMCg%lngT 340




I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

int rc = 0;

static CK BYTE value[12];
CK_MECHANISM mechanism desc = {CKM TLS GOST PRF, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;

CK_OBJECT HANDLE keyh = CK_ INVALID HANDLE;

static CK_OBJECT CLASS oclass = CKO SECRET KEY;

static CK_KEY TYPE key type = CKK GENERIC SECRET;

static CK BBOOL ltrue = CK TRUE;

// Using master secret (48 bytes) from LCJSSE test utility.

static CK BYTE keyval [] = {
0x76,0x22,0x41,0x3d,0x5a,0xb6,0x7f,0x5b,
0x86,0x2e ,0x75,0x97 ,0xe8 ,0xf9 ,0x31,0xe4
0x2f,0x13,0x13,0xd5,0x61,0xed ,0xab,0xed,
Oxab,0x4b,0xd8,0x5d,0x60,0x0a,0xec,0x99,
0x45,0 xfe ,0x39,0xal ,0xb7,0x62,0x0d,0x66 ,
0x3c,0xdd,0xb3,0x71,0x90,0=x0f,0xc3,0xdd

};
// Using real TLS message label from LirJSSE test utility .
static CK BYTE label [] = "client finished";

// seed (64 bytes) = client random (32 bytes) + server random
(32 bytes)
// Using concatenated client random and server random data
(32+32 bytes)
// from LCJSSE test utility.
static CK BYTE seed || = {
0x87 ,0xb5a,0x38,0x94 ,0xa4 ,0=xf9 ,0x3c,0x30,
0x65 ,0 xfc ,0x66 ,0xbe ,0xf2 ,0xc0,0x09,0xb9,
0xc3,0x26,0x3e,0x16,0xc7,0x28,0x14,0x27,
0x98 ,0x26 ,0xe4 ,0xd5,0x30,0x7f,0x9a ,0x2d,
0x87 ,0x0e,0x1d,0x34 ,0xaf ,0x28 ,0x1c ,0x60,
Oxae ,0x8d,0x26,0xe4 ,0xd5,0x30,0x7f,0x9a ,
0x2d,0x87 ,0x0e,0x1d,0x34 ,0xaf ,0x28 ,0xlc,
0x60,0xae ,0x8d,0x21,0xee ,0x7d,0x52,0x44

};

// Using resulting TLS PRF value (12 bytes) from LCJSSE test
utility .

static CK BYTE et 94| = {

0x2a, 0x6b, Ox4c, Ox14, 0x61, Oxbl, 0x39, 0x2d,
0x18, Oxdf, Ox8a, 0x8d,
5
static CK BYTE et 2012 256 [] = {
0x83, 0x75, 0x68, 0x86, 0x50, O0xb8, 0Oxe6, 0xbd,
Ox2c, 0x12, 0x45, Oxea,

}s
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static CK BYTE et 2012 512[] = {
0x85, Ox4c, 0Ox6b, Oxb5, 0x8b, Oxdd, 0x9f, 0x8b,
0xf2, Oxe3, Oxf4, O0x8e,

};

static CK_ATTRIBUTE key template|[] = {
{ CKA_VALUE, keyval, sizeof(keyval) },
{ CKA_ CLASS, &oclass, sizeof(oclass) },
{ CKA KEY TYPE, &key type, sizeof(key type) },
{ CKA_DERIVE, &ltrue, sizeof(ltrue) }

}s

static CK ULONG len = sizeof(value);

// B saBucumoctu or smadenus OID gna I'OCT P 34.11
// 6yayr ucuonb3zoBarbcsa ajroputmel TOCT P 34.11-94,
// TOCT P 34.11-2012 (256 6ur) wmam I'OCT P 34.11-2012 (512 6ur)

static CK_BYTE oid_ 3411 94| = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
5
static CK BYTE Oid_3411_2012_256[] = {

0x06, 0x08, Ox2a, 0x85, 0x03, 0x07, 0x01, O0x01, 0x02, 0x02
}s
static CK _BYTE Oid_3411_2012_512[] = {

0x06, 0x08, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x03
}s
static CK TLS GOST PRF PARAMS params gost = {

{

seed , sizeof(seed),

label , sizeof(label) — 1,

value , &len

ks

oid 3411 94,
sizeof (oid 3411 94)

I

rc = funcs—C_CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}
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mechanism—>pParameter = &params _gost ;
mechanism—>ulParameterLen = sizeof(params gost);
rc = funcs—C DeriveKey(sess , mechanism,
keyh , NULL PTR, 0, NULL PTR);
if (rc !'= CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
return rc;

}

printf(“TLS PRF 3411—94:\11");
print _hex(value, len);

CHECK(value, len, et 94);

params_gost.pHashParamsOid = oid 3411 2012 256;
params _gost.ulHashParamsOidLen = sizeof(oid 3411 2012 256);
rc = funcs—C DeriveKey(sess , mechanism,
keyh, NULL PTR, 0, NULL PTR);
if (rc != CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
return rc;

}

printf ("TLS PRF 3411-2012 (256):\n");
print _hex(value, len);
CHECK(value, len, et 2012 256);

params gost.pHashParamsOid = oid 3411 2012 512;
params gost.ulHashParamsOidLen = sizeof(oid 3411 2012 512);
rc = funcs—C _DeriveKey (sess , mechanism ,
keyh, NULL PTR, 0, NULL PTR);
if (rc != CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
return rc;

}

printf("TLS PRF 3411-2012 (512):\11");

print _hex(value, len);

CHECK(value, len, et 2012 512);

rc = funcs—C_ DestroyObject (sess, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}
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return rc;

}

CKM_TLS_GOST_PRE_MASTER_KEY_ GEN

JImcruar 3.29: ckm  tls gost pre master key gen.c

#include "test_common.h"

CK RV test crypto();
CK_RV test tls pre master key gen(CK SESSION HANDLE sess);

int main(int argc, char xargv|[]) {
CK RV rc¢ = CKR OK;

rc = test main(argc, argv);

if (re != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_ MECHANISM INFO minfo ;

rc = funcs—C_OpenSession(Slotld
CKF RW_ SESSION | CKF SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession);
if (rc !'= CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = O0x%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");

/%
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// log in as normal user
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));

if (rc != CKR_OK) {
fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n",
rc);
goto out_close;

}

fprintf (stderr, "C_Login success\n");

*/
rc = funcs—C _GetMechanismInfo(Slotld ,
CKM_TLS GOST PRE MASTER KEY GEN, &minfo);

if (rc != CKR_OK) {
fprintf (stderr ,

"\n======== Mechanism CKM_TLS_GOST_PRE_MASTER_KEY_GEN "
"not supported ===========\n");
} else {
fprintf(stderr
"\n==================== CKM_TLS_GOST_PRE_MASTER_KEY_GEN "
"test ==================\n");
rc = test tls pre master key gen(hSession);

if (rc != CKR OK) {
fprintf (stderr
"ERROR CKM_TLS_GOST_PRE_MASTER_KEY_GEN failed, "
"rc = 0x%x\n", rc);
} else {
fprintf(stderr
"CKM_TLS_GOST_PRE_MASTER_KEY_GEN test passed.\n");

}
}

if ( (ret = funcs—C_CloseSession(hSession)) != CKR OK ) {
fprintf(stderr ,

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
¥
else {
fprintf(stderr, "C_CloseSession success\n");
¥
out:

return rc;

}

AMCg%lngT 345




I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

CK RV test tls pre master key gen(CK SESSION HANDLE sess)
{
int rc = 0;
CK_BYTE value[1024];
CK MECHANISM mechanism desc =
{CIMTISGOSFPREMASIERI@YGHV NULL, 0};
CK MECHANISM PTR mechanism = &mechanism desc;
CK_ OBJECT HANDLE keyh = CK INVALID HANDLE;
static CK_OBJECT CLASS oclass = CKO SECRET KEY;
static CK KEY TYPE key type = CKK GENERIC SECREI‘
static CK BBOOL ltrue = CK TRUE;
static CK BBOOL lfalse = CK FALSE;
CK_ATTRIBUTE attr ;
static CK_ATTRIBUTE ltemplate [| = {
{ CKA_CLASS, &oclass, sizeof(oclass) },
{ CKA KEY TYPE, &key type, sizeof(key type) },
{ CKA_SENSITIVE, &lfalse , sizeof(lfalse) },
{ CKA_EXTRACTABLE, &ltrue , sizeof(ltrue) },
{ CKA_DERIVE, &ltrue, sizeof(ltrue) },
{ CKA_SIGN, &ltrue, sizeof(ltrue) },
{ CKA_VERIFY, &ltrue, sizeof(ltrue) }
};
CK_VERSION ver; // TLS version

// B rTekymeii Bepcum Bcerja TeHEPUPYeETCH KJIOY THIIA
CKK_ GENERIC SECRET

// co caydaiiHbM 3HavYeHumeM JnHON 32 6Gaifira.

ver . major = 1;
ver .minor = 0;
mechanism—>pParameter = &ver ;
mechanism—>ulParameterLen = sizeof(ver);
rc = funcs—C GenerateKey(sess , mechanism,
ltemplate , sizeof(ltemplate)/sizeof (CK ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_GenerateKey failed: Ox%x\n", rc);
return rc;

}
attr.type = CKA VALUE;
attr.pValue = value;

attr . ulValueLen = 32;
rc = funcs—C GetAttributeValue(sess, keyh, &attr, 1);
if (rc !'= CKR OK) {
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fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;
¥
printf ("TLS PRE-MASTER KEY:\n");
print _hex(value, attr.ulValueLen);
rc = funcs—C_ DestroyObject (sess , keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;
}
return rc;
}
CKM_TLS GOST_ MASTER_KEY_ DERIVE
JIuctuar 3.30: ckm_tls _gost _master key derive.c
#include "test_common.h"
CK RV test crypto();
CK_RV test tls master key derive(CK SESSION HANDLE sess);
int main(int argc, char xargv|[]) {
CK RV rc¢ = CKR OK;
rc = test main(arge, argv);
if (re != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;
}
rc = test crypto();
if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;
¥
return CKR OK;
}
CK_RV test _crypto ()
{
CK RV rc, ret;
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CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo ;

rc = funcs—C_ OpenSession(Slotld
CKF RW _ SESSION | CKF SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession);
if (rc != CKR OK) {
fprintf (stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;
¥
fprintf(stderr, "C_OpenSession success\n");
/ *
// log in as normal user
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));

if (rc != CKR_OK) {
fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n",
PG) ¢
goto out_close;
}
fprintf (stderr, "C_Login success\n");
*/

rc = funcs—C_GetMechanismInfo (Slotld ,
CKM_TLS GOST MASTER KEY DERIVE, &minfo) ;
if (rec != CKR OK) {
fprintf(stderr
"\n======== Mechanism CKM_TLS_GOST_MASTER_KEY_DERIVE "
"not supported ===========\n");
} else {
fprintf(stderr
"\n==================== CKM_TLS_GOST_MASTER_KEY_DERIVE "
"test ==================\n");
rc = test tls master key derive(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_TLS_GOST_MASTER_KEY_DERIVE failed, "
"rc = 0x%x\n", rc);
} else {
fprintf(stderr
"CKM_TLS_GOST_MASTER_KEY_DERIVE test passed.\n");
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if ( (ret = funcs—C CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
}
out:

return rc;

}

CK RV test tls master key derive(CK SESSION HANDLE sess)
{
int rc = 0;
CK_BYTE value[1024];
CK _ULONG len ;

CK_MECHANISM mechanism desc

{CKM_TLS GOST MASTER KEY DERIVE, NULL, 0}

CK_ MECHANISM PTR mechanism = &mechanism desc;
CK_OBJECT HANDIE keyh = CK INVALID HANDLE;
CK_OBJECT HANDLE mkeyh = CK_ INVALID HANDLE;
static CK_OBJECT CLASS oclass = CKO SECRET KEY;
static CK KEY TYPE key type = CKK GENERIC SECRET;
static CK BBOOL ltrue = CK TRUE;
static CK BBOOL lfalse = CK FALSE;

CK_ATTRIBUTE attr ;

FILE xf = NULL;

CK_ OBJECT HANDLE paramh = CK INVALID HANDLE;
static CK BYTE premaster [| = {

Oxdc,0x2f,0x75,0x53,0x8a,0x02,0xc7,0x4d,

0x67,0x32,0x58,0xf5,0xf5,0x27,0xc3,0xc9,

0x27,0xd6,0x65,0x8f,0x72,0x38,0x7d,0x4b ,

0x98 ,0x06 ,0xe0,0x91 ,0x1b,0xab,0x8a,0x30
};
static CK BYIE client random || = {

0x87 ,0xb5a,0x38,0x94 ,0xa4 ,0xf9 ,0x3c,0x30,

0x65,0 xfc ,0x66 ,0xbe ,0xf2 ,0xc0,0x09,0xb9,

0xc3,0x26 ,0x3e,0x16,0xc7,0x28 ,0x14,0x27,

0x98 ,0x26 ,0xe4 ,0xd5,0x30,0x7f,0x9a,0x2d

};
static CK BYTE server random || = {
0x87,0x0e,0x1d,0x34 ,0xaf ,0x28 ,0x1c,0x60,
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Oxae ,0x8d,0x26,0xe4 ,0xd5,0x30,0x7f,0x9a ,
0x2d ,0x87,0x0e,0x1d,0x34 ,0xaf ,0x28 ,0xlc,
0x60,0xae ,0x8d,0x21,0xee ,0x7d,0x52,0x44

static CK BYTE master 94 [] = {

static CK_BYTE master 2012 256 [] = {

static CK BYTE master 2012 512[] = {

IE
0x92, 0xf3,
Oxlc, 0x5H7,
0x82, 0x52,
0xb3, 0x21,
Oxdd, 0xb9,
0xd5, Oxec,
Ik
0x54, 0x27,
0xc8, 0x98,
0x33, 0x5b8,
0x71, Oxe2,
0x60, 0x9b,
Oxba, 0x93,
¥
0x7c, Oxcf,
0x43, 0x0c,
0x07, 0Ox4d,
0x74, 0xe0,
Oxch, 0x19,
Oxle, 0xd4,
};

0xbd ,
0x2a,
Oxch,
0x74 ,
Oxab
0xbl,

0x47,
0Oxbb,
0xf2 ,
0Oxc3,
0x87,
0x32,

0x75,
0x66 ,
0xf5 ,
0xd1,
0x05 ,
0x2b

// B saBucumoctu or suauenus OID gus I'OCT P 34.11

// B dyuknun TLS PRF 6ynyr mcnombsoBarbcesa anaropurvel [OCT P

34.11-94,

// TOCT P 34.11-2012 (256 6ur) wmmm TOCT P 34.11-2012 (512 Gur)

static CK BYTE oid 3411 94[] = {
static CK BYTE oid 3411 2012 256 || = {

static CK BYTE oid_3411 2012 512[] = {

0x06, 0x07,
}s

0x06, 0x08,
b

0x06, 0x08,
}s

static CK_ATTRIBUTE key template[] = {
{ CKA VALUE, premaster

Oxle, 0x01

0x01, 0x02, 0x02

0x01, 0x02, 0x03

sizeof (premaster) },
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{ CKA CLASS, &oclass, sizeof(oclass) },

{ CKA_KEY TYPE, &key type, sizeof(key type) },

{ CKA_ SENSITIVE, &lfalse , sizeof(lfalse) },

{ CKA EXTRACTABLE, &ltrue, sizeof(ltrue) },

{ CKA DERIVE, &ltrue, sizeof(ltrue) },

{ CKA_SIGN, &ltrue, sizeof(ltrue) },

{ CKA_VERIFY, &ltrue, sizeof(ltrue) }
}s
static CK_TLS GOST MASTER KEY DERIVE PARAMS params gost = {
{ client random, sizeof(client random),

server _random, sizeof(server random) }, // Randomlnfo
oid 3411 94, // pHashParamsOid

sizeof (oid 3411 94) // ulHashParamsOidLen

}s

rc = funcs—C CreateObject (sess ,
key template, sizeof(key template)/sizeof (CK ATTRIBUTE) ,
&keyh) ;

if (re != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

mechanism—>pParameter = &params _gost ;
mechanism—>ulParameterLen = sizeof(params gost);

rc = funcs—C_ DeriveKey(sess , mechanism, keyh,
key template + 1,
sizeof (key template)/sizeof(CK ATTRIBUTE) — 1,
&mkeyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
goto end;

}

attr.type = CKA VALUE;

attr.pValue = value;

attr.ulValueLen = sizeof(value);

rc = funcs—C _GetAttributeValue(sess, mkeyh, &attr, 1);

if (rc != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
goto end;

}

len = attr.ulValuelLen;
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printf ("TLS master key 3411-94:\n");
print hex(value, len);
CHECK(value , len, master 94);

funcs —C _DestroyObject (sess , mkeyh) ;

params gost.pHashParamsOid = oid 3411 2012 256;
params _gost.ulHashParamsOidLen = sizeof(oid 3411 2012 256);

rc = funcs—C _ DeriveKey(sess , mechanism, keyh,
key template + 1,
sizeof (key template)/sizeof(CK ATTRIBUTE) — 1,
&mkeyh) ;

if (rec != CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
goto end;

}

attr . type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C GetAttributeValue (sess, mkeyh, &attr, 1);
if (rc != CKR OK) {

fprintf (stderr

"C_GetAttributeValue failed: Ox%x\n", rc);
goto end;

}

len = attr.ulValuelLen;

printf ("TLS master key 3411-2012 (256) :\n");
print hex(value, len);
CHECK(value, len, master 2012 256);

funcs—C DestroyObject (sess , mkeyh) ;

params_gost.pHashParamsOid = oid 3411 2012 512;
params_gost.ulHashParamsOidLen = sizeof(oid 3411 2012 512);

rc = funcs—>C _DeriveKey(sess , mechanism, keyh,
key template + 1,
sizeof (key template)/sizeof(CK ATTRIBUTE) — 1,
&mkeyh) ;

if (rc != CKR OK) {
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fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
goto end;

}

attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C _GetAttributeValue(sess, mkeyh, &attr, 1);
if (rc != CKR OK) {

fprintf (stderr

"C_GetAttributeValue failed: Ox%x\n", rc);
goto end;

}

len = attr.ulValueLen;

printf ("TLS master key 3411-2012 (512):\n");
print _hex(value, len);
CHECK(value, len, master 2012 512);

funcs —C _ DestroyObject (sess , mkeyh) ;

printf ("SUCCESS\n");
rc = CKR_OK;
end:
if (keyh != CK_INVALID HANDLE) {
funcs—C DestroyObject (sess , keyh);

}

return rc;

}

CKM_TLS GOST_KEY_ AND_ MAC_DERIVE

JImcruar 3.31: ckm tls gost key and mac derive.c

#include "test_common.h"
CK RV test_crypto();
CK RV test tls key and mac derive(CK SESSION HANDLE sess ) ;

int main(int argc, char xargv|]|) {

CK RV rc = CKR OK;

rc = test main(arge, argv);
if (rc != CKR OK) {
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fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc !'= CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()

{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C _OpenSession(Slotld ,
CKF RW_SESSION | CKF SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession);
if (rc !'= CKR OK) {
fprintf(stderr ,
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;
¥
fprintf(stderr, "C_OpenSession success\n");
rc = funcs—C _ GetMechanismInfo (SlotId ,
CKM_TLS GOST KEY AND MAC DERIVE, &minfo) ;
if (rec != CKR OK) {
fprintf (stderr

"\n======== Mechanism CKM_TLS_GOST_KEY_AND_MAC_DERIVE "
"not supported ===========\n");
} else {
fprintf (stderr
"\n==================== CKM_TLS_GOST_KEY_AND_MAC_DERIVE "
TEEET o il )
rc = test tls key and mac derive(hSession);

if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_TLS_GOST_KEY_AND_MAC_DERIVE failed, "

"rc = 0x%x\n", rc);
} else {
fprintf(stderr
"CKM_TLS_GOST_KEY_AND_MAC_DERIVE test passed.\n");
AMCSCM
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}
}

if( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
¥
out:

return rc;

}

CK_RV test tls key and mac derive (CK_SESSION HANDLE sess)
{
int rc = 0;
CK_BYTE value[1024];
CK _ULONG len ;
CK_MECHANISM mechanism desc =
{CKM_TILS GOST KEY AND MAC DERIVE, NULL, 0};
CK_MECHANISM _PTR mechanism = &mechanism desc;

CK_OBJECT HANDLE keyh = CK INVALID HANDLE;

static CK_OBJECT CLASS oclass = CKO_ SECRET KEY;

static CK KEY TYPE generic key type = CKK GENERIC SECRET;
static CK_KEY TYPE secret key type = CKK GOST28147;
static CK BBOOL ltrue = CK TRUE;

static CK_BBOOL lfalse = CK_FALSE;

CK_ATTRIBUTE attr ;

CK_ OBJECT HANDLE paramh = CK INVALID HANDLE;

static CK BYTE client random [| = {
0x48 ,0xdc ,0xdb,0x79,0xfb ,0x11,0x16,0xaf,
Oxed ,0x6a,0x72,0xda,0xbf,0x7a,0xb2,0x76 ,
0x8c,0x35,0xa7,0x54,0x52,0xda,0xal,0x00,
0x47,0x83,0%x29,0x72,0xa9,0x8d,0xd9,0x78

}s

static CK BYTE server random || = {
0x48 ,0xdc ,0xda,0xaa ,0x83 ,0xeb ,0x5c,0x08,
0x51,0x20,0xc6,0x8e,0x29,0xb4 ,0x30,0 xff |
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0xch ,0x9e,0x4f ,0xlc,0xa9,0x75,0xa7,0x35,
0x62,0x89,0x29,0x17,0x28,0x70,0x56,0x06

IE

static CK BYTE master || = {
0x68 ,0x0d,0x31,0x53,0x6a,0x20,0x68,0x50,
Oxca ,0x66,0x01,0x3f,0xb6,0xfa ,0xed,0x26,
0x51,0xb5,0xba,0x03,0x16 ,0xa3 ,0xdf,0xcl ,
0x33,0x99,0xd0,0x61 ,0xda,0x74,0x12,0x4e,
0x96 ,0x6f ,0x9a ,0x1c,0x25,0x24,0x89,0x42,
0xa9,0xeb,0x0c,0x56,0xel ,0x04,0xbb,0x6a

¥

static CK BYTE ClientMacSecret 94 [] = {
0x12,0x9d,0xf5,0xel ,0x00,0xfe ,0x51,0xf5 ,
0xe9 ,0xf3 ,0xcf ,0xff ,0x4f,0x02,0xcc,0xc9,
Ox4a ,0xe8,0x32,0x11,0xbd,0x35,0x63,0xa8,
Oxe2,0xa9,0x71,0xd2,0x61,0x24,0x7b,0x23

Ik

static CK BYTE ServerMacSecret 94 [] = {
0xc0,0xfc ,0x04,0x6f,0xa2,0xc6,0x30,0x97,
0xa2,0x90,0x8a,0x47,0x56,0x26,0x9d,0xc9,
0xe9,0x87,0x71,0x41,0xc4,0x3d,0x81,0x81,
0xb0,0x30,0x8f,0xea ,0xad,0x86,0x4f,0xae

Ik

static CK BYTE ClientKey 94[] = {
0x0e ,0 xfc ,0x85,0x03,0x2b,0x40,0xbd,0x65 ,
Oxce ,0x39,0x70,0xb0,0xed ,0xd2,0x48 ,0xdd,
0x6e,0 xfc ,0x97,0x29,0xb4,0xd5,0xd8,0x91 ,
0x42 ,0x7a,0xd0,0x55,0x9c,0x7c,0x6e,0x61

iE

static CK BYTE ServerKey 94[] = {
0x17,0x34,0xe4,0x2c,0x8e,0x9¢c,0x6f,0xda,
0x3c,0x30,0xbb,0xc8 ,0xfa ,0xe7,0x8d,0x76 ,
0x11,0x0c,0xfc,0x5b,0xeb,0x00,0x92,0xb2,
Oxed ,0x36,0x3e,0x27,0x60,0x12,0x50,0xab

¥

static CK BYTE IVs 94| = {
0x99,0x38 ,0xb5,0x71,0x78,0x47 ,0x92 ,0xba,
Oxc4,0x43,0xb9,0xd3,0x24,0x75,0x09,0x79

Ik

static CK BYTE ClientMacSecret 2012 256 [] = {
0x14, Oxe7, Oxfc, 0x31, 0x57, 0x99, 0x80, 0x9d,
0x48, 0x98, 0xd6, 0x43, 0x88, Oxfc, Oxla, Oxa4,
0x8c, 0x21, O0xld, 0x38, 0x72, 0x0d, 0x71, Oxcf,
0x31, 0x41, 0x95, Oxff, Ox4c, Oxda, 0x74, 0xa9,
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static CK BYTE ServerMacSecret 2012 256 | = {
Oxa0, 0x6e, 0x66, 0x06, Oxfa,
0x7b, 0x20, 0xc3, 0xc2, 0xb2,
Oxdl, 0x73, Oxeb, 0x29, 0xed,
0xf7, Oxa4, 0x21, 0xf8, 0xcO,

};

static CK BYTE ClientKey 2012 256[] = {
0x6b, 0x42, Ox6a, 0x7d, Oxc7, O0xOb, 0x82,
0x5d, Oxeb, 0x8c, Oxbe, 0x8f,
0x70, Ox1d, 0x3b, 0x17, 0x66,
0x67, Oxbc, 0x2f, 0xe0, Oxac,

b

static CK_BYTE ServerKey 2012 256[] = {
0x95, 0x45, 0x12, 0x61, Ox3c,
0xf5, 0x81, Oxcf, Oxef, Oxde,
0x38, 0x00, 0x03, 0x91, Oxcf,
0x4b, 0x06, Oxal, Ox4f, 0x8d, 0x61, 0x9e,

}s

static CK_BYTE IVs 2012 256 [] = {
0x05, 0x49, Oxbc, 0x7f, 0x79, Oxc3, 0x38,
0x41, Oxbl, 0x61, 0x77, Oxa8,

s

static CK BYTE ClientMacSecret 2012 512 [] = {
0x6b, 0x19, 0xf5, 0x37, 0x80, 0x16, Oxcl,
Oxcl, 0x67, 0x22, 0xb9, 0xd2,
0x95, Oxlc, 0x44 , 0x47, 0x9f,
Oxeb, 0Oxe0, Oxel, Oxad, 0x65,

¥

static CK BYTE ServerMacSecret 2012 512 [] = {
0x93, 0x25, 0x39, 0x6e, 0xf7,
0x34, Oxeb, 0x41, 0x36, 0x0e,
0x06, 0xd7, 0x36, 0xbd, Ox6a,
0xf5, Oxae, 0x45, 0xc2, 0x73,

b

static CK_BYTE ClientKey 2012 512[] = {
Oxc4, 0x3b, 0x75, Oxcd, 0OxT7f,
0x34, Oxa4, 0Ox1d, 0x9c, 0x0a,
0x69, 0x7d, 0x42, 0xfd, 0x69,
0x31, Oxec, Oxae, 0x88, 0x8e,

}s

static CK BYTE ServerKey 2012 512 [] = {
Ox4c, 0xT7f, 0xb9, 0x8f, Oxda,
Oxff, 0x6d, 0x31, 0x54, 0xd7,
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0x6c¢c, Oxfb, Oxfc, OxOe, 0xd3, Oxdd, Oxe0, 0xf0,
0x89, 0x48, 0x8e, 0x8a, 0xbd, 0x96, 0x65, 0x71,
I
static CK BYTE IVs 2012 512[] = {
0x6d, 0x21, Oxda, 0x52, Oxaa, Oxcf, 0x84, 0x01,
Ox4d, 0x94, Oxec, 0x24, Ox6a, 0x17, Oxeb, 0x05,

5

// B saBucumoctu or smauenus OID gns I'OCT P 34.11

// B dyuknuun TLS PRF 6ynyr mcnombsoBarbcesa anaropurvsl [OCT P
34.11-94,

// TOCT P 34.11-2012 (256 6ur) mmm TOCT P 34.11-2012 (512 6ur)

static CK BYTE oid 3411 94[] = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
IE
static CK_BYTE oid 3411 2012 256 || = {
0x06, 0x08, 0Ox2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x02
IE

static CK_BYTE oid_3411 2012 512[] = {
0x06, 0x08, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x03

}s

static CK BYTE gost28147 params A || = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01

}s

static CK_ATTRIBUTE master key template || = {
{ CKA_VALUE, master, sizeof(master) },
{ CKA_ CLASS, &oclass, sizeof(oclass) },
{ CKA_KEY TYPE,
&generic _key type, sizeof(generic key type) },
{ CKA DERIVE, &ltrue, sizeof(ltrue) },
{ CKA_SENSITIVE, &lfalse , sizeof(lfalse) }
{ CKA_ EXTRACTABLE, &ltrue, sizeof(ltrue) }

}s

static CK_ATTRIBUTE secret key template|[] = {
{ CKA_CLASS, &oclass, sizeof(oclass) },
{ CKA_KEY TYPE, &secret key type, sizeof(secret key type) },
{ CKA_ GOST28147 PARAMS,
gost28147 params A, sizeof(gost28147 params A) },
{ CKA_ENCRYPT, &ltrue, sizeof(ltrue) },
{ CKA DECRYPT, &ltrue, sizeof(ltrue) },
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{ CKA SIGN, &ltrue, sizeof(ltrue) },

{ CKA_VERIFY, &ltrue, sizeof(ltrue) },

{ CKA_ SENSITIVE, &lfalse , sizeof(lfalse) }

{ CKA_ EXTRACTABLE, &ltrue, sizeof(ltrue) }

}s

static CK BYIE IVClient [8];

static CK BYTE IVServer [8];

static CK SSI3 KEY MAT OUT km = {
CK_INVALID HANDLE, CK_INVALID HANDLE,
CK_INVALID HANDLE, CK INVALID HANDLE,
IVClient , IVServer

)

}s
static CK TLS GOST KEY MAT PARAMS params gost =
{
{
256, 256, 64, CK FALSE,
{
client random , sizeof(client random),
server random, sizeof(server random)
}
&km
}
oid 3411 94,

sizeof (oid 3411 94)
};

rc = funcs—C CreateObject (sess ,
master key template,
sizeof (master key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n",
return rc;

}

mechanism—>pParameter = &params _gost ;
mechanism—>ulParameterLen = sizeof(params_gost);
rc = funcs—C _ DeriveKey(sess , mechanism, keyh,

secret key template ,
sizeof (secret key template)/sizeof(CK ATTRIBUTE) ,

NULL PTR) ;

rc);
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if (rc !'= CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
return rc;
}
attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C_GetAttributeValue (sess
km. hClientMacSecret , &attr, 1)
if (rc != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

)

9

}

len = attr.ulValueLen;

printf("ClientMacSecret 3411-94:\n");
print _hex(value, len);
CHECK(value, len, ClientMacSecret 94);

attr . type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C _GetAttributeValue (sess
km.hServerMacSecret , &attr, 1)
if (rc !'= CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

Y

9

}

len = attr.ulValuelLen;

printf("ServerMacSecret 3411-94:\n");
print hex(value, len);
CHECK(value, len, ServerMacSecret 94);

attr.type = CKA VALUE;

attr.pValue = value;

attr.ulValueLen = sizeof(value);

rc = funcs—C GetAttributeValue (sess,

km. hClientKey , &attr, 1);

if (rc != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

}

len = attr.ulValuelLen;
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printf("ClientKey 3411-94:\n");
print hex(value, len);
CHECK(value, len, ClientKey 94);

attr.type = CKA VALUE;

attr.pValue = value;

attr.ulValueLen = sizeof(value);

rc = funcs—C _GetAttributeValue (sess ,

km. hServerKey , &attr, 1);

if (rc != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

}

len = attr.ulValueLen;

printf("ServerKey 3411-94:\n");
print hex(value, len);
CHECK(value, len, ServerKey 94);

memcpy (value , IVClient , 8);
memcpy (value + 8, IVServer, 8);
len = 16;

printf("IVClient & IVServer 3411-94:\n");
print _hex(value, len);
CHECK(value, len, IVs 94);

rc = funcs—C _ DestroyObject (sess , km.hClientMacSecret);
if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
return rc;
¥
rc = funcs—C _ DestroyObject (sess , km.hServerMacSecret);
if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;
¥
rc = funcs—>C_DestroyObject (sess , km.hClientKey) ;
if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—>C_DestroyObject (sess , km.hServerKey)
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if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

params_gost.pHashParamsOid = oid 3411 2012 256;
params _gost.ulHashParamsOidLen = sizeof(oid 3411 2012 256);

rc = funcs—>C _DeriveKey(sess , mechanism, keyh,
secret key template,
sizeof (secret key template)/sizeof (CK ATTRIBUTE) ,
NULL PTR) ;
if (rc != CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
return rc;
¥
attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C _GetAttributeValue (sess
km. hClientMacSecret , &attr, 1)
if (rc != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

I

)

}

len = attr.ulValueLen;

printf("ClientMacSecret 3411-2012 (256):\n");
print hex(value, len);
CHECK(value, len, ClientMacSecret 2012 256);

attr.type = CKA VALUE;
attr .pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C_GetAttributeValue (sess
km. hServerMacSecret , &attr, 1)
if (rc != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

}

len = attr.ulValueLen;

)

)

printf("ServerMacSecret 3411-2012 (256) :\n");
print _hex(value, len);
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CHECK(value, len, ServerMacSecret 2012 256);

attr.type = CKA VALUE;

attr.pValue = value;

attr.ulValueLen = sizeof(value);

rc funcs—C _GetAttributeValue (sess ,

.hClientKey , &attr, 1);

if (re != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

}

len = attr.ulValueLen;

g

printf("ClientKey 3411-2012 (256) :\n");
print _hex(value, len);
CHECK(value, len, ClientKey 2012 256);

attr.type = CKA VALUE;

attr.pValue = value;

attr.ulValueLen = sizeof(value);

rc = funcs—C_GetAttributeValue (sess ,

km. hServerKey , &attr, 1);

if (rc !'= CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

}

len = attr.ulValueLen;

printf("ServerKey 3411-2012 (256) :\n");
print _hex(value, len);
CHECK(value , len, ServerKey 2012 256);

memcpy (value , IVClient , 8);
memcpy ( value + 8, IVServer, 8);
len = 16;

printf("IVClient & IVServer 3411-2012 (256):\n");
print hex(value, len);
CHECK(value, len, IVs 2012 256);

rc = funcs—C_DestroyObject (sess , km.hClientMacSecret);
if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;
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}

rc = funcs—>C_DestroyObject (sess , km.hServerMacSecret ) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

¥

rc = funcs—>C_DestroyObject (sess , km.hClientKey) ;

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ DestroyObject (sess , km.hServerKey);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

params _gost.pHashParamsOid = oid 3411 2012 512;
params gost.ulHashParamsOidLen = sizeof(oid 3411 2012 512);

rc = funcs—C _ DeriveKey(sess , mechanism, keyh,
secret key template
sizeof (secret key template)/sizeof(CK ATTRIBUTE) ,
NULL_PTR) ;
if (rc !'= CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
return rc;
¥
attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C_GetAttributeValue(sess ,
km. hClientMacSecret , &attr, 1)
if (rc !'= CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

}

len = attr.ulValueLen;

b

printf("ClientMacSecret 3411-2012 (512):\n");
print _hex(value, len);
CHECK(value , len, ClientMacSecret 2012 512);

attr.type = CKA VALUE;
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attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C GetAttributeValue (sess ,
km. hServerMacSecret , &attr, 1)
if (rc !'= CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

I

}

len = attr.ulValuelLen;

printf("ServerMacSecret 3411-2012 (512):\n");
print hex(value, len);
CHECK(value, len, ServerMacSecret 2012 512);

attr.type = CKA VALUE;

attr.pValue = value;

attr.ulValueLen = sizeof(value);

rc = funcs—C _GetAttributeValue (sess ,

km. hClientKey , &attr, 1);

if (rc != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

}

len = attr.ulValueLen;

printf("ClientKey 3411-2012 (512):\n");
print hex(value, len);
CHECK(value, len, ClientKey 2012 512);

attr.type = CKA VALUE;

attr.pValue = value;

attr.ulValueLen = sizeof(value);

rc = funcs—C_GetAttributeValue (sess ,

km. hServerKey , &attr, 1);

if (rc != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

}

len = attr.ulValueLen;

printf("ServerKey 3411-2012 (512):\n");
print _hex(value, len);
CHECK(value, len, ServerKey 2012 512);
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memcpy (value , IVClient, 8);
memcpy (value + 8, IVServer, 8);
len = 16;

printf("IVClient & IVServer 3411-2012 (512):\n");
print _hex(value, len);
CHECK(value, len, IVs 2012 512);

rc = funcs—>C_DestroyObject (sess , km.hClientMacSecret ) ;

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
return rc;

}

rc = funcs—C DestroyObject (sess , km.hServerMacSecret);

if (rec != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_DestroyObject (sess , km.hClientKey);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

¥

rc = funcs—>C_DestroyObject (sess , km.hServerKey)

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_ DestroyObject (sess, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

return rc;

3.3.19 Ncnonb3oBaHne HECKOJIbKNX NOTOKOB

B nporpamme threadmkobj.c mpoussogurcs BerzoB dyukimit PKCS#11 u3 neckoabkux
IIOTOKOB.

Ob6parnTe BHUMaHWE, 9TO TPH WHUMNAAIA3AINN OUOJIHOTEKN B apryMeHTe (hyHKITIH
C_Initialize (BHyTpu (pyHKIUU init) IpUIOKEHUEM TIEPEIAIOTCs ajpeca DYHKIH, uc-
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TOJIb3YEMBIX B OMOIHOTEKE JIJIsT OJIOKMPOBKY IMMOTOKOB. COrJIACHO CTaHIAPTY, JOIYCKAETCSI
HCIIO/Th30BaHNE OJIOKUPOBOYHBIX (DYHKITHI HpUJIOKeHUs uin bubsimoreku. Kem 661 ipu-
JiozkeHue paboTasio ¢ 6ubIMOTEKo B 0JIHOM 110TOKe, To dyHKIMIo C_Initialize Hy»KHO
6b110 ObI BeI3BIBaTEH ¢ aprymenToM NULL, kak 310 meraercs B GOJIBIIMHCTBE TECTOBBIX
IIPUMEPOB.

Jluctuur 3.32: treadmkobj.c

#include "test_common.h"

// KonumuecTBOo npuBaTHbIX 00BHEKTOB Ha TOKEHE HE JIOJDKHO IIPEBbINATH

256,

// KoumdecTBO NyGJIMYHBIX 0OBEKTOB Ha TOKEHE TOXKE HE JIOJDKHO IID € BBIII
aTh 256,

// KOJMYecTBO OJHOBPEMEHHO OTKPBITBIX CECCHH He JIOJDKHO NPEBBIIATH
256,

// a KOJHMYeCTBO 3allyCKaeMblX IHOTOKOB OTPAHMYECHO ONEPAlMOHHON CHCT
eMOo1i ,

// mosToMy 3amaBaTh 3/€Ch IPOU3BOJLHO OOJbIME 3HAYEHHS HE DEKOME
HIyeTCs .

#define THREADCNT 4 // kosmdecTBO HOTOKOB (MaKCHMyM 3aBHCHT OT C
UCTEMD)

#define NUMSESS 3 // koamdecTBO ceccuii B IOTOKE
#define NUMOBJ 5 // makcumajibHOE KOJIHY€CTBO 00BEKTOB B CecCCUU

CK_RV
open_session and_ login( CK SLOT ID SlotID )
{

CK_FLAGS flags ;
CK_SESSION HANDLE h session;

CK RV rc;

CK_BYTE ltrue = TRUE;

flags = CKF_SERIAL SESSION | CKF RW_SESSION;
rc = funcs—C _OpenSession (
SlotID , flags , NULL, NULL, &h session );

rc = funcs—C Login( h_ session, CKU_ USER,

user pin, strlen (user pin) );

return rc;

}

int create token objects( int id, int is )
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{

CK_ FLAGS flags ;

CK_SESSION HANDLE h _session;

CK_RV rC;

CK BYTE ltrue = TRUE;

CK_BYTE Ifalse = FALSE;

CK_OBJECT _CLASS data class = CKO_DATA;

CK_UTF8CHAR label [32];

CK CHAR app|] = "ls_hwill_library";

CK_BYTE data value ||
= "AaBbCcDdEeFfGgHhIiJjKkL1MmNnOoPpQqRrSsTtUuVvWwXxYyZz";

CK_ATTRIBUTE data attribs || =

{
{CKA_ CLASS, &data class, sizeof(data class)},
{CKA_APPLICATION, app, strlen (app)+1},
{CKA_ TOKEN, &ltrue sizeof (ltrue)},
{CKA_VALUE, &data value, sizeof(data value)},
{CKA_ PRIVATE, &lfalse , sizeof (1false)}

}s

{CKA LABEL, label, 0},

CK_ATTRIBUTE label attribs|[] =
{
¥

CK_OBJECT HANDLE  obj list [NUMOBJ];
CK_ULONG i = 0;
CK_ULONG count = NUMOBJ;

flags = CKF_SERIAL SESSION | CKF RW_SESSION;
rc = funcs—C _OpenSession (

SlotId , flags , NULL, NULL, &h session );
if (rc != CKR OK) {

show error(" C_OpenSession", rc );

goto done;

}

fprintf(stderr , "Thread %d: Session %d opened\n", id, is);

// B kKaxkmoii ceccum Mbl BBIIOJHsiEM OIepAlWM CO3aHUS ,

// MoauduKAIUU U YHUITOXKEHUs CJIYyIafiHOTO KOJUYECTBa

// 06beKTOB TOKeHa, YTOOBl CO3/aTh KOHKYPEHTHYIO 006CTaHOBKY
// MeXI1y HOTOKaMH .

rc = funcs—C _GenerateRandom (h _session
(CK_BYTE x*)&count, sizeof(count));
if (rc != CKR OK) {
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show error(" C_GenerateRandom", rc );
goto done;

}
count = count % NUMOBJ + 1;

for (i=0; i<count; i++) {
rc = funcs—>C _CreateObject( h_session
data attribs, sizeof(data attribs)/sizeof(CK ATTRIBUTE) ,
&obj list[i] );
if (rc != CKR OK) {
show error (" C_CreateObject", rc );
goto done;

}

sprintf(label , "data_%d_%d_%d", id, is, i+1);
label attribs[0].ulValueLen = strlen(label)+1;

rc = funcs—C_SetAttributeValue( h_ session, obj list[i],
label attribs, sizeof(label attribs)/sizeof(CK ATTRIBUIE))
if (rc != CKR OK) {
show error(" C_SetAttributeValue", rc );
goto done;

}

fprintf(stderr, "Object %s created\n", label);

}

fprintf(stderr
"Thread %d: %d objects of session %d created\n",
id, count, is);

for (i=0; i<count; i++) {
rc = funcs—>C_DestroyObject ( h_session, obj list[i] );
if (rc != CKR OK) {
show error (" C_DestroyObject", rc );
goto done;
}
sprintf (label , "data_%d_%d_%d", id, is, i+1);
fprintf(stderr, "Object %s destroyed\n", label);
¥
fprintf(stderr
"Thread %d: %d objects of %d destroyed\n",
id, count, is);
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done:
funcs—C _CloseSession( h_session );
fprintf(stderr, "Session %d closed\n", id);

return rc;

}

#ifdef WIN32
DWORD WINAPI
#else
int
#endif
thread func(void =xthid)
{
int i=0;
CK RV rv = CKR _OK;
int id = *(int x)thid;

fprintf(stderr, "thread_func %d started\n", id);
while (i++ < NUMSESS) {
fprintf (stderr
"create_token_objects %d, session %d\n", id, i);
rv = create token objects(id, i);
if (rv != CKR OK) {
fprintf(stderr
"create_token_objects %d, session %d failed\n",
id, 1);
break;
}
fprintf (stderr
"create_token_objects %d, session %d finished\n",
id, 1);
}

fprintf(stderr, "thread_func %d finished\n", id);
return rv;

}

int
main( int argc, char xxargv )

{

int i, rc;
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#ifdef WIN32

HANDLE id [THREADCNT| ;
DWORD rv ;
#else
pthread t id [THREADCNT | ;
#endif

int thid [THREADCNT] ;

for (i=1; i < argc; i++) {

if (strcmp(argv[i], "-api") =— 0) {
i++;
api_path = argv|i];
} else if (strecmp(argv|[i], "-user_pin") — 0) {
i++;
user pin = argv|[i];
} else if (strcmp(argv|[i], "-h") 0) {
printf(
"usage: %s [-api <path>][-user_pin <PIN>] [-h]\n\n",
argv [0] );

return 0;

}
}

fprintf(stderr, "==>> init...\n");
// Use PKCS#11 library native multithreading locks.
rc = init (api_path, &funcs, pinit_ args os_ locking);
// Use application—supplied multithreading callbacks for
locking .
//rc = init (api_path, &funcs, pinit_args app_locking);
if (re != CKR OK) {
fprintf(stderr, "==>> init failed\n\n");
return rc;

}

fprintf(stderr, "==>> init Ok\n\n");
fprintf(stderr, "==>> get_slot_list...\n");
rc = get slot list(funcs,

&SlotList

&SlotCount ) ;

if (rc != CKR OK) {
fprintf(stderr
"==>> get_slot_list failed, rc = Ox%x\n\n", rc );
return rc;

}
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fprintf(stderr, "==>> get_slot_list Ok\n\n");
fprintf(stderr, "==>> find_slot_with_token...\n");
rc = find slot with token (funcs,

SlotList ,

SlotCount ,

&Slotld) ;

if (re != CKR OK) {
fprintf(stderr
"==>> find_slot_with_token failed, rc = O0x%x\n\n",

re );
return rc;
¥
fprintf(stderr, "==>> find_slot_with_token Ok\n\n");
rc = open_session and login(Slotld);

if (rec != CKR _OK) {
fprintf(stderr

"==>> open_session_and_login failed, rc = Ox%x\n\n",
re );
return rc;
¥
fprintf(stderr, "==>> open_session_and_login Ok\n\n");

for (i=0;i<THREADCNT; i++){
thid[i] = i+1;
fprintf(stderr, "Creating thread %d \n", thid[i]);
#ifdef WIN32
id[i] = CreateThread (NULL, 0,
(LPTHREAD START ROUTINE) thread func,
(void *)&(thid|[i]), 0, NULL);
#else
pthread create(&id|[i],NULL,
(void* (%) (void *))thread func,(void x)&(thid[i]));
#endif
}

fprintf(stderr, "Waiting for all application threads\n");
#ifdef WIN32
rv = WaitForMultipleObjects (THREADCNT, id, TRUE, INFINITE);
if (rv = WAIT TIMEOUT) {
fprintf(stderr, "Stop waiting by timeout\n");
} else {
fprintf(stderr, "All threads completed\n");
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}
#else

for (i=0; i<THREADCNT; i+-+){
if (thid[i]) {
printf("Joining thread %1d\n", thid[i]);
pthread join(id[i],NULL);
thid[i] = 0;
}

}
#endif

fprintf (stderr

"Finalizing library...\n");
funcs—C _Finalize (NULL) ;
fprintf(stderr , "SUCCESS\n");

return 0;
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4 JlnueH3unn

4.1 Jlnuensua gnsa BigDigits

B 6ubamorexe 1s11sw2012 ucnosbayercs 6ubsmoreka BigDigits [?7?] kommanuu DI Management
Servies Pty Limited B coorBeTcTBHE C IPHUBEIEHHON HUXKE JIUICH3UEH.

This source code is part of the BIGDIGITS multiple-precision arithmetic library Ver-
sion 2.2 originally written by David Ireland, copyright (c¢) 2001-13 D.I. Management
Services Pty Limited, all rights reserved. You are permitted to use compiled versions of
this code at no charge as part of your own executable files and to distribute unlimited
copies of such executable files for any purposes including commercial ones provided you
agree to these terms and conditions and keep the copyright notices intact in the source
code and you ensure that the following characters remain in any object or executable
files you distribute AND clearly in any accompanying documentation:

”Contains BIGDIGITS multiple-precision arithmetic code originally written by David
Ireland, copyright (c) 2001-13 by D.I. Management Services Pty Limited
(www.di-mgt.com.au), and is used with permission.”

David Ireland and DI Management Services Pty Limited make no representations
concerning either the merchantability of this software or the suitability of this software
for any particular purpose. It is provided ”as is” without express or implied warranty of
any kind. Our liability will be limited exclusively to the refund of the money you paid
us for the software, namely nothing. By using the software you expressly agree to such
a waiver. If you do not agree to the terms, do not use the software.
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5 Ccbinkn

10.

. Odunmasnsusiit caiir OO0 "JIMCCU-Codr". - http://http://soft.lissi.ru//.

. Odurmanpuerii caiir Texamaeckoro komurera no crangaprusamun (TK 26) "Kpunro-

rpacduueckast 3amura nadopmaruu". - https://wuw.tc26.ru.

I'OCT 28147-89. Cucrembl 06paboTKy HHGMOPMAIMH. 3AIMATa KPUITOrpaduaeckas.
AutropuT™ KpHUIITOrpaduIeckoro mpeobpasoBaHmst. —
http://protect.gost.ru/document.aspx?control=74&1d=139177.

. TOCT P 34.10-2001. Uudopmanmnonnas texuosorus. Kpunrorpadudeckas 3ammra

unndopmaruu. [Iponeccor popMupoBanns u NPOBEPKU JIEKTPOHHON 1mudpoBoil 11011~
[UACH. —
http://protect.gost.ru/document.aspx?control=7&id=131131.

. T'OCT P 34.10-2012. Nudopmamnmonnas texunosiorust. Kpunrorpadudeckas 3ammra

nudopmaruu. [Iporeccor popMupoBanus 1 MPOBEPKHU JIEKTPOHHOH 1mudpoBOil 11011~
nucu. — Mocksa, Crangaprundopm, 2012.

I'OCT P 34.11-94. udopmarmontast TexHosiorust. Kpunrorpaduiaeckasl 3aiuTa nH-
dopmarun. OyHKIMSA XEIMUPOBAHUS. —
http://protect.gost.ru/document .aspx?control=7&id=134550.

I'OCT P 34.11-2012. Uudopmanumonnas texnosorusi. Kpumnrorpadudeckas: 3amura
nudopmarun. Oyuxnus xemuposanusi. — Mocksa, Crangapruadgopm, 2012.

RFC 4357. V. Popov, 1. Kurepkin, S. Leontiev. Additional Cryptographic Algorithms
for Use with GOST 28147-89, GOST R 34.10-94, GOST R 34.10-2001, and GOST R
34.11-94 Algorithms. — CRYPTO-PRO, January 2006. —
http://www.ietf.org/rfc/rfc4357.txt.

RFC 4490. S. Leontiev, Ed., G. Chudov, Ed. Using the GOST 28147-89, GOST R
34.11-94, GOST R 34.10-94, and GOST R 34.10-2001 Algorithms with Cryptographic
Message Syntax (CMS). — CRYPTO-PRO, May 2006. —
http://tools.ietf.org/html/rfc4490.

Meromuaeckue peKOMEHIAINN 10 33JJAHUIO Y3JI0B 3aMEHBI OJIOKA IOJICTAHOBKH aJIro-
purma mudposanus ['OCT 28147-89 (rorosurcs Kk mybuukanuu). — Mocksa, TK 26,
2013.
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15.

16.

17.

18.

Merouieckre peKOMEHIAIMN 10 3a/aHUI0 11aPAMETPOB SJUIMITUYECKUX KPHUBBIX B
coorBercrBun ¢ I'OCT P 34.10-2012 (rorosurcst K mybsmkaiun). — Mocksa, TK 26,
2013.

MeTtonuvueckue peKOMEHIAIINN 10 KPUITOTPApUIECKIM AJTOPUTMAaM, COILYTCTBYIO-
muM npumenenuio crangaptos [OCT P 34.10-2012 u 'OCT P 34.11-2012 (roroBurcs
K my6smkanun). — Mocksa, TK 26, 2013.

[Taposibaast 3ammura ¢ ucnosb3opanueM ajgroputMoB ['OCT. donosinenusi k PKCS#5
(roroBurcs K mybsumkanuu). — Mocksa, TK 26, 2013.

Pacmmpenne PKCS#11 jist ncIob30BaHusl POCCURCKUX KPUITOIPAMDUIECKHUX aJIro-
purmoB. — Texandecknit komurer 1o crangaprusanyn (TK 26) "Kpunrorpaduaeckas
zamura nadopmaruu". — Mocksa, TK 26, 2008.

Pacmupenne PKCS#11 mist ucnionb3oBanust poccuiickux crangapros ['OCT P 34.10-
2012 u TOCT P 34.11-2012 (roroBurcst K myGJukanum). — TeXHUIECKUH KOMUTET 110
crangaprusaiun (TK 26) "Kpunrorpaduueckas samura nndopmarmu". — Mocksa,
TK 26, 2013.

PKCS#11 v2.30: Cryptographic Token Interface Standard. - RSA Laboratories, 2009.
- http://www.rsa.com/rsalabs/node.asp?id=2133.

BigDigits multiple-precision arithmetic source code. -
http://www.di-mgt.com.au/bigdigits.html.

Kpoccnardopmennas cbopounas cucrema CMake. - http://www.cmake.org/.
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